
CHAPTER 1 - INTRODUCTION 

1.1 Background to the Study 

We live in an information age where acquisition and transfer of information at will 

and high accessibility and availability has become the norm across all domains. This 

has invariably aroused fierce competition amongst organizations and forced 

organizations to focus more on information at hand which relates to looking into 

information about their customers. Nevertheless, corporates have come to realise that 

previously unearthed information by means of thorough analysis and data mining 

techniques have provided them with distinct advantageous information which is 

directly proportionate to their growth. 

This trend has raised eye brows of many and has over the retention of customer 

information by organizations and in turn protecting privacy of such data. Popular 

questions raised by many critics world over such as "To what extent organizations 

will take action to protect personal data?" and "How much trust can we put on 

organizations to protect our information privacy in this highly competitive market 

place?" The rapid globalization and development of technology across the globe 

tends to sharpen the already fierce competition amongst each other in the corporate 

world as it is a known fact that achieving customer satisfaction is arguably the best 

strategy that could be adopted by companies to successfully thrive in their 

competitive market places. Situations are such that organizations are more focussed 

on categorizing customers and adopt provisioning of personalized goods and 

services to their customers. Intern identifying and providing personalize services 

required by their customers has invariably lead organizations to know their 

customers better. Moreover, it has significantly aided organizations to better their 

marketing efforts in a cost effective and efficient manner. 

How will organizations understand their customer better? Valuable information and 

related patterns could be derived about customers of an organization by analysing 

their personal data such as purchasing patterns, income details, health records, etc. 
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enabling them to better understand the needs and wants of their customers. This 

leads to collection of customer personal data which supersedes the actual 

requirement in many occasions. 

Extensive use of Information Technology (IT) in numerous ways has become the 

factor in this idiom. Needless to say the presence of competition invariably leads to 

delivery of quality services and/or goods at a cheaper rate to customers. With the 

rapid development in ICT, automation is often used as a tool to reduce costs while 

delivering efficient, accurate and timely services to the customer. A plethora of new 

technologies emerged during the past two decades have made it possible to collect, 

store, share and analyse large volumes of data required for decision making. On the 

other hand information systems and online services help customers to access a wider 

market place, reduce costs and save time. Therefore, corporates extensively use ICT 

in order to gain competitive advantage over others resulting in more and more 

personal data being stored in their databases. These opportunities have changed the 

direction of marketing from mass marketing to more personalised target marketing 

substantially raising privacy concerns for many whose personal information is 

retained by corporates. 

At present, privacy has become an extremely important issue and the issue of 

protecting one's personal data is more crucial than ever before. Growing concerns 

about large amounts of personal data held in computers has been in the limelight in 

recent years. It is very clear that people can be easily turned into victims of unholy 

manipulation of computerized personal data about them. Furthermore, the ability to 

transfer data to unauthorized third parties at high speeds and at a lower cost has 

graven the situation even more [1]. Thus it has become a perceived threat to an 

individual's privacy. In a highly competitive market place, it is highly debatable as 

to whether organizations are able to adequately self-regulate the use of personal data 

of customers whilst trying to attain high levels of customer satisfaction at the same 

time. 

The research focuses on looking into introducing guidelines for the preparation of an 

appropriate data protection policy whilst understanding the level of current data 
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protection practises in both private and public sector organizations in Sri Lanka and 

issues faced by the corporate management when attempting to protect customer's 

personal data. 

1.2 Purpose of the Study 

There has been an increasing trend in collecting personal data by both private and 

public organizations in Sri Lanka. Various methodologies not limited to loyalty 

cards, online transactions, registrations for various benefit schemes, programs, etc. 

are vastly adopted by today's business entities. At present the government of Sri 

Lanka has seen ICT as an essential tool for improving delivery of public services, 

making government activities more transparent and accountable, broadening public 

participation, facilitating the sharing of information and knowledge among the 

people, and integrating marginalized groups and deprived regions [2]. Automation 

of services have already taken place in government organizations such as; District 

Secretariats, Department of Motor Traffic, Employees' Provident Fund, Department 

of Immigration and Emigration, etc. 

Large amounts of personal data collected by these organizations have often raised 

the question of possible threats to an individual's privacy. Moreover customers 

provide personal information without knowing how it would be handled, maintained, 

stored or used/re-used in the future. Furthermore, customers are unaware of aspects 

related to data collected by firms such as relevance, adequate or useful to serve the 

specified purpose. Therefore, many people have felt that most personal data 

collected are too personal and not required to facilitate certain services afforded by 

those organizations. 

In today's context the ever increasing power of information-processing technology 

has enabled firms to collect vast amounts of personal data and use them to store, 

analyze, interpret, compare and exchange at high speeds without our knowledge. 

Therefore, many people avoid carrying out online transactions or provide falsified 

data when obtaining goods and services from organizations. This would invariably 
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have a negative impact in personalizing and customizing their services to provide 

accurate and efficient services to the customer. 

Good data protection practices assist in building trust between organizations and 

consumers and would be beneficial for both parties. This enables customers to save 

time, reduce costs and access to more information in the market place while helping 

organizations to increase profits and provide better customer services. Thus the 

research looks to identify important areas to be considered in preparing data 

protection policies. 

1.3 Problem Statement 

Data in digital format is highly susceptible to reproduction and misuse by others 

primarily due to complete absence, inadequacy or inappropriateness of measures in 

order to protect such data. Once personal data is misused or lost, owners of such data 

could become victims of significant damage or harm. It is pertinent to note that such 

situations of data misuse or loss and their aftermath of victimization and harmful 

effects become much more complicated to deal with in countries such as Sri Lanka 

that are yet to formulate and implement a Data Protection Act protecting the rights 

and privacy of individuals of whose personal data have been retained by an 

organization. Therefore, practicing good governance and implementing policies 

would greatly contribute to the avoidance of such situations from recurring in future. 

The research presented in this thesis primarily focuses on proposing 

recommendations for compiling a comprehensive Data Protection Policy in order to 

assist and guide organizations to protect personal data from misuse. The problem 

statement for the research can be succinctly stated as: 

What are the factors to be considered while preparing a data protection policy, to 
f 

ensure security of personal data, including confidentiality and integrity, collected by 

organizations? 
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1.4 Research Objectives 

The main objective of my research is to introduce a set of recommendations for 

making policies in order to handle personal data. 

Other objectives of the research are, 

• To categorize the type of data collected and identify sensitive data collected 

by various organizations. 

• To identify issues faced by the management when implementing data 

protection policies. 

• To identify the level of data protection practices in effect at present in Sri 

Lanka. 

1.5 Significance of Study 

Most researchers have focused on the variance of privacy concerns depending on the 

nationality, cultural values or customer attitudes when addressing consumers' 

privacy problems, [6]. Furthermore, a number of research work has been carried out 

in order to exploit the relationship between consumer attitudes, privacy awareness 

and online privacy. Moreover most privacy related research work has been 

conducted in western countries especially within the European region. 

Comparatively to the above, it has been found that Asian cultures are less sensitive 

to privacy concerns than western countries. In comparison, less research work has 

been carried out within the Asian region. 

Yet ICT has penetrated to a greater extent into the Asian region resulting in many 

companies to face stiff competition in the industry. This has led many companies to 

collection, storage and analysis of personal data and purchasing patterns to improve 

customer ser/ices and carry out target marketing. Increased usage of technology 

would in future be a definite interference to personal liberties of individuals. This 

would require bear the imposition of safeguarding privacy concerns as it is in the 

west. With rapid globalization, few counties such as Japan, Hong Kong and 

Singapore have introduced law suits to protect and prevent misuse of personal data. 



In the recent past, computer crimes have shown an increasing trend in Sri Lanka. 

There have been many incidents where misuses of personal data in both public and 

private sector organizations have taken place. On the other hand, target marketing 

has also shown an increasing trend. Therefore, there exists a need for a law suitable 

to protect personal data in Sri Lanka. 

The research aims at developing a set of guidelines aimed at maintaining and 

handling personal data stored in digital form. These guidelines would assist them to 

improve or prepare data protection policies for such organizations while assisting 

employees of these organizations would to handle personal data in a secure and 

confidential manner. It will help them to reduce the number of obligations and issues 

related to privacy violations of personal data. As a result of good governance these 

organizations could earn reputation amongst the general public and would certainly 

motivate more people to coordinate with the government on providing better services 

to general public. 

1.6 Chapter Overview 

The research work presented in this thesis is introduced in Chapter One by 

discussing the general problem area followed by a set of research objectives. 

In the Second Chapter, a literature review is included enabling the reader to obtain 

an overview related to the research area not limited to basic concepts of privacy 

models, etc. whilst understanding various terminology used ultimately broadening 

the knowledge of the reader related to the research. 

A comprehensive insight to the approach describing various methodologies adopted 

along with sufficient explanations and appropriate assumptions related to the 

research framework, methodology, hypothesis, questionnaire development, data 

collection and sample size is discussed at length during the Third Chapter. 

Various aspects concerning analysis work carried out is explained in detail during 

the Fourth Chapter. Furthermore, detailed hypothesis testing along variable aspects 
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is described in detail subsequent to presenting extensive qualitative analysis work 

which was carried out. 

The Fifth Chapter summarises research findings in a conclusive manner whilst and 

providing appropriate recommendations vital for future course of action related to 

the research domain. 




