
CHAPTER 5 - CONCLUSION 

5.1 Introduction 

This chapter is aimed at providing a concise conclusion to the findings of the 

research. Information contained within the conclusion would definitely broaden 

knowledge on information privacy concerns, as a whole and would be useful for 

future studies, carried out in this area. 

5.2 Discussion 

This study was experimental; aimed at understanding what factors influence 

information privacy concerns and level of data protection practices in Sri Lanka. A 

written survey was conducted within selected 90 organizations. The findings of the 

survey are given below under different sub headings. 

5.2.1 Factors that influence information privacy concerns 

Overall findings (refer table 0-63) are factors that influence information privacy 

concerns. Such factors identified are; "Access Control Policies", "Access Control 

Practices", "Security Measurements on Information Systems", "Organizations level 

of understanding on business needs", "Employee's capabilities on Information 

Technology", "Management commitment to personal data protection", "The level of 

technological adaption of the organization", "The information systems used by 

organization", "Organization understanding of customer needs", "Organization 

relationship with their customers", "Organizational goals", "Management culture", 

"Industry competition", "Customer's awareness of privacy impacts", "Customer's 

perceived level of privacy", "Customer's attitudes towards privacy" and "Improving 

the applicability of existing laws". 

Thus the research findings (refer table 0-63) could not identify a relationship 

between the impact on information privacy concerns and factors such as "Purpose of 

collecting personal data", "Organizational structure", "Employee's attitudes", 
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"Benefits gained by reviewing personal data", "Previous experience related to 

personal data misuse", "Availability of data protection laws" and "International 

issues related to privacy concerns". 

5.2.2 Organizational policies and practices 

Organizations in the sample displayed a positive trend in adequacy and adherent to 

access control policies in terms of protecting personal data (refer table 4-17). 

Moreover their usefulness for the purpose and supportiveness to daily work was 

highlighted by the organizations (refer table 4-17). Though organizations practice 

their access control up to a greater extent employee attitudes towards non-sharing of 

personal data did not display a satisfactory level (refer table 4-19). Government and 

semi-government organizations showed the least attempts in non-sharing where the 

multinational companies showed the most positive behaviour (refer table 4-20). 

Therefore, in many organizations customer's information privacy could be violated 

by the employee behaviour. In contrast they showed a good practice in not violating 

the policies while under pressure for high performance (refer table 4-19). 

Considering above factors, it is understood that organizations trend to achieve 

personal data protection by means of various policies and physical security measures 

than educating their employees. It indicates that employees do not understand the 

magnitude of the privacy violations. 

5.2.3 Security measures 

Most of the organizations trend to use encryption as a method to secure customers 

personal data (refer table 4-18). On the other hand they displayed a positive trend in 

destroying personal data, backup files and hardware devices in a secure manner 

which prevents third parties to obtain data (refer table 4-18). These actions will help 

to reduce incidents related to data breaches. 

5.2.4 Incidents related to privacy violations 

Large number of companies has already experienced incidents related to privacy 

violations of customer data at least once (refer table 4-21). Organizations did not 

display a positive trend in informing their customers about such incidents (refer table 
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4-21). Therefore, such customers are not aware about their privacy violation. This 

could prevent such customers from taking precautions to reduce possible threats and 

also opportunities to take legal actions. Therefore, organizations need to reconsider 

countering this practice. 

Moreover it was found that most number of customers have faced loss of job due to 

misuse of their personal data while least number of faced life threat (refer table 4-

22). On the other hand large proportion in the sample responded that they are not 

aware about such incidents (refer table 4-22). This may due to customer unawareness 

in reporting such issues unavailability of reporting mechanism. Organizations need 

improvements in maintaining such records and creating customer awareness of 

facing such incidents. 

5.2.5 Customer concerns over personal data disclosure 

Most of the organizations rated, customers concerns high over personal data 

collection, (refer table 4-22) while indicating slackness on the part of customers in 

their personal data security (refer table 4-26). Though organizations are aware about 

customer attitudes towards reviewing their personal data, organizations trend to 

collect personal data more than that is required for their purpose (refer table 4-27). A 

trend in using that information to face competition was also displayed by the 

organisations in the sample (refer table 4-27). Making the issue more complex most 

organizations stated that privacy concerns did not limit their budget for target 

marketing (refer table 4-33). 

5.2.6 Use of Information Technology 

Frequent use of data mining techniques, purchasing information systems and tool for 

analysing personal data, using them in understanding future customer needs were 

also showed an in many organizations (refer table 4-29). Even though companies 

implement access control policies and adequate security measures above actions 

could lead to information privacy concerns in to a greater extent. Therefore, the 

sample displayed a negative approach in maintaining customer privacy in terms of 
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collecting additional data and analysing them for business purposes (refer table 4-

30). 

5.2.7 Personal data selling and purchasing 

The companies in the sample did not display a negative trend in selling and 

purchasing of personal data collected by them (refer table 4-30). Though few 

companies involve in selling personal data considerable amount of companies 

displayed a trend in purchasing personal data. 

5.2.8 Sharing personal data 

Mostly organizations share customer personal data to facilitate a provision of a 

service and less organizations share for the purpose of marketing communication 

(refer table 4-32). 

Two other key findings were that most organizations were unaware about the losses 

to its customers. The main issue faced by organisations while protecting personal 

data is unavailability of skilled staff. Other issues are less awareness on the need for 

data protection and non-availability of data protection guidelines. By considering the 

overall picture, there could be increasing trend in incidents related to violation of 

customer privacy. 

5.3 Recommendations 

Reference clause 5.2.2 as a remedial measure to amend the employee attitudes, it is 

important to educate employees on the importance of maintaining secrecy of 

personal data. Moreover employees should be educated on consequences that 

customers have to face due to privacy violations. Implementing strict disciplinary 

action against employees who involve in such incidents will also help to reduce such 

violations. These measures could be included in a policy framework as regards 

customer data security. 
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Clause 5.2.3 refers to data security through encryption. Organizations using these 

methods should see to that very secure encryption methods are make use of such that 

interested parties will be prevented from hacking or decoding. 

As per clauses 5.2.4 companies should consider introducing procedures for handling 

customer complaints regarding leakage of their personal data and also inform the 

customer in instances of data leakage. This way the customers could ensure that their 

data is not misused by other interested parties. The Organization should enforce a 

procedure to maintain and analyse incidents of data leakages and inquiries and to 

take preventive actions based on the findings. This will help organizations to identify 

loopholes in their processes or information systems and improve customer 

relationship. This process should be designed to regain customer trust while reducing 

the cost of incidents. 

Clause 5.2.8 refers to sharing customer's personal data. Organizations should 

consider getting customers consent on sharing personal data with third parties, the 

purpose for such sharing and identifying the third parties. Organizations should 

consider giving customer opportunity to decide on providing additional personal 

data, and request permission to use them for secondary purposes. This will help 

customers to know how their details are handled within the organizations. 

5.4 Guidelines to Prepare a Data Protection Policy 

An ideal data protection policy should contain two sections, where one section looks 

into assisting organizational employees on data protection whilst the other section is 

made available to its customers. The section made available to customers would 

provide an overview of personal information collection, holding, use, etc. 

5.3.1 Organizational Use 

This section includes detailed descriptions on security measures, employee 

behaviour, type of data breaches, disciplinary action, sharing personal data and 

reporting and handling of data breaches. 
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Security Measures 

Detailed descriptions related to physical security measurements, access control 

measurements, etc. also concerned about below mentioned factors. 

• Level of security measurements required to protect personal data 

• Access controls on information systems would discuss the type of 

information made available giving access to each department and each 

designation within that department. 

• Encryption mechanisms if used 

• Type of data encryption used 

• Occurrences related to the usage of encryption personal data 

• Maintaining (public and private) keys used in encryption including 

designators who hold keys 

• Mechanism of sharing passwords and other sensitive personal data with 

customers (e.g. e mail, post, SMS) 

• System and security audits 

• Type of audits conducted 

• Frequency of conducting audits 

• Responsibility of conducting audits 

• Reporting audit findings 

Employee Behaviour 

Employee behaviour aims at providing guidelines to employees on accepted 

behaviour towards protecting personal data, non-sharing of personal data, reporting 

suspicious behaviour, etc. 

• Type of data that could be accessed or held by a specific department 

• Type of data allowed to be shared and the purpose for it to be shared by each 

designation 

• Designations which permits on what to allow and what designators are 

allowed to share personal data 

• Reporting mechanism to inform suspicious behaviour of peers 
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• Consequences or possible disciplinary action that could be take on employees 

when suspicious behaviour is not informed 

• Accepted behaviour from employees while dealing with customers personal 

data 

• Disciplinary action that could be lead to misuse of personal data 

• Employee responsibility / expectation while handing privacy violation related 

issues 

Disciplinary action 

This provides an overview of type of misconducts and disciplinary action that could 

be taken against each activity. 

• List of activities falls under incidents of personal data breach and rank them 

according to the severity of the consequences 

• Disciplinary action that could be led by each activity 

• Define authority/ responsible body to handle such issues to decide on 

disciplinary action 

Sharing customer's personal data 

The objective is to provide detailed guidelines on sharing customer's personal data 

within the organization and with outsiders. 

• Type of information that could be shared within the organization 

• Sharing is allowed with what departments and for what purpose 

• Third parties that the personal data is shared with and type of data shared 

• Specify the purpose of sharing personal data with third parties 

5.3.2 Customer use 

Personal Information 

Details of information collected from customers 

Purpose and Uses 

• Use information to manage the customer relationship, manage customer 

accounts and offer other products and services. 
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• Share information about customer with the third parties, our services 

providers, credit bureaus and in connection with our legal and regulatory 

obligations. 

• Use information collected from website to facilitate access to our website. 

Choices 

Opportunity given to customers to make choices about how personal information 

about them may be shared 
• Receiving marketing materials 

Requests 

• How to request for a copy of the information organization hold on customer 

and fee if involve. 

• Steps to follow while requesting to correct inaccurate information. 

Internet Privacy 

Detailed description how does organization facilitate internet privacy. 

Identifying Fraudulent email 

How to determine genuine communications from organization and what customer 

can do to remain safe. 

How organization Use Cookies 

Specify whether you collect information using cookies and how organization use 

collected information. 

Cookies of Other Companies 
Specify if you have allowed other companies to set cookies on our website to gather 

information. 

5.5 Limitations 

The study has been subject to some limitations. One limitation of the research was 

the principle focus on banking and financial industry. This limited the ability to 
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generalise the findings. Scope of this study was limited to only the organizational 

aspects. Customer perspectives were not looked into in this study. 

The research will not cover following areas 

• How these organizations handle personal data (Physical data storage and 

implemented security measures) 

• Vulnerability of databases and weaknesses in the security measures 

• Whether these organizations have taken adequate steps to protect data in 

digital form 

5.6 Future Directions 

I believe that a deeper study of the impact of customer attitudes, awareness and 

cultural values on "Information privacy concerns", will help to clearly understand, 

factors influencing information privacy and arrive at a suitable privacy model for Sri 

Lanka. 

Employee's attitudes too influence the privacy concern of customer. To gain a clear 

insight a deeper study is necessary. 
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