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Abstract 

Over the past several decades, "Information Technology" has become the primary 
technology that affects everyone in the modern world in their day-to-day lives. As the role 
played by "information" in organizing, controlling, facilitating and managing a person's life 
became ever more pronounced, the impact of information technology on individuals and 
society also became more significant in its depth and far reaching in its breadth. In the 
modern technologically-enhanced world we live in today, information technology had been 
able to make a very positive impact by making our lives more enriching through the 
availability of a myriad of services and capabilities tailor-made to our individual needs and 
preferences. 

Among these many and varied benefits of information technology lies certain critical factors 
that could create negative outcomes. Main among these disadvantages is the possible 
harmful effects on privacy of people. Beginning with the new millennium, Sri Lanka has 
been on an accelerated program to bring information technology to nearly every aspect of a 
citizen's life with special emphasis on public sector services led by the e-Sri Lanka initiative 
of the government and the private sector services in banking and finance, insurance, 
telecommunication, education, trade and commerce, etc. The government has given due 
recognition to strengthen the legal framework for use of information technology in public 
life through the enactment of legislation such as Electronic Transactions Act of 2006 and 
Computer Crimes Act of 2007 that provide the laws and legal procedures for effective and 
correct use of technology. 

In addition to these new laws, the government has amended many other laws, rule and 
regulations to accommodate information technology and its many capabilities for 
improvement in services and process as well as in providing new services and other 
capabilities for the benefit of the citizens and the country. Also, both the government as well 
as the private sector in Sri Lanka have successfully implemented many initiatives to improve 
the information technology skills and literacy level of users. An important outcome of all 
these developments in technology, legislation, training, services, etc has been the ever 
expending collection, processing and storage of data pertaining to individuals and 
transactions that could have a significant impact on the privacy concerns of citizens. The 
globally prevalent approach to address such privacy concerns has been the formulation and 
enactment of legislation that are termed as "data protection laws" along with supporting 
procedures and mechanisms for law implementation. 

While it can be seen that a clear need exists for data protection laws in Sri Lanka through 
comparison with other countries and considering the accelerated growth in information 
technology and associated services; the extent of the need for a data protection law, the 
parameters of importance in such a law and the guideline that should be considered in the 
formulation of the law have not been systemically studied before. The research work 
presented in this thesis seeks to address this lacuna through a focused study on finding 
factors to be considered while preparing a data protection policy suitable for the Sri Lankan 
context. The research methodology was based on an empirical study using a sample of 
companies covering a broad spectrum of applications and services that collect, process and 
store data with potential privacy impacts. The research studied existing practices impacting 
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data protection (both positively and negatively) as well as issues faced by management 
while protecting data. 

The research found that certain widely practiced acts of organizations seen to be 
commercially expedient could lead to serious information privacy violations to primary 
owners of data. Also, the research showed a focus on data protection primarily through 
company policy based approaches bereft of technological means such as data encryption that 
would facilitate vigorous enforcement of those policies. Another important finding of the 
research is the unintentional violation of data privacy by organization through the 
unregulated actions of employees. The author expects the research findings presented in this 
thesis to contribute to the knowledge area of information privacy concerns in Sri Lanka and 
to assist in future research work related to the area of data and privacy protection. 
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CHAPTER 1 - INTRODUCTION 

1.1 Background to the Study 

We live in an information age where acquisition and transfer of information at will 

and high accessibility and availability has become the norm across all domains. This 

has invariably aroused fierce competition amongst organizations and forced 

organizations to focus more on information at hand which relates to looking into 

information about their customers. Nevertheless, corporates have come to realise that 

previously unearthed information by means of thorough analysis and data mining 

techniques have provided them with distinct advantageous information which is 

directly proportionate to their growth. 

This trend has raised eye brows of many and has over the retention of customer 

information by organizations and in turn protecting privacy of such data. Popular 

questions raised by many critics world over such as "To what extent organizations 

will take action to protect personal data?" and "How much trust can we put on 

organizations to protect our information privacy in this highly competitive market 

place?" The rapid globalization and development of technology across the globe 

tends to sharpen the already fierce competition amongst each other in the corporate 

world as it is a known fact that achieving customer satisfaction is arguably the best 

strategy that could be adopted by companies to successfully thrive in their 

competitive market places. Situations are such that organizations are more focussed 

on categorizing customers and adopt provisioning of personalized goods and 

services to their customers. Intern identifying and providing personalize services 

required by their customers has invariably lead organizations to know their 

customers better. Moreover, it has significantly aided organizations to better their 

marketing efforts in a cost effective and efficient manner. 

How will organizations understand their customer better? Valuable information and 

related patterns could be derived about customers of an organization by analysing 

their personal data such as purchasing patterns, income details, health records, etc. 
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enabling them to better understand the needs and wants of their customers. This 

leads to collection of customer personal data which supersedes the actual 

requirement in many occasions. 

Extensive use of Information Technology (IT) in numerous ways has become the 

factor in this idiom. Needless to say the presence of competition invariably leads to 

delivery of quality services and/or goods at a cheaper rate to customers. With the 

rapid development in ICT, automation is often used as a tool to reduce costs while 

delivering efficient, accurate and timely services to the customer. A plethora of new 

technologies emerged during the past two decades have made it possible to collect, 

store, share and analyse large volumes of data required for decision making. On the 

other hand information systems and online services help customers to access a wider 

market place, reduce costs and save time. Therefore, corporates extensively use ICT 

in order to gain competitive advantage over others resulting in more and more 

personal data being stored in their databases. These opportunities have changed the 

direction of marketing from mass marketing to more personalised target marketing 

substantially raising privacy concerns for many whose personal information is 

retained by corporates. 

At present, privacy has become an extremely important issue and the issue of 

protecting one's personal data is more crucial than ever before. Growing concerns 

about large amounts of personal data held in computers has been in the limelight in 

recent years. It is very clear that people can be easily turned into victims of unholy 

manipulation of computerized personal data about them. Furthermore, the ability to 

transfer data to unauthorized third parties at high speeds and at a lower cost has 

graven the situation even more [1]. Thus it has become a perceived threat to an 

individual's privacy. In a highly competitive market place, it is highly debatable as 

to whether organizations are able to adequately self-regulate the use of personal data 

of customers whilst trying to attain high levels of customer satisfaction at the same 

time. 

The research focuses on looking into introducing guidelines for the preparation of an 

appropriate data protection policy whilst understanding the level of current data 
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protection practises in both private and public sector organizations in Sri Lanka and 

issues faced by the corporate management when attempting to protect customer's 

personal data. 

1.2 Purpose of the Study 

There has been an increasing trend in collecting personal data by both private and 

public organizations in Sri Lanka. Various methodologies not limited to loyalty 

cards, online transactions, registrations for various benefit schemes, programs, etc. 

are vastly adopted by today's business entities. At present the government of Sri 

Lanka has seen ICT as an essential tool for improving delivery of public services, 

making government activities more transparent and accountable, broadening public 

participation, facilitating the sharing of information and knowledge among the 

people, and integrating marginalized groups and deprived regions [2]. Automation 

of services have already taken place in government organizations such as; District 

Secretariats, Department of Motor Traffic, Employees' Provident Fund, Department 

of Immigration and Emigration, etc. 

Large amounts of personal data collected by these organizations have often raised 

the question of possible threats to an individual's privacy. Moreover customers 

provide personal information without knowing how it would be handled, maintained, 

stored or used/re-used in the future. Furthermore, customers are unaware of aspects 

related to data collected by firms such as relevance, adequate or useful to serve the 

specified purpose. Therefore, many people have felt that most personal data 

collected are too personal and not required to facilitate certain services afforded by 

those organizations. 

In today's context the ever increasing power of information-processing technology 

has enabled firms to collect vast amounts of personal data and use them to store, 

analyze, interpret, compare and exchange at high speeds without our knowledge. 

Therefore, many people avoid carrying out online transactions or provide falsified 

data when obtaining goods and services from organizations. This would invariably 
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have a negative impact in personalizing and customizing their services to provide 

accurate and efficient services to the customer. 

Good data protection practices assist in building trust between organizations and 

consumers and would be beneficial for both parties. This enables customers to save 

time, reduce costs and access to more information in the market place while helping 

organizations to increase profits and provide better customer services. Thus the 

research looks to identify important areas to be considered in preparing data 

protection policies. 

1.3 Problem Statement 

Data in digital format is highly susceptible to reproduction and misuse by others 

primarily due to complete absence, inadequacy or inappropriateness of measures in 

order to protect such data. Once personal data is misused or lost, owners of such data 

could become victims of significant damage or harm. It is pertinent to note that such 

situations of data misuse or loss and their aftermath of victimization and harmful 

effects become much more complicated to deal with in countries such as Sri Lanka 

that are yet to formulate and implement a Data Protection Act protecting the rights 

and privacy of individuals of whose personal data have been retained by an 

organization. Therefore, practicing good governance and implementing policies 

would greatly contribute to the avoidance of such situations from recurring in future. 

The research presented in this thesis primarily focuses on proposing 

recommendations for compiling a comprehensive Data Protection Policy in order to 

assist and guide organizations to protect personal data from misuse. The problem 

statement for the research can be succinctly stated as: 

What are the factors to be considered while preparing a data protection policy, to 
f 

ensure security of personal data, including confidentiality and integrity, collected by 

organizations? 
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1.4 Research Objectives 

The main objective of my research is to introduce a set of recommendations for 

making policies in order to handle personal data. 

Other objectives of the research are, 

• To categorize the type of data collected and identify sensitive data collected 

by various organizations. 

• To identify issues faced by the management when implementing data 

protection policies. 

• To identify the level of data protection practices in effect at present in Sri 

Lanka. 

1.5 Significance of Study 

Most researchers have focused on the variance of privacy concerns depending on the 

nationality, cultural values or customer attitudes when addressing consumers' 

privacy problems, [6]. Furthermore, a number of research work has been carried out 

in order to exploit the relationship between consumer attitudes, privacy awareness 

and online privacy. Moreover most privacy related research work has been 

conducted in western countries especially within the European region. 

Comparatively to the above, it has been found that Asian cultures are less sensitive 

to privacy concerns than western countries. In comparison, less research work has 

been carried out within the Asian region. 

Yet ICT has penetrated to a greater extent into the Asian region resulting in many 

companies to face stiff competition in the industry. This has led many companies to 

collection, storage and analysis of personal data and purchasing patterns to improve 

customer ser/ices and carry out target marketing. Increased usage of technology 

would in future be a definite interference to personal liberties of individuals. This 

would require bear the imposition of safeguarding privacy concerns as it is in the 

west. With rapid globalization, few counties such as Japan, Hong Kong and 

Singapore have introduced law suits to protect and prevent misuse of personal data. 



In the recent past, computer crimes have shown an increasing trend in Sri Lanka. 

There have been many incidents where misuses of personal data in both public and 

private sector organizations have taken place. On the other hand, target marketing 

has also shown an increasing trend. Therefore, there exists a need for a law suitable 

to protect personal data in Sri Lanka. 

The research aims at developing a set of guidelines aimed at maintaining and 

handling personal data stored in digital form. These guidelines would assist them to 

improve or prepare data protection policies for such organizations while assisting 

employees of these organizations would to handle personal data in a secure and 

confidential manner. It will help them to reduce the number of obligations and issues 

related to privacy violations of personal data. As a result of good governance these 

organizations could earn reputation amongst the general public and would certainly 

motivate more people to coordinate with the government on providing better services 

to general public. 

1.6 Chapter Overview 

The research work presented in this thesis is introduced in Chapter One by 

discussing the general problem area followed by a set of research objectives. 

In the Second Chapter, a literature review is included enabling the reader to obtain 

an overview related to the research area not limited to basic concepts of privacy 

models, etc. whilst understanding various terminology used ultimately broadening 

the knowledge of the reader related to the research. 

A comprehensive insight to the approach describing various methodologies adopted 

along with sufficient explanations and appropriate assumptions related to the 

research framework, methodology, hypothesis, questionnaire development, data 

collection and sample size is discussed at length during the Third Chapter. 

Various aspects concerning analysis work carried out is explained in detail during 

the Fourth Chapter. Furthermore, detailed hypothesis testing along variable aspects 
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is described in detail subsequent to presenting extensive qualitative analysis work 

which was carried out. 

The Fifth Chapter summarises research findings in a conclusive manner whilst and 

providing appropriate recommendations vital for future course of action related to 

the research domain. 



CHAPTER 2 - LITERATURE REVIEW 

2.1 Chapter Overview 

The chapter is aimed at drawing attention on analysing and discussing the findings 

from prevailing literature related to the study area. The aim of this chapter is to 

broaden the reader's knowledge on data protection and privacy concerns including 

factors various influence privacy expectations of an individual and the available 

legislations to protect personal privacy. Various journal articles, research 

publications, web sites and books were used in literature review. 

2.2 Definition of Personal Data 

Personal data is define as information that relates to a living individual who can be 

identified from that data or who can be identified by combining with any other 

information possessed by a person or an organization. Name, address, date of birth, 

telephone number and bank account details, expression of opinion or fact, photos, 

video footage are identified as the basic personal data. The data considered as 

"Sensitive data" differs from country to country based on their values and legal 

system. Racial or ethnic origin, physical or mental health conditions, offences or 

alleged offences, religious beliefs, sexual life, political opinions and trade union 

membership are classified as sensitive personal data in most of the countries [3]. 

In addition to the basic data some attributes too are recognized by the privacy 

international organization as data that can be used to identify a person: Social 

Security Number, Shopping preferences, Financial situation, Physical characteristics, 

such as height and weight, Utility usage, Magazine subscriptions, Occupation, Level 

of education, Size of ^clothes worn, Habits (smoking), Arrest records, Lifestyle 

preferences, Hobbies (whether and what the individual collects), Characteristics of 

residence (size, number of bedrooms and bathrooms), Book preferences, Music 

preferences [4], 
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2.3 Definition of Privacy 

Privacy is difficult to define as it heavily depends on the culture of the area or 

country. On the other hand it symbolizes a wide number of interests including, 

personal information control, reproductive autonomy, access to places and bodies, 

secrecy, and personal development. Furthermore aspects of privacy found in every 

society thus privacy is a cultural universal [5]. 

It often referred as "A state in which one is not observed or disturbed by other 

people" or the state of being free from public attention [6]. 

2.4 Historical View of Privacy 

It is impossible to precisely say where or when privacy developed as a concern, 

history runs as to the ancient time of Athens and China. In both two distinct cultural 

traditions, privacy was a commodity purchase with power, money and privilege. In 

Greek society, the distinct between private and public activities in political terms 

existed at the time of Socrates (470-399 BC), Plato (427-347 BC) and Aristotle (384 

-322 BC). Socrates' opinion was that "Unexamined life is not worth living". He 

publicly challenged an individual to review his own personnel views and beliefs. 

Thus Plato's opinion privacy is something that is of no value to an ideal state. In his 

view it is not the psychological, sociological and political needs that controlled the 

patterns of associates and disassociates of individual with their followers. On the 

other hand, Aristotle sought to distinguish a boundary between state affairs and 

household affairs. As per him, distance, space and solitude from public life were 

essential substance for human flourishing [5]. 

In ancient China, Confucius (551-479) a philosopher, saw to distinguish between 

public activity o^ government and private affairs of family life. Thus he argued that 

"A private obligation of a son to care for his father overrides the public obligations 

to obey law against theft" [5]. For example, "A timid man who is pretending to be 
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fierce is like a man who is so dishonest as to sneak into places where one has no 

right to be, by boring a hole or climbing through a gap [5]." 

Above paragraphs examine the privacy in ancient two cultures and it is also 

important to learn recent developments in the area of privacy. "Historically, the 

concept of physical privacy was explicated at first and later, as it became apparent 

that information about individuals and groups gathering saliency, information 

privacy was subsumed under the larger umbrella of general privacy [7]." Privacy can 

be described as multi-dimensional and represents overlapping concepts such as 

confidentiality, secrecy, anonymity, security, and ethics which have added to the 

confusion [7]. 

As per Lucke (1632-1704), there is no distinct between public and private privacy as 

regards the state of nature, legitimate function of government and property rights. 

Here the state of nature was explained as a pre-governmental state where individuals 

had perfect freedom surrounded by the law of nature. The fundamental argument 

was the function of government is to secure rights of life, liberty and property. 

Moreover, he argues that individuals being sovereign and moral equals have equal 

rights to life, liberty and property. Here he explained that an individual can obtain 

private property while enjoying what is available for public consumption. As per, 

Thomas Hobbes "State of nature is a hypothetical entity rather than an actual one 

where life is solitary, poor, nasty, brutish and short [5]". 

John Stuart Mill (1806 - 1873) believed that the appropriate motive in utilizing 

power over an individual of a society against his will is only to safeguard others 

from harm. His suggestion was that individually or collectively citizens are 

warranted to interfere only to ensure self-protection. Furthermore it cannot justify 

the interfere of government or other citizens in order to provide one's own good, 

physically or morally when that person does not harm anybody. Further his 'Liberty 

Principle' says a person may harm others by his action as well as inaction. Thus, 

both actions and inaction have to be threaded equally to protect citizen [5]. 



2.5 Privacy Definitions in the Last Century 

"The right to be let alone" was one of the modern definitions that came up in 1880s 

by Warren, Brandeis and Jude Thomas Cooley. They also brought forward an 

argument with emphasis on the importance of securing and protecting individual's 

right to be let alone with the new inventions and new business methods. Further they 

state that the big businesses, new technology and media interests have invaded the 

private and domestic life of individuals. Their privacy concept was too vague leaving 

us not aware of what conduct would violate privacy. Many others including Sissela 

Bok (1983), Anita Allen (1988) and Ruth Gavinson (1980) have defined privacy as 

"Limited Access to the self'. Bok argued that "Privacy is a condition of being 

protected from unwanted access by others either by physical access, personal 

information or attention"; whereas Gavinson explained elements of limited access as 

"Secrecy, anonymity and solitude". Moreover, the collection, storage and 

computerization of information are covered in Gavinson's privacy definition. The 

definition of "Privacy as a secrecy" was not accepted by many, stating that secret 

information cannot be considered as private always and also private matters are not 

always secret [5]. 

More importantly, Alan Westin (1968) and many others (Moor 2001) have defined 

privacy in terms of control of information. Their argument was the "Privacy is the 

claim of individuals or groups or institutions to determine for themselves when, how 

and to what extent information about them is communicated to others". In a 

supportive argument Charles Fried (1968) has argued that the "Privacy is not simply 

an absence of information about us in the minds of others; rather it is the control we 

have over information about ourselves". Another view from Pound (1915) and 

Freund (1971) state, it as an extension of personality or personhood. In their view 

respect for person is highlighted as main concern. In recent years privacy is accepted 

as a concept ranging over information, access and expressions. Today with the 

increase use of technology, definition of privacy has aligned more towards personal 

information [5]. Figure 2-1 shows the evolution of the privacy concept during last 

century. 
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Table 1. Evolution of the Information Privacy Concept Following the Evolution of IT (adapted from 
Westin 2003) 

Period Characteristics 
Privacy Baseline 
1945-1960 

Limited information technology developments, high public trust in government and business 
sector, and general comfort with the information collection. 

First Era of 
Contemporary Privacy 
Development 
1961-1979 

Rise of information privacy as an explicit social, political, and legal issue. Early recognition of 
potential dark sides of the new technologies (Brenton 1964), formulation of the Fair Information 
Practices (FIP) Framework and establishing government regulatory mechanisms established 
such as the Privacy Act of 1974. 

Second Era of Privacy 
Development 
1980-1989 

Rise of computer and network systems, database capabilities, federal legislation designed to 
channel the new technologies into FIP, including the Privacy Protection Act of 1984. European 
nations move to national data protection laws for both the private and public sectors 

Third Era of Privacy 
Development 
1990-present 

Rise of the Internet, Web 2.0 and the terrorist attack of 9/11/2001 dramatically changed the 
landscape of information exchange. Reported privacy concerns rose to new highs. 

Figure 2-1: Evaluation of Information Privacy Concept following the Evaluation of IT 

Source: information privacy research: An interdisciplinary review 

It is clear that, expansion in ICT technology specifically in networking area has 

helped consumers not only to make their life easier in many ways but simultaneously 

it has also invaded into their personal lives. Therefore, privacy has become a 

significant issue due to the increasing trend towards digital storage of personal data. 

Moreover the issue of personal information privacy has become more complex, with 

the globalization of information systems along with the entry of organizations into 

highly competitive international market place [8]. 

2.6 Technology, Cost Vs. Privacy 

Intensive competition forced the organization to provide fast efficient and accurate 

service to the customers. Information provide business a great value because it gives 

them means to implement price discrimination by studying buying patterns and 

willingness to pay which in turn will generate customer surplus and economic 

efficiency., these economic incentives promote the development of new 

technologies, for privacy violation. On the other hand lack of economic incentives 

for consumers stand for privacy enhancing technology. Privacy technologies can be 

privacy preventing, detecting or avoiding technologies [9], 

Organizations often select information technology as a tool to reduce cost and 

improve business operations. On the other hand information technology has enable 

12 



organizations to collect, store and analyse personal data and to use them for target 

marketing, etc. This has led the organizations to collect personal data of consumers 

which infringe on their privacy under the presumed requirement for efficient 

delivery of service. But the customers claim that their personal data not warranted 

for efficiency as claimed by the organization are also collected [10]. Today many 

organizations join together with organizations which provide related services in 

order to improve customer service operation. For example, Health care services such 

as hospitals, physician, laboratories, pharmaceutical, insurance providers, 

government, etc. required to work together in order to provide fast efficient service 

to the patients while reducing cost of operations. This required sharing patient 

information between several parties [10]. 

Physicians 

3b. Medical 
Service 

Vendors 3a. Medical 
Equipment 
Vendors 6. Employer 

5. Health 
Insurers 

Alternative 
Providers 

Government 
Insurance 

5a.Financially 
Responsible 

Parties , 
5b. Governmental 

Payers/transfer plans 

Life/Disability 
Insurers 

7a 
Governmental 

Security 
7b. 

Government 
Licensing 

Pharmaceutical 
Manufacturers. 

7c. 
Governmental 

Planning 

Figure 2-2: Movements of patient health records and digital information pathways in 

healthcare 

Source: Preserving patient privacy in the quest for health care economies 
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Figure 2-2 displays the complicity of information pathways between parties in a 

health care system which have access to information in order to provide a cost 

effective and efficient service to its patients [10]. 

Even though all parties guarantee privacy of patient records, with the increase of 

parties, the potential for healthcare record leakage also increase. Simultaneously, any 

organization that shares information face problem of safeguarding the information 

while providing better services. This leaves many questions within the patient as to 

how and what to extend these companies will be able to protect their healthcare 

information [10]. 

2.7 Theoretical Perspective on Privacy 

Many organizational and economic theories discuss the relationship between 

managers and stakeholder of the organization. Michael V. Laric and Dennis A. Pitta 

have tried to examine digitalization of healthcare records and relationships between 

systems and individuals using Agency, stewardship and resource dependant theories. 

The author attempt to explain organizational aspects with related to relationships and 

information security in healthcare service [10]. 

As per agency theory people are rational and seek to maximize their individual 

position, in terms of utility. Individuals or profit organization are self-interested to 

maximize economic position, meaning digitalization may affect profit-levels of 

organization. For example, applying agency theory to healthcare industry, patients 

can be viewed as principles whereas managers are viewed as agents. Naturally self-

interest acts in contrast with the organizational requirements. Therefore, cost of 

conducting business rises while attempting to provide benefits (incentives, 

commissions) to individuals to align their interest with the organization. Thus 

companies try to optimize usage of patient healthcare information to reduce cost of 

operation. This demands sharing information between several parties. In this 

situation one party's inability to secure healthcare information may invade patient 

privacy. Moreover under the pressure to achieve organizational goals they may 

entice individuals to share their healthcare data. On the other hand patients' may 
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oppose to provide healthcare details or share just a subset, thinking that accidental or 

improper usage may reduce their social or economic position [10]. 

The stewardship theory focuses on situations where individuals' interest is less 

influenced by self-interest allowing a long term broader view. The theory suggests 

that conflict of interest or opportunistic behaviour by either party as organizational 

actors are motivated through intrinsic rewards such as growth and achievements 

rather than tangible rewards such as salary. In this view individuals are not 

considered as self-serving economic individuals but as those attempting to align their 

goals with organizational goals. Stewardship also brings the concept of ethical codes 

of professionals. In context of healthcare, both management and patient share the 

common goal as good health. Some force is required to control the behaviour related 

to healthcare information system. Code of ethics could help professionals to adjust 

according to specified behaviour [10]. 

Resource dependency theory argues that both organizations and individuals need 

resources like money, management, access to market, etc. to survive. The values and 

decision making change according to the way organizations or individuals access 

them. The theory discusses a new aspect of a relationship than the two theories 

discussed earlier. For example, when considering healthcare perspective, information 

security may be compromised when organizations obtain resources through 

power/dependant relationship. On the other hand patient may surrender their privacy 

in order to secure resources they value. In either ways person's privacy can be 

violated intentionally or unintentionally [10], 

The above three theories provide overview of how privacy can be protected or 

violated with the information managers perspective, philosophy and effectiveness. 

2.8 Issues of Privacy Violations 

It is important to discover the type of issues that could be raised by violating 

individual's privacy. Some of the consumer concerns are identified as Identity theft, 

stolen credit card numbers, dissemination of medical history, and use of 
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unauthorized information by business [9]. The cost of privacy invade could be 

measured in monetary terms thus there have been incidents that could not measure in 

monetary terms. Moreover people mostly concern when it involve in cost which 

could be calculated in monetary terms. 

The economic and social cost involved in publicity of one's healthcare information 

is twofold: Social and economic. Example: isolation of ostracising by the society due 

to health implications such as AIDS, social diseases, disabilities not obvious. 

Economic costs are job loss, loss of business opportunities. Revealing of personal 

information can bring discrimination in society. Hence the privacy of personal 

information is of social value. Moreover patients will restrain from visiting 

healthcare organizations and taking medications due to the fear of infringement of 

their privacy [10]. 

Information security fears cause loss of billions of sales every year. In 1999, a 

survey reviewed that 40% of its participants responded that they would have done 

more online sales, if information security is adequately granted. Nearly two third of 

the participant have said that they had abandoned online transactions at least once, in 

a study by PriceWaterHouseCoopers in 2000. In 2002, in a study by Jupiter 

estimated that nearly $24.5 billion online sales will be lost by the year 2006 due to 

lack of information security [11]. 

Harris Interactive Survey discuss three main privacy concerns as 

• Trading personal data without permission 

• The consequences of insecure transactions 

• Theft of personal data [11] 

2.9 Privacy Concerns; Customer Attitudes, Awareness and Values across 

Different Countries 

Consumer attitudes vary from country to country depending on their beliefs, culture, 

area, religion, education, age, etc. Number of researches has been carried out to 

understand the consumer attitudes and behaviour since it help them to understand 
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privacy concerns of customers. It was brought to notice that consumers raise 

concerns over collecting and using information related to medical records, social 

security numbers and financial information. They are less sensitive to information on 

habits related to purchasing products and media usage [12]. Even though expression 

significantly vary across cultures, every society value, privacy in some form. 

Moreover privacy rights are no absolute. These relate to individual's culture. The 

concept of privacy shows two main differences in western world and eastern world. 

Western world believed privacy as a concept of self as an individual, apart from the 

group, whereas, eastern world one's identity was defined by the society or group one 

belongs to, rather than one's personal accomplishment [13]. Solitude, intimacy, 

anonymity and reserve can be identified as main four basic privacy states [14]. 

Higher number of consumers cares enough about their privacy that, they will take 

active steps to protect it, if opportunity is given to them. Thus, the nature of the 

information and also the easiness of understand such steps will influence customer 

on taking such steps. "For example, someone who takes the time to change his 

settings on a social networking site, or check that his online shopping is secure, may 

not be willing to devote comparable time and effort to figure out how to protect his 

online browsing activity, which may expose details of online purchases or web 

surfing, even if he would prefer to keep those purchase details private [15]." 

It is also found that consumers concern is on the potential to misuse their 

information than the actual use of the collected data. Consumers hold concerns on 

disclosure of their information to third parties whom they are not aware of at the 

time of concluding the transaction. Further they are also concerned whether such 

information will be used in unwelcome communication such as promotions and 

advertising materials. Thus in dealings with financial institutes Australian customers 

are concerned whether their information will be disclosed in different departments 

within the same organization or disclosed to government departments and other 

financial institutes [12]. 

The main four dimensions of personal information privacy as per Smith are; 

collection, unauthorized secondary use, errors or integrity of database and improper 
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access. A survey was conducted to understand information privacy concerns across 

countries including both western and eastern world. Secondary use is ranked by all 

nations as the first information privacy concern while selecting improper access as 

the second concern dimension. The study also showed that collection and errors were 

the least concern dimensions across countries [8]. Figure 2-3 depicts the level of 

information privacy concern in selected countries. 

Country Collection Secondary L se Er rors I m p r o p e r Access 

United States 5.4 (4)* 6.1 (1) 5.5 (3) 5.9 (2) 

Canada 5.7 (3) 6.4 (1) 5.6 (4) 6.1 (2) 

Australia 5.6 (3) 6.6(1) 5.3 (4) 5.8 (2) 

United Kingdom 5.2 (4) 6.0 (1) 5.6 (3) 5.8 (2) 

New Zealand 5.3 (3) 6.4 (1) 5.2 (4) 5.9 (2) 

France 5.0 (4) 6.6 (1) 5.5 (3) 6.2 (2) 
Japan 4.9 (4) 6.3 (2) 5.6 (3) 6.5 (1) 

Denmark 4.8 (4) 6.2 (1) 5.5 (3) 6.1 (2) 
Thailand 4.7 (4) 5.8 (2) 5.2 (3) 6.0 (1) 

Figure 2-3 : Level of information privacy concern by dimension in countries 
Source : Values, personal information privacy, and regulatory approaches 

Ecological factors such as country's history, religiosity, economy, demographics and 

geography influence the culture of that country. Cultural values as level of trust, 

paranoia and social criticism also influence the information privacy concerns shown 

in a society. Thus, uncertainty avoidance, power distance and individualism versus 

collectivism exhibits close relationship to the information privacy concerns. High 

uncertainty avoidance displayed anxiety, stress and concern over information 

privacy. On the other hand countries that exhibit high power distance, believed that 

people rarely can be trusted and showed more concern over information privacy. It is 

also noticed that countries that value individualism, believed that everyone have 

right to private life and that therefore, possible threats to information privacy exists 

from organizations. Uncertainty avoidance, power distance and individualism versus 
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collectivism have a different influence on the government involvement in 

information privacy regulations [8]. 

In general, a low level of privacy concerns and awareness were showed among high-

tech workforce in India. Even though Indians somewhat aware on general practice 

regarding posting student grades on public notice boards in western countries they 

displayed less sensitivity over public posting of their grades. Moreover Indians 

showed even lower level of concern about displaying passenger name, seat no, 

destination, etc. on railway stations. Surprisingly a survey has found that Indians 

were comfortable over sharing age, email address and even health care information. 

US citizens showed contradict behaviour in sharing health information with 

websites; job discrimination or health insurance may be the reasons for US citizens 

to disclose such information. Thus Indians were least comfortable in sharing credit 

card number, passport number, email and ATM passwords and annual income [15]. 

In a survey carried out in US has found, almost all the users do not hesitate to 

provide basic information such as name, postal and email address. Thus they are 

concerned on providing sensitive information such as income, assets or social 

security number. The survey suggests that consumers can be categorized into three 

groups according to their Internet usage; heavy, moderate and light.US consumers 

refuse sharing personal information if they feel that the information collected is too 

personal or not needed. They feel confident sharing same information via mail or 

telephone than sharing them over the Internet or email. They showed less awareness 

on benefits of personalization and some .consumers were willing to share personal 

information to obtain benefits of personalization while others refuse [15, 16]. 

US consumers trust private sector over government in protecting personal data while 

expressing doubt on both parties' abilities to establish effective standards and 

protection [16]. 

Thus Indians have high level of trust on organizations and government in securing 

their personal information which showed a contradictory result in a study done in US 

[15]. Consumers tend to believe that familiar companies protect their personal 
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information than other companies. The brand name of the company plays a major 

role in customer perception on privacy protection [16]. 

A study done in Australia has found that gender has significant impact on privacy 

concerns. Women are more sensitive to online privacy than men. It has also revealed 

that individuals who use a computer at work are more likely to show concern over 

privacy. Thus American students displayed less privacy concern behaviour 

comparative to Australian students [19]. 

Today Japanese have not understood the concept of the privacy, thus their main 

concern is on financial damages that could cause due to personal information 

leakage. In general they have less concern on both physical and personal information 

than westerners. Therefore, criticism on personal information leakage is unusual and 

also very few individuals or organizations have been charged against invasion of 

privacy [20]. 

Even though consumers display concern over information privacy, it is found that 

they don't use available tools to protect their privacy while using Internet. Majority 

of consumers did not use existing tools to protect their privacy [17]. Both Indians 

and US have less knowledge and concern over cookies and Indians take very little 

actions to change their cookie settings [17], Cookies help organizations to offer 

personalized benefits to consumers thus beneficial to consumer welfare. On the other 

hand encryption facilitates individuals to have more controls over personal 

information. Encryption enables consumers to benefit by revealing personal 

information and to have control over their personal information [11], There are 

several factors that could influence one's online behaviour. The factors that could 

impact on decision process of individual, 

• "Limited information available for decision making (Benefit vs. Cost) 

Awareness of information security risks and available technologies to 

prevent such risk. On the other hand cost involved in using new technologies 

such as switching cost, usability cost, learning cost, etc. 

• Bounded rationally 
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It not possible to calculate probability and amount of risk that arise with 

respect to information security 

• Psychological distortions 

• Ideology and personal attitudes 

• Market behaviour" [13] 

A survey done using Spanish speaking subjects has listed below reasons for 

consumer lack of trust in e commerce /uncertainty in the environment: 

• "Lack of physical interaction with seller makes it impossible to effectively 

evaluate the products on offer and more often check the identity of the seller 

• Payments are made mostly using credit cards and before goods are being 

delivered to consumers leaving the door open for financial fraud 

• It is also possible that the product received is not the one that was ordered 

• Difficulty in making complaints to companies that have no physical presence 

or whose head office is in another country, and the fact that some consumers 

are barely Internet-savvy so that they cannot distinguish between the 

alternatives 

• Increasing problem with spam 

• The continuous periodic reports on hacker attacks and viruses 

• The existence of a legal framework that is incomplete, heterogeneous and 

ineffective" [19] 

Thus in another study by Taylor Nelson Sofres Interactive (2002) there are two 

major reasons why consumers do not purchase online: 

• "Unwillingness to give out data regarding their credit cards 

• The idea that it is safer to buy in physical stores than online [19]" 

Many researchers have found that there is a clear deference in the consumer 

perception towards privacy depends on their culture, geographical area, religion, etc. 

2.10 Trust and Customer Behaviour 

It is also necessary to understand the role of trust with respect to customer behaviour 

in dealing with organizations. Y. Tsarenko and D. R. Tobib argue that high level of 
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trust between financial institutions and customers can build a strong value exchange 

relationship where customers gain from additional benefits beyond primary financial 

exchange. The study demonstrates that trust reduces the concerns for privacy, thus 

privacy concerns and trust showed a significant negative correlation. Furthermore it 

can discourage Australian customer from opportunistic behaviour and provide 

opportunities to improve quality of submitted information to reduce risk of fraud or 

deception. Thereby building trust will reduce customer concerns on lack of control 

over using their information [12]. 

Similar study by Harris Interactive (2002) in US has found that the three main 

sources of distrust that restrict online purchasing of consumer are: 

• "That companies might transfer personal data to others without express 

consent; 

• Transactions might not be secure; and 

• Hackers might steal personal information" [12] 

2.11 Role of Staff in Protecting Consumer Privacy 

Despite companies introducing strict policies to protect personal data privacy, 

breaches show an increasing trend. For example, " In 2008 there were 317 separate 

cases of data breaches in the US, compromising the privacy of numerous individuals 

and representing a 176 per cent increase on the number of cases recorded in 2005" 

[20]. Therefore, it is important to study factors that influence employee behaviour on 

protecting personal data. Bank employees behaved differently, regardless of being 

given the same data set, and being exposed to the same training programs and policy. 

Thus a study suggested that there is a relationship between attitude and specific job 

function. Employees high work load or less sales has a negative impact on their 

adherent to organizational policies. A study done by Ana Isabel Canhoto has 

revealed that head office employees are more positive and consistent than branch 

staff in following policies and informing suspicious behaviour of peers. Figure 2-4 

shows Employees' attitudes in head office and branch. 
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Figure 2-4 : Employees' attitudes across head office and branches 

Source : Safeguarding customer information: the role of staff 

Finally, organisation's privacy objectives possibly be better accomplished if policies 

adopt strong, unequivocal terms. Moreover, "Management needs to look for ways to 

increase the relevance of privacy measures to all groups in the organisation, be it in 

their daily tasks, or as a component of their job evaluation. It is also important for 

privacy managers to investigate ways in which various job related environmental 

cues situate particular cultural frames and, therefore, behaviours" [20], 

2.12 Data Protection Policies 

A good privacy policy will address the aspects related to data subject, data, purpose 

if collecting data, access and information sharing conditions and obligations. It is 

important to explicitly specify in the privacy policy the names of owners, updates, 

lassoers and users of the information. For example figure 2-5 shows various user 

groups that need access information in a bookstall. Here, customers need access to 

update or correct erroneous or outdated information whereas employee is given 

access to update billing information. Therefore, it is required to state all parties 

involved in the process and data accessible to them in a data protection policy [21]. 
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Figure 2-5 : Hierarchy of groups 
Source : A privacy model for enterprises 

Another feature of the good privacy policy is that it tells customer how that collected 

!

information would be used. For example it may display, "We use customer contact 

information to send new details of products". More importantly a policy will have 

access controls and details on information dissemination. It is important to share data 

with a party who has implemented privacy policy within that enterprise. 'Conditions' 

for accessing data provide more value to the privacy policy. This will provide 

overview of who has access to what data and the conditions to be fulfilled before 

i accessing them. For example, an employee can access data only if it is a book agent 

of the bookstall. Some privacy policies enforce details of access that are allowed and 

I actions to be performed [21]. 

In general a privacy policy provides three provisions; 

• Opt-out approach allows consumers to refuse disclosure of information to third 

party 

• Opt-in allow firms to share information with consumer permission with third 

parties 

• Next model demands non-use of information for any decision making process. 
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Today most of the privacy statements on websites are abstract, thus do not provide 

exact information on who is authorized to access, accessible information and in what 

ways. Therefore, it is required to provide privacy statement expressive enough to 

understand privacy rights granted and obligations that is given by privacy statement 

and regulations [21]. At present few Indian web sites display their privacy policy in 

their website. Indian web sites showed an increasing trend in displaying privacy 

policy on their web sites while most of the policies display responsibilities of 

customers than organizations [15]. It is important to understand some of the common 

mistakes in privacy policies. 

Some issues related to privacy policies 

• More often privacy policies are prepared by lawyers and therefore the 

language used to write policies are not clear to customers. 

• Possibilities of companies to disregard privacy policies (unauthorized 

secondary selling) will abuse the trust. 

• Users are not aware of how data is stored or distributed once they reveal their 

personal data. 

• Unavailability of widely accepted standards on preparing privacy policy [1]. 

The self-regulatory policies and best practices are no longer adequate to address 

significant issues of information security [9]. 

2.13 Privacy models and Legislations around the World 

Human rights is not necessarily absolute but are qualified depending n the certain 

circumstances except as right to life, which is absolute, which can never be 

withdrawn. Privacy is a qualified right which can be taken away wholly or partly in 

specified circumstances, such as national security, public security, etc [22], 

At present, right to privacy of individuals is guaranteed in most constitutions across 

the globe and by international conventions such as the Universal Declaration of 

Human Rights 1948, Article 12 and the International Covenant on Civil and Political 
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Rights 1966, Article 17. These conventions require governments to ensure privacy as 

a fundamental right and freedom of any citizen [23]. 

Interest in privacy rights have increased with the rapid development of information 

technology during 1960s and 1970s. The demand for governing personal data 

collection and handling were resulted due to the surveillance potential of the 

powerful personal information. First data protection laws in the world were enacted 

in Germany in the year 1970. Later Sweden (1973), United States (1974), Germany 

(1977) and France (1978) also introduced national laws to protect personal data. 

These laws let to two international instruments which describe personal data as 

afforded protection at every step, from collection to storage and dissemination. 

• Council of Europe's 1981 Convention for the Protection of Individuals with 

regard to the Automatic Processing of Personal Data. 

• Organization for Economic Cooperation and Development's 1980 Guidelines 

Governing the Protection of Privacy and Transborder Data Flows of Personal 

Data [24]. 

Privacy was established as a political right. For instance, the U.S. constitutional 

jurisprudence on the right to privacy emerges from the political right to organise and 

to petition the government and to espouse your beliefs without having to disclose 

your name [25]. 

Customer's general perception on privacy issues is that national legislative bodies 

should take care of them. Furthermore, the customers expect that the media to 

educate the general public on government measures to protect the consumer privacy 

while expecting financial institutes to follow same, e.g. preparing policies and 

procedures to protect consumer privacy. Furthermore it is found that consumers are 

concerned with the level of security afforded to personal information and the way 

personal information is used in company's privacy statement [12]. "In Europe over 

40% of consumers feel that their privacy is jeopardized, with over 45% believing 

that the laws currently governing the Internet do not go far enough" [19]. 

26 



Many countries have taken actions to introduce information privacy legislations in 

an increasing trend, though there is no international standard on privacy policy 

universally acceptable to-date. International regulator bodies show significant 

divergence in approaches in terms of involvement of day-to-day activities of 

businesses. The privacy concerns vary among the different nations with their cultural 

values. That in turn has influenced countries' regulatory approaches [8]. Figure 2-6 

shows the regulation models for privacy management. 

Self-help 

Voluntary 
Control Data Registration Licensing 

p r Commissioner 
• I * • _ I 

Lower Medium Higher 

Figure 2-6 : Level of government involvement in corporate privacy management 
Source : Values personal information privacy and regulatory approaches 

Figure 2-6 could be further explained using figure 2-7. 

Figure 1. Regulation Models. The models can be described as follows: 
DThe 'self-Help" Model depends on data subjects' challenging Inappropriate record-keeping practices. Rights of access 
and correction are provided for the subjects, but they are responsible for Identifying problems and bringing them to the 
courts for resolution. 
2) The voluntary control Model relies on self-regulation on the part of corporate players. The law defines specific rules 
and requires that a "responsible person" In each organization ensures compliance. 
3) The Data commissioner Model utilizes neither licensing nor registration, but relies on the ombudsman concept through 
a commissioner s office. The commissioner has no powers of regulation but relies on complaints from citizens, which are 
Investigated. The commissioner also Is viewed as an expert who should offer advice on data handling; monitor technolo-
gy and make proposals; and perform some Inspections of data processing operations. This model relies to a great degree 
on the commissioner's credibility with the legislature, the press, and the public. 
4) The Registration Model acts much like the Licensing Model, with one exception: the government Institution has no right 
to block the creation of a particular information system, only In a case where complaints are received and an Investiga-
tion reveals a failure to adhere to data protection principles would a system be "dereglstered." Thus, this model provides 
more remedial than anticipatory enforcement of principles 
31 The Licensing Model creates a requirement that each databank containing personal data be licensed (usually upon pay-
ment of a fee) by a separate government Institution. This Institution would stipulate specific conditions for the collection, 
storage, and use of personal data. This model anticipates potential problems and heads them off. by requiring prior 
approval for any use of data 
•Adapted from smith 1171 categories based on Bennett 121 

Figure 2-7 : Regulation models 
Source : Values personal information privacy and regulatory approaches 

In privacy regulatory and management perspectives, Europe's approach is much 

more exact than in US. This depicts that different cultural values towards privacy has 
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led to such variances. Thus Australia can be placed in the middle of these two 

approaches [17]. US provide legal protection over disclosing financial information to 

third parties while sharing them with public credit bureaus [9]. 

European Union and United Kingdom (UK) has accepted privacy as a fundamental 

right in their constitution and covered by the Data Protection Act and Information 

Officer to handle disputes and promote good governance. The elements of the 

European Union model are listed below, 

• Constitution 

• EU Directives 

• Data Protection Act 

• Independent Authority 

• Code of practice [26] 

European Union has introduced eight data protection directives to guide its members 

on protecting the privacy and personal data of EU citizens [26], Eight principles of 

European Union data protection directives are listed below, 

Information must be, 

• Processed fairly and lawfully 

• Processed for specific purposes 

• Adequate, relevant and not excessive 

• Accurate and up-to-date 

• Not kept for longer than is necessary 

• Processing in line with individual's rights 

• Secure 

• Not transferred outline the European economic area without adequate 

protection [26] 

The US model of privacy protection falls under self-regulation and protects sensitive 

;rsonal data such as financial records [27], U.S. federal and state privacy laws, 

address specific instances of abuse or perceived market failures, or protect 

particularly sensitive information, such as health or financial information and groups 
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in need of special protection, such as children [28]. Privacy is not mentioned 

explicitly in either the United States Declaration of Independence or in its 

Constitution. "The concept of privacy has been evolving in the U.S. from a concept 

of non-intrusion (e.g., the Fourth Amendment to the U.S. Constitution offering 

protection against unreasonable governmental searches and seizures), to a concept of 

non-interference (e.g., the Roe v. Wade decision giving a woman the right to choose 

to have an abortion), to limited information access (e.g., Privacy Act of 1974 

restricting the collection, use and distribution of information by Federal Agencies)" 

[29]. 

The acts related to Information Technology enacted in Sri Lanka are: The Evidence 

(Special Provisions) Act No 14 of 1995, The Information and Communication 

Technology Act No.27 of 2003, the Payment and Settlement System Act No. 28 of 

2005, the Electronic Transaction Act No. 19 of 2006, the Payment Device Frauds Act 

No.30 of 2006 and the Computer Crime Act No.24 of 2007. At present, Sri Lanka is 

not second to most of the developed or developing countries when considering legal 

provisions for dealing with ICT related matters. However, there are no legislations in 

place to deal with information privacy or personal data protection related matters in 

I Sri Lanka [30], terefore, similar to the US, Sri Lanka does not have clear legislations to protect 

rsonal data whereas the UK model has recognized privacy as a human right. At 

:sent, Sri Lanka also has taken considerable efforts to protect financial records or 

ta similar to the US approach. Therefore, the Sri Lankan approach to protecting 

vacy is more aligned with the US approach. 

2.14 Safe Harbour 

Countries have implemented privacy laws according to their definitions of privacy 

thus multinational companies have to be familiar with these laws in order to be 

ccessful player in that region [31]. 
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The safe harbour concept was introduced to overcome the issues of differences in 

privacy regulations and practices in national and international level. The intention of 

safe harbour principles was to improve international business. The US privacy 

protection practices were set by US department of Commerce, the federal trade 

commission and US department of Transportation and consists of regulations, 

legislations and self-certification. Whereas most restricted data protection guidelines 

are practiced in Europe. Thus it difficult for US companies to transfer personal data 

between their business partners and subsidiaries in Europe. Therefore, of safe 

harbour principles bridge the gap of those two approaches to deal with personal 

information. This facilitates US companies to voluntarily join safe harbour and to 

join a self-regulatory privacy program or their own privacy policies which comply 

with Safe Harbour principles. These principles include, 

• Notice 

• Choice 

• On-ward transfer 

• Access 

• Security 

• Data integrity 

• Enforcement [31] 

The companies' adherent to above principles are not required to obtain prior 

approval before transferring personal data across European boundaries. 

2.15 Privacy and Asia 

Biometric systems, health informatics, visual surveillance and expansive 

communications surveillance technologies are becoming common in developing 

countries. Thus citizens of these countries are unable to defend themselves 

sufficiently primarily due to lack of legislations. Despite cultural differences, 

citizens of developing countries have too shown deep interest in information privacy 

and personal data protection [32]. 
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Japan introduced Act on Protection of Personal Information (APPI), Act No. 57 of 

2003 in April 2005 in response to Directive 95/46/EC to protect personal 

information collected, stored, distributed, and used by both public and private 

organisations. The act provides conditions for acceptable means of personal 

information handling in organisations, which is the law for protecting personal 

information. However the act has not been effective in preventing breaches of 

privacy; many incidents of personal information leakage have occurred since the Act 

became law. Despite companies implementing privacy policies and various 

regulations on websites in compliance with APPI, majority of private and public 

organizations have failed to take effective steps to protect breaches of privacy. There 

were several cases which took place where sensitive personal information as 

criminal records, medical records and prisoner's records leaked [18]. 

A recent study has found that Japan has failed in introducing data protection act. 

The study state that the act has not been effective in preventing breaches of privacy 

as many incidents of personal information leakage have occurred since the Act 

became law [18]. The study reveals that majority of private and public organizations 

have not taken adequate measures to protect breaches of privacy, except 

implementing privacy policies and various regulations on websites. 

Nowadays cases of personal information leakage from public and private 

organisations are not rare in Asia. In 1998 a major Temp Agency in Japan, 

"Tempstaff' face lawsuit after a worker from an outsourced company which 

undertook the development of information system had sold personal information of 

90,000 female registrants of Tempstaff to a membership based web site. Registrant 

name, address, telephone number, date of birth and rating of their appearance were 

included in the personal information. This lawsuit was settled out of court and 

Tempstaff promised that they will not collect such irrelevant data as rating of 

registrant appearance in the future [18]. 

In May 1999, another case was filed against a government body. Once again hired 

part time employee of a IS development company was found guilty in selling 

resident registry data of 20,000 residents of city Uji to a nominal list trader at a price 



of JPY 258,000. However Uji could not charge the man over leakage of personal 

information owned by the city as the city ordinance did not contain penalty clauses 

for information leakage. However, Uji and IS development company has to face 

civil damage lawsuits by three city chancellors and was ordered to pay JPY 15,000 

to each person as compensation for pain and suffering brought about the privacy 

invasion. Uji would have paid over JPY 3.2 billion for compensation if 20,000 

residents claim for privacy invasion and this bring the government attention to the 

financial risks of privacy invasion [18]. 

In 2004, information of 4.6 million customers of a major Internet service provider in 

Japan was obtained by using an authentic password by three men similar to above 

incident. A man dispatched from the IS company to Softbank BB to maintain the 

company's IS obtained the password [18]. 

2.16 Privacy Models 

Most of the consumer privacy models demand for consumer control of personal data. 

These models argue the consumer has rights to control collection, storage, 

processing, dissemination and use of personal information about them [13]. 

Threats to data privacy can come both from an inside and outside person or action. A 

privacy control model reflects three entities that influence authorization. The security 

administrator who protect the organization's interests, data subject who tries to 

control the use and dissemination of his information, and privacy officer who 

ensures that organizations correctly implement the data subjects privacy policy and 

regulations [19]. 

Hohfedian introduced an important and meaningful new approach to online privacy. 

His model of online privacy rights are discussed as a "Privilege" or "Protected 

liberties". Thus the right as a privilege is explained as it is available from sufferance. 

Meaning privileges are given to a particular person by those who had discretion to 

grant them. If online privacy is a privilege there is no reason for Internet operators, 

e-tailors or governments to honour or recognize online privacy [13]. 
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Even though consumers demand for information privacy, all information collected 

by organizations or government are not private. The data collected over online are 

categorized as registration, administration, facilitation and survey data. Registration, 

administration, facilitation are considered as voluntary data collection for better 

governance and economy. Registration data are real data collected by government, 

whereas administrative data comes from regular updates and reviews by the 

government and used for administration work such as taxes, welfare programs. 

Facilitation data is collected to facilitate certain data. Survey data and collection data 

is considered as volunteered data collected over private use [13]. 

The physical damages can be estimated and can be corrected later to perform as 

earlier. Whereas indirect damages such as loss of valuable data, consumer trust and 

business reputation may be much difficult to deal with. Therefore, companies need 

to work towards safeguarding themselves from indirect threats than securing 

physical networks or websites. 

Thus companies need to add personal data protection into their objectives and 

strategic planning, since customers does not like to deal with companies which does 

not assure them privacy protection. Proper protection will not only reduce risks and 

minimize expenses but also it will help to retain customers and improve company 

reputation [27]. 

Privacy is correlated to a set of legal requirements and good practices to handle 

personal data, whereas security provide technical guarantee that the legal 

quirements and good practices with regard to privacy will be effectively met. 

Therefore, privacy can be only ensured by using appropriate security measurements, 

ltimately what matters to customer is privacy to be safeguarded with the help of 

aws or good practices or security measurements or with combination of all three 

ethods [19]. 
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CHAPTER 3 - METHODOLOGY 

3.1 Research Design 

This chapter provide an in depth description to the research methodology adopted 

when carrying out the research. Detailed information such as the research 

framework, variables identified through the literature review, hypothesis 

development, measuring methodology, research instrument development and 

selection of the population sample have been extensively discussed. 

3.2 Research Design 

Figure 3.1 is an illustration of the steps that were adhered to within the research 

design and the sequence in which they were executed. As shown above, the research 

was initiated with an intensive literature review which was mainly concerned but not 

limited to understanding and identifying previous research work related to the topic 

"Privacy and Data Protection". Knowledge gained in reading previous research work 

lead to the formulation and development of a suitable conceptual research 

framework further discussed in section 3.2. The identification of decisive variables 
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which were significant to the research study and the subsequent study carried out on 

them was another fruitful outcome experienced during the literature survey. The next 

phase involved the development of research instruments by means of variables 

identified during the literature review. A preliminary survey was carried out in order 

to identify areas that required improvement in the questionnaire and to obtain 

valuable feedback from peers. The questionnaire was accordingly altered to 

accommodate feedback received during the pre-survey. This was followed by an 

actual survey which was carried out to collect data required for the research. The 

questionnaire was sent to a set of selected companies (sample) whilst completed 

questionnaires were collected and henceforth answers were consolidated into an MS 

Excel spread sheet to analyse and arrive at conclusions that summed up the final 

outcome of the research. 

3.3 Conceptual Research Framework 

Customer 

Data 

Figure 3-2 : Research Framework 

The conceptual research framework (Figure 3.2) illustrates relationships between 

independent and dependant variables whilst the framework provides a method to 

depict how the dependant variable could be measured using independent variables. 

35 



Variables discussed in the framework consist of one dependant variable and six 

independent variables. Data, organization, business, customer, technology and 

legislation were identified as independent variables whilst "Impact on privacy 

concerns" was identified as t he dependant variable. Impact on privacy concerns 

were measured using independent variables. Various dimensions used to measure 

these variables have been listed in the framework. Each dimension was separately 

measured in order to observe and take note of changes in dependant variable 

behaviour. The figure 3-3 illustrates related dimensions of each variable. 

Independent 
Variables 

Dependent 
Variable 

Data 
• Privacy Implications of 

data 
• Sensitivity of data 
• Data Holder 
• Purpose of collecting 
• Type of data 

Customer 
• Awareness of privacy 

impacts 
• Perceived level of privacy 
• Customer attitudes 
• Benefits gain by reviewing 

personal data 
• Previous F.xnerienr.f! 

-

Technology 
• Technological adaption 

and use 
• Services Offered by the 

organization 
• Information systems used 

by organization 

Independent 
Variables 

Organization 
Organizational Structure 
Access Control Policies 
Access Control Practices 
Security Measurements 
Understanding on 
business needs 
Capabilities of employees 
Employee attitudes 
Management 
commitment 

Business 
• Understanding of 

customer needs 
• Customer Relationship 
• Organizational goals 
• Management culture 
• Competition in the 

industry 

Legislations 
• Availability of laws 
• Applicability of law 
• International issues 

Figure 3-3 : Dimensions of the variables 
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3.4 Variables on Relationships 

In order to investigate how organizations could better serve their customers whilst 

practicing good data protection guidelines, it is important to understand existing 

research work and literature. Literature found during the research assisted in 

identifying variables and methods in which they could be used to measure privacy 

concerns of customers. Each variable is identified after carefully studying and 

evaluating previous research work that were carried out. An overview of materials 

related to both independent and dependent variables have been tabled below. 

3.4.1 Independent Variables 

• 

The table 3.1 will provide the details description on the independent variable and 

previous research work related to each variable. 

Table 3-1 : Independent variables and associated previous research 

Variable Definition 
Associated 

previous 
researches 

Data 
The personal information related to the 
consumer is referred to as data. For example 
Name of the consumer, sex, age, address, 
contact numbers, health records, credit card 
numbers, bank account number, criminal 
records etc. Privacy concerns directly depend 
on the Data and therefore data is identified as 
an independent variable. 

[6] 

Organizational 
features 

The organizational culture, employees, 
policies, practices, etc. will be measured to 
identify the impact of variable on privacy 
concerns of the consumer. 

[11] 
[18] 

Technology 
Use of 
Organization 

The variable defines the type of technology 
used and to what extent the organization adapt 
to new technology. Technology used in 
colleting, storing and analysing in the 
organization has been discussed in detail. 

[4] 
[7] 

Business 
characteristics 

Various characteristics of business operation 
that has a direct impact on the privacy concerns 
of the consumer. For example, the business 
engaged in, competition in the industry, etc. 

[15] 
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Variable Definition 
Associated 

previous 
researches 

Customer 
Customer is the person who owns the personal 
data and is concerned on how they are used by 
the organizations. Therefore customer is 
identified as an independent variable. 

[10] 
[9] 
[6] 

Jurisdiction 
National legislations and regulations can be 
identified as one of the main factor that could 
influence one's privacy concerns and therefore 
it has been identified as an independent 
variable. 

[15] 
[6] 

3.4.2 Dependent Variable 

The table 3.2 will provide the detail description on the dependent variable and 

previous research work related to the variable. 

Table 3-2 Dependent variable and associated previous research 
Variable Definition Associated 

previous 
researches 

Impact on 
privacy 
concerns 

Almost all the research is associated with 
privacy concerns of the consumer. Those papers 
has looked into how does behaviour of the 
independent variables alter the behaviour of the 
dependant variable. 

[4] 

3.5 Hypothesis Development 

The main focus is to test the relationship of privacy concerns with each of the 

dimension of the variables. 

3.5.1 Hypothesis related to Data 

1. Privacy Implications of data 

It is understood that the type of implications arising due to data breaches will 

uence information privacy concerns. Therefore, it is vital to examine the 
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relationship between privacy implications of data and its impact on privacy concerns 

enabling to better understand how data will lead towards privacy concerns. In order 

to understand whether a relationship between the above two items exist, the 

following hypothesis is written; 

Hlo: Privacy implication of customer's personal data will not influence the 

information privacy concerns of customer. 

Hla: Privacy implication of customer's personal data will influence the 

information privacy concerns of customer. 

2. Purpose of collecting data 

The purpose for which personal data is collected would act as another means in 

measuring influences effecting information privacy concerns. Hypothesis given 

below will be used to determine whether there is a relationship between those two 

variables. 

H2o: The purpose of collecting personal data will not impact on information 

privacy concerns of customer. 

H2a: The purpose of collecting personal data will impact on information privacy 

concerns of customer. 

3.5.2 Hypothesis related to Organization 

1. Organizational Structure 

It is important to understand whether an organisational structure has an impact on 

information privacy concerns. In order to test whether a relationship exists between 

these two factors, the below hypothesis will be used; 

H3o: Organizations with well - organized and clearly defined organizational 

structure will not impact on privacy concerns of customers. 

H3a: Organizations with well - organized and clearly defined organizational 

structure will impact on privacy concerns of customers. 
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2. Access Control Policies 

Access controls applied on information systems are commonly seen used in many 

organizations to secure personal data. Therefore, it is important to understand as to 

whether access controls would help reduce privacy concerns of the customer. 

Hypothesis H4 is used to test the relationship between the impact on information 

privacy concerns and the organisational hierarchy. 

H4o: Organization's well - defined Access Control Policies will not impact on 

privacy concerns. 

H4a: Organizations well - defined Access Control Policies will impact on privacy 

concerns. 

3. Access Control Practices 

Hypothesis H5 is used to test the relationship between access control practices and 

its impact on information privacy concerns. 

H5o: The organization's proper Access Control Practices will not the impact on 

privacy concerns. 

H5a: The organization's proper Access Control Practices will the impact on 

privacy concerns. 

4. Security Measurements 

Security measurements on information systems are one aspect worth looking into in 

order to understand the impact that a particular organization could have with relation 

to privacy concerns. The hypothesis H6 is used to test the relationship between 

access control practices and its impact on information privacy concerns. 

H6o: Organizations strict security measurements on information systems will not 

impact on privacy concerns of customer. 

H6a: Organizations strict security measurements on information systems will 

impact on privacy concerns of customer. 
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5. Understanding on business needs 

Organizations may analyze and use personal data to understand business needs thus 

an organization's level of understanding may have an impact on privacy concerns of 

the customer. Therefore, hypothesis H7 is used to test the relationship between 

access control practices and its impact on information privacy concerns. 

H7o: Organizations level of understanding on business needs will not influence 

privacy concerns of customer. 

H7a: Organizations level of understanding on business needs will influence 

privacy concerns of customer. 

6. Capabilities of employees 

It is useful to understand how an employee's capabilities of information technology 

would impact privacy concerns. The hypothesis H8 given below will be used to 

measure the relationship between employee capabilities and impact on privacy 

concerns. 

H8o: Employee's capabilities on information technology will not influence 

privacy concerns of customer. 

H8a: Employee's capabilities on information technology will influence privacy 

concerns of customer. 

7. Employee attitudes 

Employees are considered as the most important asset of the organization. Therefore, 

attitudes of employees could have a direct or indirect influence on information 

privacy concerns. Hence the following hypothesis proposed would be used to 

measure the relationship between employee attitudes and the impact on privacy 

concerns. 

H9o: Employee's positive attitudes towards personal data protection will not 

impact on privacy concerns of customer. 
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H9a: Employee's positive attitudes towards personal data protection will impact 

on privacy concerns of customer. 

8. Management commitment 

It is important to understand how the management commitment would influence 

organizations with relation to its impact on privacy concerns. Hypothesis H10 was 

written to measure the relationship between the management commitment and 

impact on information privacy concerns. 

HlOo: Management commitment to personal data protection will not impact on 

privacy concerns of customer. 

H10a: Management commitment to personal data protection will impact on 

privacy concerns of customer. 

3.5.3 Hypothesis related to Technology 

1. Technological adaption and use 

There may be relationships between the use of technology of an organization and 

information privacy concerns. Thus the hypothesis H l l is written to measure the 

relationship between above discussed factors. 

HI la: The level of technological adaption of the organization will not impact on 

privacy concerns of customer. 

HI la: The level of technological adaption of the organization will impact on 

privacy concerns of customer. 
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2. Information systems used by organization 

There may be a relationship between an organization's use and adaption to 

information systems and information privacy concerns. Therefore, the hypothesis 

HI2 is written measure the relationship between above discussed factors. 

H12o: The information systems used by organization will not impact on privacy 

concerns of customer. 

H12a: The information systems used by organization will impact on privacy 

concerns of customer. 

3.5.4 Hypothesis related to Business 

1. Understanding of customer needs 

It is also important to understand how understanding of customer needs could 

influence information privacy concerns. Thus the hypothesis H13 is written to 

measure the relationship between above discussed factors. 

H13o: Organization understanding of customer needs will not impact on privacy 

concerns of customer. 

H13a: Organization understanding of customer needs will impact on privacy 

concerns of customer. 

2. Customer Relationship 

An organizations effort to maintain good customer relationships would certainly 

enable in understanding that customer data is being used and maintained within the 

organization. The hypothesis HI4 is specifically written to measure the relationship 

between above discussed two factors. 

H14o: Organization relationship with their customers will not impact on privacy 

concerns of customer. 
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H14a: Organization relationship with their customers will impact on privacy 

concerns of customer. 

3. Organizational goals 

Organizational goals would help to better understand business motives of the 

organization. It is important to understand whether there is a relationship between 

organizational goals and information privacy concerns. 

H15o: Organization will not impact on privacy concerns of customer provided 

their organizational goals include data protection. 

H15a: Organization will impact on privacy concerns of customer provided their 

organizational goals include data protection. 

4. Management culture 

It is also important to understand how management culture could influence 

information privacy concerns. Thus the hypothesis HI6 is written to measure the 

relationship between above discussed factors. 

H16o: Friendly management culture of the organization will not influence the 

privacy concerns of customer. 

H16a: Friendly management culture of the organization will influence the privacy 

concerns of customer. 

5. Competition in the industry 

Competition is considered as the most important external factor which could 

influence activities of the organization. Therefore, competition could have a direct or 

indirect influence on information privacy concerns. Hence the following hypothesis 

proposed would be used to measure the relationship between competition and the 

impact on privacy concerns. 
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H17o: Industry competition will not influence the privacy concerns of customer. 

H17 a : Industry competition will influence the privacy concerns of customer. 

3.5.5 Hypothesis related to Customer 

1. Awareness of privacy impacts 

It is useful to understand how awareness of privacy impacts would impact privacy 

concerns. The hypothesis HI8 given below will be used to measure the relationship 

between awareness of privacy impacts and impact on information privacy concerns. 

H18o: Customer's awareness of privacy impacts will not impact privacy concerns 

of customer. 

H18a: Customer's awareness of privacy impacts will impact privacy concerns of 

customer. 

2. Perceived level of privacy 

ustomer's perceived level of privacy would help to better understand customers' 

xpectations of information privacy. It is important to understand whether there is a 

relationship between customer's perceived level of privacy and privacy concerns. 

H19o: Customer's perceived level of privacy will not impact on privacy 

concerns. 

H19a: Customer's perceived level of privacy will impact on privacy concerns. 

3. Customer attitudes 

Hypothesis H20 is used to test the relationship between customer's attitudes towards 

vacy and privacy concerns. 

H20o: Customer's attitudes towards privacy will not influence the privacy 

concerns of customer. 

H20a: Customer's attitudes towards privacy will influence the privacy concerns 

of customer. 
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4. Benefits gained by reviewing personal data 

There may be a relationship between benefits gained by reviewing personal data and 

information privacy concerns. Therefore, the hypothesis H21 is written measure the 

relationship between above discussed factors. 

H21o: "Benefits gained by reviewing personal data" will not influence the 

privacy concerns of customer. 

H21a: "Benefits gained by reviewing personal data" will influence the privacy 

concerns of customer. 

5. Previous Experience 

Hypothesis H22 is used to test the relationship between previous experiences related 

to personal data misuse and information privacy concerns. 

H22o: Previous experience related to personal data misuse will not influence the 

privacy. 

H22a: Previous experience related to personal data misuse will influence the 

privacy concerns. 

3.5.6 Hypothesis related to Legislation 

1. Availability of laws 

Availability of data protection laws is considered as the most important external 

factor which could influence personal data protection efforts. Therefore, it could 

have a direct or indirect influence on privacy concerns. Hence the following 

hypothesis proposed would be used to measure the relationship between availability 

of data protection laws and the impact on information privacy concerns. 
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H23o: Availability of data protection laws will not impact on the privacy 

concerns of customer. 

H23a: Availability of data protection laws will impact on the privacy concerns of 

customer. 

2. Applicability of laws 

It is useful to understand whether organizations believe that improving the 

applicability of existing laws would impact privacy concerns. The hypothesis H24 

given below will be used to measure the relationship between applicability of laws 

and impact on information privacy concerns. 

H24o: Improving the applicability of existing laws will not impact on the privacy 

concerns of customer. 

H24a: Improving the applicability of existing laws will impact on the privacy 

concerns of customer. 

3. International issues related to privacy concerns 

International concerns on privacy could also influence the privacy concerns in Sri 

Lanka. Therefore, the hypothesis H25 is written measure the relationship between 

above discussed factors. 

H25o: International issues related to privacy concerns will not impact on the 

privacy concerns of customer. 

H25a: International issues related to privacy concerns will impact on the privacy 

concerns of customer. 
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3.6 Operational Definitions 

3.6.1 Independent variables 

3.6.1.1 Data 

Personal data collected by organizations are directly associated with possible 

invasion into consumers' privacy. Therefore, it is important to study on how data 

would make an impact on privacy concerns and data protection practices of the 

particular organization. Dimensions of the Data variable are identified as privacy 

implications of data, sensitivity of data, data holder, purpose of collecting data and 

type of data. The impact on privacy concerns would be measured by observing 

changes that occur to above dimensions of data. 

3.6.1.2 Organization Characteristics 

Privacy protection practices vary across organizations based on their characteristics. 

These characteristics could be referred as dimensions that can use to measure an 

organization variable. Dimensions of the organization variable are identified as the 

organizational structure, access control policies and practices, security 

measurements, understanding business needs, capabilities of employees, employee 

attitudes and management commitment. Changes to each dimension will be studied 

in order to identify their impact on privacy concerns of customers. 

3.6.1.3 Business Characteristics 

Privacy protection efforts of an organization will be influenced by the characteristics 

of the business that it is engaged in. Understanding customer needs, customer 

relationships, organizational goals, management culture and competition in the 

industry have been identified as dimensions which could be used to measure 

organization as an independent variable. 
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3.6.1.4 Customer Characteristics 

Privacy concerns directly depend on the characteristics of a customer. Therefore, it is 

important to understand factors that influence customer attitudes with respect to 

privacy and to fully understand the resultant impact on privacy concerns. 

Dimensions of the customer variable are: Awareness of privacy impacts, perceived 

level of privacy, customer attitudes and benefits gained by reviewing personal data. 

The research looks into measuring changes to concerns related to privacy by 

studying changes of above dimensions. 

3.6.1.5 Technology 

At present, the development in Technology is identified as the main factor that has a 

direct impact on changing the direction of privacy concerns of consumers. Therefore, 

it is important to learn how technology would have an impact on privacy concerns 

and organizational practices. Adaption to technology, skill level and the knowledge 

on technology of staff are identified as dimensions to measure the impact on privacy 

concerns of consumers and organizational behaviour with respect to personal data 

protection practices. 

3.6.1.6 Legislations 

National legislations to protect consumer privacy rights ensure the safety of 

consumers from possible threats whilst assist in providing considerable financial 

assistance during instances where their privacy is invaded by a third party. 

Therefore, a national data protection law is expected to reduce privacy concerns of 

customers. Availability of laws, Applicability of law and International issues are 

identified as dimensions which could be used to measure the legislation. 
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3.6.2 Dependent variables 

3.6.2.1 Impact on privacy concerns 

Privacy concerns are not easy to define as it changes with the attitudes, nationality 

and various other factors. How those factors would influence privacy concerns and 

in turn how the resultant would have an influence on the organizations data 

protection policy have been critically evaluated. Privacy concerns are bound to 

change according to changes in data, organizational characteristics, business 

characteristic, customer characteristics, technology and legislations. 

3.7 Questionnaire Instrument Development 

This section discusses the detail analysis of the questionnaire and the preparation 

leading to it. The foremost focus of this section is to provide an overview of the type 

of questions used to measure each variable, number of questions used to measure a 

particular variable and various types of scales used to measure different variables. 

3.7.1 Variables and number of questions 

Table 3-3 illustrates the number of questions included in the questionnaire to 

measure each variable. 

3.7.1.1 Independent variables and related questions 

Table 3-3 : Independent variables and question number mapping 

Variable Name No. of 
Questions Questions No. 

Data 22 

la, lb, 2, 3,13e, 14a, 14b, 14c, 14 d, 

17, 18a, 18b, 18c, 18d, 40a, 19b, 

19c,19d, 20b, 20c, 20d, 20d 

Organizational 

characteristic 
32 

4a, 4b, 4c, 4d, 4e, 5a, 5b, 5c, 6c,7,8, 

9,10,11a, l ib , 11c, l id , l i e , l l f , 

l lg , l lh , 12a,12b,12c,12d, 13a, 15b, 
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16a, 16b, 16c, 40 a, 40c 

Technology 06 1,25a, 25b,25c,25d, 26 

Business characteristic 13 
4f, 6a,6b, 6c, 6d, 6e, 6f, 13a, 15c, 

15d,15e,15f, 22 

Customer of characteristic 18 

17,18a, 18b, 18 c, 18d,19,20b, 20c, 

20d, 21b, 21c, 21d, 23a, 23b, 23c, 

23d, 24, 34 

Jurisdiction 03 28a, 28b, 28c 

3.7.1.2 Dependent variables and related questions 

Table 3-4 : Dependent variables and question number mapping 

Variable Name Total No. of 
Questions Questions No. 

Impact on Privacy 
concerns 16 

29,30,31,32,35,36,37,38,39,40g, 
40h-m 

3.7.1.3 Other Questions 

The questionnaire also contains various questions to identify the nature of customers 

and organizations that do not facilitate measuring of independent or dependent 

variables. Table 3-5 displays the descriptive question numbers used in the 

questionnaire. 

Table 3-5 : Descriptive question numbers 

Variable Name Total No. of 
Questions Questions No. 

Descriptive 2 13,27 
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3.7.2 Variables, dimensions and question number mapping 

Table 3-6 depicts the number of questions used to measure each dimension of Data, 

Organizational Aspects and the use of Technology within the organization. 

Table 3-6 : Dimension wise question number mapping 

Variable Name Measurement Dimension Questions No. 

Data Privacy Implications of data 13e, 14a, 14b, 14c, 14 
d, 17, 18a, 18b, 18 c, 
18d 

Sensitivity of data 3,40 a 
Who collects data / Data Holder la, lb 
Purpose of collecting data 19, 20a, 20b, 20c, 20d 
Type of data 2 

Organizational Aspects Organizational Structure 4a, 4b, 4c, 4 d, 4e 
Access Control Policies 7,8,11a, l ib , 11c, l id , 

12a,12b,12c,12d 
Access Control Practices 9, 12a,12b,12c,12d, 40 

a, 40c 
Security Measurements 10, l ie , 1 If, l lg , l l h 
Understanding on business needs 6c 
Capabilities of employees 5a, 5b, 5c 
Employee attitudes 16a, 16b, 16c 
Management commitment 13a, 15b 

Technology Use of the 
Organization 

Technological adaption and use 26 

Services Offered by the 
organization 

1 

Information systems used by 
organization 

25a, 25b, 25d 

Table 3-7 displays the number of questions used to measure each dimension of 

business aspects, customer related and jurisdiction variables. 
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Table 3-7 : Dimension-wise question number mapping 

Variable Name Measurement Dimension Questions No. 

Business Aspects Understanding of customer 
needs 

6b 

Customer Relationship 22 
Organizational goals 13a 
Management culture 6a,6b,6c,6d,6e,6f, 15c, 15d, 15e, 15f 
Competition in the industry 4f 

Customer Related Awareness of privacy 
impacts 

24 

Perceived level of privacy 23a,23b,23c,23d 
Customer attitudes 19, 23a,23b,23c,23d ,34 
Benefits gained by 
reviewing personal data 

20b, 20c, 20d, 21b, 21c, 21d 

Previous Experience 17,18a, 18b, 18 c, 18d 

Jurisdiction Availability of laws 28 a 
Applicability of law 28b 
International issues 28c 

3.7.3 Variables and measuring scales 

To examine relationship between the "Impact on privacy concerns" with data, 

organizational characteristics, business characteristics, technology, customer and 

legislations, the five scale was developed depending on the nature of the question. 

Occasionally and accordingly, depending on the deepening nature of the question the 

six scale was used, where value zero is given to measure unavailability of practice or 

unawareness of the situation. Furthermore, few questions were included where it was 

required by participant to select an appropriate option by typing an 'X'. 

A sample of scale which was used to measure dimensions of the "Data" variable is 

shown in table 3-8. 
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Table 3-8 : Variables and measuring scales 
Measurement 

Dimension 
Question 

No Scale 

Privacy 
Implications of data 

13e Strongly Agree (5), Agree (4), Neither agree or disagree 
(3), Disagree (2), Strongly disagree (1) 

14, 17 Very frequently (5), Frequently (4), Occasionally (3), 
Rarely (2), Never (1) 

18 Very frequently (5), Frequently (4), Occasionally (3), 
Rarely (2), Never (1), Not known (0) 

Sensitivity of data 3 Highly sensitive (5), Moderately sensitive (4), Less 
sensitive (3), Marginally sensitive (2), Not sensitive (1), 
No categorization done (0) 

40 a Always (5), Mostly (4), Sometimes (3), Occasionally (2), 
Never (1) 

Who collects data / 
Data Holder 

la Healthcare, Insurance, Telecommunication, Banking and 
Financial, Travel and Tourism, Education, BPO, 
Government service, Trading and Commerce, Other 

lb Government organizations, Semi-government, 
Multinational company, Large scale private, Medium 
scale private, Small scale private, Other 

Purpose of 
collecting data 

19 Highly concerned (5), Moderately concerned (4), 
Somewhat concerned (3), Marginally concerned (2), Not 
concerned (1), Not known (0) 

20,21 Highly likely (5), Moderately likely (4), Somewhat likely 
(3), Unlikely (2), Highly unlikely (1) 

Type of data 

2 

Name, Postal address, Email address, Telephone no, 
Mobile no, Gender, Date of birth, Biometric data, 
National id no., Credit card no., Health records, Bank 
AC. Details, Criminal records, Tax returns, Asset details, 
Income details 

3.8 Method of Data Collection 

The research comprises of a survey which was carried out by means of a formulated 

questionnaire for data collection. The questionnaire was developed with the 

intension of measuring dimensions related to independent and dependant variables. 

Questions comprised within the questionnaire were aimed at obtaining information 

from a target audience of personnel being fairly IT savvy. A guideline which would 
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assist in understanding questions were prepared and was distributed along with the 

questionnaire. 

The population of the research comprised of all public and private sector 

organizations involved in any form of personal data collection with the intension of 

providing services or goods to the general public in Sri Lanka. 

Several key private sector organization types included in the sample were as follows; 

• Bank and Financial services 

• Insurance 

• Telecommunication 

• Healthcare 

• Hotels and Travel 

• BPO 

• Trade and Commerce 

• Education 

In addition to the above, government organizations that provide services to the 

general public were considered in the sample. They are; 

• Inland Revenue 

• Department of Immigration and Emigration 

• Sri Lanka Customs 

• Colombo Stock Exchange 

• Department of Motor Traffic 

3.9 Population Sample 

Population for the research consists of organizations that collect considerable 

amount of personal data and hold them in digital form. It is not feasible to arrive at 

estimation as to how many companies hold such data in digital form. Therefore, it is 

impossible to calculate the exact population for the research. Considering above 

factor, organizations which collect personal data were grouped into 10 clusters 
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primarily based on their industries. Table 3-9 displays these industries and the 

number of major players estimated for the population. 

Table 3-9 : Distribution of industries within the population 
Industry No of Major Players 

Healthcare 05 
Insurance 10 
Telecommunication 07 
Banking and Financial 50 
Travel and Tourism 05 
Education 08 
BPO 05 
Government service 10 
Trading and Commerce 10 
Other 15 

No of Organizations 125 
Sample 92 

Number of major players within the cluster has been identified considering 

following two factors; 

• Level of computerization 

• Level of privacy implications in data collected by organizations 

Healthcare, Telecommunication, Travel and Tourism and Education industries 

collect less amount of personal data as opposed to banking and insurance industries. 

The BPO industry deals with a considerable amount of personal data whilst mostly 

holding foreign data. Therefore, the BPO industry comparatively poses less privacy 

concerns for Sri Lankans. On the other the hand level of computerization is less 

within the healthcare industry as against the telecommunication industry. Even 

though the healthcare industry holds sensitive information, it creates a lesser impact 

on privacy concerns within the Asian region. A study has found that Indians are less 

sensitive to education results, healthcare records and travel information 

comparatively to Europeans [13]. By considering all these factors, the above 

discussed five industries were given less priority when determining the sample size. 
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Although the government holds a much higher number of personal data, the level of 

computerization in government organizations are at a primitive level as at today. 

Therefore, personal data collected by the government mostly resides in manual filing 

systems and less attention is given to government organizations. The insurance 

sector also collects a considerable amount of personal data. There were 18 registered 

companies in the year 2009 as per the "Performance of the Insurance Industry" 

report prepared by the Insurance Board of Sri Lanka (IBSL) [33], On the other hand 

the insurance industry is not wide spread as in the European region. Therefore, the 

insurance industry was also given less importance than government and more 

importance than Healthcare, Telecommunication, Travel and tourism, BPO and 

Education industries when calculating the sample size. 

Trading companies collect personal data and the level of computerization across the 

industry is not significant as the case within the banking industry. Moreover, the 

banking and financial sector collects most sensitive personal data that of any other 

industry. The same study has stated that the Indians are sensitive to the bank account 

details such as pin numbers, credit card numbers, etc. [15]. Even though trading 

companies hold vast amount of personal data, the banking and finance industry has 

been given the highest importance considering above factors. A category to represent 

companies which do not fall under any of the above industries has been considered 

under the "Other" category. 

Sample size Calculation, 

Population for the research: 125 

Confidence level: 95% 

Confidence interval: 05 

Sample size required: 92 

In accordance to the above calculation, the research sample size includes 92 

organizations from above industries. Therefore, it was decided to collect information 

from 90 companies for the research. 
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CHAPTER 4 - ANALYSIS 

4.1 Chapter Overview 

This chapter comprises of an in-depth discussion on the distribution of selected 

industries within sample and how well the sample represents the population of the 

research, reliability of the data collection instrument, quality of collected data and 

data analysis for hypothesis testing. 

4.2 Descriptive Statistical Analysis 

The descriptive statistical section provides details about the sample and the 

measures. The survey questionnaire was sent to 90 companies which comprises ten 

industries. As previously discussed within section 3.9 (Population and Sample 

section), order of priorities depicted in descending order are as follows; 

• Banking and financial 

• Trading and government organizations 

• Insurance industry 

• Healthcare, BPO, Education, Hotel and travel 

• Other 

Figure 4-1 displays the number of organizations selected from each industry for the 

purpose of data collection. By observing figure 4-1 depicted below and section 3.9, it 

is evident that Banking, Financial, Government and Trading industries dominate 

within the sample making it an ideal representation of the population. 
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Figure 4-1 : Industry-wise number of organization in the sample 

Further categorization was done based on the type of the organization. Following 

organization types were identified for data collection. 

• Government organizations 

• Semi-government 

• Multinational company 

• Large scale private 

• Medium scale private 

• Small scale private 

• Other 

Similarly, private organizations were given priority over government organizations. 

Figure 4-2 displays the number of organizations which fall under each type in the 

sample. 
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Figure 4-2 : Type of the organization distribution in the sample 

Figure 4-3 depicts the distribution of samples in terms of organization sizes in each 

industry. 

• Other 

• Multinational 

• Small Scale 
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• Large Scale 

• Semi-Government 
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y / 
Figure 4-3 : Industry and organization type distribution within the sample 

The research questionnaire was used to identify personal data collected from each 

industry. Sixteen types of personal data namely Name, Postal address, Email 

address, Telephone no., Mobile no., Gender, Date of birth, Biometric data, National 
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id no., Credit card no., Health records, Bank AC. Details, Criminal records, Tax 

Returns, Asset details and Income details were listed and queries such as "What 

personal data types are collected by them" were inquired. Figure 4-4 illustrates 

personal data types collected by each industry. 

18 
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• Credit card no. 

National id no. 

• Biometric data 
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• Telephone no 

• Email address 

• Postal address 

• Name 

Figure 4-4 : Type of data collected by each industry 

The graph clearly shows that Banking, Finance, BPO, Insurance and Government 

organizations collect highest number of personal data types. Furthermore, it clearly 

depicts that Banking and Finance industries hold most number of sensitive personal 

as opposed to other industries. In addition to this, Figure 4-4 displays the fact that 

Insurance and Trading industries comparatively collect considerable amount of 

61 



personal data giving more importance to the above industries in turn helping to 

improve the quality of data collected. 

The sample also consists of organizations that carry out business with both corporate 

as well as the general public such as the Colombo Stock Exchange, SLECIC, 

Securities and Exchange Commission of Sri Lanka and City bank. It is important to 

take note that City bank has implemented a data protection policy. 

4.3 Pilot Survey 

Preliminary survey was conducted to identify vague areas or other concerns of the 

questionnaire to improve the quality of it before conducting the actual survey. It was 

decided to distribute the questionnaire to ten IT professionals. Their responses and 

feedback gathered on the quality, applicability and comprehensibility of the 

questionnaire. Following comments were received at the end of the preliminary 

survey. 

The scale "Very frequently (5), Frequently (4), Occasionally (3), Sometimes (2), Never (1) " 

used to in question numbers 13,16, 17, 18, 24, 22, 37, 38, 39 and 40 were changed to 

"Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1)" since 

"Occasionally" and "Sometimes" are synonymous and the word "Rarely" provide 

meaning required for the research. 

Most felt that the questionnaire is too long and suggested reduction of the number of 

questions as my target audience is usually busy. Two questions were removed and 

few questions were combined to reduce the length of the questionnaire, i.e. "Does 

your organization collect additional personal information than what is required to 

facilitate services provided by your organization?" and "Do privacy concerns limit or 

curtail your organizations spending on target marketing?" listed as sub sections of 

the question number 40. 
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4.4 Reliability Test 

It is important to test the reliability of data collected by the survey, before further 

analysing them for research conclusions. Therefore, Cronbach's alpha values were 

calculated for each dimension of variables and for variables. 

'Cronbach's alpha is a measure of internal consistency, which tells, how closely 

related a set of items are as a group. A "high" value of alpha is often used as 

evidence that the items measure an underlying (or latent) construct. However, a high 

alpha does not imply that the measure is unidimensional. If, in addition to measuring 

internal consistency, and if one wish to provide evidence that the scale in question is 

unidimensional, additional analyses can be performed. Exploratory factor analysis is 

one method of checking dimensionality. Technically speaking, Cronbach's alpha is 

not a statistical test - it is a coefficient of reliability (or consistency)" [34], (Note 

that a reliability coefficient of .70 or higher is considered "Acceptable" in most 

social science research situations.) 

A commonly accepted rule of thumb for describing internal consistency using 

Cronbach's alpha is as follows: 

Cronbach's alpha Internal consistency 

a >.9 Excellent 
.9 > a > .8 Good 

.8 > a > .7 Acceptable 

. 7 > a > .6 Questionable 

.6 > a > .5 Poor 

.5 > a Unacceptable 

Figure 4-5 : Interpretation of Cronbach's alpha values 
Source : George, D., and Mallery, P. (2003). SPSS for Windows step by step: A simple 
guide and reference. 11.0 update (4th Ed.). Boston: Allyn & Bacon. 

63 



4.4.1 Cronbach's alpha values for Independent variables 

Cronbach's alpha value for each variable was calculated considering the questions 

prepared to measure dimensions of the variable. "Organizational Aspects" variable 

obtain the highest value as 0.908 whereas the Jurisdiction variable obtain the lowest 

value of 0.718. None of the variables obtained Cronbach's alpha value below 0.70, 

meaning that the data collected to measure variables have relatively high internal 

consistency. The table 4-1 shows the Cronbach's alpha values of independent 

variables. 

Table 4-1 : Reliability test results for the independent variables 

Variable Name Cronbach's alpha 
values 

Data 0.812 
Organizational Characteristics 0.908 
Technology Use of Organization 0.831 
Business Characteristics 0.812 
Customer Characteristics 0.802 
Jurisdiction 0.718 

4.4.1.1 Data 

Variable "Data", is measured using six dimensions as:-

• Privacy Implications of data 

• Purpose of collecting data 

• Who collects data / Data Holder 

• Sensitivity of data 

• Type of data 

Data Holder dimension is used to identify type of the organization and the industry 

that organization comes under. Therefore, five scale measurement is not used in the 

question. Type of data was mainly focusing on identifying what personal data is 

being collected by organizations in Sri Lanka. Thus Cronbach's alpha value will not 

calculate for both dimensions of the variable. On the other hand Sensitivity of data 

related question, focused on identifying how secure the collected data is being 

64 



handled within the organization. In calculating Cronbach's alpha value such 

questions will not be considered. The Cronbach's alpha values calculated for 

appropriate dimensions are shown in table 4-2. 

Table 4-2 : Reliability test result for the dimensions of data variable 

Variable Name Question Numbers 
Cronbach 

alpha 
values 

Privacy Implications of data 14,17, 18a, 18b, 18c,18d 0.797 
Purpose of collecting data 20b,20c,20d,21 b,21 c,21 d 0.821 
Who collects data / Data Holder 1 N/A 
Sensitivity of data 3,40 a N/A 
Type of data 2 N/A 

Cronbach's alpha value of 0.705 was obtained for "Purpose of collecting data" with 

question Nosl9, 20a, 20b, 20c, 20d, 21 a, 21b, 21c, 21d as shown in table 4-3. 

Table 4-3 : Reliability statistics - purpose of collecting data 
Reliability Statistics 

Cronbach's Alpha Cronbach's Alpha Based on 
Standardized Items N of Items 

.705 .714 9 

The table 4-4 was obtained after calculating Cronbach's alpha value by removing 

20a, 21a questions. It further displays that 0.821 which is the highest value for the 

data set can be achieved by removing question number 19. Therefore, above three 

questions were removed from the final dataset used in hypothesis testing. 

Table 4-4 : Question wise reliability statistics- purpose of collecting data 
Item-Total Statistics 

Scale Mean if Item 
Deleted 

Scale Variance if 
Item Deleted 

Corrected Item-
Total Correlation 

Squared Multiple 
Correlation 

Cronbach's Alpha 
if Item Deleted 

Q19 17.3667 24.842 .054 .041 .821 

Q20 b 16.9667 19.561 .580 .653 .689 

Q20 c 16.9444 18.682 .684 .711 .662 

Q20 d 17.3000 20.055 .526 .415 .702 

Q21 b 17.4111 21.368 .597 .681 .694 

Q21 c 17.6556 21.981 .538 .675 .706 

Q21 d 17.6889 22.217 .453 .421 .720 
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Cronbach's alpha value of 0.797 was obtained for "Privacy Implications of data" 

dimension with the question numbers 14a, 14b, 14c, 14d, 17, 18a, 18b, 18c, 18d. The 

table 4-5 displays the Cronbach's alpha value. 

Table 4-5 : Reliability statistics - privacy implications of data 
Reliability Statistics 

Cronbach's Alpha Cronbach's Alpha Based on 
Standardized Items N of Items 

.797 .794 9 

The table 4-6 shows the Cronbach's alpha values that can be arrived at by removing 

individual question. Thus the result indicates that the reliability value could not be 

improved by removing any of the questions. 

Table 4-6 : Question wise reliability statistics - privacy implications of data 

Item-Total Statistics 

Scale Mean if 
Item Deleted 

Scale 
Variance if 

Item Deleted 

Corrected 
Item-Total 
Correlation 

Cronbach's 
Alpha if Item 

Deleted 
Q14 a 13.52 31.129 .514 .773 
Q14 b 12.97 27.830 .657 .750 
Q14 c 12.58 29.033 .612 .758 
Q14 d 12.79 28.888 .639 .754 
Q17 13.64 34.591 .485 .781 
Q18 a 14.46 34.947 .312 .798 
Q18 b 14.64 36.344 .305 .797 
Q18 c 14.60 33.726 .445 .783 
Q18 d 14.44 33.238 .402 .788 

4.4.1.2 Organizational aspects 

"Organizational Structure", "Access Control Policies", "Access Control Practices", 

"Security Measurements", "Understanding on business needs", "Capabilities of 

employees", "Employee attitudes" and "Management commitment" were identified 

as the dimension of the "organizational aspects" variable. The table 4-7 display the 

Cronbach's alpha values for each dimension. 
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Table 4-7 : Reliability test result for the dimensions of organizational aspects 

Variable Name Question Numbers Cronbachalpha 
values 

Organizational Structure 4 a, 4 b, 4 c, 4 d, 4 e 0.733 

Access Control Policies 7,8,11a, l i b , 11c, l i d , 12a, 
12b, 12c, 12d 

0.924 

Access Control Practices 9, 12a, 12b, 12c, 12d,40 a, 40 c 0.873 
Security Measurements 10,1 le, l l f , l l g , l l h 0.873 
Understanding on business 
needs 6 c NA 

Capabilities of employees 5 a, 5 b,5 c 0.910 
Employee attitudes 16 a, 16 b, 16 c, 16 d 0.770 
Management commitment 15b, 13 a 0.761 

Question number 16d was eliminated to improve Cronbach's alpha value for the 

"Employee attitudes" data set. The original value for the data set is shown in table 4-

8, 

Table 4-8 : Reliability statistics - organizational structure 

Reliability Statistics 

Cronbach's Alpha Cronbach's Alpha Based on 
Standardized Items 

N of Items 

.696 .675 4 

When considering the table 4-9 it displays the highest Cronbach's alpha value that 

can be obtained by removing Q16d. Therefore, to improve the reliability it was 

decided to remove Question number 16d from the dataset. 

Table 4-9 : Question wise reliability statistics - organizational structure 
item-total statistics 

Scale Mean if 
Item Deleted 

Scale Variance if 
Item Deleted 

Corrected Item-
Total Correlation 

Squared Multiple 
Correlation 

Cronbach's Alpha 
if Item Deleted 

Q16 a 10.16 9.391 .592 .515 .554 

Q16b 9.99 9.944 .679 .571 .493 

Q16 c 9.44 11.823 .497 .275 .621 

Q16 d 8.84 16.223 .184 .058 .770 
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4.4.1.3 Technology use of organization 

The variable was measured using three dimensions which refers as "Information 

systems used by organization", "Technological adaption and use", and "Services 

Offered by the organization". The table 4-10 display the Cronbach's alpha values for 

each dimension. 

Table 4-10 : Reliability test result for the dimensions of technology use of 

Variable Name Question Numbers Cronbach 
alpha values 

Information systems used by organization 25 a, 25 b, 25-e, 
25d 

0.829 

Technological adaption and use 26 N/A 
Services Offered by the organization 1 N/A 

The original Cronbach's alpha values obtained for the "Information systems used by 

organization"dimension was 0.779. 

Table 4-11 : Reliability statistics -"Information systems used by organization' 

Cronbach's Alpha Cronbach's Alpha Based on 
Standardized Items N of Items 

.779 .788 4 

The next table 4-12 indicate that 0.829 reliability level can be achieved by removing 

the question number 25b. Therefore, question number 25b was removed from further 

data analysis. 

Table 4-12 : Question wise reliability statistics -"Information systems used by 
organization" 

Item-Total Statistics 

Scale Mean if 

Item Deleted 

Scale Variance if 

Item Deleted 

Corrected Item-

Total Correlation 

Squared Multiple 

Correlation 

Cronbach's Alpha 

if Item Deleted 

Q25 a 11.59 5.279 .664 .507 .688 

Q25 b 12.23 5.709 .389 .172 .829 

Q25 c 11.64 5.063 .710 .530 .663 

Q25 d 11.93 4.917 .614 .445 .708 
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4.4.1.4 Business aspects 

"Management culture", "Understanding of customer needs", "Customer 

Relationship", "Organizational goals" and "Competition in the industry" were 

identified as the dimension of the "Organizational aspects" variable. The table 4-13 

shown below display the Cronbach's alpha values for each dimension. 

Table 4-13 : Reliability test result for the dimensions of business aspects 

Variable Name Question Numbers Cronbach 
alpha values 

Management culture 6a, 6b, 6c, 6d, 6f, 
15c, 15d, 15e, 15f 

0.855 

Understanding of customer needs 6b N/A 
Customer Relationship 22 N/A 
Organizational goals 13a N/A 
Competition in the industry 4f N/A 

4.4.1.5 Customer related 

"Perceived level of privacy", "Customer attitudes", "Benefits gained by reviewing 

personal data", "Previous Experience" and "Awareness of privacy impacts"was 

identified as the dimension of the "Characteristics of customer" variable. The table 

4-14 display the Cronbach's alpha values for each dimension. 

Table 4-14 : Reliability test resu t for the dimensions o1 • Customer 

Variable Name Question Numbers Cronbach alpha 
values 

Awareness of privacy impacts 24 NA 
Perceived level of privacy 23 a-d 0.819 
Customer attitudes 19,23 a -d ,34 0.807 
Benefits gained by reviewing personal 
data 

20a, 20b, 20c, 20d, 
21a, 21b, 21c, 21d 0.768 

Previous Experience 17, 18a-d 0.777 
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4.4.1.6 Jurisdiction 

Three dimensions were available to measure Jurisdiction variable. To measure each 

variable a single question was used. Therefore, Cronbach's alpha values were not 

calculated for the dimensions. 

Table 4-15 : Relia ?ility test result for the dependent variable 
Variable Name Question Numbers Cronbach alpha values 

Availability of laws 28 a N/A 
Applicability of law 28b N/A 
International issues 28c N/A 

4.4.2 Cronbach's alpha value for dependent variable 

The table 4-16 display the Cronbach's alpha value obtained for the dependant 

variable. 

Table 4-16 : Relia ?ility test result for the dependent variable 

Variable Name Question Numbers 
Cronbach 

alpha 
values 

Impact on Privacy concerns 29,30,31,32,33,37,38,39, 40c, 40g, 40h, 40i, 
40j, 40k, 401 

0.824 

4.5 Qualitative Analysis 

4.5.1 Access control policies and security measures with respect to personal 

data handling 

4.5.1.1 Access control policies 

To test the reaction of the companies to the question on access control policies were 

judged on the answers received from each individual company to following 

questions on employee awareness, ease of practice, support to daily work and 

usefulness to protect data. The answers were given a scale that would enable these 

answers to be categorized as in table 4-17. 
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Table 4-17 : Ratings for features of access control policies 

Do not 
know 

(1) 

Very 
poor 
(2) 

Somew 
hat 

high 
(3) 

Moderat 
ely high 

(4) 

Very 
high 
(5) 

Employee awareness 0.00% 4.44% 26.67% 27.78% 41.11% 

Ease of practice 2.22% 12.22% 25.56% 33.33% 26.67% 

Support to daily work 2.22% 7.78% 23.33% 36.67% 30.00% 

Usefulness to protect data 4.44% 3.33% 16.67% 31.11% 44.44% 

Employee awareness of the access control policies of the company is high in 68.89% 

of companies. Number of companies found that practice of these access control 

policies is easy is as high as 60%. Supportiveness of those policies to daily work of 

the company is shown to be quite high and it reached 66.67%. In fact this it showed 

that such controls supported their daily work in 66.67% in the sample. The access 

control policies also had been very useful in protecting the company data. The 

usefulness if put on a scale appear as high as 75.56% of companies in the sample. 

The figure 4-6 display the responses received at the survey in a bar chart. 

• Do not know 
0) 

• Very poor (2) 

Somewhat high 
(3) 

• Moderately high 
(4) 

• Very high 
(5) 

Employee Ease of practice Support to daily Usefulness to 
awareness work protect data 

Figure 4-6 : Access control policies of organizations 
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As per the figures obtained, access control policies of the company have helped them 

in protecting personal data while supporting to daily work. 

4.5.1.2 Security measures 

The security measures, with respect to personal data protection as received in the 

survey are shown in the table 4-18. 

Table 4-18 ; Ratings for security measures 
Never 

(1) 
Occasionally 

(2) 
Sometimes 

(3) 
Mostly 

(4) 
Always 

Encrypt personal data 21.11% 11.11% 14.44% 26.67% 26.67% 

Ensure proper destruction 
of personal information 6.67% 5.56% 17.78% 30.00% 40.00% 

Where data security is concerned encryption of personal data is used to a greater 

extent in more than half of the organizations. About one fifth (1/5) of the companies 

do not encrypt personal data at all the rest resort to encrypting occasionally. Proper 

destruction of personal data is practiced by 70% of the companies where as 6.67% 

never use proper methods to destroyed their customer's personal data. Furthermore, 

occasional habit of proper destruction of data is shown by 23.34% of organizations 

in the sample. 

In general most of the organizations have showed positive trend in attempt to secure 

personal data collected by them. 

4.5.2 Employee behaviour towards personal data protection 

The employee behaviour in the organization with respect to personal data protection, 

as received in the survey is shown in the table 4-19. 

Table 4-19 : Employee Behaviour towards personal data protection 

Action 
Not 

known 
(0) 

Never 
(1) 

Rarely 
(2) 

Occasi 
onally 

(3) 

Freque 
ntly 
(4) 

Very 
freque 

ntly 
(5) 

Do not share customer 
personal information with 
peers 

18.89% 12.22% 12.22% 17.78% 18.89% 20.00% 
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Inform management on 
suspicious behaviour by 
peers 

17.78% 2.22% 10.00% 30.00% 31.11% 8.89% 

Follow policies under 
pressure for high 
performance 

11.11% 2.22% 5.56% 20.00% 42.22% 18.89% 

Take every action to 
protect data 1.11% 1.11% 10.00% 15.56% 32.22% 40.00% 

From the companies who responded, 38.89% mentioned that their employees do not 

share personal data with their peers. However 18.89% of companies are not aware of 

their employees sharing or not sharing that information with peers. Rest of the 

companies was aware that it occurred rarely or infrequently. 

The receipt of information on suspected breach or misuse of personal data by the 

management is effective in only 40% of the companies that responded. 17.78% were 

not aware about this factor within their organization. There is occasional information 

brought in amongst 40% of the responsive companies and 2.22% never had such 

information to their management. 

60% of the companies mentioned that their employees adhered to the company 

policies even though they had to work under pressure for high performance. 11.11% 

of companies were not aware of the employee behaviour under pressure 2.22% of 

the companies said that there is a relaxation of data protection adherent by the 

employees due to work pressure. There is an occasional violation of company 

policies amongst 25.56% of the companies, under similar circumstances. 

In companies where every action to protect personal data is taken by employees, 

62.22% has given positive response. 1.11% did not know about the factor and in 

1.11% of companies there are no such effective personal data protection and 25.56% 

of companies there had been occasional attempts. 

When considering overall picture, the figure 4-7 indicates an unfavourable situation 

with respect to non-sharing personal data among employees. Furthermore the receipt 

of information on suspected breach or misuse of personal data by the management is 
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also shown an unfavourable situation. Thus employees showed positive behaviour in 

following organizations policies and taking actions to protect personal data. 

Do not share Inform Follow Take every 
customer management policies under action to 
personal on suspicious pressure for protect data 

information behavior by high 
with peers peers performance 

Not known (0) 

i Never (1) 

Rarely (2) 

i Occasionally (3) 

i Frequently (4) 

Very frequently (5) 

Figure 4-7 : Employee behaviour towards personal data protection 

4.5.2.1 Type wise employee behaviour of non-sharing of personal data 

The table 4-20 shown below displays the responses obtained from government, 

semi-government, private and multination sector organizations as to non-sharing of 

customer's personal data with peers. 

Govern 
ment 

Large 
Scale 

Mediu 
m 

Scale 

Multin 
ational Other 

Semi-
Govern 

ment 

Small 
Scale 

Do not know (0) 7.14% 18.75% 25.00% 20.00% 20.00% 25.00% 0.00% 
Never (1) 14.29% 15.63% 0.00% 20.00% 0.00% 25.00% 0.00% 
Rarely (2) 35.71% 6.25% 5.00% 10.00% 0.00% 25.00% 0.00% 
Occasionally (3) 14.29% 12.50% 30.00% 0.00% 40.00% 12.50% 100.00% 
Frequently (4) 7.14% 25.00% 20.00% 30.00% 20.00% 0.00% 0.00% 
Very frequently (5) 21.43% 21.88% 20.00% 20.00% 20.00% 12.50% 0.00% 
Total for (4) + (5) 28.57% 46.88% 40.00% 50.00% 40.00% 12.50% 0.00% 

The most positive behaviour was shown by 50% of the multinational companies 

responding very positive to the question. The responds of large, medium and other 

companies were displayed a 40% - 46% of achieving none sharing of personal data. 
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The employees of government and semi-government sector did not appear to be keen 

in non-sharing of the personal information with 28.57% and 12.50% of the 

organizations achieving target respectively. 

Taking the overall picture it could be observed that the companies has not achieved 

the policy of non-sharing customer's personal information by their employees to a 

satisfactory level. 

4.5.3 Frequency of security breaches and type of incidents faced by 

organizations 

4.5.3.1 Frequency of data security breaches 

40% of companies inquired that there were never a misuse of customer data, but 

60% of the companies have experience the misuse of data to a greater or lesser 

extent. The greatest frequency of misuse has occurred in 2.22% of the companies. 

Taking the overall picture it could be said that significant no of companies has faced 

incident related personal data breaches in the sample. Virtually no company is 

absolutely safe from misuse of customer's personal data. Even if a single leak of 

such data could bring in a distress situation to many. Hence, even a minute leak 

should not be considered lightly. 

Table 4-21 : Figures for incident related to misuse of personal data 

Never 
(1) 

Rarely 
(2) 

Occasion 
ally(3) 

Frequen 
tiy (4) 

Very 
frequen 
tly (5) 

Face incidents related to misuse 
of customers' personal data 40.00% 41.11% 16.67% 2.22% 0.00% 

Take actions to inform customer 
about incidents related to 
violation of their privacy 

32.22% 12.22% 10.00% 22.22% 23.33% 

In the event of breach 45.55% of the companies maintained a good practice of the 

informing the customer concerned. 32.22% of the companies do not do so. 

Therefore, confidentiality the customer place in giving their personal information 

does not appear to be maintained by the companies. 
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4.5.3.2 Type of incidents faced by organizations 

Misuse if such customer data would lead to a hazarded situation such as those 

indicated herein table 4-22. 

Table 4-22 : Type of incidents and frequency of occurrence 
Not 

known 
(0) 

Never 
(1) 

Rarely 
(2) 

Occasion 
ally (3) 

Frequent 
iy(4) 

Very 
frequentl 

y(5) 
Financial loss 37.78% 36.67% 14.44% 10.00% 1.11% 0.00% 
Life threat 36.67% 48.89% 11.11% 3.33% 0.00% 0.00% 
Mental stress 45.56% 33.33% 11.11% 10.00% 0.00% 0.00% 
Loss of 
employment 41.11% 32.22% 15.56% 7.78% 2.22% 1.11% 

The frequency of companies being aware of that customers face such situations is 

very low. One third of the companies were not aware such risk exists. 36.67% of 

companies have not caused financial loss to its customers where as 25.55% 

companies have experienced their customers facing hazarded situation. 36.67% 

companies was not aware of a life threaten situation occurring to their customers. 

48.89% said that it never occurred to their customers. 14.44% companies said that 

there has been life threatening situations face by their customers due to personal data 

leak, though not frequent. 

Whether mental stress was occurred resulting the personal data leaks was not known 

to 45.56% of the companies. 33.33% of the companies had never heard of their 

customers suffering mental stress due to personal data leak 23.11% said their 

customers have faced such situation infrequently. 

Loss of employment due to personal data leak was not known by 41.11% of the 

companies. It has never occurred in 32.22% of the companies. But there have been 

instances of loss of employment in 23.33% companies, though this is not happed 

very frequently. 

As shown in the table 4-22 above least number of incidents were reported on event 

of causing life threat whereas the highest number of incidents ware related to causing 

mental stress to the customer. 
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4.5.3.3 Relationship with customer - "Communication" 

83.33% of companies endorse that they maintain good communication / contact with 

the customers. However higher number of companies indicate they were not aware 

of their customers face hazarded situations due to data leak. Table 4-23 displays 

result obtained for frequency of customer contact organization. 

Table 4-23 : Organization and customer relationship 

Never 
(1) 

Rarely 
(2) 

Occasion 
ally 
(3) 

Frequent 
iy(4) 

Very 
frequentl 

y(5) 
Customer contact 
your organization 0.00% 2.22% 14.44% 43.33% 40.00% 

Therefore, it appears that there is no organized procedure for dealing or recording 

such information by the companies that are not aware of customer hazards. On the 

other hand this could be due to customer unawareness of reporting or handling this 

type of issues. 

4.5.4 Customer attitudes towards personal data collection 

4.5.4.1 Purpose of collecting personal data 

When collecting personal data 40% of the companies indicate that people whose 

details are collected is concerned the purpose of collecting the data. 38.88%) of the 

companies showed their customers are marginally concerned and 12.22% said their 

customers are not concerned on purpose of collecting personal data. 8.89% of 

companies do not appear to have an idea of their customer concerns on purpose of 

data collection. 
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Table 4 -24 : Customer concerns and purpose of co lecting data 
Not 

know 
n(0) 

Not 
concern 

ed (1) 

Marginal 
iy 

concerne 
d(2) 

Somewh 
at 

concern 
ed (3) 

Moderate 
iy 

concerne 
4 (4 ) 

Highly 
concern 

ed (5) 

Customer 
display concern 
over purpose of 
collecting 
personal data 

8.89% 12.22% 14.44% 24.44% 30.00% 10.00% 

It can be concluded as that majority of the customers are concerned over collecting 

personal data by organizations. 

4.5.4.2 Impact on benefits gained by reviving personal data on customer 
attitudes 

The willingness to disclose personal information by customers depend on the 

benefits such disclosure would bring in, for example, entitlement for a discounts, 

loyalty schemes, etc. The degree of Customer Corporation is as moderate as 55.55% 

for discount and 54.44% for loyalty schemes. Percentage of companies indicated that 

customers are highly unlikely to be enticed by various entitlements are around 

17.00%. 

Overall picture suggest that customers display concern over disclosure of personal 

information. 

Table 4-25 : Rating br customer willingness to review personal data 
Highly 

unlikely(l 
) ' 

Unlikel 
y(2) 

Somewh 
at likely 

(3) * 

Moderat 
ely likely 

(4) 

Highly 
likely 

(5) 
Entitle for a discount 17.78% 5.56% 21.11% 42.22% 13.33% 
Entitle for other benefits 
(Loyalty Schemes) 16.67% 5.56% 23.33% 40.00% 14.44% 

4.5.4.3 Customer interest shown in personal data protection 

The result obtained for the customer interest shown in finding how secure is their 

personal data is indicated in the table 4-26. 
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Table 4-26 : Cus tomer interest shown on personal da1 a security 

Never 
(1) 

Rarely 
(2) 

Occasion 
ally 
(3) 

Frequent 
iy(4) 

Very 
frequentl 

y(5) 
Enquire about personal 
data security 7.78% 35.56% 30.00% 21.11% 5.56% 

Although companies stated that their customers display concern over purpose of 

collecting personal data, the above result indicate that only one fourth of the 

companies have said their customers are interested in personal data protection. 

Therefore, by considering the overall picture customers have not shown interest to 

enquire about personal data protection practices of the companies. 

4.5.5 Organizational behaviour and impact on privacy concerns 

4.5.5.1 Personal data collection and holding 

Moreover, collection of data than required for the purpose is resorted to by about 

66% of organizations and 15.56% subjected to frequently collect additional personal 

data. Which means that data other than that required too is stored by very great 

number of organizations. One third (1/3) of the organizations collect only the 

required data. 

In the business of providing competitive service to their customers, 33.33% of the 

organizations trend to collect additional personal data than required for the purpose. 

Only 21.11% companies do not use additional personal data to face competition. 

However 40.00% of the organizations strongly believe that the customers are 

concerned in providing additional personal data. Table 4-27 displays the results 

obtain for collection and use of additional personal data by organizations. 
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Table 4-27 : Ratings or colled ion and use of additional personal data 
Never 

(1) 
Occasionally 

(2) 
Sometimes 

(3) 
Mostly 

(4) 
Always 

(5) 
Collect data more than 
required to facilitate services 33.33% 25.56% 25.56% 5.56% 10.00% 
Uses additional personal data 
to provide competitive service 
to your customer 

21.11% 22.22% 23.33% 20.00% 13.33% 

Your customer concerned on 
providing additional personal 
data 

10.00% 12.22% 37.78% 21.11% 18.89% 

Considering the overall picture, it indicates that companies collect additional 

personal data and use them in providing completive service to the customer even 

though companies are aware on customer concerns in reviewing additional personal 

data. 

4.5.5.2 Business decision making and use of customer's personal data 

The importance of personal data in the business environment decision making as 

analyzed shows higher trend in it use for important business decision making at 

62.32% and an equal percentage uses it in the improvement of the business 

processors. This shows that the customer data is essential for business process. This 

fact is recognized by 80.00% of the organizations. Table 4-28 displays the results 

obtain for business decision making and use of customer's personal data. 

Table 4-28 : Business decision making and use of customer's personal data 
Never 

(1) 
Occasionally 

(2) 
Sometimes 

(3) 
Mostly 

(4) 
Always 

(5) 
Depend on customer 
personal data for important 
business decision making 

8.89% 4.44% 24.44% 30.00% 32.22% 

Improved business 
processes using customer 
personal data 

8.89% 13.33% 18.89% 30.00% 28.89% 

Availability of customer 
data is essential for 
business process 

3.33% 1.11% 15.56% 21.11% 58.89% 
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Using personal data to improve business processes could lead to violation of 

customer privacy as it may involve analysing personal information in to a greater 

extent. 

4.5.5.3 Use of information technology in analysing personal data 

Almost always in the understanding of future customer needs 58.89% of the 

organizations have frequently analyzed their customer's personal data. Then in the 

collection and analysis of such data 63.33% of the organizations frequently use 

information technology and in the analysis of data 53.33% trend to acquire new 

information systems and equipment to an increasing trend. Table 4-29 displays the 

results obtain for use of technology to analyse personal data. 

Table 4-29 : Use of tec inology to analyse personal data 
Never 

(1) 
Occasionally 

(2) 
Sometimes 

(3) 
Mostly 

(4) 
Always 

(5) 
Use Information technology to collect 
and analyze personal data 7.78% 0.00% 28.89% 36.67% 26.67% 

Organization acquire new technology 
(information systems or equipment) 
with the intension of analyzing personal 
data 

12.22% 15.56% 18.89% 33.33% 20.00% 

Analyze personal data to understand 
future customer needs 8.89% 12.22% 20.00% 32.22% 26.67% 

Data Mining Techniques 31.11% 25.56% 18.89% 20.00% 4.44% 

Data mining as a means of analyzing data is resorted to by 68.89% of the 

organizations and 24.44 % of this category do use data mining very often. The rest 

resort to it at some point of time though not frequent. 

The result indicate that appreciable number of organizations involve in analysing 

customers personal data and also display trend in purchasing new technology to 

assist them in doing so. Therefore when considering above facts use information 

systems to analyse personal data could lead to serious privacy issues in future. 

4.5.5.4 Selling and purchasing of personal data 

The sale of personal data is not resorted to by a larger number of organizations, as 

high as 88.89% and those who sell personal data is 11.11%. Almost equal percentage 
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is not inclined in the purchase of personal data. Although the trend of selling 

personal data is low, the trend for purchasing seems to be a little higher as 23.33%. 

Meaning 23.33% of the organizations have purchase personal data from third parties 

at least once thus not very frequently. Table 4-30 displays the results obtain for trend 

in selling and purchasing of personal data. 

Table 4-30 ; Trend in selling and purchasing of personal data 
Never 

(1) 
Occasionally 

(2) 
Sometimes 

(3) 
Mostly 

(4) 
Always 

(5) 
Sell Personal Data 88.89% 5.56% 3.33% 1.11% 0.00% 

Purchase Data 76.67% 13.33% 8.89% 0.00% 1.11% 

Taking the overall picture it can be conclude as selling and purchasing of personal 

data is also taking place in the sample though not in higher rate. If the trend 

increases in the future this could lead to serious privacy issues to general public. 

4.5.5.5 Personal data sharing 

4.5.5.5.1 Personal data sharing within the organization 

The results obtained from the survey is tabulated as shown in table 4-31, 

Table 4-31 : Trends in sharing personal data 
Never 

(1) 
Occasionally 

(2) 
Sometimes 

(3) 
Mostly 

(4) 
Always 

(5) 
Share data within organization 11.11% 18.89% 33.33% 22.22% 14.44% 

Prevalence of sharing personal data with the organization exists in 88.89% of the 

organizations where 36.66 % subject to frequent sharing of personal data and 

11.11% confirmed that they do not share. 

Sharing or using personal data within many departments could increase the 

opportunities to misuse or data breaches. Therefore, it also creates privacy issues to 

their customers. 
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4.5.5.5.2 Personal data sharing with third parties 

Table 4-32 : Reasons for s laring personal data with thirc parties 

Never 
(1) 

Rarely 
(2) 

Occasio 
nally 
(3) 

Freque 
ntly (4) 

Very 
frequen 
%(5) 

Marketing communication 55.56% 14.44% 15.56% 10.00% 4.44% 
Analysis for improve products / 
services 37.78% 14.44% 20.00% 16.67% 11.11% 
To enable the provision of a service 
(e.g. Deliver goods) 22.22% 17.78% 22.22% 25.56% 12.22% 
Enable the customization of a service 26.67% 20.00% 22.22% 22.22% 8.89% 

The result tabulated in table 4-32 indicated 55.55% of the organizations have not 

shared their customer personal data for the purpose of the marketing communication. 

44.55% indicated that they shared data at some point of time whereas 14.44% 

indicated frequent sharing of customer personal data with others. 

The personal data is used for the analysis for improving the service or products. The 

results indicate that 37.78% of the organizations have not shared the data with third 

parties for such purposes. Thus 34.44% of the parties have done personal data 

sharing rarely and the balance 27.78% has shared the data more frequently. 

Above tabulation (table 4-32) shows, that the personal data is greatly shared by the 

organization to enable a provision of a service. 37.78% of the parties agreed that 

they share persona data with third parties frequently and another 40% indicated that 

they have done that at some point of time though not frequent. Whilst customization 

of service required 73.33% of the companies to share personal data with others 

rarely or more frequently. 

Therefore, the greater sharing of the personal data is effective in the facilitating a 

provision of a service such as delivering of goods. Customization of services showed 

the next motive for sharing personal data followed by analysis for product or service 

improvement. Finally least number of companies share customer's personal data 

with the intension of marketing communication. 
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Taking in to overall picture it could be inferred that appreciable number of 

organizations share customer's personal data with third parties. 

4.5.6 Legislations to protect personal data 

The privacy data is actively perceived by very high percentage of business 

organizations though there is a concern of negative impact in the compliance with 

the data protection laws and 42.22% of the organizations subscribe to this concern. 

Furthermore, only 15.55% in the sample agreed that the privacy concerned will limit 

their efforts on target marketing while 26.67% of the companies believe that it is not 

a concern for them. Therefore organizations effort on target marketing will direct 

impact customer's information privacy. Table 4-33 displays the results obtain for 

privacy concerns vs. legislations 

Table 4-33 : Privacy concerns vs. legis ations 
Never 

(1) 
Occasionally 

(2) 
Sometimes 

(3) 
Mostly 

(4) 
Always 

(5) 
Compliances with privacy laws 
negativelv impact on organization's 
business activities 

16.67% 13.33% 27.78% 30.00% 12.22% 

Privacy concerns limit spending on 
target marketing. 26.67% 30.00% 27.78% 12.22% 3.33% 

In the protection of personal data within the organization 82.22% of the 

organizations was of the opinion that national data protection laws would be 

effective whilst 67.78% of the organizations also believe with improved application 

of existing laws to cover lacuna of local laws in this field will also help to protect 

personal data. Table 4-34 displays the results obtain for privacy concerns vs. 

legislations. 

Table 4-34 egislations and their impact on personal data protection 
Totally 

disagree (1) 
Disagree 

(2) 
Agree 

(3) 
Somewhat 
agree(4) 

Totally agree 
(5) 

Availability of laws 1.11% 1.11% 15.56% 36.67% 45.56% 
Applicability of laws 2.22% 1.11% 28.89% 38.89% 28.89% 
International issues 4.44% 11.11% 21.11% 38.89% 24.44% 
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Pressurizing to organizations to apply international laws 63.33% of the organizations 

were in flavour. 

4.5.7 Issues related to protecting personal data 

Figure 4-8 display the number of respondent received for issues face by 

management. As per the figures, less knowledge or skills on personal data protecting 

appear to be the most common issue related to the subject. Similarly less awareness 

on the need for data protection and unavailability of data protection guideline appear 

to be major concerns for securing personal data. Results indicate that the companies 

have fewer concerns on available financial resources. 

Issues related to protecting personal data 

Unavailability of data protection 
guidelines 

Difficulties in convincing staff members 

Less awareness on the need for 
protection 

Unavailability of financial resources 

Less knowledge / skilled staff 

1 3 2 

1 2 7 

1 3 4 

1 16 

1 3 7 

\ 1 
10 20 30 

• No of Respondents 
40 

Figure 4-8 : Issues faced by management while protecting personal data 
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4.6 Sample Distribution 

4.6.1 Sample distribution for Data 

The table 4-35 display the descriptive statistical obtained for dimensions of the 

variable data. Both dimensions display a close normal distribution as per the statistic 

shown below. 

Table 4-35 : Descriptive statistics for purpose of data collection 
Statistics 

Purpose of collecting 
data 

Privacy Implications of 
data 

N Valid 90 90 

Missing 0 0 

Mean 3.1309 1.8433 

Median 3.2222 1.8000 

Mode 3.33 1.40 

Std. Deviation .63482 .69120 

Skewness -.576 .175 

Std. Error of Skewness .254 .254 

Kurtosis .586 -.784 

Std. Error of Kurtosis .503 .503 

Range 3.56 2.80 

Minimum 1.00 .60 

Maximum 4.56 3.40 

Standard deviation of the dimension "purpose of collecting data" is 0.63482 which 

indicates 68.2% of the elements in the sample lie between 2.49 and 3.76 values. 

Similarly, Standard deviation of the dimension "privacy implications of data" is 

0.691 which indicates 68.2% of the elements in the sample lie between 2.53 and 

1.149 values. 

The distribution of the sample is shown in the figure 4-9 and figure 4-10. As per the 

diagram it illustrate the sample distribution is normal for the purpose of collect data 

dimension of the data. 
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Figure 4-9 : Distribution of "Purpose of collecting data" dimension 

Privacy Implications of data 

Mean -1.84 
Std. Dev. - .891 
N«90 

Privacy Implications of data 

Figure 4-10 : Distribution of "Privacy Implications of Data" dimension 
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4.7 Hypothesis Testing 

It is important to make decisions using data collected for the research. A statistical 

hypothesis test is used to make decisions using collected data. "In statistics, a result 

is called statistically significant if it is unlikely to have occurred by chance alone, 

according to a pre-determined threshold probability, the significance level" [35], 

This section analyses the data using IBM SPSS Statistic 19 software. Bivariate 

correlation analysis method was used in testing hypothesis. 

4.7.1 Hypothesis testing for Data 

The variable is measured using five dimensions, "Privacy Implications of data", 

"Purpose of collecting data", "Who collects data / Data Holder", "Sensitivity of 

data", "Type of data". Hypothesis testing will be done to understand impact of each 

dimension on good data protection practices. 

Hypothesis: Privacy implication of data 

Hypothesis deals with the "Privacy implication of data" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

privacy implications of data. 

Hlo: Privacy implication of customer's personal data will not directly influence 

the information privacy concerns of customer. 

Hla: Privacy implication of customer's personal data will directly influence the 

information privacy concerns of customer. 

The privacy implication of data obtained a mean value of 1.7177 and a standard 

deviation of 0.70034 while impact on privacy concerns obtained a mean value of 

3.0748 and a standard deviation of 0.53753 as shown in the table 4-36. 
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Table 4-36 : Mean and standard deviation of privacy implications of data 
Statistics 

Privacy Implications 
of data 

Impact on Privacy 
concerns 

N Valid 90 90 
Missing 12 12 

Mean 1.7177 3.0823 
Std. Deviation .70034 .53397 

A Pearson's correlation was run to determine the relationship between Privacy 

implication of data and impact of privacy concerns. There was a positive correlation 

indicated between privacy implication of data and information privacy concerns 

(table 4-37). Strength of the relationship is average with 0.235 with a significant 

level of 0.026. Therefore, the correlation value is significant enough, where the 

result indicates that there is a statistical relationship between privacy implication of 

data and impact on privacy concerns based on the population sampled. 

Table 4-37 : Correlation between privacy implications of data and impact on privacy 
concerns 

Correlations 

Privacy Impact on 
Implications Privacy 

of data concerns 
Privacy Implications Pearson Correlation 1 .235* 
of data Sig. (2-tailed) .026 

N 90 90 
Impact on Privacy Pearson Correlation .235* 1 
concerns Sig. (2-tailed) .026 

N 90 90 

*• Correlation is significant at the 0.05 level (2-tailed). 

Therefore, there are sufficient facts to reject the null hypothesis Ha under 95% 

confidence level. 
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Hypothesis: Purpose of collecting data 

Hypothesis deals with the "Purpose of collecting data" dimension and focus on 

finding whether there is a relationship between "Impact on privacy concerns" and 

"Purpose of collecting data". 

H2o: The purpose of collecting personal data will not impact on information 

privacy concerns of customer. 

H2a: The purpose of collecting personal data will impact on information privacy 

concerns of customer. 

Pearson's correlation was run to determine the relationship between "Impact on 

privacy concerns" and "Purpose of collecting data". The table 4-38 display the mean 

and standard deviations for the two variables. 

Table 4-38 : Mean and Standard deviation values for purpose of collecting data 

Mean Std. Deviation N 

Purpose of collecting data 3.1307 .63495 90 

Impact on Privacy concerns 3.0748 .53753 90 

From the table 4-39, the result indicate that there is a statistical relationship between 

purpose of collecting data and impact on privacy concerns, statistically significant (r 

= 0.21 l , p = 0.046). Strength of the relationship is average with a 0.211 value. 

Significant level of the correlation was 0.046 where the result indicates that there is 

no statistical relationship between purpose of collecting data and impact on privacy 

concerns based on the population sampled. 
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Table 4-39 : Correlation between purpose of collecting data and impact on privacy 
concerns 

Correlations 

Purpose of 
collecting data 

Impact on 
Privacy 
concerns 

Purpose of collecting data Pearson Correlation 
Sig. (2-tailed) 
N 

1 

90 

.211* 

.046 
90 

Impact on Privacy 
concerns 

Pearson Correlation 
Sig. (2-tailed) 
N 

.211 

.046 
90 

1 

90 
*. Correlation is significant at the 0.05 level (2-tailed). 

Figure 4-11, display the scatter plot drawn to illustrate the relationship between 

Purpose of collecting data and impact on privacy concerns. As per figure 4-11, the 

dots are spread across the graph area which indicates that there is no relationship 

among two variables. 

4 . 5 0 -

4 . 0 0 -

£ 3.50 -

3 . 0 0 -

> •c 
0. 

2 .50 -

2 . 0 0 -

Purpose of collecting data 

Figure 4-11 : Scatter plot - purpose of collecting data 

91 



Therefore there are sufficient facts to accept the null hypothesis Ho under 95% 

confidence level. 

4.7.2 Hypothesis testing for Organizational Characteristics 

The variable is measured using eight dimensions:-

• Organizational Structure 

• Access Control Policies 

• Access Control Practices 

• Security Measurements 

• Understanding on business needs 

• Capabilities of employees 

• Employee attitudes 

• Management commitment 

Hypothesis testing will be done to understand impact of each dimension on 

information privacy concerns. 

His togram 

Organizational Structure 

Figure 4-12 : Distribution of "Organizational structure" dimension 
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Hypothesis: Organizational Structure 

Hypothesis deals with the "Organizational Structure" dimension and focuses on 

finding whether there is a relationship between organizational structure and impact 

on information privacy concerns. 

H3o: Organizations with well - organized and clearly defined organizational 

structure will not impact on privacy concerns of customers. 

H3a: Organizations with well - organized and clearly defined organizational 

structure will impact on privacy concerns of customers. 

Findings (table 4-40) from the result indicate that there is no statistical relationship 

between two variables, organizational structure and privacy concerns of customers. 

Even when there is a Pearson's correlation, at the 2-tailed level shown as 0.103, the 

significant value indicates as 0.332 which is a larger value than 0.05. Therefore, 

there is no sufficient evidence to accept the hypothesis, meaning; the evidence does 

not support to accept that an organization with well - organized and clearly defined 

organizational structure will reduce impact on privacy concerns. Therefore, there are 

no sufficient evidence to accept that there is a relationship between organizational 

structure and impact on privacy concerns. 

Table 4-40 : Correlation between organizational structure and impact on privacy 
concerns 

Correlations 
Organizational 

Structure 
Impact on Privacy 

concerns 
Organizational Structure Pearson Correlation 1 .103 

Sig. (2-tailed) .332 
N 90 90 

Impact on Privacy Pearson Correlation .103 1 
concerns .103 

Sig. (2-tailed) .332 
N 90 90 

A scatter plot was drawn to illustrate the relationship between organizational 

structure and impact on privacy concerns. As per the figure 4-13, the dots are spread 

across the graph area which indicates that there is no relationship among two 

variables. 
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1.00 -

Organizational Structure 

Figure 4-13 : Scatter plot for the organizational structure 

Hypothesis: Access Control Policies 

Hypothesis deals with the "Access Control Policies" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and good access 

control policies. 

H4o: Organization's well - defined access control policies will not impact on 

privacy concerns. 

H4a: Organizations well - defined access control policies will impact on privacy 

concerns. 

Base on the table 4-41, the result indicate that there is moderately high positive 

statistical relationship existing between well - defined access control policies and 

impact on privacy concerns. From the findings, Pearson Correlation value, at the 2-
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tailed level was shown as 0.497, the significant value indicates as 0.000 which is 

significantly a smaller value than 0.01. Therefore, the alternative hypothesis will be 

accepted and concluded that organizations well - defined access control policies will 

reduce impact privacy concerns of customer as per the sample. Based on the above 

facts, we reject the null hypothesis. 

Table 4-41 : Correlation between access control policies and impact on privacy 
concerns 

Correlations 

Access 
Control 
Policies 

Impact on 
Privacy 

concerns 
Access Control Policies Pearson Correlation 1 .497(**) 

Sig. (2-tailed) .000 
N 90 90 

Impact on Privacy concerns Pearson Correlation .497(**) 1 
Sig. (2-tailed) .000 
N 90 90 

** Correlation is significant at the 0.01 level (2-tailed). 

Hypothesis: Access Control Practices 

Hypothesis deals with the "Access Control Practices" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

proper Access Control Practices. 

H5o: The organization's proper Access control practices will not impact on 

privacy concerns. 

H5a: The organization's proper Access control practices will impact on privacy 

concerns. 

The findings from result (table 4-42) indicate that there is a statistical high positive 

relationship between two variables, access control practices and privacy concerns of 

customers. There is a Pearson's correlation, at the 2-tailed level was shown as 0.557, 

the significant value indicates as 0.000 which is significantly a small value than 0.01. 

Therefore, there is sufficient evidence to accept hypothesis meaning; an organization 
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with proper access control practices will reduce impact on privacy concerns of 

customers. Therefore, we reject the null hypothesis. 

Table 4-42 : Correlation between access control practices and impact on privacy 
concerns 

Correlations 

Access Control 
Practices 

Impact on 
Privacy 

concerns 
Access Control Practices Pearson Correlation 1 .557(**) 

Sig. (2-tailed) .000 
N 90 90 

Impact on Privacy concerns Pearson Correlation .557(**) 1 
Sig. (2-tailed) .000 
N 90 90 

** Correlation is significant at the 0.01 level (2-tailed). 

Hypothesis: Security Measurements 

Hypothesis measures the "Security Measurements" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and Security 

Measurements. 

H6o: Organizations strict security measurements on information systems will not 

impact on privacy concerns of customer. 

H6a: Organizations strict security measurements on information systems will 

impact on privacy concerns of customer. 

Based on the table 4-43, result indicates that there is a moderately high statistical 

relationship between two variables, security measurements and privacy concerns of 

customers. Even when there is a Pearson's correlation, at the 2-tailed level was 

shown as 0.482, the significant value indicates as 0.000 which is significantly a 

small value than 0.01. Therefore, there is sufficient evidence to accept hypothesis 

meaning; we accept that an organization with strict security measurements will 

reduce impact on privacy concerns of customers. 
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Table 4-43 : Correlation between security measures and impact on privacy concerns 
Correlations 

Security 
Measurements 

Impact on Privacy 
concerns 

Security Measurements Pearson Correlation 1 ,482(**) 
Sig. (2-tailed) .000 
N 90 90 

Impact on Privacy concerns Pearson Correlation ,482(**) 1 
Sig. (2-tailed) .000 
N 90 90 

" Correlation is significant at the 0.01 level (2-tailed). 

Hypothesis: Understanding on business needs 

Hypothesis measures the "understanding on business needs" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

understanding on business needs. 

H7o: Organizations level of understanding on business needs will not influence 

privacy concerns of customer. 

H7a: Organizations level of understanding on business needs will influence 

privacy concerns of customer. 

The results (table 4-44) indicate that there is a statistically significant relationship 

exists between understanding on business needs and privacy concerns of customer. 

At the 2-tailed level with 0.000 significant value, Pearson correlation displays a 

moderately high positive relationship with value of 0.407. Therefore, we conclude 

that, there are sufficient evidence to accept that there is a positive relationship 

between understanding on business needs and privacy concerns of customer, 

indicating that high level of understanding on business needs will increase the 

impact on privacy concerns. 
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Table 4-44 : Correlation between understanding on business needs and impact on 
privacy concerns 

Correlations 

Understanding on 

business needs 

Impact on Privacy 

concerns 

Understanding on business Pearson Correlation 1 .407" 

needs Sig. (2-tailed) .000 

N 90 90 

Impact on Privacy concerns Pearson Correlation .407" 1 

Sig. (2-tailed) .000 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 

Hypothesis: Capabilities of employees 

Hypothesis measures the "Capabilities of employees" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

capabilities of employees. 

H8o: Employee's capabilities on information technology will not influence 

privacy concerns of customer. 

H8a: Employee's capabilities on information technology will influence privacy 

concerns of customer. 

The results (table 4-45) indicate that there is a statistically significant relationship 

exists between capabilities of employees and privacy concerns of customer. At the 2-

tailed level with 0.000 significant value, Pearson correlation displays a moderately 

high positive relationship with value of 0.415. Therefore, we conclude that, there are 

sufficient evidence to accept that there is a positive relationship between capabilities 

of employees and privacy concerns of customer, indicating that a high level of 

capabilities of employees will increase the impact of privacy concerns. 
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Table 4-45 : Correlation between capacities of employees and impact on privacy 

concerns 

Correlations 

Capabilities of 

employees 

Impact on 

Privacy concerns 

Capabilities of employees Pearson Correlation 1 .415" 

Sig. (2-tailed) .000 

N 90 90 

Impact on Privacy concerns Pearson Correlation .415" 1 

Sig. (2-tailed) .000 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 

Hypothesis: Employee attitudes 

Hypothesis measures the "Employee attitudes" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and employee 

attitudes. 

H9o: Employee's positive attitudes towards personal data protection will not 

impact on privacy concerns of customer. 

H9a: Employee's positive attitudes towards personal data protection will impact 

on privacy concerns of customer. 

The table 4-46, displays that there was a positive correlation between employee 

attitudes and impact on privacy concerns (r = 0.028, p = 0.796). Strength of the 

relationship is weak with a value 0.028 whereas the significant level of the 

correlation was 0.796. This result indicates that there is no statistical relationship 

between employee attitudes and impact on privacy concerns based on the population 

sampled. Therefore, there are no sufficient evidence to accept that employee attitude 

and has an impact on privacy concerns. 
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Table 4-46 : Correlation between employee attitudes and impact on privacy 

concerns 
Correlations 

Employee 
attitudes 

Impact on 
Privacy 

concerns 
Employee attitudes Pearson Correlation 1 .028 

Sig. (2-tailed) .796 
N 90 90 

Impact on Privacy Pearson Correlation .028 I 
concerns Sig. (2-tailed) .796 

N 90 90 

Figure 4-14 illustrate there is no proper relationship that could be identified between 

two variables. Dots are spread across the graph area without any specific pattern 

therefore, we conclude that there is not relationship between employee attitudes and 

privacy concerns. 

Employee attitudes 

Figure 4-14 : Scatter plot for employee attitudes 
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Hypothesis: Management commitment 

Hypothesis measures the "Management commitment" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

management commitment. 

H l O o : Management commitment to personal data protection will not impact on 

privacy concerns of customer. 

H10a: Management commitment to personal data protection will impact on 

privacy concerns of customer. 

Based on the table 4-47, result indicates that there is a statistical relationship 

between two variables, management commitment and privacy concerns of 

customers. The Pearson's correlation, at the 2-tailed level was at 0.224, the 

significant value indicates as 0.05 which is smaller than 0.034. Therefore there is 

sufficient evidence to accept hypothesis meaning; privacy concerns of customer will 

increase with the Management commitment to personal data protection. 

Table 4-47 : Correlation between management commitment and impact on privacy 
concerns 

Correlations 

Impact on Privacy 
concerns 

Management 
commitment 

Impact on Privacy Pearson Correlation 
concerns 

Sig. (2-tailed) 
N 

Management Pearson Correlation 
commitment 

Sig. (2-tailed) 
N 

1 

90 

,224(*) 

.034 
90 

.224(*) 

.034 
90 

1 

90 
* Correlation is significant at the 0.05 level (2-tailed). 

101 



4.7.3 Hypothesis testing for Technology 

Hypothesis: Technological adaption and use 

Hypothesis measures the "Technological adaption and use" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

technological adaption and use. 

H l l o : The level of technological adaption of the organization will not impact on 

privacy concerns of customer. 

HI 1 a: The level of technological adaption of the organization will impact on 

privacy concerns of customer. 

Based on the table 4-48, the results indicate that there is a statistically significant 

relationship between technological adaption and use in the organization and impact 

on privacy concerns. At the 2-tailed level with 0.002 significant value, Pearson 

correlation displays a moderately high positive relationship with a value of 0.317. 

Therefore, we conclude that, there is sufficient evidence to accept that there is a 

positive relationship between technological adaption and use in the organization and 

impact on privacy concerns of customer, indicating that high level of technological 

adaption and use will increase the impact of privacy concerns. 

Table 4-48 : Correlation between technology adaption and use and impact on 
privacy concerns 

Correlations 

Technological 
adaption and use 

Impact on 
Privacy 

concerns 
Technological 
adaption and use 

Pearson Correlation 

Sig. (2-tailed) 

1 .317(**) 

.002 
N 90 90 

Impact on Privacy 
concerns 

Pearson Correlation 

Sig. (2-tailed) 

.317(**) 

.002 

1 

N 90 90 
**. Correlation is significant at the 0.01 level (2-tailed). 
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Hypothesis: Information systems used by organization 

Hypothesis measures the "Information systems used by organization" dimension and 

focus on finding whether there is a relationship between impact on privacy concerns 

and information systems used by organization. 

H12o: The information systems used by organization will not impact on privacy 

concerns of customer. 

H12a: The information systems used by organization will impact on privacy 

concerns of customer. 

Table 4-49 : Correlation between information systems and impact on privacy 
concerns 

Correlations 
Information systems 
used by organization 

Impact on Privacy 
concerns 

Information systems used by Pearson Correlation 1 .321" 

organization Sig. (2-tailed) .002 

N 90 90 

Impact on Privacy concerns Pearson Correlation .321 1 

Sig. (2-tailed) .002 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 

The results shown in table 4-49 indicate that there exists a statistically significant 

relationship between information systems used by organization and impact on 

privacy concerns. At the 2-tailed level with 0.002 significant value, Pearson 

correlation displays a moderately high positive relationship with value of 0.321. 

Therefore, we conclude that, there is sufficient evidence to accept that there is a 

positive relationship between information systems used by organization and impact 

on privacy concerns of customer. I.e. technology level of information systems used 

by organization will increase the impact of privacy concerns. By considering all 

above factors we reject null hypothesis. 
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4.7.4 Hypothesis testing for Business 

Hypothesis: Understanding of customer needs 

Hypothesis measures the "Understanding of customer needs" dimension and focus 

on finding whether there is a relationship between impact on privacy concerns and 

understanding of customer needs. 

H13o: Organization understanding of customer needs will not impact on privacy 

concerns of customer. 

H13a: Organization understanding of customer needs will impact on privacy 

concerns of customer. 

Based on the table 4-50, the results indicate there is a significant statistical 

relationship between two variables. Thus the relationship shows positive direction, 

meaning, increase in the understanding of customer needs will increase the privacy 

concerns of customer. The Pearson correlation shows value of 0.397 which indicates 

a moderately high relationship of understanding the customer needs and privacy 

concerns of customer. Therefore, we reject the null hypothesis as there is no 

significant statistical evidence to accept null hypothesis. 

Table 4-50 : Correlation between organization understanding of customer needs and 
impact on privacy concerns 

Correlations 

Understanding of 
customer needs 

Impact on Privacy 
concerns 

Understanding of customer Pearson Correlation 1 .397" 

needs Sig. (2-tailed) .000 

N 90 90 

Impact on Privacy concerns Pearson Correlation .397" 1 

Sig. (2-tailed) .000 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 
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Hypothesis: Customer Relationship 

Hypothesis measures the "Customer Relationship" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and customer 

relationship. 

H14o: Organization relationship with their customers will not impact on privacy 

concerns of customer. 

H14a: Organization relationship with their customers will impact on privacy 

concerns of customer. 

The result obtained for the hypothesis test between impact on privacy concerns and 

customer relationship is given in the table 4-51. The Pearson correlation value of 

0.276 indicates that there is a positive relationship exists between two variables. 

Therefore, it provides sufficient evidence to conclude that there is a significant 

relationship exists between impact on privacy concerns and customer relationship 

with significant value of 0.008. Thus there is no evidence to accept null hypothesis. 

Therefore, we reject the null hypothesis at 99% confident level. 

Table 4-51 : Correlation between customer relationship and impact on privacy 
concerns 

Correlations 
Customer 

Relationship 
Impact on Privacy 

concerns 

Customer Relationship Pearson Correlation 1 .216 

Sig. (2-tailed) .008 

N 90 90 

Impact on Privacy concerns Pearson Correlation 
_ „ , ** .276 1 

Sig. (2-tailed) .008 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 
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Hypothesis: Organizational goals 

Hypothesis measures the "Organizational goals" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and 

organizational goals. 

H15o: Organization will not impact on privacy concerns of customer provided 

their organizational goals include data protection. 

H15a: Organization will impact on privacy concerns of customer provided their 

organizational goals include data protection. 

Based on the table 4-52, the result indicates that there is a significant statistical 

relationship between impact on privacy concerns and organizational goals. At the 1-

tailed level with 0.006 significant value, Pearson correlation displays a weak positive 

relationship with a value of 0.262. Therefore we conclude that, there are sufficient 

evidence to accept that there is a positive relationship between organizational goals 

and impact on privacy concerns of customer, meaning that organizational goals will 

increase the impact of privacy concerns. By considering all above factors we reject 

null hypothesis. 

Table 4-52 : Correlation between organizational goals and impact on privacy 
concerns 

Correlations 
Organizational 

^ o a l s 
Impact on Privacy 

concerns 

Organizational goals Pearson Correlation 1 .262 

Sig. (1-tailed) .006 

N 90 90 

Impact on Privacy concerns Pearson Correlation .262 1 

Sig. (1-tailed) .006 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 
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Hypothesis: Management Culture 

Hypothesis measures the "Management culture" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and management 

culture. 

HI 60: Friendly management culture of the organization will not influence the 

privacy concerns of customer. 

H16a: Friendly management culture of the organization will influence the privacy 

concerns of customer. 

Based on the table 4-53, the results indicate that there is a significant statistical 

relationship between two variables. Thus the relationship shows positive direction, 

meaning increase in friendly management culture will increase the privacy concerns 

of customer. The Pearson correlation shows value of 0.500 which indicates a fairly 

high relationship between friendly management culture and privacy concerns of 

customer. Therefore, we reject null hypothesis at 99% confident level as there is no 

significant statistical evidence to accept null hypothesis. 

Table 4-53 : Correlation between management culture and impact on privacy 
concerns 

Correlations 

Management 
culture 

Impact on Privacy 
concerns 

Management culture Pearson Correlation 1 .500" 

Sig. (2-tailed) .000 

N 90 90 

Impact on Privacy concerns Pearson Correlation .500" 1 

Sig. (2-tailed) .000 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 
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Hypothesis: Competition in the industry 

Hypothesis measures the "Competition in the industry" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

competition in the industry. 

H17o: Industry competition will not influence the privacy concerns of customer. 

H17a: Industry competition will influence the privacy concerns of customer. 

The result obtained for the hypothesis test between impact on privacy concerns and 

industry competition is given in the table 4-54. The Pearson correlation value of 

0.323 indicates that there is a positive relationship between two variables. Therefore, 

it provides sufficient evidence to conclude that there is a significant relationship 

between impact on privacy concerns and industry competition with significant value 

of 0.002. The relationship shows a positive direction, meaning, increase in the 

competition will lead to increase in privacy concerns of customer. Thus there is no 

evidence to accept null hypothesis therefore we reject the null hypothesis at 99% 

confident level. 

Table 4-54 : Correlation between industry competition and impact on privacy 
concerns 

Correlations 
Industry 

Competition 
Impact on Privacy 

concerns 

Industry Competition Pearson Correlation 1 
. • 

.323 

Sig. (2-tailed) .002 

N 90 90 

Impact on Privacy concerns Pearson Correlation .323 1 

Sig. (2-tailed) .002 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 

108 



4.7.5 Hypothesis testing for Customer 

Hypothesis: Awareness of privacy impacts 

Hypothesis measures the "Awareness of privacy impacts" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

awareness of privacy impacts. 

HI 80: Customer's awareness of privacy impacts will not impact privacy concerns 

of customer. 

H18a: Customer's awareness of privacy impacts will impact privacy concerns of 

customer. 

The table 4-55, displays that there was a positive correlation between awareness of 

privacy concerns of customer and impact on privacy concerns, which was 

statistically significant (r = 0.285, p = 0.007). Strength of the relationship is 

moderately high with a value 0.285 whereas significant level of the correlation was 

0.007. Therefore the result indicates that there is a statistical relationship between 

two variables based on the population sampled. Furthermore results indicate a 

positive relationship, i.e. increase in awareness of privacy concerns leading to 

increased expectations. Therefore, we reject null hypothesis at confident level of 

99%. 

Table 4-55 : Correlation between awareness of privacy impacts and impact on 
privacy concerns 

Correlations 
Awareness of 

privacy impacts 
Impact on Privacy 

concerns 

Awareness of privacy impacts Pearson Correlation 1 .285" 

Sig. (2-tailed) .007 

N 90 90 

Impact on Privacy concerns Pearson Correlation .285" 1 

Sig. (2-tailed) .007 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 
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Hypothesis: Perceived level of privacy 

Hypothesis measures the "Perceived level of privacy" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

perceived level of privacy. 

H19o: Customer's perceived level of privacy will not impact on privacy concerns 

of customer. 

H19a: Customer's perceived level of privacy will impact on privacy concerns of 

customer. 

Table 4-56 : Correlation between perceived level of privacy and impact on privacy 
concerns 

Correlations 
Perceived 

Level of Privacy 
Impact on Privacy 

concerns 

Perceived Level of Privacy Pearson Correlation 1 .375" 

Sig. (2-tailed) .000 

N 90 90 

Impact on Privacy concerns Pearson Correlation .375" 1 

Sig. (2-tailed) .000 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 

Based on the table 4-56, the results indicate that there is a significant statistical 

relationship between two variables. Thus the relationship shows a positive direction, 

meaning increase in perceived level of privacy of customer will increase his privacy 

concerns. The Pearson correlation shows value of 0.375 which indicates a 

moderately high relationship between perceived level of privacy and privacy 

concerns of customer. Therefore, we reject null hypothesis at 99% confident level as 

there is no significant statistical evidence to accept null hypothesis. 

110 



Hypothesis: Customer Attitudes 

Hypothesis measures the "Customer attitudes" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and customer 

attitudes. 

H20o: Customer's attitudes towards privacy will not influence the privacy 

concerns of customer. 

H20a: Customer's attitudes towards privacy will influence the privacy concerns 

of customer. 

Table 4-57 : Correlation between customer attitudes and impact on privacy concerns 
Correlations 

Customer 
Attitude 

Impact on Privacy 
concerns 

Customer Attitude Pearson Correlation 1 .358" 

Sig. (2-tailed) .001 

N 90 90 

Impact on Privacy concerns Pearson Correlation .358" 1 

Sig. (2-tailed) .001 

N 90 90 

**. Correlation is significant at the 0.01 level (2-tailed). 

As per the result shown in the table 4-57, there is sufficient evidence for a significant 

statistical relationship between customer attitudes and privacy concerns of customer. 

Pearson correlation with a value of 0.358 displays a moderately high positive 

relationship, meaning customer attitudes towards privacy concerns will increase the 

impact on privacy concerns. 

Hypothesis: Benefits gained by reviewing personal data 

Hypothesis measures the "Benefits gained by reviewing personal data" dimension 

and focus on finding whether there is a relationship between impact on privacy 

concerns and "Benefits gained by reviewing personal data". 
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H21o: "Benefits gained by reviewing personal data" will not influence the 

privacy concerns of customer. 

H21a: "Benefits gained by reviewing personal data" will influence the privacy 

concerns of customer. 

As per the result shown in the table below, there is no sufficient evidence for a 

significant statistical relationship between "Benefits gained by reviewing personal 

data" and privacy concerns of customer. Pearson correlation with a value of 0.185 

displays a weak positive relationship with a significant value of 0.081. Significant 

value indicates that there is no statistical relationship, meaning benefits gained by 

reviewing personal data will not influence the impact on privacy concerns. 

Table 4-58 : Correlation between benefits gained by reviewing personal data and 
impact on privacy concerns 

Correlations 

Benefits gained 

by reviewing 

personal data 

Impact on 

Privacy concerns 

Benefits gained by reviewing Pearson Correlation 

personal data sig. (2-tailed) 

N 

1 

90 

.185 

.081 

90 

Impact on Privacy concerns Pearson Correlation 

Sig. (2-tailed) 

N 

.185 

.081 

90 

1 

90 

Figure 4-16 display no specific relationship between two variables. Dots are spread 

in the chart area without any relationship. 
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Figure 4-16 : Benefits gained by reviewing personal data 

Hypothesis: Previous Experience 

Hypothesis measures the "Previous Experience" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and previous 

experience. 

H22o: Previous experience related to personal data misuse will not influence the 

privacy. 

H22a: Previous experience related to personal data misuse will influence the 

privacy concerns. 
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Table 4-59 : Correlation between previous experience and impact on privacy 
concerns 

Correlations 

Previous 

Experience 

Impact on 

Privacy concerns 

Previous Experience Pearson Correlation 1 .021 

Sig. (2-tailed) .842 

N 90 90 

Impact on Privacy concerns Pearson Correlation .021 1 

Sig. (2-tailed) .842 

N 90 90 

Figure 4-17 shown below dispay tat there are no relationship between privacy 

concerns and perivous experience related to privacy concerns. 
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Figure 4-17 : Scatter plot for the previous experience 
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4.7.6 Hypothesis testing for Legislations 

Hypothesis: Availability of data protection laws 

Hypothesis measures the "Availability of data protection laws" dimension and focus 

on finding whether there is a relationship between impact on privacy concerns and 

Availability of data protection laws in Sri Lanka. 

H23o: Availability of data protection laws will not impact on the privacy 

concerns of customer. 

H23 a : Availability of data protection laws will impact on the privacy concerns of 

customer. 

The table 4-60, displays that there was a positive correlation between availability of 

data protection laws and impact on privacy concerns, which was statistically 

significant (r = 0.175, p = 0.100). Strength of the relationship is weak with a value 

0.175 whereas significant level of the correlation was 0.100 where the result 

indicates that there is no statistical relationship between availability of data 

protection laws and impact on privacy concerns based on the population sampled. 

Therefore, there are no sufficient evidence to accept alternative hypothesis. 

Table 4-60 : Correlation between availability of laws and impact on privacy 
concerns 

Correlations 

Availability 
of laws 

Impact on 
Privacy 

concerns 
Availability of laws Pearson Correlation 1 .175 

Sig. (2-tailed) .100 
N 90 90 

Impact on Privacy Pearson Correlation .175 1 
concerns Sig. (2-tailed) .100 

N 90 90 

Figure 4-18 does not display any evidence for a linear relationship between two 

variables discussed above. 
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Figure 4-18 : Scatter plot for the availability of laws 

Hypothesis: Improving Applicability of existing law 

Hypothesis measures the "Applicability of existing law" dimension and focus on 

finding whether there is a relationship between impact on privacy concerns and 

applicability of laws in Sri Lanka. 

H24o: Improving the applicability of existing laws will not impact on the privacy 

concerns of customer. 

H24a: Improving the applicability of existing laws will impact on the privacy 

concerns of customer. 

The results shown in below table 4-61 indicate that there is a statistically significant 

relationship between improving applicability of existing laws and impact on privacy 

concerns. At the 2-tailed level with 0.006 significant value, Pearson correlation 

displays a moderately high positive relationship with value of 0.286. Therefore, we 
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conclude that, there is sufficient evidence to accept a positive relationship between in 

applicability of existing laws and impact on privacy concerns of customer. Meaning 

applicability of existing laws will impact privacy concerns. 

Table 4-61 : Correlation between applicability of laws and impact on privacy 
concerns 

Correlations 

Impact on 

Privacy concerns 

Applicability of 

law 

Impact on Privacy concerns Pearson Correlation 

Sig. (2-tailed) 

N 

1 

90 

.286" 

.006 

90 

Applicability of law Pearson Correlation 

Sig. (2-tailed) 

N 

. 2 8 6 " 

.006 

90 

1 

90 

**. Correlation is significant at the 0.01 level (2-tailed). 

Hypothesis: International concerns on personal data protection 

Hypothesis measures the "International issues" dimension and focus on finding 

whether there is a relationship between impact on privacy concerns and International 

issues. 

H25o: International issues related to privacy concerns will not impact on the 

privacy concerns of customer. 

H25 a : International issues related to privacy concerns will impact on the privacy 

concerns of customer. 

The table 4-62, displays that there was a positive correlation between international 

pressure on implementing data protection laws and impact on privacy concerns, 

which was statistically significant (r = 0.175, p = 0.049). Strength of the relationship 

is weak with a value 0.175 whereas significant level of the correlation was 0.049. 

The result indicates that there is no statistical relationship between international 

pressure on implementing data protection laws and impact on privacy concerns 
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based on the population sampled. Therefore, there are no sufficient evidence to 

accept that there is a relationship between international issues and impact on privacy 

concerns. 

Table 4-62 : Correlation between international issues and impact on privacy 
concerns 

Correlations 

Impact on 

Privacy concerns 

International 

issues 

Impact on Privacy concerns Pearson Correlation 1 .175* 

Sig. (1-tailed) .049 

N 90 90 

International issues Pearson Correlation .175* 1 

Sig. (1-tailed) .049 

N 90 90 

*. Correlation is significant at the 0.05 level (1-tailed). 

Figure 4-18 does not display any evidence for a linear relationship between two 

variables discussed above. 

1 . 0 0 -

International issues 

Figure 4-19 : Scatter plot for the international issues 
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Table 4-63 : Summary of hypothesis analysis 

Hypothesis Accepted Correlati 
on value 

Sig. 
Value 

Relatio 
nship 

Data 
Privacy implication of data HI a 0.235 0.26 
Purpose of collecting personal data H20 0.211 0.46 X 

Organization 
Organizational structure H30 0.103 0.332 X 

Access Control Policies H4a 0.497 0 . 0 0 0 

Access Control Practices H5a 0.557 0 . 0 0 0 V 

Security measurement H6a 0.482 0 . 0 0 0 S 
Understanding on business needs H7a 0.407 0 . 0 0 0 V 
Employee's capabilities on IT H8a 0.415 0 . 0 0 0 V 
Employee attitudes H90 0.028 0.796 X 

Management commitment H10a 0.224 0.034 
Technology 
Technological adaption of the 
organization 

Hl la 0.317 0.002 V 

Information systems used by 
organization 

H12a 0.321 0.002 V 

Business 
Understanding of customer needs H13a 0.397 0 . 0 0 0 

Organization relationship with 
customers 

H14a 0.276 0.008 

organizational goals H15a 0.262 0.006 
Management culture H16a 0.500 0 . 0 0 0 

Industry competition H17a 0.323 0.002 
Customer 
Customer's awareness of privacy 
impacts 

H18a 0.285 0.007 V 

Customer's perceived level of privacy H19a 0.375 0 . 0 0 0 V 
Customer's attitudes towards privacy H20a 0.358 0 . 0 0 1 V 
Benefits gained by reviewing personal 
data 

H210 0.185 0.081 X 

Previous experience related to personal 
data misuse 

H220 0.201 0.842 X 

Legislation 
Availability of data protection laws H230 0.175 0.100 X 

Improving the applicability of existing 
laws 

H24a 0.286 0.006 V 

International issues related to privacy 
concerns 

H250 0.175 0.049 X 
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CHAPTER 5 - CONCLUSION 

5.1 Introduction 

This chapter is aimed at providing a concise conclusion to the findings of the 

research. Information contained within the conclusion would definitely broaden 

knowledge on information privacy concerns, as a whole and would be useful for 

future studies, carried out in this area. 

5.2 Discussion 

This study was experimental; aimed at understanding what factors influence 

information privacy concerns and level of data protection practices in Sri Lanka. A 

written survey was conducted within selected 90 organizations. The findings of the 

survey are given below under different sub headings. 

5.2.1 Factors that influence information privacy concerns 

Overall findings (refer table 0-63) are factors that influence information privacy 

concerns. Such factors identified are; "Access Control Policies", "Access Control 

Practices", "Security Measurements on Information Systems", "Organizations level 

of understanding on business needs", "Employee's capabilities on Information 

Technology", "Management commitment to personal data protection", "The level of 

technological adaption of the organization", "The information systems used by 

organization", "Organization understanding of customer needs", "Organization 

relationship with their customers", "Organizational goals", "Management culture", 

"Industry competition", "Customer's awareness of privacy impacts", "Customer's 

perceived level of privacy", "Customer's attitudes towards privacy" and "Improving 

the applicability of existing laws". 

Thus the research findings (refer table 0-63) could not identify a relationship 

between the impact on information privacy concerns and factors such as "Purpose of 

collecting personal data", "Organizational structure", "Employee's attitudes", 
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"Benefits gained by reviewing personal data", "Previous experience related to 

personal data misuse", "Availability of data protection laws" and "International 

issues related to privacy concerns". 

5.2.2 Organizational policies and practices 

Organizations in the sample displayed a positive trend in adequacy and adherent to 

access control policies in terms of protecting personal data (refer table 4-17). 

Moreover their usefulness for the purpose and supportiveness to daily work was 

highlighted by the organizations (refer table 4-17). Though organizations practice 

their access control up to a greater extent employee attitudes towards non-sharing of 

personal data did not display a satisfactory level (refer table 4-19). Government and 

semi-government organizations showed the least attempts in non-sharing where the 

multinational companies showed the most positive behaviour (refer table 4-20). 

Therefore, in many organizations customer's information privacy could be violated 

by the employee behaviour. In contrast they showed a good practice in not violating 

the policies while under pressure for high performance (refer table 4-19). 

Considering above factors, it is understood that organizations trend to achieve 

personal data protection by means of various policies and physical security measures 

than educating their employees. It indicates that employees do not understand the 

magnitude of the privacy violations. 

5.2.3 Security measures 

Most of the organizations trend to use encryption as a method to secure customers 

personal data (refer table 4-18). On the other hand they displayed a positive trend in 

destroying personal data, backup files and hardware devices in a secure manner 

which prevents third parties to obtain data (refer table 4-18). These actions will help 

to reduce incidents related to data breaches. 

5.2.4 Incidents related to privacy violations 

Large number of companies has already experienced incidents related to privacy 

violations of customer data at least once (refer table 4-21). Organizations did not 

display a positive trend in informing their customers about such incidents (refer table 
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4-21). Therefore, such customers are not aware about their privacy violation. This 

could prevent such customers from taking precautions to reduce possible threats and 

also opportunities to take legal actions. Therefore, organizations need to reconsider 

countering this practice. 

Moreover it was found that most number of customers have faced loss of job due to 

misuse of their personal data while least number of faced life threat (refer table 4-

22). On the other hand large proportion in the sample responded that they are not 

aware about such incidents (refer table 4-22). This may due to customer unawareness 

in reporting such issues unavailability of reporting mechanism. Organizations need 

improvements in maintaining such records and creating customer awareness of 

facing such incidents. 

5.2.5 Customer concerns over personal data disclosure 

Most of the organizations rated, customers concerns high over personal data 

collection, (refer table 4-22) while indicating slackness on the part of customers in 

their personal data security (refer table 4-26). Though organizations are aware about 

customer attitudes towards reviewing their personal data, organizations trend to 

collect personal data more than that is required for their purpose (refer table 4-27). A 

trend in using that information to face competition was also displayed by the 

organisations in the sample (refer table 4-27). Making the issue more complex most 

organizations stated that privacy concerns did not limit their budget for target 

marketing (refer table 4-33). 

5.2.6 Use of Information Technology 

Frequent use of data mining techniques, purchasing information systems and tool for 

analysing personal data, using them in understanding future customer needs were 

also showed an in many organizations (refer table 4-29). Even though companies 

implement access control policies and adequate security measures above actions 

could lead to information privacy concerns in to a greater extent. Therefore, the 

sample displayed a negative approach in maintaining customer privacy in terms of 

122 



collecting additional data and analysing them for business purposes (refer table 4-

30). 

5.2.7 Personal data selling and purchasing 

The companies in the sample did not display a negative trend in selling and 

purchasing of personal data collected by them (refer table 4-30). Though few 

companies involve in selling personal data considerable amount of companies 

displayed a trend in purchasing personal data. 

5.2.8 Sharing personal data 

Mostly organizations share customer personal data to facilitate a provision of a 

service and less organizations share for the purpose of marketing communication 

(refer table 4-32). 

Two other key findings were that most organizations were unaware about the losses 

to its customers. The main issue faced by organisations while protecting personal 

data is unavailability of skilled staff. Other issues are less awareness on the need for 

data protection and non-availability of data protection guidelines. By considering the 

overall picture, there could be increasing trend in incidents related to violation of 

customer privacy. 

5.3 Recommendations 

Reference clause 5.2.2 as a remedial measure to amend the employee attitudes, it is 

important to educate employees on the importance of maintaining secrecy of 

personal data. Moreover employees should be educated on consequences that 

customers have to face due to privacy violations. Implementing strict disciplinary 

action against employees who involve in such incidents will also help to reduce such 

violations. These measures could be included in a policy framework as regards 

customer data security. 
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Clause 5.2.3 refers to data security through encryption. Organizations using these 

methods should see to that very secure encryption methods are make use of such that 

interested parties will be prevented from hacking or decoding. 

As per clauses 5.2.4 companies should consider introducing procedures for handling 

customer complaints regarding leakage of their personal data and also inform the 

customer in instances of data leakage. This way the customers could ensure that their 

data is not misused by other interested parties. The Organization should enforce a 

procedure to maintain and analyse incidents of data leakages and inquiries and to 

take preventive actions based on the findings. This will help organizations to identify 

loopholes in their processes or information systems and improve customer 

relationship. This process should be designed to regain customer trust while reducing 

the cost of incidents. 

Clause 5.2.8 refers to sharing customer's personal data. Organizations should 

consider getting customers consent on sharing personal data with third parties, the 

purpose for such sharing and identifying the third parties. Organizations should 

consider giving customer opportunity to decide on providing additional personal 

data, and request permission to use them for secondary purposes. This will help 

customers to know how their details are handled within the organizations. 

5.4 Guidelines to Prepare a Data Protection Policy 

An ideal data protection policy should contain two sections, where one section looks 

into assisting organizational employees on data protection whilst the other section is 

made available to its customers. The section made available to customers would 

provide an overview of personal information collection, holding, use, etc. 

5.3.1 Organizational Use 

This section includes detailed descriptions on security measures, employee 

behaviour, type of data breaches, disciplinary action, sharing personal data and 

reporting and handling of data breaches. 
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Security Measures 

Detailed descriptions related to physical security measurements, access control 

measurements, etc. also concerned about below mentioned factors. 

• Level of security measurements required to protect personal data 

• Access controls on information systems would discuss the type of 

information made available giving access to each department and each 

designation within that department. 

• Encryption mechanisms if used 

• Type of data encryption used 

• Occurrences related to the usage of encryption personal data 

• Maintaining (public and private) keys used in encryption including 

designators who hold keys 

• Mechanism of sharing passwords and other sensitive personal data with 

customers (e.g. e mail, post, SMS) 

• System and security audits 

• Type of audits conducted 

• Frequency of conducting audits 

• Responsibility of conducting audits 

• Reporting audit findings 

Employee Behaviour 

Employee behaviour aims at providing guidelines to employees on accepted 

behaviour towards protecting personal data, non-sharing of personal data, reporting 

suspicious behaviour, etc. 

• Type of data that could be accessed or held by a specific department 

• Type of data allowed to be shared and the purpose for it to be shared by each 

designation 

• Designations which permits on what to allow and what designators are 

allowed to share personal data 

• Reporting mechanism to inform suspicious behaviour of peers 
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• Consequences or possible disciplinary action that could be take on employees 

when suspicious behaviour is not informed 

• Accepted behaviour from employees while dealing with customers personal 

data 

• Disciplinary action that could be lead to misuse of personal data 

• Employee responsibility / expectation while handing privacy violation related 

issues 

Disciplinary action 

This provides an overview of type of misconducts and disciplinary action that could 

be taken against each activity. 

• List of activities falls under incidents of personal data breach and rank them 

according to the severity of the consequences 

• Disciplinary action that could be led by each activity 

• Define authority/ responsible body to handle such issues to decide on 

disciplinary action 

Sharing customer's personal data 

The objective is to provide detailed guidelines on sharing customer's personal data 

within the organization and with outsiders. 

• Type of information that could be shared within the organization 

• Sharing is allowed with what departments and for what purpose 

• Third parties that the personal data is shared with and type of data shared 

• Specify the purpose of sharing personal data with third parties 

5.3.2 Customer use 

Personal Information 

Details of information collected from customers 

Purpose and Uses 

• Use information to manage the customer relationship, manage customer 

accounts and offer other products and services. 
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• Share information about customer with the third parties, our services 

providers, credit bureaus and in connection with our legal and regulatory 

obligations. 

• Use information collected from website to facilitate access to our website. 

Choices 

Opportunity given to customers to make choices about how personal information 

about them may be shared 
• Receiving marketing materials 

Requests 

• How to request for a copy of the information organization hold on customer 

and fee if involve. 

• Steps to follow while requesting to correct inaccurate information. 

Internet Privacy 

Detailed description how does organization facilitate internet privacy. 

Identifying Fraudulent email 

How to determine genuine communications from organization and what customer 

can do to remain safe. 

How organization Use Cookies 

Specify whether you collect information using cookies and how organization use 

collected information. 

Cookies of Other Companies 
Specify if you have allowed other companies to set cookies on our website to gather 

information. 

5.5 Limitations 

The study has been subject to some limitations. One limitation of the research was 

the principle focus on banking and financial industry. This limited the ability to 
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generalise the findings. Scope of this study was limited to only the organizational 

aspects. Customer perspectives were not looked into in this study. 

The research will not cover following areas 

• How these organizations handle personal data (Physical data storage and 

implemented security measures) 

• Vulnerability of databases and weaknesses in the security measures 

• Whether these organizations have taken adequate steps to protect data in 

digital form 

5.6 Future Directions 

I believe that a deeper study of the impact of customer attitudes, awareness and 

cultural values on "Information privacy concerns", will help to clearly understand, 

factors influencing information privacy and arrive at a suitable privacy model for Sri 

Lanka. 

Employee's attitudes too influence the privacy concern of customer. To gain a clear 

insight a deeper study is necessary. 
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Appendix - A : Sample Questionnaire 

Questionnaire 

Organization Characteristic 

1. Please type an 'X' to indicate type of your organization in the below table. 
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Healthcare 
Insurance 
Telecommunication 
Banking & Financial 
Travel & Tourism 
Education 
BPO 

Government service 

Trading & Commerce 

Other 

2. Please type, "X" to indicate type of information collected by your organization. 

u 
E cd 
z 

•a TJ ed 

O CU 

13 -a 
Cd 

'3 
E 
W 

o c u c o J3 a. 
a> f— 

o c 
<U 
X! O 

<d TD a <u 
O 

t 
IS 
o 
u 
td 
D 

I T3 
O 
4) 
E o 

5 

o c 

S3 a o « 
£ 

o c 
cd o 

TD <U u-CJ 

CO 
V CO CO 
O O to 

-4-t fl) 

S3 to fc: <D "O 
<u to to 

fi < 
M (1 

to 
-4-t fl) 

C 
E 

TJ L-c O o 
3 
<u t-l 

<D "O 
<u to to cd cd m T3 u u a 
<D "O 
<u to to <u X 

cd m f— < 

$ <D 
-a 
<u 
E o o c 

3. How does your organization categorize the level of sensitivity of above 
(Question - 2) collected data? 

Highly sensitive (5), Moderately sensitive (4), Less sensitive (3), Marginally sensitive 
(2), Not sensitive (1), No categorization done (0) 
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How do you describe vour organization with respect to? 

1 2 3 4 5 

a. Organizational structure Not defined • • • • • Well defined 

b. Communication channels Not defined • • • • • Clearly definea 

c. Reporting hierarchy Not clear • • • • • Very clear 

d. Power distance Low • • • • • Very high 

e. Authority Not defined • • • • • Well defined 

f. Industry competition Low • • • • • Very high 

How would you state capabilities of your employees? 

a. Technical competency Very low 

b. IT skills Very low 

c. IT knowledge Very low 

1 2 3 4 5 
• • • • • V*ryhigh 

• • • • • yeryhigh 

• • • • • ^ryHigh 

To what level does your organization practice the followings? 

Very high (5), Moderately high (4), Adequately (3), Marginally (2), Do not practice at 

all (I) 

a. Always motivate employees to satisfy customer needs | | 

b. Empower employees to make decisions to satisfy customer needs | | 

c. Educate and communicate to employees on business needs | | 

d. Business needs are clear to all levels of employees | | 

e. Communicate organizational goals to employees | | 

f. Organizational goals are linked to employee performance | | 
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Organization Practices & Policies 

7. What level of a data protection policy does your organization have? 
Very comprehensive (5), Most of activities covered (4), Fair amount of activities 

covered (3), Few activities covered (2), No specific policy (1) 

8. Has your organization identified and defined access control policies for 
information systems? 
Well defined (5), Moderately well defined (4), Somewhat defined (3), Defined\ but not 

clear (2), Not defined (1) 

9. Does your organization practice those access control guidelines? 
Very strictly practiced (5), Following moderately (4), Somewhat practiced (3), Adhoc& 

irregular (2), Do not practice (1), No access control policy (0) 

10. How do security measurements of your organization's information systems 
protect personal data? 
Highly protected (5), Moderately protected (4), Adequate (3), Not adequate (2), Not 
implemented (1) 

11. How would you rate the following areas in relation to your access control 
policies and other security measures? 
Very high (5), Moderately high (4), Somewhat high (3), Very poor (2), Do not know (1) 

Access control 
policies 

Other security 
measures 

a. Employee awareness 

b. Ease of practice 

c. Support to daily work 

d. Usefulness to protect data 

12. Have you considered following factors while preparing data protection policies 
& practises of your organization? 
Highly considered (5), Moderately considered (4), Adequately considered (3), 
Marginally consider (2), Did not consider (1) 
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a. Impact of disclose personal data | | c. Collection of sensitive personal data 

b. Misuse of personal data | | d. Holding of sensitive personal data [ | 

13. What are the reasons for your organization, to implement security measures or 
policies to protect personal data? 

Strongly agree (5), Agree (4), Neither agree nor disagree (3), Disagree (2), Strongly 
disagree (1) 

a. As a part of organizational goals / strategies 

b. To face industry competition 

c. Reduce cost of incidents 

d. Improve customer relationship 

e. Due to previous bad experiences of personal data leakage 

f. Due to pressure by customers 

14. Rate the frequency at which your organization shares personal data with third 
party organizations for following reasons. 
Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1) 

a. Marketing communication 

b. Analysis for improve products / services 

c. To enable the provision of a service (e.g. Deliver goods) 

d. Enable the customization of a service 

Management Culture & Employee Behaviour 

15. How do you specify management support / culture with respect to the 
following? 
Totally agree (5), Agree (4), Neither agree nor disagree (3), Disagree (2), Totally 
disagree (1) 

a. Management takes actions against policy violations 

b. Management is highly concerned on protecting personal data 

c. Helps to understand organizational needs /objectives 

d. Provide necessary facilities to perform job duties 
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e. Management is friendly & work closely with employees 

f. Understand employee grievances 

16. Have you noticed following type of behaviour by employees in your 
organization? 
Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1), not known 
(0) 

a. Do not share customer personal information with peers 

b. Inform management on suspicious behavior by peers 

c. Follow policies under pressure for high performance 

d. Take every action to protect data 

17. How frequently do you face incidents related to misuse of your customers' 
personal data? 
Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1) 

18. How often does your customers experience any of the below situations due to 
misuse of personal data collected by your organization? 
Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1), Not known 

(0) 

a. Financial loss | | c. Mental stress 

b. Life threat d. Loss of employment 

Customer Attitudes & Behaviour 

19. Does your customer display concern over purpose of collecting personal data? 
Highly concerned (5), Moderately concerned (4), Somewhat concerned (3), Marginally 

concerned (2), Not concerned (1), Not known (0) 

20. How do you rate the customer willingness to disclose personal information in 
order to obtain following benefits? 
Highly likely (5), Moderately likely (4), Somewhat likely (3), Unlikely (2), Highly 

unlikely (1) 
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a. Obtain service from an organization 

b. Entitle for a discount 

c. Entitle for other benefits (Loyalty Schemes) 

d. Improve health & public services by government 

21. How do you rate the customer willingness to disclose personal information if 
thev areinformed of following reasons? 
Highly likely (5), Moderately likely (4), Somewhat likely (3), Unlikely (2), Highly 

unlikely (1) 

a. National security 

b. Marketing survey 

c. Other survey 

d. Charity 

22. How often does your customer contact your organization? 
Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1) 

23. How do your customers react on below actions of your organization? 
Very concerned (5), Moderately concerned (4), Somewhat concerned (3), Marginally 

concerned (2), Not concerned (1), Not known (0) 

a. Personal data collection 

b. Secondary use (use for other purposes) 

c. Errors in stored data (not up-to-date) 

d. Improper access / unauthorized access of personal data 

24. Does your customer enquire details on security of their personal data? 
Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1) 

Technology Use of Organization 

25. How do you rate information systems used by your organization? 

• • • • 

• • • • 

• • • 
n 
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Strongly agree (5), Agree (4), Neither agree nor disagree (3), Disagree (2), Strongly 
disagree (1) 

a. Information systems change with new technology 

b. Very complex 

c. Provide many levels of security 

d. Integrate with several other information systems 

26. How do you rate you organizations adaption to technology use? 
Very high (5), High (4), Average (3), Low (2), Very low (1) 

• • • • 

Other Details 

27. What are the issues you have faced while protecting personal data? Please type 
'X' to indicate issues. 

a. Less knowledge / skilled staff • 
b. Unavailability of financial resources • 
c. Less awareness on the need for protection • 
d. Difficulties in convincing staff members • 
e. Unavailability of data protection guidelines • 

28. Rate the impact level that following actions would have improved personal data 
protection in your organization. 

Totally agree (5), Somewhat agree (4), Agree (3), Disagree (2), Totally disagree (1) 

a. Introducing a national data protection law 

b. Improving applicability of the existing law 

c. International pressure on protecting personal data 
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Data Protection Practices 

29. To what extent does your organization depend on customer personal data for 
important business decision making? 
Highly depended (5), Moderately depended (4), Somewhat depended (3), Marginally 

depended (2), Not depended (1) 

30. To what extent has your organization improved business processes using 
customer personal data? 
Very high (5), Moderately high (4), Adequately (3), Marginally (2), Do not improve (1) 

31. To what extent do you consider availability of customer data is essential for 
business process? 
Highly consider (5), Moderately consider (4), Somewhat consider (3), marginally 

consider (2), not consider (1) 

32. To what extent do you consider compliances with privacy laws negatively 
impact on organization's business activities? 
Highly consider (5), Moderately consider (4), Somewhat consider (3), Marginally 

consider (2), Not consider (1) 

33. To what extent your organization uses additional personal data to provide 
competitive service to your customer? 
Always use (5), Mostly use (4), Sometimes use (3), Occasionally use (2), Never use (1) 

34. To what extent your customer concerned on providing additional personal data? 
Highly concerned (5), Moderately concerned (4), Somewhat concerned (3), Marginally 

concerned (2), Not concerned (1) 

35. To what extent does your organization ensure proper destruction of personal 
information? 
Always (5), Mostly (4), Rarely (3), Occasionally (2), Never (1) 

36. To what extent does your organization take actions to inform customer about 
incidents related to violation of their privacy? 
Always (5), Mostly (4), Rarely (3), Occasionally (2), Never (I) 

37. To what extent does your organization use Information technology to collect and 
analyse personal data? 
Always (5), Mostly (4), Rarely (3), Occasionally (2), Never (1) 
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38. To what extent does your organization acquire new technology (informatioi 
systems or equipments) with the intension of analysing personal data? 
Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1 

39. To what extent your organization analyse personal data to understand futur 
customer needs? 
Very frequently (5), Frequently (4), Occasionally (3), Rarely (2), Never (1) 

40. Please specify the appropriate number in the box given. 
Always (5), Mostly (4), Rarely (3), Occasionally (2), Never (1) 

a. Do you restrict access to personal data based on type of data? 
(Identification details, Contact details, Bank account details, Biometric data) 

b. Do you store personal data in separate folders? 

c. Do you define access rights to folders that contain personal data? 

d. Do you encrypt personal data? 

e. Do you use them only within the same department (collected)? 

f. Do you share them within the organization? 

g. Do you use personal data for other purposes (e.g. Marketing) without custom 
consent? 

h. Does your organization collect additional personal information than what is 
required to facilitate services provided by your organization? 

i. Do privacy concerns limit or curtail for your organizations spending on target 
marketing? 

j Do you sell your customers personal data to third parties? 

k Do you purchase personal data from other organizations? 

1. Do you use data mining techniques? 
m. Have you ever experienced, customers refusing to provide personal informati* 
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