
CHAPTER 4 DATA ANALYSIS & DISCUSSION 

4.1 Introduction 

This chapter discusses the data analysis and consists of three types of analysis. 

Further, it focuses on how the results of analysis can be used to achieve the 

objectives of the study. As such, first the reliability analysis is conducted for the data 

set obtained in order to establish the consistency of the data. Secondly, descriptive 

analysis is conducted in order to identify the basic characteristics of the data set and 

to validate whether the sample chosen represents the target population. The third 

analysis is the inferential analysis based on the hypothesis testing and it is used to 

identify the relationships among the variables chosen. The final section of the chapter 

focuses on the overall findings of the analysis with respect to the research objectives. 

4.2 Reliability Analysis 

The reliability of the collected data is established by testing for the consistency. The 

interim consistency reliability or the Cronbach's Alpha coefficient of the variables is 

calculated to determine the reliability of data collected. In general, the acceptable 

level of Cronbach's Alpha for the data is considered as 0.70. Thus, Cronbatch's 

Alpha should be 0.70 or higher for a set of items to be considered reliable. 

The calculated Cronbach's Alpha for the entire data set is .819 and hence reliability 

of the survey items is acceptable. The SPSS output for the reliability analysis is 

shown in table 4.1 and 4.2. 

Table 4.1: Case processing summary for the entire data set 

N % 
Cases Valid 69 100.0 Cases 

Excluded 0 .0 
Cases 

Total 69 100.0 
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Table 4.2: Reliability statistics for the entire data set 

Cronbach's Alpha N of Items 
.806 27 

Additionally, the reliability analysis for each of the scale variable was conducted and 

the results are shown in the table 4.3. According to the table, it shows that the data 

set for each scale variable is consistent since the Cronbach's Alpha is greater than 0.7 

for each variable. Thus, the reliability is ensured for the data set obtained. 

Table 4.3: Reliability statistics for individual variables 

Variable N N of Items 

(Questions) 

Cronbach's 

Alpha 

Variable 

Total Valid 

N of Items 

(Questions) 

Cronbach's 

Alpha 

Level of security skills 69 69 3 0.829 

Perceived security enhancement 69 69 3 0.935 

Need for 24x7 support 69 69 3 0.728 

Need to focus on core business 69 69 2 0.814 

Need for regulatory compliance 69 69 2 0.713 

Trust related issues 69 69 2 0.787 

Ownership related issues 69 69 2 0.892 

Dependency related issues 69 69 2 0.903 

Hidden cost related issues 69 69 2 0.817 

MSS awareness 69 69 4 0.854 

MSS perception 69 69 2 0.758 

4.3 Descriptive Analysis 

Descriptive statistics is used to describe the basic features of the data in a study. 

They provide simple summaries about the sample and the measures. Together with 

simple graphic analysis, they form the basis of virtually every quantitative analysis of 

the data. Descriptive statistics are used to present quantitative descriptions in a 
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manageable form. Further, it helps us to simplify large amounts of data in a sensible 

way. As such, this section comprises of the descriptive analysis for the data gathered. 

4.3.1 Organizational response 

This section performs the descriptive analysis of responses received in terms of the 

demographic aspects such as industry, organizational size etc. As mentioned earlier 

also, the author received 72 responses from different organizations and after careful 

analysis, 69 responses were selected as valid. The author had to reject few responses 

due to the incompleteness. As explained in the research design in Chapter 3, the 

author selected organizations in 10 major sectors in order get a clear understanding 

of the entire MSS industry. The figure 4.1 below shows the industry or sector wise 

distribution of the responses received, 

2 0 . 0 % " 

Industry or sector 

Figure 4.1: Industry/sector wise distribution of responses 
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According to the figure 4.1, it can be seen that financial services/insurance/banking 

sector represents the highest response rate while organizations from government and 

manufacturing sectors are the next major contributors to the sample. It is consistent 

with the general industry norm of financial sector being the most affected by security 

concerns and therefore most active in acquiring security solutions. Further, the author 

has been able to obtain considerable response rate from IT, telecommunications, 

apparel and transport. Wholesale & retail trading and diversified group of companies 

contribute the lowest response rate. However, the lowest response is also close to 5% 

on total responses. The figure 4.2 shows that the industry/sector wise distribution of 

responses is normally distributed. 

Figure 4.2: Industry/sector wise distribution of responses with normal curve 

In addition to the above view of the responses, figure 4.3 shows a pie chart view of 

the distribution of responses. It also clearly shows that the responses are not biased 

53 



to any specific sector or industry and the responses obtained represent a satisfactory 

view of all the selected sectors. 

Industry or sector 
I Information Technology 
D Telecommunications 
r-| Financial Services, 

Insurance & Banking 
• Wholesale & Retail Trade 
• Apparel & Textile 
I Manufacturing 
• Transport 
• Hotels & Restaurants 
r-i Government/Semi 

Government 
h Diversified Group of 

Companies 
• Other 

Figure 4.3: Industry/sector wise distribution of responses in a pie-chart 

The next section, the figure 4.4 below shows the distribution of employee head count 

of the organizations responded. The head count classification used in this research is 

based on the guidelines given by the Sri Lanka Standards Institution on 

organizational size. Figure 4.4 clearly shows that responses have been obtained from 

all sizes of organizations in small, medium and large categories. Further, the majority 

of responses are from medium to large organizations and it is consistent with the 

industry norm of small organizations not investing in IT/IT security solutions as 

compared to the medium to large organizations. 
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Figure 4.4: Distribution of employee head count of the organizations responded 

For the validity of the research findings, knowing who has responded is very 

important. Since security outsourcing is a primarily a managerial decision, the author 

always tried to make sure to get the organizational response from a person involved 

in IT decision making process. The figure 4.5 shows a summary of which type of 

people have actually responded and it clearly indicates that more than 95% of 

respondents are from IT managerial designations. Furthermore, the "other" category 

is also having IT decision making authority based on the input given by them 

although they don't hold a managerial designation. To preserve the validity of 

research findings, any response from a person without decision making authority on 

IT security solutions was rejected during the response validation phase. 
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Figure 4.5: Distribution of designation category of respondents 

The next section of this chapter comprises of MSS usage and other related 

requirements in organizations. 

4.3.2 MSS usage & requirements 

This section is to discuss MSS usage, unfulfilled requirements and SLA/NDA 

requirements of organizations. 

4.3.2.1 MSS usage 

Based on the information obtained from the organizations through the organizational 

MSS survey, the author summarizes which managed security services are used by the 

organizations. The figure 4.6 shows the organizational MSS adoption based on the 

number of services used. 
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Figure 4.6: MSS adoption in terms of number of services used 

Based on the above figure, it shows that around 25% percent of the organizations 

surveyed, do not use any form of MSS and rest of the organizations (i.e. more than 

75%) use one or more MSS. Further, 10% of organizations use only one MSS 

whereas 23% use two MSS services. Only 3% of organizations use 10 MSS services. 

Likewise, the figure 4.6 can be interpreted to understand the MSS usage in terms of 

number of services used. 

The next analysis on MSS adoption is based on which service categories are used by 

the organizations. The figure 4.7 shows the percentage distribution of usage of each 

service category of MSS. 
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Figure 4.7: MSS adoption by service category 

According to the figure 4.7, it can be seen that the managed email content filtering 

service is the most widely used MSS since more than 40% of the organizations use 

that service. Further, managed firewall services and managed VPN services are the 

second mostly used service categories and nearly 40% of the organizations use those 

two services. Accordingly, adoption of each service category can be seen and thus, 

incident management is the least used service category in Sri Lankan organizations. 

4.3.2.2 Unfulfilled MSS requirements 

In the previous section, current MSS usage was discussed. In other words, it is the 

fulfilled MSS requirement of organizations. However, there can be security 

outsourcing requirements which have not yet been fulfilled by utilizing proper MSS 

services. Though this could happen due to many reasons such as unavailability of 

services, internal organizational issues etc, the author is only interested in identifying 

required services which have not yet been fulfilled only due to the unavailability of a 

proper vendor. When questioned in the survey, organizations have given their 

unfulfilled MSS requirements and figure 4.8 shows the summary of that based on the 

percentage distribution of service category. 
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Figure 4.8: Unfulfilled MSS requirement 

The figure 4.8 shows that more than 55% of organizations do not have any 

unfulfilled MSS requirement and rest of the organizations have some form of 

unfulfilled requirements. In other words, 45% of organizations do have some form of 

unfulfilled MSS requirement. Specifically, more than 20% of organizations have 

such requirements for security monitoring and security consultancy. Approximately 

10% of the organizations do have unfulfilled requirements for vulnerability 

assessment, managed IPS, security policy compliance and incident management. The 

author believes that the above is an important finding for MSSPs as it clearly shows 

that there are untouched opportunities for many of the MSS services categories. 

4.3.2.3 Requirement to have SLAs & NDAs 

Service level agreements and non-disclosure agreements are an integral element 

when using MSS in organizations. In the questionnaire for IT managers, the 

requirement to have SLA/NDAs was measured in likert scale from 1 to 5 with 5 

being the strong requirement to have those. Based on the responses obtained, 

organizational requirement to have SLA/NDA can be analysed with One-sample T-

test to understand the mean of the variable and the results are shown in the table 4.4 

and 4.5. 
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Table 4.4: One-sample statistics of SLA/NDA requirement 

N Mean 
Std. 

Deviation Std. Error Mean 

MSS Requirement - 59 4.59 .619 .081 
SLA requirement 
MSS Requirement - 59 4.41 .893 .116 
NDA requirement 

Table 4.5: One-Sample test of SLA/NDA requirement 

Test Value = 3 

95% Confidence 
Interval of the 

Difference 

t df Sig. (2-tailed) 
Mean 

Difference Lower Upper 

MSS Requirement - 19.764 58 .000 1.593 1.43 1.75 
SLA requirement 

MSS Requirement - 12.102 58 .000 1.407 1.17 1.64 
NDA requirement 

According to the results in table 4.4, the mean value of SLA requirement and NDA 

requirement is 4.59 and 4.41 respectively. Those mean values were tested with the T-

test value of 3 as per the table 4.5. The result states that there is a significant 

difference between the mean value and the tested value as the p-value (significance) 

is far below 0.05. This indicates that both means values are not equivalent to 3. 

In the table 4.5, the lower and upper levels of 95% confidence interval of the 

difference are both positive. That means it lies to the right hand side of the scale of 1 

to 5 where 5 being the strong requirement to have SLA/NDA. Since the upper and 

lower boundaries of the 95% confidence interval of the difference are between 3 and 

5, we can conclude that the requirement to have SLA/NDA when using MSS is high. 

Thus, the organizations require SLA/NDAs when using MSS and it goes in line with 

the best practises highlighted in MSS literature. 
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4.3.3 Organizational perception on MSS 

In this section, we discuss the organizational perception on MSS in terms of two 

aspects. First is whether the organizations believe that MSS services are limited in 

Sri Lanka or not. Secondly, the author checked IT manager's perception on whether 

IT security requirements can be fulfilled by presently available MSS services or not. 

Based on the above aspects, the analysis is presented below. 

4.3.3.1 Limited services 

Organizational perception on limited MSS service offerings, was measured in a likert 

scale from 1 to 5, with 5 being the strong belief on limited services. Based on the 

responses obtained, perception on limited services can be analysed with one-sample 

T-test to understand the mean of the variable and the results are shown in the table 

4.6 and 4.7. 

Table 4.6: One-sample statistics of perception on limited service offerings 

N Mean Std. Deviation Std. Error Mean 

Limited MSS offerings 59 3.49 .858 .112 

Table 4.7: One-sample test of perception on limited service offerings 

Test Value = 3 

t df 
Sig. (2-
tailed) 

Mean 
Difference 

95% Confidence Interval of the 
Difference 

t df 
Sig. (2-
tailed) 

Mean 
Difference Lower Upper 

Limited MSS 
offerings 

4.398 58 .000 .492 .27 .72 

According to the results in table 4.6, the mean value of perception on limited service 

offerings is 3.49. The mean value was tested with the T-test value of 3 as shown in 

the figure 4.7. The results state that there is a significant difference between the mean 
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value and the tested value as the p-value (significance) is far below 0.05. This 

indicates that the mean is not equivalent to 3. 

As shown in the table 4.7, the lower and upper levels of 95% confidence interval of 

the difference are both positive. Which means it lies to the right hand side of the 

scale of 1 to 5, where 5 being the strong belief on limited service offerings. Since the 

upper and lower boundaries of the 95% confidence interval of the difference are 

between 3 and 5, we can conclude that the IT managers believe that MSS offerings 

are limited. 

4.3.3.2 Fulfilment of security outsourcing requirements 

IT manager's perception on whether security outsourcing requirements can be 

fulfilled by available MSS service offerings, was measured in a likert scale from 1 to 

5, with 5 being the strong belief on the possibility to fulfil. Based on the responses 

obtained, the perception can be analysed with One-sample T-test to understand the 

mean of the variable and the results are shown in the table 4.8 and 4.9. 

Table 4.8: One-sample statistics of perception on possibility to fulfil security 

outsourcing requirements 

N Mean 
Std. 

Deviation 
Std. Error 

Mean 

Perception on possibility 
to fulfil security 
outsourcing requirements 

59 3.17 .894 .116 
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Table 4.9: One-sample test of perception on possibility to fulfil security outsourcing 

requirements 

Test Value = 3 

t df 
Sig. (2-
tailed) 

Mean 
Difference 

95% Confidence Interval 
of the Difference 

t df 
Sig. (2-
tailed) 

Mean 
Difference Lower Upper 

Perception on possibility 
to fulfil security 
outsourcing requirements 

1.45 
7 

58 .150 .169 -.06 .40 

According to the results in table 4.8, the mean value of the variable is 3.17. The 

mean value was tested with the test value of 3 as per the table 4.9. The result states 

that there is a no significant difference between the mean value and the tested value 

as the p-value (significance) is much greater than 0.05. This means that the mean is 

not significantly different from value 3. In other words, IT manager's perception on 

possibility to fulfil security outsourcing requirements with present service offerings 

is neither high nor low. Thus, the author can conclude that the IT managers 

moderately believe that they can fulfil their security outsourcing requirements with 

presently available services. 

4.3.4 Descriptive analysis of variables 

This section discusses the descriptive analysis for each of the variable. It elaborates 

frequencies, measures of central tendency and dispersion of data collected in order to 

identify consequential characteristics. Further for each variable, normality check is 

conducted to determine whether the data set obtained represents a random sample or 

not. The following sub-sections discuss the analysis for each of the variable in detail. 
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4.3.4.1 Level of information security skills 

This section discusses the descriptive analysis of the variable named level of 

information security skills and the table 4.10 illustrates the summary of the 

descriptive statistics in terms of minimum, maximum, mean and standard deviation. 

Table 4.10: Descriptive statistics of level of information security skills 

N Minimum Maximum Mean Std. Deviation 

Level of security Skills 69 1.00 4.67 2.7101 .92516 
Valid N (listwise) 69 

Table 4.10 shows that the mean of the level of information security skills is 2.71 with 

the standard deviation of 0.93. As the likert scale is from 1 to 5 and the 1 being the 

very low level of security skills, this indicates that the mean of the security skill level 

is more towards the low side of the scale. In addition to this, frequency analysis of 

the information security skills was also performed and the results are shown in the 

table 4.11. 

The output of frequency analysis in table 4.11 shows that more than 68% of the 

responses have occurred below the security skill level of 3. Thus, it also gives an 

indication that the security skill level in Sri Lankan organizations is more towards the 

low side of the scale. 
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Table 4.11: Frequency analysis of level of information security skills 

Frequency Percent Valid Percent Cumulative Percent 

Valid 1.00 2 2.9 2.9 2.9 

1.33 6 8.7 8.7 11.6 

1.67 6 8.7 8.7 20.3 

2.00 6 8.7 8.7 29.0 

2.33 7 10.1 10.1 39.1 

2.67 15 21.7 21.7 60.9 

3.00 5 7.2 7.2 68.1 

3.33 7 10.1 10.1 78.3 

3.67 5 7.2 7.2 85.5 

4.00 5 7.2 7.2 92.8 

4.33 4 5.8 5.8 98.6 

4.67 1 1.4 1.4 100.0 

Total 69 100.0 100.0 

In addition to the above aspects of descriptive analysis of security skill level, it is 

very important to see the normality of the responses received. Figure 4.9 shows the 

histogram of responses received for the level of security skills with the normal curve. 

According to the figure, the responses are normally distributed with a mean of 2.71 

and standard deviation of 0.925. Thus, it confirms that the responses are non-biased 

and hence the author can continue with the further statistical analysis on the data 

gathered. 
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Level of security Skills 

Figure 4.9: Histogram of level of information security skills 

4.3.4.2 Perceived security enhancement 

This section discusses the descriptive analysis of the variable named perceived 

security enhancement and the table 4.12 illustrates the summary of the descriptive 

statistics in terms of minimum, maximum, mean and standard deviation. 

Table 4.12 shows that mean of the perceived security enhancement of the responses 

received is 3.48 with standard deviation of 0.74. Since the likert scale is from 1 to 5 

with 1 being the very low perceived enhancement, this indicates that the mean of the 

variable is more towards the high side of the scale. 
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Table 4.12: Descriptive statistics of perceived security enhancement 

N Minimum Maximum Mean Std. Deviation 

Perceived security 69 1.00 5.00 3.4783 .74201 
enhancement 
Valid N (listwise) 69 

Further to the above analysis, frequency analysis of the variable was also performed 

and the results are shown in the table 4.13. The output of frequency analysis shows 

that only 27.5% the responses have occurred below the security skill level of 3. Thus, 

it gives an indication that the perceived security enhancement is more towards the 

high side of the scale. 

Table 4.13: Frequency analysis of perceived security enhancement 

Frequency Percent Valid Percent 
Cumulative 

Percent 

Valid 1.00 1 1.4 1.4 1.4 

1.67 1 1.4 1.4 2.9 

2.00 1 1.4 1.4 4.3 

2.33 5 7.2 7.2 11.6 

2.67 4 5.8 5.8 17.4 

3.00 7 10.1 10.1 27.5 

3.33 12 17.4 17.4 44.9 

3.67 14 20.3 20.3 65.2 

4.00 15 21.7 21.7 87.0 

4.33 5 7.2 7.2 94.2 

4.67 3 4.3 4.3 98.6 

5.00 1 1.4 1.4 100.0 

Total 69 100.0 100.0 

In addition to the above aspects of descriptive analysis of perceived security 

enhancement, it is essential to see the normality of the responses received. Thus, 
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figure 4.10 shows the histogram of responses received with the normal curve. 

According to the figure, the variable is normally distributed with a mean of 3.48 and 

standard deviation of 0.74. It confirms that the responses are non-biased and hence 

the author can continue with the further statistical analysis on the data gathered. 

Perceived security enhancement 

Figure 4.10: Histogram of perceived security enhancement 

4.3.4.3 Need to focus on core business 

This section discusses the descriptive analysis of the variable named need to focus on 

core business and the table 4.14 shows the summary of the descriptive statistics in 

terms of minimum, maximum, mean and standard deviation. 
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Table 4.14: Descriptive statistics of need to focus on core business 

N Minimum Maximum Mean Std. Deviation 

Need to focus on core 69 2.00 5.00 3.6087 .72187 
business 
Valid N (listwise) 69 

Table 4.14 shows that the mean of the variable - need to focus on core business is 

3.61 with standard deviation of 0.72. Since the likert scale is from 1 to 5 and 1 being 

the very low need level, this indicates that the mean is more towards the high side of 

the scale. 

Further to the above analysis, frequency analysis of the need to focus on core 

business was also performed and the results are shown in the table 4.15. The output 

of frequency analysis shows that only 31.9% the responses have occurred below the 

need level of 3. Thus, it also gives an indication that the mean of the need to focus on 

core business is more towards the high side of the scale. 

Table 4.15: Frequency analysis of the need to focus on core business 

Frequency Percent Valid Percent Cumulative Percent 

Valid 2.00 5 7.2 7.2 7.2 

2.50 2 2.9 2.9 10.1 

3.00 15 21.7 21.7 31.9 

3.50 10 14.5 14.5 46.4 

4.00 27 39.1 39.1 85.5 

4.50 8 11.6 11.6 97.1 

5.00 2 2.9 2.9 100.0 

Total 69 100.0 100.0 

In addition to the above aspects of descriptive analysis, it is essential to see the 

normality of the responses received. Thus, figure 4.11 shows the histogram of 
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responses received for the variable. According to the figure, responses gathered are 

normally distributed with a mean of 3.61 and standard deviation of 0.72. It confirms 

that the responses are non-biased and hence the author can continue with the further 

statistical analysis on the data set received. 

Need to focus on core business 

Figure 4.11: Histogram of need to focus on core business 

Mean =3.61 
Std. Dev. =0.722 

N =69 

4.3.4.4 Need for 24x7 support 

This section discusses the descriptive analysis of the variable named need for 24x7 

support and the table 4.16 shows the summary of the descriptive statistics in terms of 

minimum, maximum, mean and standard deviation. 
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Table 4.16: Descriptive statistics of need for 24x7 support 

N Minimum Maximum Mean Std. Deviation 

Need for 24x7 69 2.33 5.00 4.1304 .61628 
support 
Valid N (listwise) 69 

Table 4.16 above shows that, the mean of the variable - need for 24x7 support is 

4.13 with standard deviation of 0.61. Since the likert scale is from 1 to 5 and 1 being 

the very low need level, this indicates that the mean of the variable is more towards 

the high side of the scale. 

Further to the above analysis, frequency analysis of the need for 24x7 support was 

also performed and the results are shown in the table 4.17. The output of frequency 

analysis shows that only 7.2% of responses have occurred below the need level of 3. 

Thus, it verifies that the mean of the variable is more towards the high side of the 

scale. 

Table 4.17: Frequency analysis of need for 24x7 support 

Frequency Percent Valid Percent 
Cumulative 

Percent 

Valid 2.33 1 1.4 1.4 1.4 

3.00 4 5.8 5.8 7.2 

3.33 7 10.1 10.1 17.4 

3.67 7 10.1 10.1 27.5 

4.00 15 21.7 21.7 49.3 

4.33 16 23.2 23.2 72.5 

4.67 8 11.6 11.6 84.1 

5.00 11 15.9 15.9 100.0 

Total 69 100.0 100.0 
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In addition to the above aspects of descriptive analysis of the need for 24x7 support, 

it is essential to see the normality of the responses received. Thus, figure 4.12 shows 

the histogram of responses received. According to the figure, responses gathered are 

normally distributed with a mean of 4.13 and standard deviation of 0.62. It confirms 

that the responses are non-biased and hence the author can continue with the further 

statistical analysis on the data set received. 

Mean =4.13 
Std. Dev. =0.616 

N =69 

Need for 24x7 support 

Figure 4.12: Histogram of need for 24x7 support 
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4.3.4.5 Need for regulatory compliance 

This section discusses the descriptive analysis of the variable - need for regulatory 

compliance and the table 4.18 shows the summary of the descriptive statistics of the 

variable in terms of minimum, maximum, mean and standard deviation. 

. Table 4.18: Descriptive statistics of need for regulatory compliance 

N Minimum Maximum Mean Std. Deviation 

Need for regulatory 69 1.00 4.00 2.8623 .74697 
compliance 
Valid N (listwise) 69 

Table 4.18 above shows that, the mean of the variable - need for regulatory 

compliance is 2.86 with standard deviation of 0.75. Since the likert scale is from 1 to 

5 and the 1 being the very low need level, this indicates that the mean of the variable 

is more towards the low side of the scale. 

Further to the above analysis, frequency analysis of the variable was also performed 

and the results are shown in the table 4.19. The output of frequency analysis shows 

that 66.7% of responses have occurred below the need level of 3. Thus, it also gives 

an indication that the need for regulatory compliance is more towards the low side of 

the scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.13 shows the histogram of responses received for need for regulatory compliance. 

According to the figure, responses gathered for the need for regulatory compliance 

are normally distributed with a mean of 2.86 and standard deviation of 0.75. It 

confirms that the responses are non-biased and hence the author can continue with 

the further statistical analysis on the data received. 
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Table 4.19: Frequency analysis of need for regulatory compliance 

Frequency Percent Valid Percent Cumulative Percent 

Valid 1.00 2 2.9 2.9 2.9 

2.00 16 23.2 23.2 26.1 

2.50 11 15.9 15.9 42.0 

3.00 17 24.6 24.6 66.7 

3.50 14 20.3 20.3 87.0 

4.00 9 13.0 13.0 100.0 

Total 69 100.0 100.0 

O.oo 1.00 2.00 3.00 4.00 5.00 

Need for regulatory compliance 

Figure 4.13: Histogram of need for regulatory compliance 

5*151 
C 
S) 3 O-
0) 

Mean =2.86 
Std. Dev. =0.747 

N =69 
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4.3.4.8 Dependency related issues 

This section discusses the descriptive analysis of the variable named trust related 

issues and the table 4.20 illustrates the summary of the descriptive statistics in terms 

of minimum, maximum, mean and standard deviation. 

Table 4.20: Descriptive statistics of trust related issues 

N Minimum Maximum Mean Std. Deviation 

Trust related issues 69 1.50 5.00 3.1159 .79124 

Valid N (listwise) 69 

Table 4.20 above shows that, the mean of the variable - trust related issues, is 3.12 

with standard deviation of 0.79. Since the likert scale is from 1 to 5 and 1 being the 

very low level of issues, this indicates that the mean is slightly more towards the high 

side of the scale. 

Further to the above analysis, frequency analysis of the variable was also performed 

and the results are shown in the table 4.21. The output of frequency analysis shows 

that 55.1% of responses have occurred below the need level of 3. Thus, it shows that 

the majority of the responses for trust related issues have occurred within the lower 

half of the likert scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.14 shows the histogram of responses received. According to the figure, responses 

gathered are normally distributed with a mean of 3.12 and standard deviation of 0.79. 

It confirms that the responses are non-biased and hence the author can continue with 

the further statistical analysis on the data received 
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Table 4.21: Frequency analysis of trust related issues 

Frequency Percent Valid Percent Cumulative Percent 

Valid 1.50 1 1.4 1.4 1.4 

2.00 12 17.4 17.4 18.8 

2.50 9 13.0 13.0 31.9 

3.00 16 23.2 23.2 55.1 

3.50 15 21.7 21.7 76.8 

4.00 13 18.8 18.8 95.7 

4.50 1 1.4 1.4 97.1 

5.00 2 2.9 2.9 100.0 

Total 69 100.0 100.0 

6.00 

Trust related issues 

Figure 4.14: Histogram of trust related issues 

e 0) 3 CT V 

Mean =3.12 
Std. Dev. =0.791 

N =69 



4.3.4.8 Dependency related issues 

This section discusses the descriptive analysis of the variable named ownership 

related issues and the table 4.22 shows the summary of the descriptive statistics in 

terms of minimum, maximum, mean and standard deviation. 

Table 4.22: Descriptive analysis of ownership related issues 

N Minimum Maximum Mean 
Std. 

Deviation 

Ownership Related 
Issues 

69 1.50 5.00 3.3406 .72504 

Valid N (listwise) 69 

Table 4.22 above shows that, the mean of the variable - ownership related issues, is 

3.34 with standard deviation of 0.73. Since the likert scale is from 1 to 5 and 1 being 

the very low level of issues, this indicates that the mean of the variable is more 

towards the high side of the scale. 

Further to the above analysis, frequency analysis of the ownership related issues was 

also performed and the results are shown in the table 4.23. The output of frequency 

analysis shows that 43.5% of responses have occurred below the issue level of 3. 

Thus, it gives an indication that the mean of the variable is more towards the high 

side of the scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.15 shows the histogram of responses received for ownership related issues. 

According to the figure, responses gathered are normally distributed with a mean of 

3.34 and standard deviation of 0.725. It confirms that the responses are non-biased 

and hence the author can continue with the further statistical analysis on the data 

received. 
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Table 4.27: Frequency analysis of hidden cost related issues 

Frequency Percent Valid Percent Cumulative Percent 

Valid 1.50 1 1.4 1.4 1.4 

2.00 4 5.8 5.8 7.2 

2.50 8 11.6 11.6 18.8 

3.00 17 24.6 24.6 43.5 

3.50 20 29.0 29.0 72.5 

4.00 14 20.3 20.3 92.8 

4.50 2 2.9 2.9 95.7 

5.00 4.3 4.3 100.0 

Total 69 100.0 100.0 

6.00 

Ownership Related Issues 

Figure 4.17: Histogram of hidden cost related issues 

Mean =3.34 
Std. Dev. =0.725 

N =69 
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4.3.4.8 Dependency related issues 

This section discusses the descriptive analysis of the variable named dependency 

related issues and the table 4.24 shows the summary of the descriptive statistics of 

the variable in terms of minimum, maximum, mean and standard deviation. 

Table 4.24: Descriptive analysis of dependency related issues 

N Minimum Maximum Mean Std. Deviation 

Dependency related 69 1.00 5.00 3.5725 .81021 
issues 
Valid N (listwise) 69 

Table 4.24 above shows that the mean of the variable is 3.57 with standard deviation 

of 0.81. Since the likert scale is from 1 to 5 and 1 being the very low level of issues, 

this indicates that the mean of dependency related issues is more towards the high 

side of the scale. 

Further to the above analysis, frequency analysis of the dependency related issues 

was also performed and the results are shown in the table 4.25. The output of 

frequency analysis shows that only 31.9% of responses have occurred below the 

issues level of 3. Thus, it also gives an indication that the mean of the variable is 

more towards the high side of the scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.16 shows the histogram of responses received for dependency related issues. 

According to the figure, responses gathered are normally distributed with a mean of 

3.57 and standard deviation of 0.81. It confirms that the responses are non-biased and 

hence the author can continue with the further statistical analysis on the data 

received. 
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Table 4.27: Frequency analysis of h i d d e n cost related issues 

Frequency Percent Valid Percent 
Cumulative 

Percent 
Valid 1.00 1 1.4 1.4 1.4 

2.00 5 7.2 7.2 8.7 
2.50 2 2.9 2.9 11.6 
3.00 14 20.3 20.3 31.9 
3.50 15 21.7 21.7 53.6 
4.00 20 29.0 29.0 82.6 
4.50 8 11.6 11.6 94.2 
5.00 4 5.8 5.8 100.0 
Total 69 100.0 100.0 

Ol5i 
C 
fl) 
O" 0) 

Mean =3.57 
Std. Dev. =0.81 

N =69 

Dependency Related Issues 

Figure 4.17: Histogram of h i d d e n cost related issues 
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4.3.4.9 Hidden cost related issues 

This section discusses the descriptive analysis of the variable - hidden cost related 

issues and the table 4.26 shows the summary of the descriptive statistics in terms of 

minimum, maximum, mean and standard deviation. 

Table 4.26: Descriptive analysis of hidden cost related issues 

N Minimum Maximum Mean Std. Deviation 

Hidden cost related 69 1.50 5.00 3.4058 .68747 
issues 
Valid N (listwise) 69 

Table 4.26 above shows that the mean of the variable is 3.41 with standard deviation 

of 0.69. Since the likert scale is from 1 to 5 and 1 being the very low level of issues, 

this indicates that the mean is more towards the high side of the scale. 

Further to the above analysis, frequency analysis of hidden cost related issues was 

also performed and the results are shown in the table 4.27. The output shows that 

43.5% of responses have occurred below the issues level of 3. Thus, it shows that the 

majority of the responses have occurred within the upper half of the likert scale. 

In addition to the above aspects of descriptive analysis, it is essential to see the 

normality of the responses received. Thus, figure 4.17 shows the histogram of 

responses received for hidden cost related issues. According to the figure, responses 

are normally distributed with a mean of 3.41 and standard deviation of 0.69. It 

confirms that the responses are non-biased and hence the author can continue with 

the further statistical analysis on the data set received. 
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Table 4.27: Frequency analysis of hidden cost related issues 

Frequency Percent Valid Percent 
Cumulative 

Percent 

Valid 1.50 1 1.4 1.4 1.4 

2.00 2 2.9 2.9 4.3 

2.50 7 10.1 10.1 14.5 

3.00 20 29.0 29.0 43.5 

3.50 16 23.2 23.2 66.7 

4.00 16 23.2 23.2 89.9 

4.50 6 8.7 8.7 98.6 

5.00 1.4 1.4 100.0 

Total 69 100.0 100.0 

Mean =3.41 
Std. Dev. =0.687 

N =69 

6.00 

Hidden Cost Related Issues 

Figure 4.17: Histogram of hidden cost related issues 
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4.3.4.10 MSS awareness 

This section discusses the descriptive analysis of MSS awareness and the table 4.28 

shows the summary of the descriptive statistics in terms of minimum, maximum, 

mean and standard deviation. 

Table 4.28: Descriptive analysis of MSS awareness 

N Minimum Maximum Mean Std. Deviation 

MSS awareness 69 2.25 4.25 3.4746 .38383 
Valid N (listwise) 69 

Table 4.28 above shows that the mean of the variable - MSS awareness, is 3.47 with 

standard deviation of 0.38. Since the likert scale is from 1 to 5 and 1 being the very 

low level of awareness, this indicates that the mean is more towards the high side of 

the scale. 

Further to the above analysis, frequency analysis of the MSS awareness was also 

performed and the results are shown in the table 4.29. The output shows that only 

18.8% of responses have occurred below the awareness level of 3. Thus, it shows 

that the majority of the responses for MSS awareness have occurred within the upper 

half of the likert scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.18 shows the histogram of responses received for MSS awareness. According to 

the figure, responses are normally distributed with a mean of 3.47 and standard 

deviation of 0.38. It confirms that the responses are non-biased and hence the author 

can continue with the further statistical analysis on the data received. 
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Table 4.29: Frequency analysis of MSS awareness 

Frequency Percent Valid Percent Cumulative Percent 
Valid 2.25 1 1.4 1.4 1.4 

2.75 4 5.8 5.8 7.2 
3.00 8 11.6 11.6 18.8 
3.25 8 11.6 11.6 30.4 
3.50 24 34.8 34.8 65.2 
3.75 17 24.6 24.6 89.9 
4.00 4 5.8 5.8 95.7 
4.25 3 4.3 4.3 100.0 
Total 69 100.0 100.0 

2.50 

MSS Awareness 

Figure 4.18: Histogram of MSS awareness 

Mean =3.47 
Std. Dev. =0.384 

N =69 
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4.3.5 Analysis of MSSPs & service offerings 

A detailed analysis of the managed security service providers and their service 

offerings are conducted in this section. More specifically, it discusses the form of the 

MSSP, their service offerings and the SLA/NDA offerings. 

4.3.5.1 Form of the MSSP 

As discussed in the literature review in chapter 2, MSSPs can come from various 

forms such as start-up companies, established computer security firms, system 

integrators, telecommunication companies, internet service providers, consulting 

firms etc. Thus, the industry composition can be analysed in terms of the form of the 

organization. The figure 4.19 shows the composition of local MSSPs in terms of the 

form of the business entity. 

Figure 4.19: Form of the MSSP 

Figure 4.19 shows that the majority of the local MSSPs are network/system 

integrators since 6 companies belong to that category. In addition to that, there are 3 

MSSPs each, from telecommunication companies and audit/consultancy firms. 

Furthermore, only two companies have been established as an MSSP to provide 

managed security services to the local IT industry. Thus, it shows that there are only 
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two companies with primary business as MSS while others having something else as 

their primary business and offer MSS as a secondary service offering. 

4.3.5.2 Service offerings 

MSSPs offer managed security services to organizations. According to the 

information received from MSSPs operating in Sri Lanka, vendors were categorised 

based on the services they offer. Based on that, the number of vendors who offer 

each service is shown in the figure 4.20. 

According to the figure 4.20, managed firewall services and security policy 

compliance services are the mostly offered services in Sri Lanka. Eight MSSPs offer 

those services to the organizations. In addition to that, managed IPS, managed email 

content filtering and vulnerability assessment are the services which are next mostly 

offered services since seven vendors offer the same. Furthermore, it can be seen that 

five vendors offer managed VPN, managed web content filtering, incident 

management and security monitoring services while only four vendors offer security 

consultancy services. 

Figure 4.20: Number of vendors offering each MSS 
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Furthermore, in general it can be seen that the number of MSSPs operating in Sri 

Lanka is somewhat limited. Even for mostly offered services, only eight or less 

number of vendors are available. On the other hand, security consultancy services are 

offered only by four vendors and that is really limited. In general, fewer vendors can 

be a limiting factor for the adoption of such services and the development of the 

industry. 

4.3.5.3 SLA & NDA 

Having SLAs and NDAs is a key concern when using MSS in organizations. 

According to the responses from MSSPs, all the vendors who responded to the 

questionnaire (10 out of 14 vendors) are ready to offer SLAs and NDAs to their 

customers. Even though SLA and NDA are offered, the author didn't go into the 

details of the agreements such as available service levels etc since it is not in the 

scope of the research study. Additionally, it is not clear whether those who didn't 

respond to the questionnaire (4 out of 14 vendors) offer SLA/NDA or not. 

However, based on the vendors who responded to the questionnaire, it shows that 

organizational MSS requirement is matched by vendors in terms of the offering of 

SLA/NDA 
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4.4 Analysis of Hypotheses 

This section tests the hypothesis defined in the section 3.2.2. In general, hypothesis 

analysis deals with drawing conclusions and, in some cases, making predictions 

about the properties of a population based on information obtained from a sample. 

While descriptive statistics provide information about the central tendency, 

dispersion etc inferential statistics allow making broader statements about the 

relationships between data. In this research, the author uses Pearson correlation as 

well as One-sample T-test to test the hypotheses. There are 12 hypotheses altogether 

and hypotheses 1 to 9 are tested using the Pearson correlation while the One-sample 

T-test is used to test hypothesis 10 to 12. 

4.4.1 Testing hypothesis 1 

Hypothesis 1 is given below and the SPSS output for testing Pearson correlation for 

hypothesis 1 is shown in the table 4.30. 

Hlo: There is no relationship between the level of the information security 

skills and the usage of MSS in organizations 

HI a: There is a relationship between the level of the information security 

skills and the usage of MSS in organizations 

Table 4.30: Correlation between MSS usage and the level of security skills 

No of MSS Level of security 
services used Skills 

No of MSS services Pearson 1 -.279* 
used Correlation 

Sig. (2-tailed) .020 

N 69 69 
Level of security Pearson -.279* 1 
Skills Correlation 

Sig. (2-tailed) .020 

N 69 69 
*. Correlation is significant at the 0.05 level (2-tailed). 
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According to the table 4.30, the significance or the p-value is 0.020, which is much 

less than the 0.05. Thus, the author can reject the null hypothesis of HI. Therefore, 

the result is such that there is a relationship between level of the information security 

skills and the usage of MSS in organizations. 

Further, the Pearson correlation coefficient is negative. This means that the direction 

of the relationship is negative. Therefore, when the level of information security 

skills increases, it indicates that the MSS usage in organizations would decrease. 

4.4.2 Testing hypothesis 2 

Hypothesis 2 is stated below and the testing is based on the Pearson correlation. 

Table 4.31 shows the SPSS output for the Pearson correlation testing. 

H2o: There is no relationship between the perceived security enhancement 

and the usage of MSS in organizations 

H2a: There is a relationship between the perceived security enhancement and 

the usage of MSS in organizations 

Table 4.31: Correlation between MSS usage and perceived security enhancement 

No of MSS 
services used 

Perceived security 
enhancement 

No of MSS services Pearson 1 .260* 
used Correlation 

Sig. (2-tailed) .031 
N 69 69 

Perceived Pearson .260* 1 
enhancement for Correlation 
information security Sig. (2-tailed) .031 

N 69 69 
*. Correlation is significant at the 0.05 level (2-tailed). 

According to the table 4.31, the p-value is 0.031, which is less than the 0.05. Thus, 

the author can reject the null hypothesis of H2. Therefore, the result is such that there 
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is a relationship between the perceived security enhancement and the usage of MSS 

in organizations. 

Further, the Pearson correlation coefficient is positive. This means that the direction 

of the relationship is positive. Therefore, when perceived security enhancement is 

increasing, the MSS usage in organizations would also increase. 

4.4.3 Testing hypothesis 3 

Hypothesis 3 is given below and the testing is based on the Pearson correlation. 

Table 4.32 shows the SPSS output for the Pearson correlation testing. 

H3o: There is no relationship between the need for 24x7 service availability and 

the usage of MSS in organizations 

H3a: There is a relationship between the need for 24x7 service availability and 

the usage of MSS in organizations 

Table 4.32: Correlation between MSS usage and need for 24x7 support 

No of MSS services Need for 24x7 
used support 

No of MSS Pearson Correlation 1 .085 
services used 

Sig. (2-tailed) .488 

N 69 69 
Need for 24x7 Pearson Correlation .085 1 
support 

Sig. (2-tailed) .488 

N 69 69 

According to the table 4.32, the p-value is 0.488, which is much greater than the 

0.05. Thus, the author can not reject the null hypothesis of H3. Therefore, the result 

is such that there is no relationship between the need for 24x7 support and the usage 

of MSS in organizations. 
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4.4.11 Testing hypothesis 11 

Hypothesis 4 is given below and the testing is based on the Pearson correlation. 

Table 4.33 shows the SPSS output for the Pearson correlation testing. 

H4o: There is no relationship between focus on core business and the usage of 

MSS in organizations 

H4a: There is a relationship between focus on core business and the usage of 

MSS in organizations 

According to the table 4.33, the p-value is 0.121, which is much greater than the 

0.05. Thus, the author can accept the null hypothesis of H4. Therefore, the result is 

that there is no relationship between the need to focus on core business and the usage 

of MSS in organizations. 

Table 4.33: Correlation between MSS usage and need to focus on core business 

No of MSS services Need to focus on 
used core business 

No of MSS Pearson 1 .188 
services used Correlation 

Sig. (2-tailed) .121 

N 69 69 
Need to focus on Pearson .188 1 
core business Correlation 

Sig. (2-tailed) .121 

N 69 69 
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4.4.11 Testing hypothesis 11 

Hypothesis 5 is given below and the testing is based on the Pearson correlation. 

Table 4.34 shows the SPSS output for the Pearson correlation testing. 

H5o: There is no relationship between regulatory compliance and the usage of 

MSS in organizations 

H5a: There is a relationship between regulatory compliance and the usage of 

MSS in organizations 

Table 4.34: Correlation between MSS usage and need for regulatory compliance 

No of MSS Need for regulatory 
services used compliance 

No of MSS Pearson 1 .233 
services used Correlation 

Sig. (2-tailed) .054 

N 69 69 
Need for regulatory Pearson .233 1 
compliance Correlation 

Sig. (2-tailed) .054 

N 69 69 

According to the table 4.34, the p-value is 0.054, which is greater than the 0.05. 

Thus, the author can accept the null hypothesis of H5. Therefore, the result is that 

there is no relationship between the need for regulatory compliance and the usage of 

MSS in organizations. 

4.4.6 Testing hypothesis 6 

Hypothesis 6 is to test the relationship between MSS usage and the trust related 

issues. The hypothesis is listed below and the testing is based on the Pearson 

correlation. Table 4.35 shows the SPSS output for the correlation testing. 
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H6o: There is no relationship between trust related issues and the usage of MSS 

in organizations 

H6a: There is a relationship between trust related issues and the usage of MSS 

in organizations 

Table 4.35: Correlation between MSS usage and trust related issues 

No of MSS 
services used Trust related issues 

No of MSS 
services used 

Pearson 
Correlation 
Sig. (2-tailed) 

N 69 

-.277 

.021 

69 
Trust related issues Pearson 

Correlation 

Sig. (2-tailed) 

N 

-.277 

.021 

69 

1 

69 
*. Correlation is significant at the 0.05 level (2-tailed) 

According to the table 4.35, the p-value is 0.021, which is much less than the 0.05. 

Thus, the author can reject the null hypothesis of H6. Therefore, the result is such 

that there is a relationship between trust related issues and the usage of MSS in 

organizations. Further, the Pearson Correlation coefficient is negative. This means 

that the direction of the relationship is negative. Therefore, when trust related issues 

are increasing, the MSS usage in organizations would decrease. 

4.4.7 Testing hypothesis 7 

Hypothesis 7 is to test the relationship between MSS usage and the ownership related 

issues. The hypothesis is listed below and the testing is based on the Pearson 

correlation. Table 4.36 shows the SPSS output for the correlation testing. 
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H7o: There is no relationship between ownership related issues and the usage of 

MSS in organizations 

H7a: There is a relationship between ownership related issues and the usage of 

MSS in organizations 

Table 4.36: Correlation between MSS usage and ownership related issues 

No of MSS 
services used 

Ownership Related 
Issues 

No of MSS Pearson 1 -.193 
services used Correlation 

Sig. (2-tailed) .112 

N 69 69 
Ownership Related Pearson -.193 1 
Issues Correlation 

Sig. (2-tailed) .112 

N 69 69 

According to the table 4.36, the p-value is 0.11, which is much greater than the 0.05. 

Thus, the author has to accept the null hypothesis of H7. Therefore, the result is such 

that there is no relationship between the ownership related issues and the usage of 

MSS in organizations. 

4.4.8 Testing hypothesis 8 

Hypothesis 8 is to test the relationship between MSS usage and the dependency 

related issues. The hypothesis is listed below and the testing is based on the Pearson 

correlation. Table 4.37 shows the SPSS output for the correlation testing. 

H8o: There is no relationship between dependency related issues and the usage 

of MSS in organizations 
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H8a: There is a relationship between dependency related issues and the usage of 

MSS in organizations 

Table 4.37: Correlation between MSS usage and dependency related issues 

No of MSS Dependency 
services used Related Issues 

No of MSS Pearson 1 .102 
services used Correlation 

Sig. (2-tailed) .405 

N 69 69 
Dependency related Pearson .102 1 
issues Correlation 

Sig. (2-tailed) .405 

N 69 69 

According to the table 4.37, the p-value is 0.40, which is much greater than 0.05. 

Thus, the author has to accept the null hypothesis of H8. Therefore, the result such is 

that there is no relationship between the dependency related issues and the usage of 

MSS in organizations. 

4.4.9 Testing hypothesis 9 

Hypothesis 9 is to test the relationship between MSS usage and hidden cost related 

issues. The hypothesis is listed below and the testing is based on the Pearson 

correlation. Table 4.38 shows the SPSS output for the correlation testing. 

H9o: There is no relationship between hidden cost related issues the usage of 

MSS in organizations 

H9a: There is a relationship between hidden cost related issues the usage of 

MSS in organizations 
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Table 4.38: Correlation between MSS usage and hidden cost related issues 

No of MSS services Hidden cost related 
used issues 

No of MSS services Pearson Correlation 1 -.291* 
used 

Sig. (2-tailed) .015 

N 69 69 
Hidden cost related Pearson Correlation -.291* 1 
issues 

Sig. (2-tailed) .015 

N 69 69 
*. Correlation is significant at the 0.05 level (2-tailed) 

According to the table 4.38, the p-value is 0.015, which is much less than the 0.05. 

Thus, the author can reject the null hypothesis of H9. Therefore, the result is such 

that there is a relationship between the hidden cost related issues and the usage of 

MSS in organizations. 

Further, the Pearson correlation coefficient is negative. This means that the direction 

of the relationship is negative. As such, when hidden cost related issues are 

increasing, the MSS usage in organizations would decrease. 

4.4.10 Testing of hypothesis 10 

Hypothesis 10 is to check the information security skill level in Sri Lankan 

organizations. The testing is based on the One-sample T-test and the SPSS output is 

shown in the table 4.39 and 4.40 below. 

H10o: Level of information security skills in organizations is not low 

H10A: Level of information security skills in organizations is low 

96 



Table 4.39: One-sample statistics of level of information security skills 

N Mean 
Std. 

Deviation Std. Error Mean 
Level of security 
Skills 

69 2.7103 .92516 .11138 

Table 4.40: One-sample test of level of information security skills 

Test Value = 3 
95% Confidence 

Interval of the 
Sig. (2- Mean Difference 

t df tailed) Difference Lower Upper 
Level of security -2.601 68 .011 -.28971 -.5120 -.0675 
Skills 

According to the results in table 4.39, the mean value of the level of information 

security skills is 2.71 and it was tested with the test value of 3. The result states that 

there is a significant difference between the mean value and the test value as the p-

value (significance) is far below 0.05. This indicates that the mean is not equivalent 

to 3. Hence, the null hypothesis of H10 can be rejected. However, we need to find 

whether the skill level is low or not. 

In the table 4.40, the lower and upper levels of confidence interval of the difference 

are both negative. Which means, it lies to the left hand side of the middle of the scale 

where 1 being the very low skill level. As the upper and lower boundaries in the table 

4.40 are between 1 and 3, we can conclude that the level of information security 

skills is low in Sri Lankan organizations. 
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Table 4.39: One-sample statistics of level of information security skills 

N Mean 
Std. 

Deviation Std. Error Mean 
Level of security 
Skills 
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Table 4.40: One-sample test of level of information security skills 
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95% Confidence 
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Sig. (2- Mean Difference 
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According to the results in table 4.39, the mean value of the level of information 

security skills is 2.71 and it was tested with the test value of 3. The result states that 

there is a significant difference between the mean value and the test value as the p-

value (significance) is far below 0.05. This indicates that the mean is not equivalent 

to 3. Hence, the null hypothesis of H10 can be rejected. However, we need to find 

whether the skill level is low or not. 

In the table 4.40, the lower and upper levels of confidence interval of the difference 

are both negative. Which means, it lies to the left hand side of the middle of the scale 

where 1 being the very low skill level. As the upper and lower boundaries in the table 

4.40 are between 1 and 3, we can conclude that the level of information security 

skills is low in Sri Lankan organizations. 
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4.4.11 Testing hypothesis 11 

Hypothesis 11 is to check the awareness level of Managed Security Services in Sri 

Lankan organizations. The hypothesis is listed below and the testing is based on the 

One-sample T-test. 

HI lo: MSS awareness is not high in Sri Lankan organizations 

HI 1a: MSS awareness is high in Sri Lankan organizations 

As displayed in table 4.41, the mean value of the MSS awareness is tested using 

One-sample T-test with the test value of 3 as the collected data are in the likert scale 

of 1 to 5. 

Table 4.41: One-sample statistics of MSS awareness 

N Mean Std. Deviation Std. Error Mean 
MSS 
awareness 

69 3.4746 .38383 .04621 

Table 4.42: One-sample test of MSS awareness 
Test Value = 3 

t df Sig. (2-tailed) 
Mean 

Difference 

95% Confidence 
Interval of the 

Difference 
t df Sig. (2-tailed) 

Mean 
Difference Lower Upper 

MSS 
awareness 

10.272 68 .000 .47464 .3824 .5668 

According to the results in table 4.41, the mean value of the MSS awareness is 3.47 

and it was tested with the test value of 3. The result states that there is a significant 

difference between the mean value and the tested value as the p-value is far below 

0.05. This indicates that the mean is not equivalent to 3. Hence the null hypothesis of 

HI 1 can be rejected. However, we need to find whether the awareness is high or not. 
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In the table 4.42, the lower and upper levels of confidence interval of the difference 

are both positive. Which means it lies to the right hand side of the middle of the scale 

where 5 being the very high awareness level. Since the upper and lower boundaries 

are between 3 and 5, we can safely conclude that there is a high MSS awareness in 

Sri Lankan organizations. 

4.4.12 Testing hypothesis 12 

Hypothesis 12 is about the MSS usage in Sri Lankan organizations. Through this 

hypothesis, the author is going to check whether the organizations use at least one 

MSS service. For this hypothesis, the testing is based on the One-sample T-test. 

H12o: Sri Lankan organizations do not use at least one Managed Security 

Service 

HI2a: Sri Lankan organizations use at least one Managed Security Service 

Table 4.43: One-sample statistics of MSS usage 

N Mean Std. Deviation Std. Error Mean 
No of MSS 
services used 

69 2.67 2.435 .293 

Table 4.44: One-sample test of MSS usage 

xst Value = 1 
95% Confidence 

Interval of the 
Sig. en- Mean Difference 

t df tailed) Difference Lower Upper 
No of MSS 5.685 68 .000 1.667 1.08 2.25 
services used 

According to the results in table 4.43, the mean value of the MSS usage is 2.67 and it 

was tested with the test value of 1. The result states that there is a significant 
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difference between the mean value and the tested value as the p-value is far below 

0.05. This indicates that the mean is not equivalent to 1. Hence the null hypothesis of 

HI2 can be rejected. However, we need to determine whether the MSS usage is 

really above the tested value which is 1. 

In table 4.44, the lower and upper levels of confidence interval of difference are both 

positive. It indicates that the mean lies to the right hand side of the scale and upper 

and lower boundaries in the table 4.44 are above 1. As such, we can conclude that Sri 

Lankan organizations use MSS in general. 

4.5 Overall Results of the Study 

Data analysis and related results were discussed in the previous sections of this 

chapter. Based on that, this section summarises the overall findings of the analysis 

with reference to the objectives of the study. 

4.5.1 Available MSS 

The first objective of this study was to determine the present standing of the MSS 

industry in Sri Lanka in terms of available product and service offerings. Based on 

the research findings, the presently available MSS offerings can be described as 

follows. 

(a) There are 14 known vendors altogether offering MSS services to 

organizations. Out of those, two vendors are start-up MSS companies, six are 

network/system integrators, three are telecommunications companies and 

three other vendors are audit/accounting firms. 

(b) In general, number of vendors offering each of the MSS categories is 

somewhat limited. Even for mostly offered services, there are only eight 

vendors. On the other hand, for certain services, organizations do not have 

many choices since the number of vendors offering those services are 
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somewhat limited. However, all of the general MSS categories are available 

in Sri Lanka. 

(c) More specifically, there are eight vendors each for managed firewall and 

policy compliance service offerings. Further, seven vendors offer managed 

IPS, email content filtering and vulnerability assessment services. For all the 

other MSS services, number of vendors offering those services are less than 

or equal to five. As such managed VPN, managed web content filtering, 

incident management and security monitoring are offered by five vendors. 

Moreover, security consultancy is the least offered service since it's only 

offered by four vendors. 

(d) All of the vendors who responded to the questionnaire (ten out of fourteen) 

are ready to sign service level agreement and/or non disclosure agreements 

with the client. 

4.5.2 MSS usage 

Though the MSS services are available, it was not known that up to what extent 

those services are utilised by organizations. Based on the findings of this study, the 

usage of available MSS services by Sri Lankan organizations can be identified as 

follows. 

(a) More than 75% of the organizations surveyed use some form of MSS services 

(b) In general, organizations use MSS 

(c) Managed email content filtering service is the mostly used MSS in local 

context as 43% of organizations use that. Further, managed FW and managed 

VPN services are the next mostly used services with 39% of usage 

(d) Usage of all other services is around 20% except the incident management 

services which is the least used service with 4% of usage among the surveyed 

organizations 
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4.5.3 Organizational MSS requirements 

In the above sections, the organizational MSS requirements were analysed in terms 

of unfulfilled MSS requirements and requirements to have SLA/NDAs. Based on the 

findings, the results are summarized below. 

4.5.3.1 Unfulfilled MSS requirements 

According to the research findings, unfulfilled MSS requirements of organizations 

due to the unavailability of proper vendor can be described as follows. 

(a) 45% of organizations have some form of unfulfilled MSS requirement 

(b) 20% of the organizations have unfulfilled requirements for security 

monitoring and security consultancy 

(c) Around 10% of organizations have unfulfilled requirements for managed IPS, 

vulnerability assessment, incident management and security policy 

compliance 

(d) Based on the above facts, unfulfilled MSS requirements in organizations can 

be seen as significant 

4.5.3.2 SLA/NDA requirements 

Based on the research findings, Sri Lankan organizations require service level 

agreements as well as non disclosure agreements when using MSS. This finding is in 

line with the best practises identified in the MSS literature. 

4.5.4 Organizational perception 

In this study, organizational perception on MSS was measured in terms of two 

dimensions and the research findings are listed below. 

(a) IT managers believe that the MSS offerings are limited in Sri Lanka 

102 



(b) IT managers moderately believe that the organizations can fulfil their security 

requirements by using presently available services 

4.5.5 Issues related to MSS 

Based on the research findings, the author has identified several key issues related to 

the MSS industry in Sri Lanka as summarised below. 

(a) In general, number of vendors offering MSS services are limited. Even, 

mostly offered services are offered by less than ten vendors. There are certain 

service categories which are only offered by less than five vendors. Thus, 

organizations do not have many choices when hiring a vendor and it indicates 

a potential problem. 

(b) 45% of the organizations do have some form of unfulfilled MSS requirement 

due to the unavailability of proper MSSP for them. This is highly significant 

and indicates that there are lots of untouched opportunities in organizations. 

(c) Based on the research findings, highest unfulfilled MSS requirement is for 

the security consultancy services (i.e. 21.7%). Moreover, the least offered 

service is also the security consultancy service since only four vendors are 

offering it. Thus, it can be seen that limited MSSPs might have contributed to 

the unfulfilled MSS requirements in organizations with respect to the security 

consultancy services. 

(d) The service with the second most unfulfilled requirements is security 

monitoring (20.3%). Furthermore, that service is also offered by 

comparatively less number of vendors (only 5 vendors). Furthermore, 

organizations have significant unfulfilled requirements for managed IPS 

services, vulnerability assessments, incident management and policy 

compliance too. It indicates that, though there are outsourcing requirements, 

organizations could not have been able to find the right service provider for 

them. 
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(e) It has been statistically proven that organizations believe that MSS offerings 

are limited in Sri Lanka. Since number of vendors offering services are 

generally low, this perception is generally true. It may badly affect the usage 

of MSS and development of the industry in general. 

4.5.6 Key drivers for MSS 

Based on the inferential analysis, the author has identified the following key drivers 

for the use of MSS in organizations. 

(a) Lack of information security skills in organizations 

Inferential analysis shows two major findings related to the lack of security 

skills. First, the security skill level in Sri Lankan organizations is low. 

Secondly, there is a negative relationship between the level of security skill 

level and the MSS usage. It shows that that with low level of security skills, 

organizations tend to outsource more of their security. Thus, it can be 

identified that low level of security skills or lack of security skills in general 

promotes the MSS usage in organizations. This coincides with the research 

findings on the western context as well. 

(b) Enhanced information security 

Inferential analysis also shows that there is a positive relationship between 

perceived security enhancement and the MSS usage. This indicates that since 

MSS improves their overall information security, organizations tend to use 

MSS. In other words, organizations use MSS as it improves the overall 

information security of the organization. This factor is also coincides with the 

global research findings as enhanced security is considered a key driver for 

MSS in the prevailing literature. 

Other variables checked as the key drivers do not show any significant relationship 

with the MSS usage. The next section discusses the key inhibitors for MSS usage. 
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4.5.7 Key inhibitors for MSS 

Based on the inferential analysis, the key inhibitors for the use of MSS in 

organizations can be identified as follows. 

(a) Trust 

Inferential analysis shows that there is a negative relationship between trust 

related issues and the use of MSS. In other words, when organizations believe 

that they can not trust external vendors for security, they tend to not use MSS. 

This coincides with the global research findings since trust is a major barrier 

for outsourcing security according to the MSS literature. 

(b) Hidden Cost 

Inferential analysis shows that there is a negative relationship between hidden 

cost related issues and MSS usage in organizations. In other words, 

organizations tend to not use MSS because of the fact that hidden cost of 

security outsourcing is a pain point for them. This also coincides with global 

research findings since hidden cost is major inhibitor for MSS worldwide as 

indicated in the literature. 

Apart from the trust and hidden cost, the other variables checked against the MSS 

usage in order to identify inhibitors did not show any significant relationship. Thus, 

author concludes that only trust and the hidden cost are the only factors among the 

analysed variables which are inhibitors for the use of MSS in local context. 

4.6 Chapter Summary 

The first section of this chapter is the reliability analysis and there the author checked 

the consistency of the data set gathered. The analysis showed that the data set has 

Cronbach's Alpha of 0.819. Furthermore, each variable also has a Cronbach's Alpha 

above 0.7 resulting a consistent data set. 
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The second section is the descriptive analysis and it comprised of several 

subsections. The first subsection is the organizational response and under which who 

has responded, which organizations have responded, and other important 

demographics were analysed. The next subsection is the MSS usage and 

requirements. There, the author shows the organizational MSS usage, their 

unfulfilled requirements and other related aspects in detail. In that section mostly 

used MSS services in local context are also statistically identified. The next 

subsection analyses the two aspects of organizational perception on MSS. The 

organizational perception is such that they believe MSS offerings are limited in Sri 

Lanka. Further, they moderately believe that the organizational security outsourcing 

requirements can be fulfilled by utilizing presently available services. The next major 

subsection is the descriptive analysis of construct variable and there the basic 

descriptive aspects of all major variables are discussed. Further, the normality check 

is also conducted for each variable and it shows that response for each variable is 

randomly distributed. In the final subsection, available MSSPs and their service 

offerings are discussed in descriptively. It identifies the number of vendors offering 

each service category and other related aspects. 

The next and one of the most important sections of this chapter is the hypothesis 

analysis. There, the relationships between the MSS usage and other variables are 

analysed and author identifies several significant relationships in terms of key drivers 

and inhibitors. Finally, "overall results of the data analysis" subsection summarizes 

all the findings of the data analysis with respect to the objectives of the study. There, 

the seven major objectives of the research are addressed based on the research 

findings. 
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