
CHAPTER 5 CONCLUSIONS AND RECOMMENDATIONS 

5.1 Conclusions 

This study was conducted to fulfil seven major research objectives. First objective 

was to determine the presently available MSS in Sri Lanka. Secondly it was required 

to determine the adoption of currently available services while third objective being 

the identification of unfulfilled requirements as well as SLA/NDA requirements. 

Next, the author required to determine the organizational perception on MSS 

offerings. Furthermore, the fifth objective was to identify of any potential issues 

related to the MSS industry while sixth and seventh objectives being the 

identification of key drivers and inhibitors for the use of MSS in organizations. 

Based on the research findings, this section discusses the conclusions with reference 

to the objectives of the study. 

Based on the results of the descriptive analysis, it has been identified that there are 

altogether 14 vendors offering MSS services and each of the service category is 

offered by at least several vendors. Thus, managed firewall services and policy 

compliance services are the most widely offered services while security consultancy 

is the least offered service. Furthermore, it can be concluded that the number of 

vendors offering MSS are somewhat limited for most of the service categories. The 

limited number of vendors can be a discouraging factor for organizations since they 

do not have many choices when it comes to outsourcing their security. Furthermore, 

it has been identified that all of the vendors responded to the questionnaire are ready 

to provide SLAs and NDAs with the services that they are offering. 

In terms of adoption of presently available services, it can be concluded that the 

usage of MSS in Sri Lankan organizations is fairly satisfactory since more than 75% 

of the organizations use some form of MSS. Moreover, based on the statistical 

testing, it has been identified that organizations use MSS in general. Managed email 

content filtering is the mostly used service with 43% of usage while incident 

management service is the least used services with 4% of usage among organizations 
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surveyed. Apart from that managed firewall and VPN services are also used with 

around 40% of identified usage. 

The third objective of the research was to identify organizational MSS requirement 

in terms of unfulfilled services and SLA/NDA requirements. Based on the research 

findings, it can be concluded that there is a significant unfulfilled MSS requirements 

in organizations since 45% of organizations do have some form of unfulfilled MSS 

requirements due to unavailability of proper vendor. Moreover, it has been clearly 

identified that unfulfilled requirements are high in security monitoring, security 

consultancy, managed IPS, vulnerability assessment, incident management and 

security policy compliance categories. In addition to that, with respect to the MSS 

requirements, it has been identified that the organizations require SLA/NDA when 

they hire an MSSP. 

The fourth objective of this study was to determine the organizational perception on 

available MSS offerings. As per the findings, the perception is such that IT managers 

believe that MSS offerings are limited in Sri Lanka. Further, they moderately believe 

that their security requirements can be fulfilled by presently available MSS services. 

Thus, it can be seen that the organizational perception is not highly favourable 

towards the betterment of the MSS industry. 

Next objective of the study was to identify any potential issues related to the MSS 

industry and the author has identified several key issues. Firstly, the vendors offering 

MSS is somewhat limited in Sri Lanka. Though there are 14 known MSSPs 

altogether, certain service categories are only offered by very few vendors. Thus, 

organizations do not have many choices when hiring an MSSP. This would be a 

major limiting factor in terms of the development of the industry. Moreover, the 

organizations also believe that the MSS offerings are limited in Sri Lanka. That 

would further enforce a negative impact on the industry in general. 

In addition to the above, the second major issue identified during this study is that 

the unfulfilled MSS requirements due to the unavailability of proper vendor. Around 
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45% of organizations have claimed that they do have some form of unfulfilled MSS 

requirements due to the unavailability of proper vendor. It has been further identified 

that the unfulfilled MSS requirements are highly significant for security consultancy 

and security monitoring services. For those two service categories, available MSSPs 

are also limited since not more than five vendors offer those services. Apart from the 

above two services, it has also been understood that there are considerable level of 

unfulfilled requirements for managed IPS services, vulnerability assessments, 

incident management and policy compliance services also. 

The sixth research objective was to identify the key drivers which promote the use of 

MSS in Sri Lankan context. The author checked five independent variable against the 

MSS usage, and identified two variables as key drivers. The first is the lack of 

information security skills. Based on the results of statistical analysis, with low level 

of information security skills, organizations tend to use more and more MSS 

services. Further, it has also been identified that the level of information security 

skills is low in organizations. The second driver for the MSS usage is that the 

perceived security enhancement. Organizations believe that MSS enhances their 

information security and as a result of that they use MSS. Both of these findings 

related to the key drivers for MSS coincide with the global research findings as well. 

The seventh and the last objective of this study was to identify key factors which 

inhibit the use of MSS in Sri Lankan organizations. Here also, the author checked 5 

independent variables against the MSS usage and statistically identified 2 aspects as 

key inhibitors. Those are the trust and the hidden cost related issues. Organizations 

generally reluctant to trust external service providers for their information security 

related operations. It has been identified that with high level of trust related issues, 

organizations tend not to use MSS. Thus, the negative impact of the trust inhibits the 

MSS usage in organizations. The second inhibitor identified in this study is the 

hidden cost related issues. With high level of negative perception of hidden cost, 

organizations tend not to use MSS as part of their information security. In other 

words, when organizations perceive the hidden cost as a major issue, they do not use 

MSS. Thus, it can be concluded that the trust and hidden cost related issues inhibit 
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the MSS usage in Sri Lankan context and further the finding is in line with the global 

research findings. Based on the above conclusions, the recommendations are given in 

the next section, in order to move the MSS industry forward from the present 

standing. 

5.2 Recommendations 

Recommendations are given based on the key findings of the research and the other 

observations made during the study. The aim of the recommendations is to develop 

the MSS industry from the present standing with the primary objective to provide 

better security for the organizational information resources. Thus, the 

recommendations can be categorised in to two perspectives namely for MSSPs and 

for organizations, as discussed below. 

5.2.1 For MSSPs 

Based on the research findings, the author recommends the following for the vendors 

who offer managed security services to organizations. 

(a) Number of MSSPs operating in Sri Lanka is somewhat limited as shown in 

the section 4.3.5. At most, each MSS service category is offered by not more 

than 8 vendors and further, there are certain services with number of vendors 

is limited to 4. As such organizations do not have many choices when 

outsourcing their security. In this context, if new vendors enter into the 

industry, it would be helpful for the development of the industry and thus, the 

entry of new vendors is recommended in general. 

(b) Certain service categories such as security consultancy, security monitoring 

and incident management are only offered by not more than 5 vendors as 

shown in section 4.3.5. Thus, it is highly recommended the entry of new 

vendors into these service categories. 
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(c) As shown in section 4.3.2, in general 45% of the organizations do have some 

form of unfulfilled requirements due to the unavailability of proper vendor. 

Specifically, 20% of organizations have unfulfilled requirements for security 

consultancy/security monitoring. It is recommended for MSSPs to understand 

this point and there might be possible opportunities for them even within the 

present service offerings. However, proper understating of organizational 

requirements and customization of services in order to fulfil organizational 

requirements is essential in this regard. 

(d) Since 45% of organizations do have some form of unfulfilled requirements, it 

is recommended that MSSPs to re-evaluate whether their service offerings are 

correctly framed to match organizational requirements. As such, it is 

recommended for MSSPs to analyze organizational requirements and try to 

offer services to suit those requirements, if there are any lapses. 

(e) As shown in section 4.3.3, organizations believe that MSS offerings are 

limited in Sri Lanka. This negative perception is not good for the betterment 

of the industry. Thus, MSSPs should adopt effective marketing strategies to 

educate organizations and turn organizations into a positive perception. 

(f) It has been identified that lack of security skills and improved security by 

MSS enhance the adoption of MSS in organizations, as clearly shown in the 

discussions of section 4.4.1 and 4.4.2 Further, organizational security skill 

level is low in Sri Lanka as per the section 4.4.10. Thus, marketing strategies 

of MSSPs should primarily capitalize on these areas. MSSPs should be smart 

enough to identify the organizations with lack of security skills and/or 

organizations who believe MSS would significantly improve their overall 

security of information resources. Based on the findings, those are the places 

where MSSPs would have better opportunities. Moreover, MSSPs should be 

competent to communicate to organizations how they address organizational 

security skills issues and improve overall information security. 

(g) As shown in the discussion of section 4.4.6, lack of trust on MSSPs inhibits 

the use of MSS in organizations. In other words, if the organizations do not 
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trust MSSPs, they would not use MSS. So it is highly essential to build the 

trust with organizations in order to sell MSS to organizations. MSSPs can use 

previous cases with other customers, service level agreements, non-disclosure 

agreements in parallel to the effective marketing strategies to build the trust 

with the organizations. 

(h) Hidden cost related issues also inhibit the use of MSS in organizations as 

shown in the section 4.4.9. In other words, when organizations believe that 

MSS has significant issues related to hidden cost, the chances are that they 

would not use MSS. Thus, MSSPs should come up with counter strategies to 

address the same. For example, MSSPs can go with clear cost structures 

covering entire life cycle of the outsourcing arrangement in order to negate 

the effect of hidden cost. 

5.2.2 For organizations 

Based on the research findings, the author recommends following for the 

organizations. 

(a) According to the research findings as discussed in section 4.4.10, the level of 

information security skills is low in Sri Lankan organizations. Since the 

required level of security for information resources is essential for most of the 

organizations, it is highly recommended that organizations take appropriate 

actions to improve the security skills of their internal teams or use external 

resources to guarantee the required security. 

(b) As shown in section 4.4.6, lack of trust inhibits the use of MSS in local 

organizations. Trust has been widely discussed in the MSS literature as a 

barrier and there are counter measures also to deal with the issues related to 

trust. Based on those, confidentiality agreements such as NDAs can help 

mitigate the risk of lack of trust. Thus, organizations are advised to use such 

approaches to mitigate the risk and while getting the benefit of MSS. 
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(c) It has been understood that organizations are reluctant to use MSS because of 

the issues related to the hidden cost as shown in the section 4.4.10. Since 

MSS is a form of outsourcing, it comes with risk of hidden costs. Therefore 

organizations need to factor these into its risk analysis and decision-making 

processes before engaging an MSSP. To avoid surprises, a company has to 

perform the due diligence and discuss all the cost elements for the entire life 

cycle of engagement. By such approaches organizations may avoid or 

mitigate the risk of hidden cost. Thus, it is recommended for organizations to 

use proper risk management approaches with respect to the hidden cost, 

rather than avoiding the use of MSS in the first place. By avoiding MSS 

altogether in the first place, organizations would not be in a position to obtain 

many of the benefits which they can gain by using MSS. 

(d) Many of the organizations do have some form of unfulfilled MSS 

requirements as shown in the section 4.3.2. However, all of the MSS service 

categories are offered at least by few vendors. Thus, it is recommended for 

organizations to inspect vendor offerings carefully because sometimes there 

might be a match for what organizations are looking for. 

5.3 Limitations of the Study 

Major limitations of this research are outlined below. 

(a) For the main survey, organizations were selected from IT, non-IT and 

government institutions. In the non-IT category, only 6 major sectors were 

considered. But there can be organizations with a significant technology 

focus within some other sectors. 

(b) The author managed to obtain information from only 14 MSSPs with regard 

to their MSS offerings. However, there can be few other MSSPs also offering 

service in Sri Lanka. 
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(c) Initially, the plan was to obtain feedback from a certain number of managerial 

employees with decision making authority in organizations.. However, the 

author could not reach the expected sample size during the data collection. As 

a result, the author can only predicts the results with 95% confidence level 

and 11.5 interval. 

(d) For the main survey for IT managers, the author only considered the 

organizations from Colombo and suburbs. Thus, the researcher might fail to 

notice any regional factors applicable to the scope of the research. 

(e) When identifying key drivers or inhibitors, the author only checked certain 

selected aspects against the MSS usage in order to identify relationships. 

However, there are several other aspects as well which could be a driver or an 

inhibitor which the author didn't check primarily due to the time constraints. 

(f) When obtaining the organizational response on the usage of MSS, the 

response from only one person was recorded. However, in the practical 

scenario many people contribute to the decision making process and all those 

ideas may contribute to the final decision. 

5.4 Future Research Directions 

Based on results of this study, further researches can be conducted considering the 

following directions. 

(a) The research outcome is based on the information obtained during the period 

of data collection. When the industry evolves, new vendors enter into the 

industry and all the other things also change. So frequent analysis is required 

in order to obtain the current picture of the industry in terms of available 

services, prominent issues and other aspects. 

(b) Only selected aspects were checked against the MSS usage in order to 

identify key drivers and inhibitors. Interested researcher can conduct further 

studies based on the other factors which were not considered in this study. 
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(c) When identifying service offerings of MSSPs, only the base service 

categories were identified and in depth details of service offerings were not 

considered. As an example, in case of managed firewall services, an MSSP 

can offer the service based on the several models such as hosted solution, in-

house fully provided & managed or in-house only managed etc. Thus, further 

researches can be conducted in order to provide a comprehensive 

understanding of the service offerings beyond what is provided by this 

research. 

(d) The sample for IT management employees was selected from Colombo and 

suburbs. Expansion of the sample into the other areas of the country would 

provide a comprehensive coverage of the entire population. 

(e) In this study, unfulfilled MSS requirements which have been occurred only 

due to the unavailability of proper vendor were studied. Interested researchers 

can conduct further studies based on the other factors which contribute to the 

unfulfilled requirements such as internal organizational issues, legal issues 

etc. 

(f) In order to obtain comprehensive picture of the use of MSS in organizations, 

case study based approach could be undertaken by selecting one or several 

organizations. A qualitative analysis would provide a detailed understanding 

of challenges and barriers when organizations outsource their security. 

(g) This research study focused on collecting data from individuals involved in 

MSS usage from the perspective of decision making, evaluation, operation 

etc. However, it may be more pertinent to conduct the research based only on 

organizational viewpoints without being subject to individual's view of MSS. 
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