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Appendix A – ISO8583 Message Sample 

 

Sample of Online Payment 

Sample Request Message 

0200FABC44C12880C00000000000040000001641234567891472582000000000100000 

000000000000121401262761000000660544012746121419096011051000406914442324

691760100091433 =1909221164593210050534862736EPAYSWITCH ONLN 

LOCATION COLOMBO LKA144144164123456789147258 

Field Value 

MTI 0200 

[001] Bitmap (hex 62) FABC44C12820C0000000000004000000 

[002] Primary Account Number (n..16) 16 4123456789147258 

[003] Processing Code (n6) 200000 

[004] Amount, Transaction (n12) 000000100000 

[005] Amount, Settlement (n12) 000000000000 

[007] Trans. Date/Time (n10) 1214012627 

[009] Conversion rate (n8) 10000006 

[011] System trace audit number (n6) 605440 

[012] Time (n6) 012746 (HHmmss) 

[013] Date (n4) 1214 (MMdd) 

[014] Date, expiration (n4) 1909 

[018] Merchant type (n4) 6011 

[022] Point of service entry mode (n3) 051 

[025] Point of service condition code (n2) 00 

[026] Point of service capture code (n2) 04 

[032] Acquiring institution identification 

code (n..6) 

06 914442 

[035] Track 2 data (n..32) 32 4691760100091433 =19092211645932 

[037] Retrieval reference number (an12) 100505348627 
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[043] Card acceptor terminal identification 

(ans..32) 

36 EPAYSWITCH ONLN LOCATION 

COLOMBO LKA 

[049] Currency code, transaction (n3) 144 

[050] Currency code, settlement (n3) 144 

[103] Account identification 1 (n..16) 16 4123456789147258 
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Sample Response Message 

0200FABC44C12880C00000000000040000001641234567891472582000000000100000 

000000000000121401262761000000660544012746121419096011051000406914442324

691760100091433 =190922116459321005053486270036EPAYSWITCH ONLN 

LOCATION COLOMBO LKA144144 

Field Value 

MTI 0210 

[001] Bitmap (hex 62) FABC44C12A20C0000000000000000000 

[002] Primary Account Number (n..16) 16 4123456789147258 

[003] Processing Code (n6) 200000 

[004] Amount, Transaction (n12) 000000100000 

[005] Amount, Settlement (n12) 000000000000 

[007] Trans. Date/Time (n10) 1214012627 

[009] Conversion rate (n8) 10000006 

[011] System trace audit number (n6) 605440 

[012] Time (n6) 012746 (HHmmss) 

[013] Date (n4) 1214 (MMdd) 

[014] Date, expiration (n4) 1909 

[018] Merchant type (n4) 6011 

[022] Point of service entry mode (n3) 051 

[025] Point of service condition code (n2) 00 

[026] Point of service capture code (n2) 04 

[032] Acquiring institution identification 

code (n..6) 

06 914442 

[035] Track 2 data (n..32) 32 4691760100091433 =19092211645932 

[037] Retrieval reference number (an12) 100505348627 

[039] Response Code (an2) Success: 00 

Declined: 07 

Not enough funds: 51 

Suspicious: 59 

[043] Card acceptor terminal identification 36 EPAYSWITCH ONLN LOCATION 



80 

 

(n..32) COLOMBO LKA 

[049] Currency code, transaction (n3) 144 

[050] Currency code, settlement (n3) 144 
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Appendix B – Important Code Segments 

 

API Service Implementation 

 
Customers.java 

 
public class Customers implements Serializable { 

 

    private static final long serialVersionUID = 1L; 

    private Long customerId; 

    private String fullName; 

    private String nid; 

    private String mobile; 

    private short isActive; 

    private String username; 

    private String password; 

    private String respo; 

 

    public Customers() { 

    } 

    public Long getCustomerId() { 

        return customerId; 

    } 

    public void setCustomerId(Long customerId) { 

        this.customerId = customerId; 

    } 

    public String getFullName() { 

        return fullName; 

    } 

    public void setFullName(String fullName) { 

        this.fullName = fullName; 

    } 

    public String getNid() { 

        return nid; 

    } 

    public void setNid(String nid) { 

        this.nid = nid; 

    } 

    public String getMobile() { 

        return mobile; 

    } 

    public void setMobile(String mobile) { 

        this.mobile = mobile; 

    } 

    public short getIsActive() { 

        return isActive; 

    } 

    public void setIsActive(short isActive) { 

        this.isActive = isActive; 

    } 

    public String getUsername() { 

        return username; 

    } 

    public void setUsername(String username) { 

        this.username = username; 

    } 

    public String getPassword() { 

        return password; 

    } 

    public void setPassword(String password) { 
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        this.password = password; 

    } 

    public String getRespo() { 

        return respo; 

    } 

    public void setRespo(String respo) { 

        this.respo = respo; 

    } 

 

    public Customers[] SignIn(String username, String password) { 

        Customers[] ccArray = null; 

        dbAccess db = new dbAccess(); 

        Connection con = db.GetConnection(); 

        try { 

            Statement stmnt = con.createStatement(); 

            ResultSet result; 

            result = stmnt.executeQuery("CALL sp_login('" + username + "',  '" + 

password + "')"); 

            ccArray = new Customers[1]; 

            while (result.next()) { 

                Customers cc = new Customers(); 

                if (result.getString("resp").equals("0x9300")) { 

                    cc.setRespo(result.getString("resp")); 

                } else { 

                    cc.setRespo(result.getString("resp")); 

                    

cc.setCustomerId(Long.parseLong(result.getString("customer_id"))); 

                    cc.setUsername(result.getString("username")); 

                    cc.setFullName(result.getString("full_name")); 

                    

cc.setIsActive(Short.parseShort(result.getString("is_active"))); 

                } 

                ccArray[0] = cc; 

            } 

        } catch (SQLException ex) { 

            Logger.getLogger(card_service_1.class.getName()).log(Level.SEVERE, 

null, ex); 

        } 

        return ccArray; 

    } 

 

    public String Register(Customers customers) { 

        dbAccess db = new dbAccess(); 

        Connection con = db.GetConnection(); 

        String response = ""; 

        try { 

            Statement stmnt = con.createStatement(); 

            ResultSet result; 

            result = stmnt.executeQuery( 

                    "CALL sp_register(" 

                            + "'" + customers.fullName + "', " 

                            + "'" + customers.nid + "', " 

                            + "'" + customers.mobile + "', " 

                            + "'" + customers.username + "', " 

                            + "'" + customers.password + "' " 

                            + ")"); 

            while (result.next()) { 

                response = result.getString("resp"); 

            } 

        } catch (SQLException ex) { 

            Logger.getLogger(card_service_1.class.getName()).log(Level.SEVERE, 

null, ex); 

        } 

        return response; 

    } 
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    String ChangePass(String CustomerID, String OldPassword, String NewPassword) 

{ 

        dbAccess db = new dbAccess(); 

        Connection con = db.GetConnection(); 

        String response = ""; 

        try { 

            Statement stmnt = con.createStatement(); 

            ResultSet result; 

            result = stmnt.executeQuery( 

                    "CALL sp_change_password(" 

                            + "'" + CustomerID + "', " 

                            + "'" + OldPassword + "', " 

                            + "'" + NewPassword + "' " 

                            + ")"); 

            while (result.next()) { 

                response = result.getString("resp"); 

            } 

        } catch (SQLException ex) { 

            Logger.getLogger(card_service_1.class.getName()).log(Level.SEVERE, 

null, ex); 

        } 

        return response; 

    } 

} 

 

CustomerChannels.java 

 
public class CustomerChannels implements Serializable { 

 

    private static final long serialVersionUID = 1L; 

    private long customerId; 

    private int channelId; 

    private String accountName; 

    private String accountSha256; 

    private String accountMask; 

    private String expiry; 

    private String nameIn; 

    private short isActive; 

    private short isOn; 

    private Float maxOnlineValue; 

    private short isOnlineOn; 

    private Float maxOfflineValue; 

    private short isOfflineOn; 

    private Float maxWithdrawValue; 

    private short isWithdrawOn; 

 

    public CustomerChannels() { 

    } 

    public long getCustomerId() { 

        return customerId; 

    } 

    public void setCustomerId(long customerId) { 

        this.customerId = customerId; 

    } 

    public int getChannelId() { 

        return channelId; 

    } 

    public void setChannelId(int channelId) { 

        this.channelId = channelId; 

    } 

    public String getAccountName() { 

        return accountName; 

    } 

    public void setAccountName(String accountName) { 

        this.accountName = accountName; 

    } 

    public String getAccountSha256() { 
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        return accountSha256; 

    } 

    public void setAccountSha256(String accountSha256) { 

        this.accountSha256 = accountSha256; 

    } 

    public String getAccountMask() { 

        return accountMask; 

    } 

    public void setAccountMask(String accountMask) { 

        this.accountMask = accountMask; 

    } 

    public String getExpiry() { 

        return expiry; 

    } 

    public void setExpiry(String expiry) { 

        this.expiry = expiry; 

    } 

    public String getNameIn() { 

        return nameIn; 

    } 

    public void setNameIn(String nameIn) { 

        this.nameIn = nameIn; 

    } 

    public short getIsActive() { 

        return isActive; 

    } 

    public void setIsActive(short isActive) { 

        this.isActive = isActive; 

    } 

    public short getIsOn() { 

        return isOn; 

    } 

    public void setIsOn(short isOn) { 

        this.isOn = isOn; 

    } 

    public Float getMaxOnlineValue() { 

        return maxOnlineValue; 

    } 

    public void setMaxOnlineValue(Float maxOnlineValue) { 

        this.maxOnlineValue = maxOnlineValue; 

    } 

    public short getIsOnlineOn() { 

        return isOnlineOn; 

    } 

    public void setIsOnlineOn(short isOnlineOn) { 

        this.isOnlineOn = isOnlineOn; 

    } 

    public Float getMaxOfflineValue() { 

        return maxOfflineValue; 

    } 

    public void setMaxOfflineValue(Float maxOfflineValue) { 

        this.maxOfflineValue = maxOfflineValue; 

    } 

    public short getIsOfflineOn() { 

        return isOfflineOn; 

    } 

    public void setIsOfflineOn(short isOfflineOn) { 

        this.isOfflineOn = isOfflineOn; 

    } 

    public Float getMaxWithdrawValue() { 

        return maxWithdrawValue; 

    } 

    public void setMaxWithdrawValue(Float maxWithdrawValue) { 

        this.maxWithdrawValue = maxWithdrawValue; 

    } 

     

    /** 



85 

 

     * 

     * @return 

     */ 

    public short getIsWithdrawOn() { 

        return isWithdrawOn; 

    } 

 

    /** 

     * 

     * @param isWithdrawOn 

     */ 

    public void setIsWithdrawOn(short isWithdrawOn) { 

        this.isWithdrawOn = isWithdrawOn; 

    } 

     

    /** 

     * 

     * @param userID 

     * @param IsActive 

     * @return 

     */ 

    public CustomerChannels[] GetCards(Long userID, String IsActive) { 

        CustomerChannels[] ccArray = null; 

        dbAccess db = new dbAccess(); 

        Connection con = db.GetConnection(); 

        try { 

            Statement stmnt = con.createStatement(); 

            ResultSet result, backResult; 

            result = backResult = stmnt.executeQuery( 

                    "CALL sp_get_cards(" 

                    + "'" + userID + "', " 

                    + "'" + IsActive + "' " 

                    + ")"); 

            int j = 0; 

            while (result.next()) { 

                j++; 

            } 

            ccArray = new CustomerChannels[j]; 

            int i = 0; 

 

            while (backResult.previous()) { 

                CustomerChannels cc = new CustomerChannels(); 

                cc.setAccountSha256(backResult.getString("account_sha256")); 

                cc.setAccountMask(backResult.getString("account_mask")); 

                cc.setAccountName(backResult.getString("account_name")); 

                

cc.setIsActive(Short.parseShort(backResult.getString("is_active"))); 

                cc.setIsOn(Short.parseShort(backResult.getString("is_on"))); 

                ccArray[i] = cc; 

                i++; 

            } 

        } catch (SQLException ex) { 

            Logger.getLogger(card_service_1.class.getName()).log(Level.SEVERE, 

null, ex); 

        } 

        return ccArray; 

    } 

 

    /** 

     * 

     * @param cardData 

     * @return 

     */ 

    public String AddCard(CustomerChannels cardData) { 

        dbAccess db = new dbAccess(); 

        Connection con = db.GetConnection(); 

        String response = ""; 
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        try { 

            Statement stmnt = con.createStatement(); 

            ResultSet result; 

            result = stmnt.executeQuery( 

                    "CALL sp_addcard(" 

                    + "'" + cardData.getCustomerId() + "', " 

                    + "'" + cardData.getAccountName() + "', " 

                    + "'" + cardData.getAccountSha256() + "', " 

                    + "'" + cardData.getAccountMask() + "', " 

                    + "'" + cardData.getExpiry() + "', " 

                    + "'" + cardData.getNameIn() + "' " 

                    + ")"); 

            while (result.next()) { 

                response = result.getString("resp"); 

            } 

        } catch (SQLException ex) { 

            Logger.getLogger(card_service_1.class.getName()).log(Level.SEVERE, 

null, ex); 

        } 

        return response; 

    } 

 

    /** 

     * 

     * @param cardSha256 

     * @return 

     */ 

    public CustomerChannels[] GetCardDetails(String cardSha256) { 

        CustomerChannels[] ccArray = new CustomerChannels[1]; 

        dbAccess db = new dbAccess(); 

        Connection con = db.GetConnection(); 

        try { 

            Statement stmnt = con.createStatement(); 

            ResultSet result; 

            result = stmnt.executeQuery("CALL sp_cardview('" + cardSha256 + 

"')"); 

            while (result.next()) { 

                CustomerChannels cc = new CustomerChannels(); 

                cc.setAccountSha256(result.getString("account_sha256")); 

                cc.setAccountMask(result.getString("account_mask")); 

                cc.setAccountName(result.getString("account_name")); 

                cc.setExpiry(result.getString("expiry")); 

                cc.setNameIn(result.getString("name_in")); 

                cc.setIsOn(Short.parseShort(result.getString("is_on"))); 

                

cc.setMaxOnlineValue(Float.parseFloat(result.getString("max_online_value"))); 

                

cc.setIsOnlineOn(Short.parseShort(result.getString("is_online_on"))); 

                

cc.setMaxOfflineValue(Float.parseFloat(result.getString("max_offline_value"))); 

                

cc.setIsOfflineOn(Short.parseShort(result.getString("is_offline_on"))); 

                

cc.setMaxWithdrawValue(Float.parseFloat(result.getString("max_withdraw_value")))

; 

                

cc.setIsWithdrawOn(Short.parseShort(result.getString("is_withdraw_on"))); 

                ccArray[0] = cc; 

            } 

        } catch (SQLException ex) { 

            Logger.getLogger(card_service_1.class.getName()).log(Level.SEVERE, 

null, ex); 

        } 

        return ccArray; 

    } 

 

    public String UpdateCard(CustomerChannels ccUpdateCard) { 
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        dbAccess db = new dbAccess(); 

        Connection con = db.GetConnection(); 

        String response = ""; 

        try { 

            Statement stmnt = con.createStatement(); 

            ResultSet result; 

            result = stmnt.executeQuery("CALL sp_updatecard(" 

                    + "'" + ccUpdateCard.getAccountSha256() + "', " 

                    + "'" + ccUpdateCard.getCustomerId() + "', " 

                    + "'" + ccUpdateCard.getAccountName() + "', " 

                    + "'" + String.valueOf(ccUpdateCard.getIsOn()) + "', " 

                    + "'" + ccUpdateCard.getMaxOnlineValue() + "', " 

                    + "'" + String.valueOf(ccUpdateCard.getIsOnlineOn()) + "', " 

                    + "'" + ccUpdateCard.getMaxOfflineValue()+ "', " 

                    + "'" + String.valueOf(ccUpdateCard.getIsOfflineOn()) + "', 

" 

                    + "'" + ccUpdateCard.getMaxWithdrawValue()+ "', " 

                    + "'" + String.valueOf(ccUpdateCard.getIsWithdrawOn()) + "' 

" 

                    + ")"); 

            while (result.next()) { 

                response = result.getString("resp"); 

            } 

        } catch (SQLException ex) { 

            Logger.getLogger(card_service_1.class.getName()).log(Level.SEVERE, 

null, ex); 

        } 

        return response; 

    } 

 

    String DeleteCard(String CardSha256, String CustomerID) { 

        dbAccess db = new dbAccess(); 

        Connection con = db.GetConnection(); 

        String response = ""; 

        try { 

            Statement stmnt = con.createStatement(); 

            ResultSet result; 

            result = stmnt.executeQuery( 

                    "CALL sp_deletecard(" 

                    + "'" + CardSha256 + "', " 

                    + "'" + CustomerID + "' " 

                    + ")"); 

            while (result.next()) { 

                response = result.getString("resp"); 

            } 

        } catch (SQLException ex) { 

            Logger.getLogger(card_service_1.class.getName()).log(Level.SEVERE, 

null, ex); 

        } 

        return response; 

    } 

} 

 

 

user_service_1.java 

 
public class user_service_1 { 

 

    /** 

     * This is a sample web service operation 

     * @param username 

     * @param password 

     * @return  

     */ 

    @WebMethod(operationName = "SignIn") 

    public Customers[] SignIn( 

            @WebParam(name = "username") String username,  
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            @WebParam(name = "password") String password) { 

        Customers ccSignIn = new Customers(); 

        return ccSignIn.SignIn(username, password); 

    } 

     

    @WebMethod(operationName = "Register") 

    public String Register( 

            @WebParam(name = "fullname") String fullname, 

            @WebParam(name = "nic") String nic, 

            @WebParam(name = "mobile") String mobile, 

            @WebParam(name = "username") String username, 

            @WebParam(name = "password") String password) { 

        Customers ccRegister = new Customers(); 

        ccRegister.setFullName(fullname); 

        ccRegister.setNid(nic); 

        ccRegister.setMobile(mobile); 

        ccRegister.setUsername(username); 

        ccRegister.setPassword(password); 

        return ccRegister.Register(ccRegister); 

    } 

     

    @WebMethod(operationName = "ChangePass") 

    public String ChangePass( 

            @WebParam(name = "CustomerID") String CustomerID,  

            @WebParam(name = "OldPassword") String OldPassword, 

            @WebParam(name = "NewPassword") String NewPassword) { 

        Customers ccSignIn = new Customers(); 

        return ccSignIn.ChangePass(CustomerID, OldPassword, NewPassword); 

    } 

} 

 

 

card_service_1.java 

 
public class card_service_1 { 

 

    /** 

     * This is a sample web service operation 

     * 

     * @param UserID 

     * @param IsActive 

     * @return CustomerCannels_ 

     */ 

    @WebMethod(operationName = "GetCards") 

    public CustomerChannels[] GetCards( 

            @WebParam(name = "userID") Long UserID,  

            @WebParam(name = "IsActive") String IsActive) { 

        CustomerChannels ccInactive = new CustomerChannels(); 

        return ccInactive.GetCards(UserID, IsActive); 

    } 

 

    /** 

     * 

     * @param CardSha256 

     * @return 

     */ 

    @WebMethod(operationName = "GetCardDetails") 

    public CustomerChannels[] GetCardDetails(@WebParam(name = "CardSha256") 

String CardSha256) { 

        CustomerChannels ccInactive = new CustomerChannels(); 

        return ccInactive.GetCardDetails(CardSha256); 

    } 

     

    /** 

     * 

     * @param CustomerID 

     * @param CardName 
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     * @param CardSha256 

     * @param CardMask 

     * @param Expiry 

     * @param NameInCard 

     * @return 

     */ 

    @WebMethod(operationName = "AddCard") 

    public String AddCard( 

            @WebParam(name = "CustomerID") Long CustomerID, 

            @WebParam(name = "CardName") String CardName, 

            @WebParam(name = "CardSha256") String CardSha256, 

            @WebParam(name = "CardMask") String CardMask, 

            @WebParam(name = "Expiry") String Expiry, 

            @WebParam(name = "NameInCard") String NameInCard) { 

        CustomerChannels ccAddCard = new CustomerChannels(); 

        ccAddCard.setCustomerId(CustomerID); 

        ccAddCard.setAccountName(CardName); 

        ccAddCard.setAccountSha256(CardSha256); 

        ccAddCard.setAccountMask(CardMask); 

        ccAddCard.setExpiry(Expiry); 

        ccAddCard.setNameIn(NameInCard); 

        return ccAddCard.AddCard(ccAddCard); 

    } 

     

    /** 

     * 

     * @param CustomerID 

     * @param CardName 

     * @param CardSha256 

     * @param IsOn 

     * @param MaxOnlineValue 

     * @param IsOnlineOn 

     * @param MaxOfflineValue 

     * @param IsOfflineOn 

     * @param MaxWithdrawValue 

     * @param IsWithdrawOn 

     * @return 

     */ 

    @WebMethod(operationName = "UpdateCard") 

    public String UpdateCard( 

            @WebParam(name = "CustomerID") Long CustomerID, 

            @WebParam(name = "CardName") String CardName, 

            @WebParam(name = "CardSha256") String CardSha256, 

            @WebParam(name = "IsOn") String IsOn, 

            @WebParam(name = "MaxOnlineValue") String MaxOnlineValue, 

            @WebParam(name = "IsOnlineOn") String IsOnlineOn, 

            @WebParam(name = "MaxOfflineValue") String MaxOfflineValue, 

            @WebParam(name = "IsOfflineOn") String IsOfflineOn, 

            @WebParam(name = "MaxWithdrawValue") String MaxWithdrawValue, 

            @WebParam(name = "IsWithdrawOn") String IsWithdrawOn) { 

        CustomerChannels ccUpdateCard = new CustomerChannels(); 

        ccUpdateCard.setCustomerId(CustomerID); 

        ccUpdateCard.setAccountName(CardName); 

        ccUpdateCard.setAccountSha256(CardSha256); 

        ccUpdateCard.setIsOn(Short.parseShort(IsOn)); 

        ccUpdateCard.setMaxOnlineValue(Float.parseFloat(MaxOnlineValue)); 

        ccUpdateCard.setIsOnlineOn(Short.parseShort(IsOnlineOn)); 

        ccUpdateCard.setMaxOfflineValue(Float.parseFloat(MaxOfflineValue)); 

        ccUpdateCard.setIsOfflineOn(Short.parseShort(IsOfflineOn)); 

        ccUpdateCard.setMaxWithdrawValue(Float.parseFloat(MaxWithdrawValue)); 

        ccUpdateCard.setIsWithdrawOn(Short.parseShort(IsWithdrawOn)); 

        return ccUpdateCard.UpdateCard(ccUpdateCard); 

    } 

     

    /** 

     * 

     * @param CardSha256 
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     * @param CustomerID 

     * @return 

     */ 

    @WebMethod(operationName = "DeleteCard") 

    public String DeleteCard( 

            @WebParam(name = "CardSha256") String CardSha256, 

            @WebParam(name = "CustomerID") String CustomerID 

    ) { 

        CustomerChannels ccDeleteCard = new CustomerChannels(); 

        return ccDeleteCard.DeleteCard(CardSha256, CustomerID); 

    } 

} 

 

SOAP Service Requests 
 

“Register” Request 

 

“Register” Response 

 

“SignIn” Request 

 

“ SignIn” Response 

 

“AddCard” Request 

 

“AddCard” Response 

 

“UpdateCard” Request “UpdateCard” Response 
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“GetCards” List Request 

 

 

 

 

 

 

“GetCards” List Response 

 

“GetCardDetails” Request 

 

‘GetCardDetails” Response 

 
“DeleteCard” Request “DeleteCard” Response 
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“GetTransactions” Request 

 

“GetTransactions” Response 
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Appendix C – User Interfaces 

 

Mobile Application 
 

Register All Fields Required 

 

Register Username Exists 

 

 

Sign In All Fields Required 

 

 

Add New Card All Fields Required 
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Add New Card Already Exists 

 

Password Change 

 

Menu Drawer 

 

Transaction Summary 
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Customer and Cards Manager 

User Login 

 

 

Inactive Customers (Activate Customers) 

 

 

Active Customers (Deactivate Customers) 

 

 

Inactive Cards (Activate Cards) 
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Active Cards (Deactivate Cards) 
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Appendix D – Questionnaire and Responses 
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105 

 

 

 

 



106 

 

 

 



107 

 

 


