
+.e> //o 6 P -

XT o; /Hi

Analysis on Secured e-payment Authentication 

Model for E-commerce Portals

WVEfl$/TYn4!nSARy
s*l unka

Sahan Yasiru Walpitagamage

139184N

Dissertation submitted to the Faculty of Information Technology, 
University of Moratuwa, Sri Lanka for the partial fulfillment of the requirements of 

the Master of Science in Information Technology.
y004- \o 

~OCM C04-3)
University of Moratuwa

TH 3/76

IV VD /Son-;
c r' l 3/<SCj ~ 7~h' 3/v^o)

TH3176
April 2016

T H3176



Declaration

We declare that this thesis is our own work and has not been submitted in any form for 

another degree or diploma at any university or other institution of tertiary education. 

Information derived from the published or unpublished work of others has been 

acknowledged in the text and a list of references is given.

Name of Student: Sahan Yasiru Walpitagamge

Signature of Student:

Z? 10-1)Date:

Supervised by:

Name of Supervisor: Dr. Lochandaka Ranathunga

Signature of Supervisor: ....

Date:



Acknowledgment

The success of any project mainly depends on the encouragement and guidelines given 

by others. I would like to take this opportunity to express my gratitude to the people who 

have helped to make this project success. First of all I would like to express my greatest 

appreciation to my project supervisor Dr. Lochandaka Ranathunga who untiringly shared 

his knowledge, experience and valuable guidance to complete this project successfully. I 

would also like to express my gratitude to the professionals who spared their valuable 

time with me in sharing their knowledge. Finally my parents and the support of 

University of Moratwa are also sincerely acknowledged.

Thank you.

ii



Abstract

The research focuses on to introducing a secure e-payment authentication model for e- 

commerce portals. E-commerce can be defined as one of the most rapidly development 

mechanisms in the world economy. Therefore, a secured payment authentication model is 

essential for any e-commerce portal. Also today there are various security mechanisms to 

ensure the security of these e-commerce portals. However, the research background 

analysis has recognized that there are still problematic areas in existing payment 

methods. Therefore, this research mainly focuses on introducing a secured e-payment 

authentication model for e-commerce portals which will ensure the exchange of money 

more securely and conveniently over the internet.

The introducing system is a web based electronic payment authentication processing 

system that can be used to make a secured electronic payment. In order to provide high 

security to the electronic transactions, the system validates the payments by using a 

onetime transaction code generating software installed into users PC or mobile phone. 

This code generating software uses unique hashing polynomial equation for each 

individual. The system only validates the transactions, only if the user enters the correct 

secure code in the transaction processing web page. The solution can mainly provide 

good security against the man in the middle attacks and the phishing attacks. Also this 

system has been designed to minimize the issues in existing electronic payment systems 

by providing a great convenient to the users. As a result, this research can be brought into 

play as a guide for e-payment authentication.
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