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ABSTRACT 

Nowadays, most of the corporates and private users are tend to use the Cloud 

services because of its benefits such as cost reduction, flexibility & scalability, high 

availability, accessibility and many more. When organizations upload their sensitive 

data to the public cloud storage in plain text, the main concern is data security & 

privacy. Cloud data must be protected from the external attackers, intruders and from 

Cloud storage owners as well. There are few examples that even the cloud storage 

providers were involved in the security breaches of the data in their storages. 

Therefore, In order to achieve the data security and privacy in the public cloud 

storages, usually data will be encrypted prior upload to the cloud. However, in public 

cloud storages such as Dropbox, Amazon S3, Mozy, and others, perform data 

deduplication to save space by removing the repeated chunks of the files or data blocks. 

This will help to reduce storage usage and has a cost benefit as well. But when the data 

is encrypted, the de-duplication process is not working as expected and storage space 

savings are lost. 

 This research focuses on identifying a method to overcome these issues in 

public cloud storages when storing sensitive data. This research implements a 

solution/framework for corporate and individual users to use public cloud storage by 

ensuring data security and space saving as well. Implementation of this research will 

introduce an additional application layer between public cloud storage and cloud users. 

It handles communication between the user and the cloud storage and performs the 

data de-duplication and encryption prior to uploading data chunks to the public cloud.  

 

Keywords: Cloud storage, Data security, Data de-duplication, Data encryption, Public 

cloud, Cryptography, Access control, Data Privacy, Authorization 
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