
Chapter 2 

Multi Protocol Label Switching (MPLS) 

2.1 Introduction 

The deployment of a flexible, efficient Internet Protocol/Multiprotocol Label Switching 

(IP/MPLS) packet infrastructure has become the key driver for service providers in 

building next-generation networks (NGNs). There are compelling financial, technological 

and competitive advantages in deploying a converged network. Capital expenditures 

(CAPEX) are focused on efficient and extensible packet infrastructures. Convergence 

allows service providers flexibility and economies of scale that are not possible with 

multiple single-purpose networks. 

When moving from circuit-switched to packet-switched technology operators have to 

implement packet-based connectivity for both voice and data services in the IP core 

network. This means that local area connectivity is needed between core network elements 

on the sites and wide area connectivity is needed between the core network sites. MPLS is 

an Internet Engineering Task Force (IETF) specified framework which provides for 

efficient routing, forwarding and switching of traffic packets through the network. MPLS 

depends independent to layer 2 and 3 protocols. This technology maps IP addresses to 

fixed length labels used by different packet-forwarding and packet-switching 

technologies. MPLS data transmission occurs on label switch paths (LSPs). LSPs are 

sequence of labels at each and every node along the path from source to destination and 

are established prior to data transmission or upon detection of certain flow of traffic. 

For cost efficiency and in order to ensure compatibility with the emerging new services 

IP/MPLS and Ethernet Local Area Network (LAN) are the baseline technologies for the IP 

NGN network connectivity. In addition to being future proof these technologies offer the 

best price performance ratio and best service availability on the market. Additionally the 

IP/MPLS backbone can be used for consolidating dedicated networks such as charging 

network management and Intranet traffic to one unified infrastructure. 

4 



2.2 Brief History of MPLS Communications 

MPLS enables enterprises and service providers to build next-generation intelligent 

net\vorks that can deliver a wide variety of advanced, value-added services over a single 

infrastructure. 

MPLS was originally presented as a way of improving the forwarding speed of routers but 

is now emerging as a significant standard technology that offers new capabilities for large 

scale IP enterprise networks. Traffic engineering, the ability of network operators to 
/ 

specify the path that traffic takes through their network, and Virtual Private Network 

(VPN) support are examples of two key applications where MPLS is superior to any 

currently available IP technology. 

MPLS was originally proposed by a group of engineers from Ipsilon Networks but their 

"IP Switching" technology, which was defined only to work over asynchronous transfer 

mode (ATM), did not achieve market dominance. Cisco Systems, Inc. introduced a related 

proposal, not restricted to A TM transmission, called "Tag Switching". It was a Cisco 

proprietary proposal, and was renamed "Label Switching". It was handed over to the IETF 

for open standardization. The IETF work involved proposals from other vendors, and 

development of a consensus protocol that combined features from several vendors' work. 

The label switching timelines are shown in figure 2.1 and RFC specifications in figure 2.2. 

One original motivation was to allow the creation of simple high-speed switches; however 

for a significant length of time it was not possible to switch IP packets entirely in 

hardware. However, advances in very large scale integration (VLSI) have made such 

devices possible. Therefore the advantages of MPLS primarily revolve around the ability 

to support multiple service models and perform traffic management. 

MPLS has become a leading vehicle for connecting an organization's decentralized 

locations. It offers advantages to both service providers and enterprises. For the service 

provider, MPLS reduces cost, simplifies provisioning, provides wider service coverage, 

and enables differentiated services. In addition to the promise of multiple levels of QoS, 
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Figure 2.1: Label S'vitching Timeline [8] 

MPLS offers the enterprise a meshed architecture, scalability, and network convergence, 

eliminating the need for multiple networks. 

If we consider a norn1ally routed environment, frames pass from a source to a destination 

in a hop-by-hop basis. Transit routers evaluate each frame's layer 3 headers and perform a 

route table lookup to determine the next hop toward the destination. This tends to reduce 

throughput in a network because of the intensive processor requirements to process each 

frame. Although some routers implement hardware and software switching techniques to 

accelerate the evaluation process by creating high-speed cache entries, these methods rely 

upon the layer 3 routing protocol to determine the path to the destination. 

Unfortunately, routing protocols have little visibility into the layer 2 characteristics of the 

network, particularly in regard to QoS and loading. Rapid changes in the type and quantity 

of traffic handled by the Internet and the explosion in the number of Internet users are 

putting an unprecedented strain on the Internet's infrastructure. This pressure mandates 

new traffic-management solutions. MPLS and its predecessor, tag switching, are aimed at 

resolving many of the challenges facing an evolving Internet and high-speed data 

communications demands in general. [20] 
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Standard Description 

RFC 3031 MPLS Architecture 

RFC 3032 MPLS Label Stack Encoding 

RFC 3035 MPLS using LDP and A TM VC Switching 
--

RFC 3036 LDP Specification 

Figure 2.2: IETF Standards 

To meet these new demands, MPLS changes the hop-by-hop paradigm by enabling 

devices to specify paths in the network based upon Qo~ and bandwidth needs of the 

applications. In other words, path selection can now take into account layer 2 attributes. 

Before MPLS, vendors implemented proprietary methods for switching frames with 

values other than the layer 3 headers. 

I 

As a brief reminder of how MPLS operates, recall that in the typical network without 

MPLS, packet paths are determined in real time as routers decide each packet's 

appropriate next hop. Conventional IP routing requires time and eliminates opportunity to 

influence packet's paths. With MPLS, explicit and pre-defined network paths transport 

specific types of traffic. MPLS solved the problem that router manufacturers faced when 

incorporating QoS into very large IP-VPN networks ensuring that each and every router 

can identify and process each and every traffic flow appropriately otherwise requires so 

much processing power as to be ineffective and non-scaleable. 

A better approach, and the one that MPLS adopts, is to label traffic flows at the edge of 

the network and let core routers identify the required class of service with a simple and 

quick label check. MPLS reduces the burden of differentiating types of traffic and 

assigning appropriate class-of-service labels by focusing the task on the edge of the MPLS 

network on a router, called the Label Edge Router (LER) and optimally, the MPLS labels 

indicates the best and fastest service classes go into the most urgent applications packets 

queues. Figure 2.3 shows a typical MPLS network. 
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Figure 2.3: Typical MPLS block diagram [9] 

Traditional IP networks are connectionless; when a packet is received, the router 

dctennincs the next hop using the destination IP address on the packet alongside 

information from its own forwarding table. The router's forwarding tables contain 

infom1ation on the network topology. They use an IP routing protocol, such as open 

Shortest Path First (OSPF), Intermediate System-to-Intermediate System (IS-IS), Border 

Gateway Protocol (BGP), Routing Information Protocol (RIP) or static configuration, to 

keep their information synchronized with changes in the network. 

MPLS also uses IP addresses, either version 4 or 6, to identify end points and intermediate 

s\vitches and routers. This makes MPLS networks IP-compatible and easily integrated 

with traditional IP networks. However, unlike traditional IP, MPLS flows are connection

oriented and packets are routed along pre-configured Label Switched Paths (LSPs). 

Moreover services such as broadband available to a mass market open up a wide variety of 

interactive communications for both consumers and businesses, bringing to reality 

interactive video networks, interactive banking and shopping from the home, and 

interactive distance learning. Therefore despite some initial challenges MPLS will play an 

important role in the routing, switching, and forwarding packets through the next 

generation networks in order to meet the service demand of the network end users. 
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2.3 Benefits of using MPLS Communication 

Communication systems using MPLS have a number of extremely attractive features. It 

addresses today's network backbone requirements effectively by providing a standard 

based solution. Therefore it is useful to consider the merits and special features offered by 

I PiMPLS infrastructure over conventional layer 3 IP routing. Some of the advantages are 

described below. 

1. Profitability increases as capital and operational expenditures decrease with a 
/ 

converged network and services revenues increase. MPLS-TE also provides 

higher return on network backbone infrastructure investment because the best 

route between a pair of point of presence (PoPs) is detem1ined taking into 

account the constraints of the backbone network and the total traffic load on 

the backbone. 

2. Improves packet performance in the network by simplifying forwarding 

through layer 2 switching and routing via switching at wired line speeds. Since 

MPLS is simple it caters for easy deployment. 

3. QoS and class of service (COS) are easily supported for differentiating services 

by using traffic engineering path setups and helps to ensure service guarantees. 

MPLS also provisions for constrained-based and explicit path setup. 

4. MPLS integrates IP and ATM by bridging between access IP and core ATM 

while reusing existing router or A TM hardware effectively. 

5. MPLS builds interoperable networks due its standard based solution that 

achieves synergy between IP and ATM networks and also facilitates IP over 

Synchronous Optical Network (SONET) integration in optical switching. 

MPLS supports to build scalable VPNs with TE capability. 

Along with the above features the concept of a label has been extended in Generalized 

MPLS (GMPLS) where the label no longer needs to be carried as an identifier on the data 
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tlow, but may be implicit. For example, time-slots in Synchronous Optical Network , 

Synchronous Digital Hierarchy (SONET/SDH) and wavelengths in Dense Wavelength 

Division Multiplexing (DWDM) can be labels. In these cases, the label switching 

operations translate to operations such as "switching incoming wavelength onto this 

outgoing wavelength". GMPLS is therefore ideal for optical networking, and many 

extensions to the protocols have been defined, including user-to-network interfaces and 

network-to-network interfaces. 

Therefore in overall, network complexity is reduced as overlay network infrastructures are 
/ 

reduced and eliminated thus lowering operational expenditures and costs are also reduced 

because a number of important processes are automated, including set up, configuration, 

mapping, and selection of MPLS-TE tunnels. Service revenues increase as it becomes 

easier to offer innovative new services, with faster time to market, to all customers. 

2.4 Architecture of MPLS Protocol Stack 

Figure 2.4 shows MPLS protocol stack. The two main sections are control plane and data 

plane. First one could be an embedded processor for fast efficient operation and data plane 

could be implemented in programmable logic. The "IP Fwd" is the usual forwarding 

module at layer 3 to do routing based on next hop information in fact MPLS "Fwd" 

forwarding module matches a label to an outgoing port for a given packet. 

From the diagram LOP module uses TCP for reliable transmission of control data from 

one LSR to another during a session. Label distribution protocol (LOP) is a new protocol 

that defines a set of procedures and messages by which one LSR infom1s another of the 

label bindings it has made. The LOP maintains the Label information base (LIB) and uses 

user datagram protocol (UDP) during discovery phase. During this phase LSR tries to 

identify neighboring elements and signals itself to inform about its presence in the 

network using hello messages. 

LOP protocol structure is illustrated in figure 2.4 and protocol stack fields are described 

below. More on LOP messages are explained in section 2.7.4 and LOP header is shown in 

figure 2.5 with header fields described below. 

10 



Control Plane 

Data Plane 

+--+ 
A 

Data LINK Data LINK 

B 
PHY PHY 

c 
Data LINK +--+ 

f-------lo 
PHY 

A.B,C,O packet flow. MPLS header is attached for packets Band C 

..t 

Figure 2.4: Typical MPLS Protocol Stack [1 OJ 

a. Version - The protocol version number. The present number is 1. 

b. PDU Length - The total length of the Protocol Data Unit (PDU) excluding the 

version and the PDU length field. 

c. LDP identifier - This field uniquely identifies the label space of the sending 

LSR for which this PDU applies. The first 4 bytes encode the IP address 

assigned to the LSR. The last 2 indicate a label space within the LSR. 

2 bytes 

Version POU Length 

LOP Identifier - 6 bytes 

Figure 2.5: LDP Header [ 18] 

a. LDP = Label distribution protocol 

b. LIB = Label information base; table of labels mapping input port/label to output 

port/label 

c. CR-LDP = Constraint-based (CR) LDP, used for traffic engmeenng; resource 

reservation protocol traffic engineering (RSVP-TE) is another signaling 

mechanism used for traffic engineering 

d. Internet protocol (IP) FWD = Next hop forwarding based on IP address; longest 

match forwarding used 
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e. TCP = Transmission control protocol 

f. MPLS FWD = Label switching based on MPLS label and LIB lookup 

g. UDP =User datagram protocol 

2.5 MPLS ~etwork Overview 

......... __ 
egress edge 

LER 

MPLS Network 

8 LIB Lookups 

Label switched path (LSP) 

Figure 2.6: MPLS Network Overview 

-:~ 

Routers at the edge of the network are known as Label Edge Routers (LERs) and routers 

at the MPLS core is known as Label Switch Routers (LSRs). An edge router converts IP 

packets to MPLS labels and vise versa. An ingress LER is the one by which a packet 

enters the MPLS network, an egress LER is one by which a packet leaves the MPLS 

network as shown in figure 2.6. Labels are small identifiers placed in the traffic. They are 

inserted by the ingress LER, and subsequently removed by the egress LER, so nothing 

will remain to perplex the non-MPLS devices outside the MPLS network. 

As traffic transits the MPLS network, label tables are consulted in each MPLS device. 

These are known as the Label Information Base (LIB). By looking up the inbound 

interface and label in the LIB, the outbound interface and label are detem1ined. The LSR 

can then substitute the outbound label for the incoming, and forward the frame. 
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2.6 Traditional Routing and Packet Switching 

As the demand for higher data rates emerged devices with capabilities to switch at the 

data-link and network layers in hardware are needed. Layer 2 switching devices addresses 

the bottlenecks within the subnets of LAN and layer 3 switching devices reduced the 

bottleneck in layer-3 routing by moving route lookup forwarding to high speed switching 

hardware. Initial solutions address the need for wire speed transfer of packets but they did 

not consider the service requirements of the information contained in the packets. Most of 

the routing protocols are based on shortest path and does not take other factors such as 

jitter, delay and congestion which could further degrade t}{e network performance. 

2. 7 MPLS Operation 
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Figure 2.7: MPLS Operation [3] 

Figure 2. 7 illustrates the flow of a packet through an MPLS-enabled network. The source 

network is on the left and the destination network on the right. The large cloud in the 

center is the MPLS WAN cloud. Some times LERs are also called ingress/egress LSR 
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From the above diagram existing routing protocols OSPF, IS-IS establishes the 

reachability of the destination networks and LDP establishes label-to-destination network 

mappings. Ingress edge LSR receives a packet, perfom1s layer-3 value-added services, and 

labels the packets. LSR switches the packet using label swapping and Egress edge LSR 

removes the label and delivers the packet to final destination. Figure 2.8 illustrates more 

detailed view of the MPLS operation. 

/ 

A 

source 

..._ 

MPLS Network 

------------~ 

Oal~ Flow Destinatwn 
................ Label Requests 

· - Label Distribution 

Figure 2.8: Packet Flow in MPLS 

From the figure 2.8 the following steps must be taken for a data packet to travel through 

an MPLS cloud. 

1. Label creation and distribution - Before any traffic begins the routers make the 

decision to bind a label to a specific Forward Equivalent Class (FEC) and build 

their tables. In LDP, downstream routers initiate the distribution of labels and the 

label/FEC binding. 

2. Table creation at each router - On receipt of label bindings each LSR creates 

entries in the LIB. The contents of the table will specify the mapping between a 
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label and an FEC. The entries are updated whenever renegotiation of the label 

bindings occurs. 

3. Label-switched path creation- The LSPs are created in the reverse direction to the 

creation of entries in the LIBs. 

4. Label insertion/table lookup- The first router LER-A uses the LIB table to find the 

next hop and request a label for the specific FEC. Subsequent routers just use the 

label to find the next hop. Once the packet reaches the egress LER-D, the label is 
... 

removed and the packet is supplied to the destination. 

5. Packet forwarding- LER-A may not have any labels for this packet as it is the first 

occurrence of this request. In an IP network, it will find the longest address match 

to find the next hop. For example let LSR-Cl be the next hop for LER-A. 

a. LER-A will initiate a label request toward LSR-Cl.This request will 

propagate through the network as indicated as "label requests" in diagram. 

b. Each intermediary router will receive a label from its downstream router 

starting from LER-E and going upstream till LER-A. The LSP setup is 

indicated as "label distribution" in the diagram using LDP or any other 

signaling protocol. If traffic engineering is required, constrained based 

(CR) LDP will be used in determining the actual path setup to ensure the 

QoS/CoS) requirements. 

c. LER-A will insert the label and forward the packet to LSR-Cl 

d. Each subsequent LSR, i.e., LSR-C2 and LSR-C3 will examine the label in 

the received packet, replace it with the outgoing label and forward it. 

e. When the packet reaches LER-D, it will remove the label because the 

packet is departing from an MPLS domain and deliver it to the destination. 

f. The actual data path followed by the packet is indicated as "data flow" in 

the diagram. 
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2.7.1 Label Switch Routers (LSRs) or Label Edge Routers (LERs) 

The devices those take participate in an MPLS operation from the above Figure 2.8 are 

Label Edge Routers (LER) and Label Switch Routers (LSR). A core router (C1, C2 or C3) 

is a high speed router having hardware Application Specific Integrated Circuits (ASICs) 

for which participates in the establishment of LSPs using appropriate Label signaling 

protocol for switching data traffic based on established paths. 

An I ,ER is a device that operates at the perimeter of the access and the MPLS networks 

supporting multiple ports connecting to dissimilar network:vsuch as Ethernet, ATM, PPP, 

Frame relay and forwards those traffic on to MPLS after establishing the LSPs, using LDP 

at the ingress. This traffic then distributed to the egress and back to the access. A LERs 

main job is removal and assignment of labels for input and output traffic. 

2.7.2 Forward Equivalent Class (FEC) 

A group of IP packets which are forwarded in the same manner, for example over the 

same path, with the same forwarding treatment and all packets in such group are given 

same treatment routing to the destination. MPLS assigns a particular packet to a particular 

FEC once only as packet enters the network. FEC's are based on service requirements for 

a given set of packets. Each LSR builds a table to specify how the packet is forwarded 

which is known as Label Inforn1ation Base (LIB) having FEC to label bindings. 

2.7.3 Labels and Label Bindings 

A label is the simplest forn1 of path in which a packet traverses. A label is carried or 

encapsulated in a layer 2 header along with the packet. The receiving router examines the 

packet for its label details to determine the next hop. Once packet has been labeled the 

entire path it would take is based on label switching. These label values are local 

significance only which means they belong to hops between the LSRs only. 

Once a packet has been classified as a new or existing FEC, a label is assigned to the 

packet and these label values are obtained from the underlying data link layer. The packets 

are then forwarded based on the label value. Labels are bound to FEC as a result of some 
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event or policy that indicates a need for such bindings. These events can be either data or 

e\·ent driven. 

Label assignment could be based on several criteria such as destination unicast routing, 

traffic engineering, multicast, virtual private network or Quality of Service. 

Generic MPLS header format is illustrated in figure 2.9. These labels can be inserted as a 

shim header between layer 2 and layer 3 headers or as a header of data link layer in case of 

ATM or Frame relay. A shim header is a special header placed between layer 2 and layer 3 
" 

of the OSI model. The shim header contains the label used to forward the MPLS packets. 

The Shim Header consists of 32 bits in four parts- twenty bits are used for the label, three 

bits for experimental functions, one bit for stack function, and eight bits for time to live 

(TTL). 

.. 

\ 
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Layer 2 
Header 

20 

MPLS 
Header 

3 

/ 
/ _... 

IP 
Header 

8 

/ 
/ 

-

4 bytes 

User Data 

Figure 2.9: MPLS Header [11] 

The 32 bit MPLS header contains the following fields, 

a. Label - 20bits and carries the actual value of MPLS label 

b. CoS- 3 bits and can affect the queuing and discard algorithms applied to 

packets when transmitted through the network 

c. S- Stack 1 bit which supports hierarchical label stack 

d. TTL- 8 bits, provides normal IP TTL functionality 
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2.7.4 Label Creation and Distribution 

Labels can be created using several methods. Topology based method uses normal 

processing of routing protocols of OSPF and BGP. Request uses processing of request 

based control traffic such as RSVP. Traffic based method uses reception of packet to 

trigger assignment and label distribution. The first two are control driven bindings and the 

final one is data driven bindings. 

There is variety of ways to signal label distribution. Existin9 routing protocol BGP have 

been enhanced to piggyback the label information within the contents of the protocol. 

RSVP also has been extended to support piggybacked exchange of labels. The IETF has 

delined a nc\v protocol known as LDP to explicit signaling and management of label 

space. Extensions to LDP protocol have also been defined to support explicit based QoS 

and CoS requirements. These extensions are mentioned in the constraint based routing 

CR-LDP protocol definition. 

Varies schemes are used for label exchange. LDP maps unicast IP destinations to labels. 

RSVP or CR-LDP is used for TE and resource reservation to effectively utilize the link 

capacity. Protocol Independent Multicast (PIM) is used for multicast states label mapping 

and BGP is used for external VPN labels. 

Label Label 
mapping mapping 

'""'~" ~ - - - -- Core Egress 
Router ~--- --~ '-,...!\ Router Router .-· "'- - .,.,, ~-·> ·"-: j 

i··-- (lER) . Label (LSR) .-' Labs I ~- {LER) I~ 
·-- --· request ···-· _./" request 

../ Packet flow 

Figure 2.10: Label Request and Label Mapping 
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Labels are distributed using request and mapping mechanisms. Using label request 

mechanism, an LSR requests a label from its peer downstream neighbor so that it can bind 

to a specific FEC. This mechanism is implemented down the line of other LSR's until the 

egress LER where the packet exist the MPLS cloud. In response to label request 

downstream LSR will send a label to its initiator using label mapping mechanism. These 

requests are shown in figure 2.1 0. 

LOP is a new application layer protocol for distributing label binding information to 

LSRs. It is used to map FEC tables which in turn create LSPs and LOP sessions are 
/ 

established between LOP peers in the MPLS network. Following types of messages are 

exchanged by peers. 

1. Discovery messages- announce and maintain the presence of an LSR in a network 

2. Session messages- establish, maintain, and terminate sessions between LOP peers 

3. Advertisement messages- create, change, and delete label mappings for FECs 

4. Notification messages -provide advisory information and signal error information 

2.7.5 Label Switched Paths (LSPs) 

A path is established before the data transmission starts in an MPLS cloud and this path is 

a representation of a FEC. MPLS provides two options to set up an LSP path described 

below. The LSP setup for an FEC is unidirectional. The return traffic must take another 

LSP path. Two ways of LSP creation by an LSR is described below. 

Hop-by-Hop routing - Each LSR independently selects the next hop for a given FEC. 

LSRs support any available routing protocols (OSPF, ATM, etc). This is very similar that 

is used in current IP networks. 

Explicit routing - Is similar to source routing. The ingress LSR where the data packet to 

the network first originates specifies the list of nodes through which the packet traverses. 

Along the path resources may be allocated to guarantee QoS to data traffic which eases TE 

throughout the network and differentiated services can be provided using flows based on 

policies. 
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Labels used by an LSR for FEC label bindings can be per platform or per interface. In first 

label values are unique across the whole network and labels are allocated form a common 

pool. Label distributed on different interfaces will not have same value. In per interface, 

label ranges are associated with interfaces and multiple labels pools are defined for 

interfaces. The labels provided in those interfaces are allocated from the separate pools 

and label values on different interfaces could be the same. 

/ 
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