
Chapter 4 

MPLS and Quality of Service 

4.1 Overview 

QoS is a general term that, in the IP VPN environment, refers to the ability to set control 

mechanisms that allows data packets to be handled in a mapner that guarantees certain 

levels of perfom1ance. It must be highlighted that QoS is not in itself a protocol or 

standard like TCP/IP or MPLS. Generally in a modem IP VPN environment, the preferred 

technical mechanism for establishing QoS is the Differentiated Services (DiffServ) 

standard. DiffServ allows for class-based traffic management. 

The ability to differentiate one type of traffic from another as it passes from a non-MPLS 

edge to an MPLS core is essential to ensure that applications are assigned to the correct 

class of service. Only with precise classification can applications be treated according to 

their respective business importance. Businesses can use QoS to optimize their entire data 

or MPLS VPN network to ensure the consistent and cost effective delivery of critical 

communications. QoS also allows for efficient management in the event of unanticipated 

congestion or other network issues impacting on the applications. If you tum off QoS in 

sections of a network you may lose the ability to track end-to-end application sessiOn 

performance. Therefore QoS can optimize your network to ensure business critical 

communications are consistently delivered when and where they're needed [ 13]. 

4.2 Differentiated Services 

Conventionally all packets are treated as best effort (BE) and routers forward Internet 

traffic on a first-in-first-out basis as long as the there is enough buffer capacity on the 

interface. As the amount of traffic on the Internet grows the network performance 

gradually decreases, causing network degradation, network delay or jitter, and packet loss. 

Applications such as Web access, email, and file transfer can typically withstand network 

delays, but delay-sensitive applications such as voice, video, and other real-time 
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applications cannot. To provide adequate service in a network, some level of intelligence 

must be built into the network so that packets are prioritized. A differentiated service 

Pre-cedence Type of Service 

Figure 4.1: IP version 4 Type of Service (TOS) field 

/ 

(DiffServ) is one of the QoS architectures which have proven to be scalable and widely 

used and defined in RFC 2475 [14]. 

Differentiated services has two major components, namely 

• Traffic conditioning - Includes policing and shaping for the packets arriving at 

edge router or LER 

• Per-Hop-Behaviors (PHB)- Includes queuing, scheduling and dropping of packets 

which is done at each hop 

Initially packets have to be classified and matched against parameters from the IP header 

such as IP destination, IP source or differentiated service code point (DSCP) values. 

Originally, the TOS field in IP header had 3 precedence bits and 4 TOS bits and 1 unused 

bit. Precedence bits were used to make various decisions about a packet treatment and 

used of TOS bits was never well deployed. The precedence bits are set at edge of the 

network into 8 different classes. Figure 4.1 illustrates the TOS fields and their bit 

descriptions are mentioned below. 

LSB bits are precedence values showing packet relative priority from 0 to 7: 

0 -Routine 

1 -Priority 

2 - Immediate 

3- Flash 

4 - Flash Override 
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5- Critical 

6 - Internet Control 

7 Network Control 

ros fields indicate packet classif]cations and 5 combinations are defined: 

0- Normal service 

2 - Minimum monetary cost 

2 - Maximum reliability 

4 - Maximize throughput 

5 - Minimize delay 

_,. 

IETF redefined RFC 2475 of DiffServ architecture defining 6 bits for Type-of-Services 

field to form 64 combinations for packet treatment. Remaining 2 bits are used for Explicit 

Congestion Notification (ECN). Table 4.2 shows the DSCP fields in decimal groups. 

IP Precedence DSCP 
Decimal Bits Decimal Bits 

I 0 000 0 000000 
! 1 001 8 001000 

I~ 
010 16 010000 
011 24 011000 

i 4 100 32 100000 
Is 101 40 101000 

6 110 48 110000 
!7 Ill 56 111000 

Table 4.2: DSCP and IP Precedence mappings 

From the above table, the 8 precedence values are called classes and DSCP bits mapped to 

them are called Class Sector Code Points (CSCP) and abbreviated as class selectors (CS). 

RFC 2597, 2598 defines additional 13 DSCP values known as Assured Forwarding (AF) 

and Expedited Forwarding (EF) which are shown in the table below 4.3. AF and EF are 

further explained in section 4.2 [ 15]. 
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I Class DSCP decimal DSCP bits 
Default 0 000000 

; AFll 10 001010 
.. - -----

. AF12 12 001100 
AF13 I 14 001110 

I AF21 18 010010 
: AF22 20 010100 
, AF23 22 010110 
I AF31 26 011010 

-· -· 

AF32 28 011100 
AF33 30 011110 

I AF41 34 100010 
1 AF42 36 ..,100100 
l AF43 38 100110 
I EF 46 101110 

Table 4.3: DSCP AF and EF values 

DiffServ provides a simple way to categorize and prioritize network traffic aggregates. In 

IP version 4, where every router looked at the address, protocol, and port number fields, 

and then applied classification rules to each packet on a per-hop basis and classification 

rules \Vcre applied to a 4-bit TOS field and then a forwarding decision was made. DiffServ 

takes the IP TOS field, as a differential services byte, and uses it to carry information 

about IP packet service requirements. It operates at layer 3 only and does not deal with 

lower layers. DiffServ relies on traffic conditioners sitting at the edge of the network to 

indicate each packet's requirements. 

4.3 Per-Hop Behaviors (PHBs) and Codepoints 

PHBs are applied by the traffic conditioner to traffic at a network ingress point according 

to pre-determined policy rules. The traffic may be marked at this point, routed according 

to the marking, and then unmarked at the network egress point. DiffServ provides a simple 

method of classifying services of various applications. There are currently two standard 

PHBs defined that effectively represent two traffic classes, namely, 

a. Expedited Forwarding (EF) - is defined for low loss, low delay and low jitter 

service and any traffic that exceeds the defined policy will be discarded. The 

recommended DSCP value for this is 46. 
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b. Assured Forwarding (AF) - has four classes and three drop-precedence's 

within each class (equaling twelve code points). Excess AF traffic is not 

delivered with as high a probability as the traffic within the policy means it 

may be demoted but not necessarily dropped. 

: Drop Order Class I Class 2 Class 3 Class 4 
I Low AF11=001010 AF2 1 =0 1 00 1 0 AF31 =0 11 0 1 0 AF41=100010 

:'vledium AF12=001100 AF22=0 10100 AF32=011100 AF42=100100 
! lligh - AF13=001110 Af23=010110 AF33=011110 AF43=100110 _,_._ 

Table 4.4: General drop order based on clOlSses [8] 

The packets are marked at the edge of the network, by setting the DSCP fields of the 

packets according to their differentiated service value. Packets are buffered and scheduled 

in accordance to their DSCP values throughout the network by Weighted Random Early 

Detection (WRED) and Weighted Round Robin (WRR). Important traffic such as network 

control traffic and from corporate customers will be forwarded with high priority. The 

DSCP 6 bits is used to queue and schedule packets. General drop order for classes is 

shmvn in table 4.4. 

4.4 IP Service Level Agreements (SLAs) 

ln response to escalating performance requirements for critical applications, converged IP 

networks must become optimized for performance levels. Service Level Agreements 

(SLAs) that support application solutions are becoming an increasingly common 

requirement, and SLAs in the IP infrastructure are an essential part of optimizing the 

network for business. Network equipment must therefore verify service guarantees, 

validate network perfom1ance, improve network reliability, proactively identify network 

issues, and react to performance metrics with changes to the configuration and network. 

Traditional SLAs are layer 2 circuit-switched networks. These networks must meet a 

Committed Information Rate (CIR), or minimal guaranteed bandwidth, as well as a 

minimum guaranteed connectivity rate, which is expressed as a percentage (example: 

99.9%). This SLA is a fixed point-to-point circuit in no way indicative of the end-to-end 
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expenence of the end-user and their application. Moreover, the SLA goes with the 

customer following a migration from the legacy circuit( s) to other transport options. 

Therefore these traditional SLAs are limited and application-unaware. 

Customer 
CPE1 

·- Application Aware IP SLA 

Figure 4.5: End to End IPSLA 

- -1>- Customer 
CPE2 

IP networks are currently held accountable for carrying all types of applications that 

require networks and the Internet to provide the appropriate level of service for the 

appropriate application. These include integrated web, voice, video, and business-critical 

applications. In order to make real-time network decisions that ensure application QoS, it 

is important to measure end-to-end network performance statistics as data traverses the 

network. This end-to-end measurement is the only way to accurately assess whether the 

performance statistics are satisfactory enough to support the application(s). This is shown 

in figure 4. 5 and some of the main market drivers for requirement of enhanced SLAs are, 

I. Business-Critical Applications -

a. These are individual needs of the customers. (example; Enterprise 

Resource Management (ERP), Customer Relationship Management 

(CRM), Material Requirements Planning (MRP), portals, and client-server 

applications etc.) In order to meet business objectives, service providers 

must deliver these applications with a high degree of network performance. 

This can only be accomplished with a dynamic network that measures, 

adjusts, warns and assists with problem identification and troubleshooting. 
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2. Voice-

a. Dedicating a single converged network connection to voice, video, and data 

traffic reduces network complexity, resulting in measurable cost savings in 

hardware, software, and management while ensuring quality. 

3. Audio/Video Conferencing -

a. As virtual teams, global offices, and telecommuting are become more 

frequent, there is a corresponding increase in the importance of video and 

audio services. Examples of emerging applications include: 
" 

1. Audio and web conferencing tools allow real-time meeting places. 

11. Voice over IP (VoiP) phones in home offices enables 

telecommuters to traverse the company network. 

111. Seamless interface for scheduling and hosting multimedia 

conferences. 

IV. Unified messaging which is integration of voice, email, fax, and 

scheduling into one interface accessible both via voice and online. 

v. All of these value-added applications depend on an IP network that 

can deliver an appropriate level of network performance. 

4. Virtual Private Networks (VPNs)-

a. Customers could easily upgrade their network traffic over the MPLS VPN 

circuits when the provider can ensure the requested bandwidth and QoS 

with confidence. The increasing frequency of MPLS VPNs with QoS 

guarantees requires providers to pay closer attention to network 

performance. 

5. Outsourcing Services-

a. Many enterprises outsource their network and services from service 

providers. In the agreement, pricing are based upon variety of criteria 

related to network uptime, mean-time-to-repair (MTTR), bandwidth, 

latency, packet loss, and jitter. The agreements can also be specific to 

traffic types like database application (Premium package), Internet (Silver 

package) and email (Bronze package) etc. 
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Network engineers can use a variety of benchmarks, including delay, packet loss, jitter, 

packet sequencing and connectivity, to measure the quality of service delivered to the end 

user. An IP infrastructure that supports these metrics ensures a successful network-wide 

rollout of business-critical applications. 

Therefore, to ensure application delivery for customers, SLAs need to be tight. An IP SLA 

is an SLA that is set very precisely and thus provides a service level that is both realistic 

and high quality. Service Providers that support improved IP SLAs have the opportunity 
" 

to increase their business and to successfully rollout new applications. In order to tighten 

network SLAs, service providers need technology that support metrics and accuracy 

within the IP infrastructure. 

In this thesis, considering the need for IP SLA a software program has been developed 

based on JAVA and SNMP libraries which gather network performance metrics such as 

end-to-end delay, jitter, and availability and application performance (http) for each VPN 

customer circuits. The results are represented in graphs including summary which will 

ensure the service provider to deliver what customer expects. Standard SLA programs are 

much expensive asset in a service provider's CAPEX. Therefore this has been developed 

as a low cost solution which could be used as a tool until service provider's maturity. 

SNMP is one of the most commonly used technologies when it comes to network 

bandwidth and performance monitoring. Collections of information of device statistics are 

represented hierarchically in the devices Management Information Base (MIB). Object 

Identifiers (OIDs) uniquely identify managed objects within MIB hierarchy and SNMP is 

used to access them. OIDs are represented as a tree structure and each vendor have their 

own OIDs under the "private" column in an OlD Tree. Figure 4.6 shows an OlD tree 

hierarchy for CISCO. For example a complete OlD for CISCO router 7604 to obtain 

protocol information would be 1.3.6.1.4.1.9.9.42.1.2.2.1.1.X, where X is a number unique 

to a particular SLA which is used when configuring SLA in that device. The MIB used in 

this work is CISCO-RTTMON [16], [17] to query SLA details from CISCO devices. 
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This program uses SNMP JFreeChart to display graphs and SNMP4J libraries to query 

SNMP enabled devices and also uses Access database to store user information and 

perfonnance mercies for each SLA types concerned. The program is tested with CISCO 

7600 and 12000 series routers from a live MPLS network but can be customized for any 

equipment that supports SNMP and having their MIBs for the required OIDs to gather 

different SLAs. Figure 4.7 (a) and (b) shows the flow chart of the program operation using 

SNMP. 
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Figure 4.6: MIB tree for vendor CISCO ( 1.3 .6.1.4.1.9 .X.X.X.X.X) where "X" represents values 

specific to a product. 

The flow chart below in figure 4.7 shows the operation of the program. Figure 4.7 (a) is 

the main polling program which uses SNMP to establish connection with SNMP enabled 

nodes and query configured SLA parameters in a sequence. Figure 4. 7 (b) describes 

Yiewing of customer performance reports. Once a customer and SLA is selected, the 

program retrieves data from database, perform any calculation if necessary and populate 

results graphically. 
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Figure 4.7: SLA program logic to generate performance reports. 

Each SLA parameter is maintained in separate tables in an Access database. Average 

values are calculated from the returned values from the devices in response to a query 

Crom the program and database is updated periodically. The polling time is 10 minutes but 

this could be customized. 
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