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CHAPTER 5: DISCUSSION  

 

This chapter is to discuss and compare the current available strategies to deal with 

most significant risks in Sri Lankan software industry.  Those significant risks are 

identified from the results obtained from the survey. The identification of the currently 

available strategies for the most significant risks is obtained from the literature 

reviews, interviews conducted and the responses to the open ended question in the 

questionnaire.  

 

5.1 Comparison of the Current Available Strategies to Most 

Significant Risks  

The researcher has identified 67 risks and verifies them from the literature survey, 

interviews conducted and the expert opinion. Ratings of all the risks were analyzed 

along with the evaluation aspect. Researcher takes the risks which have the rating of 

3.5 and above as the most significant risks and discuss and compare the available 

strategies.  

 

 

 

 

 

 

 

 

 



74 

 

Risk (Evaluation Aspect) Risk Response Strategy 

1. Unclear or misunderstood scope or requirement Consult domain-experts to validate the requirements for completeness & un-ambiguity. 

Well defined CR (change request) procedures agreed upon with client. Discuss at least 

some implementation level details with developers before finalizing specs. 

2. Continuous requirement changes Signed off requirements specifications should be the norm. Additional clauses where the 

client is responsible for vague user requirements will be helpful 

Do not start development until the client signs-off on the requirement specification 

document. 

Spend more time and give more priority on gathering user requirements and verifying the 

specifications, where most of the time companies start their developments before 

specifications get finalized due to project time factor. 

3. Missing or not define requirement Directly interact with end-users of the system during requirement analysis. 

Conduct few rounds of requirement analysis 

Use Prototyping and have regular discussions with users and obtain feedback.  

4. Specified algorithms, functionality 

requirements and feasible design have some 

ambiguous areas. 

Conduct design reviews by developers at a team level after the design 

5. Insufficient deployment plan and instructions 

for live deployments. 

Following Standard document for the deployment. 

Reject the in-complete deployment instruction documents. 

6. Inadequate documentation of the product 

(Poor Documentation) user manuals etc. 

Consider documentation as an important part from the beginning and make it mandatory 

Team will be unstable when key people leave the organization. Therefore good 

configuration management and documentation should be practiced.  
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Provide developers with simple, easy and brief documentation methods that require only 

minimal writing (or they'll be overburden and end up not writing any documents at all). 

Keep proper documentation up-to-date according to the product change 

7. Design is always changing while coding is in 

progress 

First create a good design by analyzing all the specifications, then critical changes might 

not occur while coding 

Freeze specifications. Using project plans to track time to redo and all changes are defined 

as new requirements or Change Requests. 

Thorough reviewing in Requirements gathering & Designing phase  

Iterative design and development built into project schedule. 

8. Testing Environment is different from live 

environment 

Making client site testing mandatory. 

Environment Setup to be included in the schedule as another part of the project plan. 

The development environment must be as close to the target environment, else it would 

create complex migration problems etc. the development environment must be selected as 

close to the target environment. 

9. Difficult to simulate the realistic scenarios to 

test and demonstrate the requirements 

Environment Setup to be included in the schedule as another part of the project plan. 

Acquire more hardware. Time share existing hardware. Attempt to implement self 

managing procedures for hardware (e.g. auto log cleanups.../ shutting down unused 

systems). 

Allocate more time for production rollout and testing 

10. Inadequate analysis when new requirement are 

add to the system 

Dependencies must be properly analyzed and evaluated when new requirements are added 

Getting all parties involved to analyze a requirement no matter how small a change is 
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important. 

Introduce well defined CR process in the company to handle added new requirements. 

11. Failure to gain the user involvement and 

insufficient, ineffective communication between 

user and the contractor 

Use Prototyping and have regular discussions with users and get the feedback.  

Contractor should develop detailed requirements gathering phase procedures and urge 

customer to follow them. 

Proper communication channels must be established before the project is initiated. 

12. Inadequate knowledge and skill Identify training needs and arrange training sessions 

13. Lack of previous experience in large scale and 

complex projects by the contractor 

Check with other companies who have engaged in similar large scale projects and first 

study such projects. 

Need to consult the domain experts 

Improved feasibility survey before finalizing projects. 

Proper training to the current staff 

Recruit new employees with required skills 

14. Insufficient design specification to carry out 

coding 

There should be a properly defined process flow from requirement gathering to coding, 

which takes care of all the stages in the process. 

15. Design depends on unrealistic assumptions due 

to optimistic customer requirement 

Reduce the assumptions as much as possible and have regular discussions 

Review Gathered requirements to identify loop holes before moving to design phase 

Clarify Assumptions and agreed on with the customer and design engineers 

Get the customer to validate ALL assumptions taken by the contractor. 
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16. Vague or unclear written requirement with no 

finalize/proper solution. 

Discussions to educate the consultant and the client on Business Functionality and 

Limitations of the System 

Consult domain-experts to validate the requirements for completeness & un-ambiguity. 

Well defined CR (change request) procedures agreed upon with client. Discuss at least 

some implementation level details with developers before finalizing specs. 

17. Lack of well define requirement analysis 

process by the contractor 

Use standard requirement documenting method like UML. 

Define a good analyze process and use experience people to gather the requirements 

Use software engineering methodologies. Give priority to draw Data Flow Diagrams, use 

case diagrams, etc. 

18. Difficulties of maintaining architecture, design 

or code due to not following standards 

Required to enforce standard not only in initial development cycle but also responding to 

change requests.  

Follow project standards throughout the project. 

Use software engineering methodologies 

There should be a proper process for maintaining the architecture and all these changes 

should go through a common responsible team dedicated for this 

19. Invalid estimates (wrong estimates). I.e. Not 

enough time is allocated to the activities of 

Analysis, QA, Training, Maintenance, and 

Deliverables. 

Project plan should have buffer times for contingencies that may arise 

Needs to consult all sections (development, QA, maintenance) contributing to the product 

for estimations. 

Consult the person getting involved in each area while keeping a buffer for learning (new 

team members) and Issue fixing. 

20. No participation of all the parties for system 

integration 

Make participation mandatory 
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Through scheduling make sure all parties involved are taking part. 

21. Infeasibility requirement in analytical point of 

view 

Discussions to educate the consultant and the client on Business Functionality and 

Limitations of the System 

Consult domain-experts to validate the requirements for completeness & un-ambiguity. 

Directly interact with end-users of the system during requirement analysis.  

22. Difficult to meet user requirements in terms of 

performance ( throughput, real time responses, 

recovery time, Response time, Database 

responses) 

Performance needs to be considered during requirement analysis. 

Do not agree to performance numbers the contractor cannot provide. 

Allocate separate team to focus on the performance issues 

Check whether the design can be changed. if it is not possible talk to the user and come to 

an agreement 

23. Developing wrong software functionalities 

which are different from design specification 

Some are found at the time of coding, spend more time in designing and have reviews 

with consultants. 

Designing should be reviewed to identify the inconsistencies 

24. Allocate sufficient time for unit testing Provide sufficient time in the project plan for unit testing and enough time contingency 

and bug fixing 

Tracking the project completion and meeting up with the schedules within considerable 

time frames (tracking periodically). 

In order to meet targets this part is ignored frequently. Have a QA team and use a CASE 

tool 

Define mandatory testing requirements in project planning stage 
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Use automated test tools to reduce testing time 

Recruiting qualified software developers and QA Engineers to minimize bugs 

25. „Can do‟ attitude of  managers/project managers 

without consulting specialized team members 

All team members should be given the chance to state their own attitude towards a certain 

task 

Consult the person getting involved in each area while keeping adequate buffer. 

26. No contingency plans for known risks Introduce Proper Scheduling 

27. Inexperienced staff, lacking domain knowledge, 

lacking skills. 

Develop the skills by training and experienced people. 

Get the help of business analysts and consultants. 

28. Hardware constraints limit the user requirement 

(Architecture, memory capacity, throughput, 

response time, recovery time, database 

responses, reliability, availability) 

During requirement analysis process hardware constraints can be considered or balance 

attention on both H/W and S/F requirements 

Pilot project ahead of time will help or even running performance testing on a sample of 

data. 

Hardware requirements should be agreed upon in writing (on the contract) before agreeing 

upon hardware intensive requirements and performance. 

29. Allocate insufficient resources to carry out 

integration testing 

Environment Setup to be included in the schedule as another part of the project plan. 

Acquire more hardware. Time share existing hardware. Try and implement self managing 

procedures for hardware (e.g. auto log cleanups.../ shutting down unused systems). 

Allocate more time for production rollout and testing 

30. Poor communication between team members. Ensure all parties are informed about changes in a project and progress. It will also 

improve employees' morale by getting a sense of belonging and knowing their 

contribution is valued. 
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When taking design decision on things which involve multiple modules, meetings should 

be organized to investigate the interface and also the effect on each sub system. 

31. Employee Layoffs (Early retirement schemes, 

Voluntary retirement Scheme etc.) 

 

32. Unsuitable programming language used to 

develop the system 

Pay more attention on technical feasibility of the project 

First do a feasibility study about the type of software that is going to be developed. If there 

is existing software like that, check the type of languages that have been used to develop 

that software. 

Depending on the user requirements, the computer language used must be selected first. 

33. Liability to others (third party) Liability for IP infringement is sought to be limited by steps such as disclaiming liability 

for work done purely to implement requirements specific to the client, giving warranties 

of lack of infringement based on reasonable knowledge of existing IP rights, and also by 

searching for existing IP rights. 

34. Local and national taxes Negotiate with local government 

Consult tax specialist to get taxation tips 

35. Poor communication and direction from senior 

management and non-optimum levels of support 

for program Interface 

Always inform project team members about the current situation and keep update them 

36. Project members are not aware of project status 

vs plan 

Arrange team meetings to discuss current status of the project 

37. Bureaucratic working environment.  

38. Insufficient and unstable staff. Always look for new opportunities and treat employees well 

Maintain better documentation practices to reduce difficulties faced by new recruits, 

which will ensure shorter learning cycles. 
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Motivating team members to reduce employee turnover. 

39. Projects not managed according to the plan Periodic reviews to see if a project is on the correct "Path" are one thing that would help. 

Project management on day by day - week by week basis 

Allocate a dedicated project manager for tracking purposes 

40. Software depends only on few key people in the 

team 

Scheduling should allow people with expertise to allow participation in analysis. 

Develop organizational knowledge base. 

41. Conditions of Contract – Liquidation damages 

and maintenance 

Educate the team members about the damages and give an idea of the seriousness 

42. No Control or formal plan of all development 

activities (Requirement analysis, design, coding, 

Integrated testing, Quality assurance and 

Implementation) 

Use well defined process for each mentioned component 

Take each phase at a time. Do not commit for entire engagement when visibility is low 

43. Obligations of the contract Educate the team members about the damages and give an idea of the seriousness 

44. Budget based on unrealistic estimates or 

Unstable budget 

Before excepting a contract for a project there should be a proper background check done 

on the client and its finances 

45. Lack of orientation toward the quality of the 

product by all levels of team members or no 

properly defined mechanisms to assure the 

product quality. 

Establish company quality policy 

Get ISO standards 

 

Table 5.1: Risk Response Strategies to Most Significant Risks 

 

 


