
References

[1] Vailshery, L. S. (2021, April 7). Global smart speaker market share 2020. Statista.

https://www.statista.com/statistics/792604/worldwide-smart-speaker-market-share/.

[2] Richter, F. (2020, July 23). Infographic: The Growing Footprint of Amazon's Alexa.

Statista Infographics.

https://www.statista.com/chart/22338/smart-home-devices-compatible-with-alexa/.

[3] Elise Herron | Published May 26, 2018 :Portland Family Says Their Amazon Alexa

Recorded Private Conversations and Sent Them to a Random Contact in Seattle.

Willamette Week.

https://www.wweek.com/news/2018/05/26/portland-family-says-their-amazon-alexa-rec

orded-private-conversations-and-sent-them-to-a-random-contact-in-seattle/.

[4] Report, P. S. Toddler asks Amazon's Alexa to play song but gets porn instead. New

York

Post.https://nypost.com/2016/12/30/toddler-asks-amazons-alexa-to-play-song-but-gets-p

orn-instead/.

[5] www.govinfosecurity.com. (n.d.). Healthcare Workers Allege Amazon Alexa

Violates Privacy

https://www.govinfosecurity.com/healthcare-workers-allege-amazon-alexa-violates-priv

acy-a-17002

[6] Guo, Z., Lin, Z., Li, P. and Chen, K., 2020. Skillexplorer: Understanding the

behavior of skills in large scale. In 29th {USENIX} Security Symposium ({USENIX}

Security 20) (pp. 2649-2666).

[7] Lentzsch, C., Shah, S.J., Andow, B., Degeling, M., Das, A. and Enck, W., 2021,

February. Hey Alexa, is this Skill Safe?: Taking a Closer Look at the Alexa Skill

Ecosystem. In 28th Annual Network and Distributed System Security Symposium

(NDSS 2021). The Internet Society.

[8] Cheng, L. et al., 2020. Dangerous Skills Got Certified: Measuring the

Trustworthiness of Skill Certification in Voice Personal Assistant Platforms.

Proceedings of the 2020 ACM SIGSAC Conference on Computer and Communications

Security.

40

https://www.statista.com/statistics/792604/worldwide-smart-speaker-market-share/
https://www.statista.com/chart/22338/smart-home-devices-compatible-with-alexa/
https://www.wweek.com/news/2018/05/26/portland-family-says-their-amazon-alexa-recorded-private-conversations-and-sent-them-to-a-random-contact-in-seattle/
https://www.wweek.com/news/2018/05/26/portland-family-says-their-amazon-alexa-recorded-private-conversations-and-sent-them-to-a-random-contact-in-seattle/
https://nypost.com/2016/12/30/toddler-asks-amazons-alexa-to-play-song-but-gets-porn-instead/
https://nypost.com/2016/12/30/toddler-asks-amazons-alexa-to-play-song-but-gets-porn-instead/
https://www.govinfosecurity.com/healthcare-workers-allege-amazon-alexa-violates-privacy-a-17002
https://www.govinfosecurity.com/healthcare-workers-allege-amazon-alexa-violates-privacy-a-17002


[9] Liao, S., Wilson, C., Cheng, L., Hu, H. and Deng, H., 2020, December. Measuring

the effectiveness of privacy policies for voice assistant applications. In Annual

Computer Security Applications Conference (pp. 856-869).

[9] Liao, S., Wilson, C., Long, C., Hu, H. and Deng, H., 2021. Problematic Privacy

Policies of Voice Assistant Applications. IEEE Security & Privacy.

[10] Zhang, N., Mi, X., Feng, X., Wang, X., Tian, Y. and Qian, F. (n.d.). 2019.

Dangerous Skills: Understanding and Mitigating Security Risks of Voice-Controlled

Third-Party Functions on Virtual Personal Assistant Systems. IEEE Symposium on

Security and Privacy (SP)

[11] xie00059 (2022). Amazon-Alexa-UQ-AAS21-datasets. [online] GitHub. Available

at: https://github.com/xie00059/Amazon-Alexa-UQ-AAS21-datasets [Accessed 12 Jun.

2022].

[12] alexa-skill-analysis-org (2021). A Privacy & Security Analysis of the Alexa Skill

Ecosystem. [online] GitHub. Available at:

https://github.com/alexa-skill-analysis-org/alexa-skill-analysis-org

[13] Lentzsch, C., Shah, S.J., Andow, B., Degeling, M., Das, A. and Enck, W. (2021).

Hey Alexa, is this Skill Safe?: Taking a Closer Look at the Alexa Skill Ecosystem.

Proceedings 2021 Network and Distributed System Security Symposium. [online]

doi:10.14722/ndss.2021.23111.

[14] Seleniumhq.org. (2022). Selenium - Web Browser Automation. [online] Available

at: https://www.seleniumhq.org [Accessed 12 May 2022].

[15] Amazon (Alexa). (n.d.). Understand How Users Invoke Custom Skills | Alexa

Skills Kit. [online]

Availableat:https://developer.amazon.com/en-US/docs/alexa/custom-skills/understandin

g-how-users-invoke-custom-skills.html [Accessed 12 Jun. 2022].

[16] Amazon (Alexa). (n.d.). Test with the Alexa Simulator | Alexa Skills Kit. [online]

Available at:

https://developer.amazon.com/en-US/docs/alexa/devconsole/alexa-simulator.html

[Accessed 12 Jun. 2022].

[17] www.amazon.com. (n.d.). Amazon Sign-In. [online] Available at:

https://developer.amazon.com/alexa/console/ask [Accessed 12 Jun. 2022].

41



[18] Crummy.com. (2019). Beautiful Soup Documentation — Beautiful Soup 4.4.0

documentation. [online] Available at:

https://www.crummy.com/software/BeautifulSoup/bs4/doc/.

[19] Nltk.org. (2019). NLTK Book. [online] Available at: https://www.nltk.org/book/.

[20] scikit-learn.org. (n.d.). Documentation scikit-learn: machine learning in Python —

scikit-learn 0.18.2 documentation. [online] Available at:

https://scikit-learn.org/0.18/documentation.html.

[21] Young, J., Liao, S., Cheng, L., Hu, H. and Deng, H. (n.d.). SkillDetective:

Automated Policy-Violation Detection of Voice Assistant Applications in the Wild.

[online] Available at: https://www.usenix.org/system/files/sec22summer_young.pdf

[Accessed 13 Jun. 2022].

[22] Amazon (Alexa). (n.d.). Certification Requirements | Alexa Skills Kit. [online]

Available at:

https://developer.amazon.com/docs/custom-skills/certification-requirements-for-custom-

skills.html/ [Accessed 13 Jun. 2022].

[23] Amazon (Alexa). (n.d.). Request Customer Contact Information for Use in Your

Skill | Alexa Skills Kit. [online] Available at:

https://developer.amazon.com/zh/docs/custom-skills/request-customer-contact-informati

on-for-use-in-your-skill.html [Accessed 13 Jun. 2022].

[24] Edu, J., Ferrer Aran, X., Such, J. and Suarez-Tangil, G. (2021). SkillVet: Automated

Traceability Analysis of Amazon Alexa Skills. IEEE Transactions on Dependable and

Secure Computing, pp.1–1. doi:10.1109/tdsc.2021.3129116.

[25] Amazon (Alexa). (n.d.). Host a Custom Skill as a Web Service | Alexa Skills Kit.

[online] Available at:

https://developer.amazon.com/en-US/docs/alexa/custom-skills/host-a-custom-skill-as-a-

web-service.html [Accessed 13 Jun. 2022].

[26] Zhang, N., Mi, X., Feng, X., Wang, X., Tian, Y. and Qian, F. (2019). Dangerous

Skills: Understanding and Mitigating Security Risks of Voice-Controlled Third-Party

Functions on Virtual Personal Assistant Systems. 2019 IEEE Symposium on Security

and Privacy (SP). doi:10.1109/sp.2019.00016.

42

https://www.crummy.com/software/BeautifulSoup/bs4/doc/
https://www.nltk.org/book/
https://scikit-learn.org/0.18/documentation.html


[27] www.amazon.com. (n.d.). Amazon Sign-In. [online] Available at:

https://developer.amazon.com/alexa/console/ask.

[28] Amazon (Alexa). (n.d.). What is the Alexa Skills Kit? | Alexa Skills Kit. [online]

Available at:

https://developer.amazon.com/en-US/docs/alexa/ask-overviews/what-is-the-alexa-skills-

kit.html.

[29] Mccallister, E., Grance, T. and Scarfone, K. (2010). Special Publication 800-122

Guide to Protecting the Confidentiality of Personally Identifiable Information (PII)

Recommendations of the National Institute of Standards and Technology. [online]

Available at:

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf.

[30] Amazon (Alexa). (n.d.). Create and Manage Skills in the Developer Console | Alexa

Skills Kit. [online] Available at:

https://developer.amazon.com/en-US/docs/alexa/devconsole/about-the-developer-consol

e.html [Accessed 21 Jun. 2022].

[31] Amazon (Alexa). (n.d.). Build a Skill End-to-end Using an Alexa-hosted Skill |

Alexa Skills Kit. [online] Available at:

https://developer.amazon.com/en-US/docs/alexa/hosted-skills/build-a-skill-end-to-end-u

sing-an-alexa-hosted-skill.html.

[32] Johannisson, K. (2005). Formal and informal software specifications. Göteborg

Dept. Of [33] Sun, S.-T. and Beznosov, K. (2012). The Devil is in the (Implementation)

Details: An Empirical Analysis of OAuth SSO Systems, pp. 378–390.

[34] G. Pellegrino and D. Balzarotti, (2014). Toward black-box detection of logic flaws

in web applications. NDSS

[35] J. De Ruiter and E. Poll, (2015). Protocol state fuzzing of {TLS} implementations,

in USENIX Security, pp. 193–206.

[36] Turner, R. and Angius, N. (2013). The Philosophy of Computer Science.

plato.stanford.edu.

[37] Zuo, C., Wang, W., Wang, R. and Lin, Z. (2016). Automatic Forgery of

Cryptographically Consistent Messages to Identify Security Vulnerabilities in Mobile

Services.

43

https://developer.amazon.com/alexa/console/ask
https://developer.amazon.com/en-US/docs/alexa/ask-overviews/what-is-the-alexa-skills-kit.html
https://developer.amazon.com/en-US/docs/alexa/ask-overviews/what-is-the-alexa-skills-kit.html
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf


[38] Zuo, C., Zhao, Q. and Lin, Z. (2017). AuthScope: Towards Automatic Discovery of

Vulnerable Authorizations in Online Services. [online] doi:10.1145/3133956.3134089,

pp. 799–813.

[39] Alexa Privacy and Data Handling Overview (20180720). (n.d.).

[40] GDPR (2016). General Data Protection Regulation (GDPR). [online] General Data

Protection Regulation (GDPR). Available at: https://gdpr-info.eu/.

 

44


