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1 CHAPTER: INTRODUCTION 
 
1.1 INTRODUCTION 

This chapter will introduce the research of critical analysis of impact of Information 

Security Policies on employees’ job stress in Sri Lankan telecommunication sector. 

Background of the study, problem domain, previous studies, objectives of the 

research, adopted study and expected results from this study will be discussed 

throughout this chapter. 

 

1.2 BACKGROUND  

Information Security Policy is a set of controls and procedures adapted by a particular 

organization to provide adequate protection to maintain confidentiality of data. This 

data can be in any form such as electronic, printed, and recorded voice. Information 

Security Policies are documented and made available to all employees to have a clear 

understanding of it. Further these policies and procedures may differ from 

organization to organization depends on their requirements.  

 

Today telecommunication industry can be considered as the most competitive market 

in Sri Lanka therefore protecting secret information of such organizations has become 

a critical issue due to this competition. Telecommunication organizations are trying 

their best to protect their company secrets by enforcing many policies while 

competing in the market. Most of the telecommunication organizations are going for 

Information Security Policies, as a tool for protecting their company information. 

 

Even though telecommunication organizations have implemented Information 

Security Policy to protect their information, those polices itself has generated more 

issues for employees. Mostly privacy of employees has been violated due to these 

policies. Their e-mail accounts and computer systems are frequently being monitored.  

 

Internet surfing, online chatting, web based email accounts accessing and so many 

other facilities available on the internet are being restricted by those policies. Further, 

the employees do not have rights to put wallpaper on their own workstation desktop 

as they prefer. These policies are equipped with rules and regulations on hard 
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documentation, office desk cleaning procedures, security check procedures etc that 

may be a hassle to the employees.  

 

Further, in any organization, productivity of the employees will play a major role 

when providing services to the end users in the competitive environment. Productivity 

of the employees may go down due to the stress related their job.  

 

There are many factors affecting to the job stress such as heavy workload, role 

conflicts, role ambiguity, working environment, health problems, and personal 

problems (Murphy, 1995). Sometimes office environment may become an unpleasant 

place to work for employees due to restrictions enforced by Information Security 

Policies and working in an unpleasant environment may be a cause to increase the Job 

Stress. Therefore, authorities need to pay a special attention to this when formulating 

their Information Security Policies. 

 

1.3 PREVIOUS STUDIES  

There are research studies, which were carried out to study job stress of the 

employees and Information Security Policies. 

 

A research was carried out by Murphy (1995) to study the job stress of the employees 

and to formulate a model for managing job stress. 

 

Another research was carried out by the Kenneth, et al (2006) to investigate how top 

management support is affected to implement Information Security Policies in 

organizations. 

 

An empirical study was carried out in Taiwan to investigate how Information Security 

Policies affect the information secur ity elevation in organizations. As per their 

conclusion, if an organization hopes to increase the security level of critical 

information, an IS policy should be adopted or implemented to achieve their target 

(Hong, et al. 2006). 

 



  3 

Liyanagunawardena (2007) carried out a research study to investigate how Acceptable 

Computer Use policies affect the employees’ computer usage in Sri Lankan Software 

Development Organizations. That can be considered as the most relevant research to 

this study. 

 

As explained above there are research studies carried out to investigate job stress and 

policy matters separately but it should be mentioned that there is no study has been 

done to find out the relationship between those two areas. 

 

1.4 PROBLEM STATEMENT 

There are eight telecommunication operators, which have enforced their own 

Information Security Policies to protect their company secrets. Although, they have 

done their maximum to protect their company secrets by enforcing these policies, 

there is no empirical study done directly related to them to find out the effects of 

Information Security Policies on Job Stress of the employees. 

 

As explained in above section enforced Information Security Policy may affect to the 

employee Job Stress Therefore, author of this research has ident ified the significance 

of doing his research on above-mentioned topic to fill the gap.  

 

What are the Impacts of Information Security Policy on Employee Job Stress? 

 

1.5 RESEARCH OBJECTIVES  

The primary objective of this research is to examine and analyze the effects of the 

Information Security Policies on job stress of the employees in Sri Lankan 

telecommunication sector. Hence, the research is essentially focused on relationship 

between impacts of Information Security Policies and job stress of employees. The 

telecommunication sector is selected as the context for the study since it is a known 

fact that Information Security Policies are essential for telecommunication sector to 

move forward with the current competition. 

1. Identify the relationship between Information Security Policies and employees’ 

job stress. 
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2. Identify the employee categories, which are affected by enforced Information 

Security Policies. 

3. Identify employees’ awareness of their enforced Information Security Policies. 

4. Identify the difficulties faced by employees, occurred due to enforcement of 

Information Security Policies. 

5. Identify the mistakes, which have been done during the formulating and enforcing 

these policies and provide recommendations to restructure their Information 

Security Policies. 

 

1.6 STUDY ADOPTED 

The research will be designed to explore, document and analyze the nature of 

relationship between Information Security Policies and Job Stress of employees in the 

telecommunication sector in Sri Lanka. Hence, the research design will be primarily 

based on the both qualitative and quantitative.  

 

Qualitative methodology will be used to identify the different aspects of Information 

Security Policies and Job Stress. In this methodology, both structured and semi 

structured interviews and observation techniques will be utilized to gather necessary 

data. 

 

Apart from the qualitative methodology, quantitative methodology will be adopted to 

measure the factors identified through the qualitative study. As a qualitative 

methodology, survey will be done using well- structured questionnaires and this 

involves the drafting, validating and analyzing the results gain through the survey. 

 

Population of this research will be considered as all the employees, working in 

telecommunication operators in Sri Lanka and the sample will be selected from the 

population representing all the staff members working in above organizations. When 

selecting a target sample author has considered all the stakeholders affected by the 

Information Security Policy of a given organization. Therefore, employees from the 

categories of Senior Managers, Middle Mangers, Junior Managers, Executives and 

Non-Executives were considered for the target sample.  
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1.7 EXPECTED RESULTS FROM THE STUDY 

Outcome of this research will be in-depth analysis of the impact of Information 

Security Policies and it effects to job stress of the employees in Sri Lankan 

telecommunication sector. In addition, outcome of the research can be used to provide 

clear and practical guidelines for implementation of best fitting Information Security 

polices for telecommunication Organizations in Sri Lanka. 

 

Using these research findings telecommunication Organizations can identify their 

mistakes, which they have done in formulating the Information Security Policy. 

Provide insight into the expectations of the employees in the organization with respect 

to Information Security Policies. Further, these research findings will provide a basis 

to restructure their Information Security Policy. 

 

1.8 THESIS ORGANIZATION   

The first chapter mainly discusses about background of the study and provides insight 

to the entire research study. Problem statement, previous studies, research objectives, 

and expected results have been discussed in detail. In the second chapter, literature on 

Information Security Policies and job stress, have been discussed to have a better 

understanding about the research area. Previously done studies has been discussed in 

detail before going to design of this study.  

 

The third chapter mainly focuses on the design for the research including conceptual 

framework, consist of dependent and independent variables and hypothesis derived 

from above framework. The fourth Chapter discusses about the methodology adopted 

for this study including, Target population, sampling techniques, Operationalization 

of variables and reliability analysis of the data collected through a sample survey. 

 

The fifth chapter discusses about data collection and analysis of collected data, 

including descriptive statistics, reliability analysis of final dataset, hypothesis testing, 

liner regression, and multiple regression. This is the most important chapter, where it 

analyzes the collected data and provides figures, which are used to draw conclusions 

on completed study.  
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The sixth chapter, which is Data Interpretation and Conclusion, concludes the study 

after discussing the interpretation of the figures obtained from the data analysis. 

Recommendations are provided for Information Security Policy formulation depends 

on findings of this study. Pathways for future research have been discussed while 

highlighting the limitation of the completed study. 

 

1.9 SUMMARY 

This chapter discussed about the background of the research area while giving a better 

understanding to the reader about the problem domain. Previous studies have been 

explained to provide an insight to study area of this research. Further reader will be 

given a chance to have a clear understanding about the adopted study, which will be 

the basis for this study. Chapter is concluded after giving the clear picture about the 

expected results of this study while highlighting the importance of the findings. Next 

chapter will discuss about the literature review related to this research. 


