
85 
 

6 REFERENCES 

[1]Parliament Of the Democratic Socialist Republic Of Sri Lanka, "Prevention Of 
Money Laundering Act , No. 5 of 2006", Central Bank Of Sri Lanka, 2006. [Online]. 
Available: 
http://fiusrilanka.gov.lk/docs/ACTs/PMLA/Money_Laundering_Act_2006-
5_(English).pdf. [Accessed: 17- Dec- 2019]. 

[2]"Anti-money laundering and counter terrorist financing", European Commission - 
European Commission, 2020. [Online]. Available: https://ec.europa.eu/info/business-
economy-euro/banking-and-finance/financial-supervision-and-risk-management/anti-
money-laundering-and-counter-terrorist-financing_en. [Accessed: - 12 Aug- 2019].  

[3]"What is Money Laundering? | ICA", Int-comp.org, 2020. [Online]. Available: 
https://www.int-comp.org/careers/your-career-in-aml/what-is-money-laundering/. 
[Accessed: 01- Feb- 2020]. 

[4]"Money laundering", En.wikipedia.org, 2020. [Online]. Available: 
https://en.wikipedia.org/wiki/Money_laundering. [Accessed: 06- Aug- 2019]. 

[5]"Types of Suspicious Activities or Transactions – Financial Intelligence Unit", 
Fiubelize.org, 2019. [Online]. Available: http://fiubelize.org/types-of-suspicious-
activities-or-transactions/. [Accessed: 1- Sep- 2019]. 

[6]Bolton, Richard & Hand, David. (2002). Statistical Fraud Detection: A Review. 
Statistical Science. 17. 10.1214/ss/1042727940.  

[7]A. Dal Pozzolo, G. Boracchi, O. Caelen, C. Alippi and G. Bontempi, "Credit Card 
Fraud Detection: A Realistic Modeling and a Novel Learning Strategy," in IEEE 
Transactions on Neural Networks and Learning Systems, vol. 29, no. 8, pp. 3784-3797, 
Aug. 2018, doi: 10.1109/TNNLS.2017.2736643. 

[8]Carcillo, Fabrizio & Dal Pozzolo, Andrea & Le Borgne, Yann-Aël & Caelen, 
Olivier & Mazzer, Yannis & Bontempi, Gianluca. (2017). SCARFF : a Scalable 
Framework for Streaming Credit Card Fraud Detection with Spark. Information 
Fusion. 41. 10.1016/j.inffus.2017.09.005. 

[9]D. Lacmanovic, I. Lacmanovic and B. Markoski, "Mobile Banking - financial 
services technology," 2012 Proceedings of the 35th International Convention MIPRO, 
2012, pp. 1451-1455. 

[10]B. Burnham, "The Internet's Impact on Retail Banking", strategy+business, 2020. 
[Online]. Available: https://www.strategy-business.com/article/17575?gko=855fb. 
[Accessed: 20- May- 2020]. 

[11]Tănase, R & Şerbu, Răzvan. (2010). Operational risk and e-banking. Bulletin of 
the Transilvania University of Brasov. Series V : Economic Sciences. 3 (52).  



86 
 

[12]"UN Instruments", Imolin.org, 2020. [Online]. Available: 
https://www.imolin.org/imolin/courmaye.html. [Accessed: 20- May- 2020]. 

[13]"The 5 Most Pressing AML Challenges", Sentinels.ai, 2022. [Online]. Available: 
https://www.sentinels.ai/news/the-five-most-pressing-aml-challenges. [Accessed: 13- 
December- 2021]. 

[14]John, Samuel & Anele, C. & Okokpujie, Kennedy & Olajide, Funminiyi & 
Kennedy, Chinyere. (2016). Realtime Fraud Detection in the Banking Sector Using 
Data Mining Techniques/Algorithm. 1186-1191. 10.1109/CSCI.2016.0224.  

[15]Sahin, Yusuf & Bulkan, Serol & Duman, Ekrem. (2013). A cost-sensitive decision 
tree approach for fraud detection. Expert Systems with Applications. 40. 5916–5923. 
10.1016/j.eswa.2013.05.021.  

[16]A. Dal Pozzolo, G. Boracchi, O. Caelen, C. Alippi and G. Bontempi, "Credit card 
fraud detection and concept-drift adaptation with delayed supervised information," 
2015 International Joint Conference on Neural Networks (IJCNN), 2015, pp. 1-8, doi: 
10.1109/IJCNN.2015.7280527. 

[17]D. Malekian and M. R. Hashemi, "An adaptive profile based fraud detection 
framework for handling concept drift," 2013 10th International ISC Conference on 
Information Security and Cryptology (ISCISC), 2013, pp. 1-6, doi: 
10.1109/ISCISC.2013.6767338. 

[18]S. Makki, Z. Assaghir, Y. Taher, R. Haque, M. Hacid and H. Zeineddine, "An 
Experimental Study With Imbalanced Classification Approaches for Credit Card Fraud 
Detection," in IEEE Access, vol. 7, pp. 93010-93022, 2019, doi: 
10.1109/ACCESS.2019.2927266. 

[19]Dal Pozzolo, Andrea & Caelen, Olivier & Le Borgne, Yann-Aël & Waterschoot, 
Serge & Bontempi, Gianluca. (2014). Learned lessons in credit card fraud detection 
from a practitioner perspective. Expert Systems with Applications. 41. 4915–4928. 
10.1016/j.eswa.2014.02.026.  

[20]Bolton, Richard & Hand, David. (2001). Unsupervised Profiling Methods for 
Fraud Detection. Conference on Credit Scoring and Credit Control. 7.  

[21]B. Baesens, V. Van Vlasselaer, and W. Verbeke, Fraud analytics using descriptive, 
predictive, and social network techniques: a guide to data science for fraud detection. 
John Wiley & Sons, 2015. 

[22]Y. Liu, Z. Tang and W. Zheng, "Suspicious Bank Card Transaction Recognition 
Based on K-means Clustering and Random Forest Algorithm," 2019 International 
Conference on Intelligent Informatics and Biomedical Sciences (ICIIBMS), 2019, pp. 
332-336, doi: 10.1109/ICIIBMS46890.2019.8991451. 



87 
 

[23]Ghosh and Reilly, "Credit card fraud detection with a neural-network," 1994 
Proceedings of the Twenty-Seventh Hawaii International Conference on System 
Sciences, 1994, pp. 621-630, doi: 10.1109/HICSS.1994.323314. 

[24]A. Thennakoon, C. Bhagyani, S. Premadasa, S. Mihiranga and N. 
Kuruwitaarachchi, "Real-time Credit Card Fraud Detection Using Machine Learning," 
2019 9th International Conference on Cloud Computing, Data Science & Engineering 
(Confluence), 2019, pp. 488-493, doi: 10.1109/CONFLUENCE.2019.8776942. 

[25]R. D. Camino, R. State, L. Montero and P. Valtchev, "Finding Suspicious 
Activities in Financial Transactions and Distributed Ledgers," 2017 IEEE International 
Conference on Data Mining Workshops (ICDMW), 2017, pp. 787-796, doi: 
10.1109/ICDMW.2017.109. 

[26]"WSO2", Wso2.com, 2022. [Online]. Available: 
https://wso2.com/whitepapers/fraud-detection-and-prevention-a-data-analytics-
approach. [Accessed: 16- December- 2021]. 

[27]"Temporal and Conventional Databases", Dcs.ed.ac.uk, 2022. [Online]. Available: 
http://www.dcs.ed.ac.uk/home/tz/phd/thesis/node10.htm. [Accessed: 20- December- 
2021]. 

[28]Jensen, C. S., Dyreson, C. E., Bohlen, M., Clifford, J., Elmasri, R., Gadia, S. K., 
Grandi, F., Hayes, P., Jajodia, S., Käfer, W., Kline, N., Lorentzos, N., Mitsopoulos, 
Y., Montanari, A., Nonen, D., Peressi, E., Pernici, B., Roddick, J. F., Sarda, N. L., ... 
Wiederhold, G. (1998). The consensus glossary of temporal database concepts - 
february 1998 version. Lecture Notes in Computer Science (including subseries 
Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), 1399, 
367-405. https://doi.org/10.1007/bfb0053710 

[29]Jensen, Christian & Christian, Copyright & Jensen, S. & Snodgrass, Richard & 
(codirector, Christian & Böhlen, Michael & Busatto, Renato & Gregersen, Heidi & 
Torp, Kristian & (codirector, Richard & Datta, Anindya & Ram, Sudha. (1997). 
Temporal Data Management.  

[30]G. Ozsoyoglu and R. T. Snodgrass, "Temporal and real-time databases: a survey," 
in IEEE Transactions on Knowledge and Data Engineering, vol. 7, no. 4, pp. 513-532, 
Aug. 1995, doi: 10.1109/69.404027. 

[31]E. J. Coburn, "A conceptual view of temporal databases," Proceedings of the 1990 
Symposium on Applied Computing, 1990, pp. 170-173, doi: 
10.1109/SOAC.1990.82162. 

[32]James Clifford and David S. Warren. 1983. Formal semantics for time in 
databases. ACM Trans. Database Syst. 8, 2 (June 1983), 214–254. 
DOI:https://doi.org/10.1145/319983.319986 



88 
 

[33]Richard Snodgrass. 1987. The temporal query language TQuel. <i>ACM Trans. 
Database Syst.</i> 12, 2 (June 1987), 247–298. 
DOI:https://doi.org/10.1145/22952.22956 

[34]M. Kvet and M. Kvet, "Temporal database management: Temporal registration," 
2017 International Conference on Information and Digital Technologies (IDT), 2017, 
pp. 227-233, doi: 10.1109/DT.2017.8024301. 

[35]"Temporal database - Wikipedia", En.wikipedia.org, 2022. [Online]. Available: 
https://en.wikipedia.org/wiki/Temporal_database. [Accessed: 21- December- 2021]. 

[36] A. STEINER, "A Generalisation Approach to Temporal Data Models and their 
Implementations", Ph.D, SWISS FEDERAL INSTITUTE OF TECHNOLOGY 
ZURICH, 1998. 

[37]Eshtay, Mohammed & Sleit, Azzam & Aldwairi, Monther. (2019). Implementing 
bi-temporal properties into various NoSQL database categories. International Journal 
of Computing Science and Mathematics. 18. 45-52.  

[38]Monger, Morgan & Mata-Toledo, Ramon & Gupta, Pranshu. (2012). 
TEMPORAL DATA MANAGEMENT IN NoSQL DATABASES.  

[39]Eshtay, Mohammed & Sleit, Azzam & Aldwairi, Monther. (2019). Implementing 
bi-temporal properties into various NoSQL database categories. International Journal 
of Computing Science and Mathematics. 18. 45-52.  

[40]K. Sahatqija, J. Ajdari, X. Zenuni, B. Raufi and F. Ismaili, "Comparison between 
relational and NOSQL databases," 2018 41st International Convention on Information 
and Communication Technology, Electronics and Microelectronics (MIPRO), 2018, 
pp. 0216-0221, doi: 10.23919/MIPRO.2018.8400041. 

[41]Mukherjee, Sourav. (2019). The battle between NoSQL Databases and RDBMS. 
10.15680/IJIRSET.2019.0805107.  

[42]R. Hecht and S. Jablonski, "NoSQL evaluation: A use case oriented survey," 2011 
International Conference on Cloud and Service Computing, 2011, pp. 336-341, doi: 
10.1109/CSC.2011.6138544. 

[42]"What is Caching and How it Works | AWS", Amazon Web Services, Inc., 2021. 

[Online]. Available: https://aws.amazon.com/caching. [Accessed: 25- December- 
2021]. 

[43]"Database Caching", Amazon Web Services, Inc., 2021. [Online]. Available: 
https://aws.amazon.com/caching/database-caching. [Accessed: 25- December- 2021]. 

[44]Stamos, Konstantinos & Pallis, George & Vakali, Athena. (2008). Caching 
Techniques on CDN Simulated Frameworks. 10.1007/978-3-540-77887-5_5.  



89 
 

[45]D. Sarkar, N. Rakesh and K. K. Mishra, "Content delivery networks: Insights and 
recent advancement," 2016 Fourth International Conference on Parallel, Distributed 
and Grid Computing (PDGC), 2016, pp. 1-5, doi: 10.1109/PDGC.2016.7913113. 

[46]"What Is DNS Cache and How to Flush It - KeyCDN Support", KeyCDN, 2021. 
[Online]. Available: https://www.keycdn.com/support/dns-cache. [Accessed: 25- 
December- 2021]. 

[47]"Web Caching", Amazon Web Services, Inc., 2021. [Online]. Available: 

https://aws.amazon.com/caching/web-caching/. [Accessed: 25- December - 2021]. 

[48]K. Li, K. Guo and H. Guo, "Financial Big Data Hot and Cold Separation Scheme 
Based on HBase and Redis," 2019 IEEE Intl Conf on Parallel & Distributed Processing 
with Applications, Big Data & Cloud Computing, Sustainable Computing & 
Communications, Social Computing & Networking 
(ISPA/BDCloud/SocialCom/SustainCom), 2019, pp. 1612-1617, doi: 10.1109/ISPA-
BDCloud-SustainCom-SocialCom48970.2019.00237. 

[49]"Caching Strategies and How to Choose the Right One", CodeAhoy, 2021. 
[Online]. Available: https://codeahoy.com/2017/08/11/caching-strategies-and-how-
to-choose-the-right-one/. [Accessed: 25- December- 2021]. 

[50]"Caching strategies - Amazon ElastiCache", docs.aws.amazon.com, 2021. 
[Online]. Available: https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-
ug/Strategies.html [Accessed 25 December 2021]. 

[51]"About Handling Stale Data", 2021. [Online]. Available: 
https://www.eclipse.org/eclipselink/documentation/2.4/concepts/cache004.htm#:~:te
xt=Stale%20data%20is%20an%20artifact,committed%20to%20the%20data%20sour
ce.&text=Depending%20on%20how%20you%20configure,in%20use%20within%20
another%20process. [Accessed 25 December 2021]. 

[52]"Cache Usage Patterns", Ehcache.org, 2021. [Online]. Available: 
https://www.ehcache.org/documentation/3.3/caching-patterns.html#cache-as-sor. 
[Accessed 25 December 2021]. 

[53]"Cache configuration | Open CAS", Open-cas.github.io, 2021. [Online]. 
Available: https://open-
cas.github.io/cache_configuration.html?fbclid=IwAR3FVNolFBo_gfKX7XIRpkxw9
h4s7p90m_qYPZmZwOAHnCCor5CNvN2jAVc#:~:text=Write-
Around%20is%20similar%20to,not%20often%20subsequently%20re-read. 
[Accessed 25 December 2021]. 

[54] "2. PII Data in Corporate Lending", Docs.oracle.com, 2022. [Online]. Available: 
https://docs.oracle.com/cd/F41496_01/html/PII/PII_Data.htm. [Accessed 26 
December 2021]. 



90 
 

[55]"General Data Protection Regulation (GDPR) – Official Legal Text", General Data 
Protection Regulation (GDPR), 2021. [Online]. Available: https://gdpr-info.eu/. 
[Accessed 26 December 2021]. 

[56]"5 Secure Steps to NYDFS Compliance | Resource Library", Resource Library, 
2021. [Online]. Available: https://www.imperva.com/resources/resource-
library/ebooks/5-secure-steps-to-nydfs-compliance. [Accessed 26 December 2021]. 

[58]"BankFind Suite", Banks.data.fdic.gov, 2021. [Online]. Available: 

https://banks.data.fdic.gov/explore/historical?displayFields=STNAME%2CTOTAL
%2CBRANCHES%2CNew_Char&selectedEndDate=2020&selectedReport=CBS&s
electedStartDate=1934&selectedStates=0&sortField=YEAR&sortOrder=desc. 
[Accessed 26 December 2021]. 

[59]S. R. M. Oliveira and O. R. Zaiane, "Protecting sensitive knowledge by data 
sanitization," Third IEEE International Conference on Data Mining, 2003, pp. 613-
616, doi: 10.1109/ICDM.2003.1250990. 

[60]M. Atallah, E. Bertino, A. Elmagarmid, M. Ibrahim and V. Verykios, "Disclosure 
limitation of sensitive rules," Proceedings 1999 Workshop on Knowledge and Data 
Engineering Exchange (KDEX'99) (Cat. No.PR00453), 1999, pp. 45-52, doi: 

10.1109/KDEX.1999.836532. 

[61]"Overcoming the biggest transaction monitoring challenges", Napier.ai, 2022. 
[Online]. Available: https://www.napier.ai/post/overcoming-transaction-monitoring-
challenges. [Accessed 26 December 2021]. 

[62]Zareapoor, Masoumeh & Shamsolmoali, Pourya. (2015). Application of Credit 
Card Fraud Detection: Based on Bagging Ensemble Classifier. Procedia Computer 
Science. 48. 679-686. 10.1016/j.procs.2015.04.201.  

[63]Www2.deloitte.com, 2021. [Online]. Available: 
https://www2.deloitte.com/content/dam/Deloitte/in/Documents/finance/Forensic/in-
forensic-AML-Survey-report-2020-noexp.pdf. [Accessed: 26- Dec- 2021]. 

[64]Diva-portal.org, 2021. [Online]. Available: https://www.diva-

portal.org/smash/get/diva2:834221/FULLTEXT01.pdf. [Accessed: 26- Dec- 2021]. 

[65]Lopez-Rojas, Edgar Alonso & Elmir, Ahmad & Axelsson, Stefan. (2016). 
PAYSIM: A FINANCIAL MOBILE MONEY SIMULATOR FOR FRAUD 
DETECTION.  

[66]["Overview · IBM/AMLSim Wiki", GitHub, 2021. [Online]. Available: 
https://github.com/IBM/AMLSim/wiki/Overview. [Accessed: 26- Dec- 2021]. 



91 
 

[67] M. J. Eccles, D. J. Evans and A. J. Beaumont, "True Real-Time Change Data 
Capture with Web Service Database Encapsulation," 2010 6th World Congress on 
Services, Miami, FL, 2010, pp. 128-131, doi: 10.1109/SERVICES.2010.59. 

[68] "What are the Different Methods of Change Data Capture (CDC)? | HVR 
Software", HVR Software, 2020. [Online]. Available: https://www.hvr-
software.com/blog/change-data-capture/. [Accessed: 25- May- 2020]. 

[69]"What Is Real-Time Stream Processing? - Hazelcast", Hazelcast, 2022. [Online]. 
Available: https://hazelcast.com/glossary/real-time-stream-processing/. [Accessed: 
10- Jan- 2022]. 

[70]Confluent.io, 2022. [Online]. Available: https://www.confluent.io/learn/data-
streaming/. [Accessed: 10- Jan- 2022]. 

[71]"MySQL vs. Oracle Comparison", Db-engines.com, 2022. [Online]. Available: 
https://db-engines.com/en/system/MySQL%3BOracle. [Accessed 26 January 2022]. 

[72] Assefa, Samuel A.. “Generating Synthetic Data in Finance: Opportunities, 
Challenges and Pitfalls.” InfoSciRN: Data Protection (Topic) (2020): n. pag. 

[73] S. D. P. Mendonça, Y. P. D. S. Brito, C. G. R. D. Santos, R. D. A. D. Lima, T. D. 
O. D. Araújo and B. S. Meiguins, "Synthetic Datasets Generator for Testing 
Information Visualization and Machine Learning Techniques and Tools," in IEEE 
Access, vol. 8, pp. 82917-82928, 2020, doi: 10.1109/ACCESS.2020.2991949. 

[74] G. Soltana, M. Sabetzadeh and L. C. Briand, "Synthetic data generation for 
statistical testing," 2017 32nd IEEE/ACM International Conference on Automated 
Software Engineering (ASE), 2017, pp. 872-882, doi: 10.1109/ASE.2017.8115698. 

 
 

 

  


	1 CHAPTER 1 - INTRODUCTION TO MICRO DATA MODEL ARCHITECTURE FOR AML SCORING RULES ENGINES 

	1.1 Introduction

	1.2 Background & Motivation

	1.3 Problem in Brief

	1.4 Aims and Objectives

	1.5 Proposed Solution 

	1.6 Rest of the Report

	1.7 Summary


	2 CHAPTER 2 - LITERATURE REVIEW

	2.1 Introduction

	2.2 Banking Operations in the Modern Era

	2.3 Propagation of the Money Laundering Problems

	2.4 Anti-Money Laundering Solutions

	2.4.1 AML Prevention Solutions/Techniques

	2.4.2 AML Detection Solutions/Techniques

	2.4.3 Hybrid Solutions/Techniques


	2.5 Anti-Money Laundering Control Layered Framework

	2.5.1 Real-time Controlling Layers

	2.5.2 Near Real-time Controlling Layers

	2.5.3 Offline Controlling Layers


	2.6 Conventional and Temporal Databases 

	2.6.1 Conventional Databases

	2.6.2 Temporal Databases

	2.6.3 Relational Support for Temporal Databases 

	2.6.4 NoSQL Support for Temporal Database


	2.7 Database Caching

	2.7.1 What is caching?

	2.7.2 Database Caching


	2.8 Problem of Real World Transaction Data

	2.8.1 Intrinsic Private Nature of Financial Transaction Data

	2.8.2 Lack of Financial Transaction Data Quality 

	2.8.3 Financial Data Expose Can Cause Indirect Damages to Financial Institute


	2.9 Synthetic Financial Transaction Data

	2.9.1 PaySim Transaction Data

	2.9.2 AMLSim Transaction Data

	2.9.2.1 Supporting Typologies

	2.9.2.2 Data Generate Process



	2.10 Summary


	3 CHAPTER 3 - METHODOLOGY

	3.1 Introduction

	3.2 Factors to Consider 

	3.2.1 Business Factors Force for Design Considerations

	1.1.1 Technical Factors Force for Design Considerations


	3.3 Micro Data Model Architecture In-Depth

	3.4 Architectural Modeling

	3.4.1 Scoring Rule Organization

	3.4.2 Data Model Organization 


	3.5 Data Injection & Remove Process

	3.6 Summary


	4 CHAPTER 4 –MICRO TEMPORAL DATABASE GENERATOR

	4.1 Introduction

	4.2 Introduction to Micro Temporal Database Generator

	4.3 Architecture

	4.3.1 Rest API

	4.3.2 Template Schema Mapper

	4.3.3 Database Generator


	4.4 Extendibility of Design

	4.5 Model Validation & Testing

	4.5.1 Generate Micro Temporal Databases

	4.5.2 Data Design

	4.5.3 Data Preprocessing & Loading

	4.5.4 Scoring Rule Design

	4.5.5 Model Validate


	4.6 Summary


	5 CHAPTER 5 – Discussion

	5.1 Study Outcome

	5.2 Experimental Limitations

	5.3 Future Work

	5.4 Summary


	6 REFERENCES

	7 APPENDIX A: ANTI-MONEY LAUNDERING LAWS AND REGULATIONS IN GLOBE

	8 APPENDIX B: ANTI-MONEY LAUNDERING PATTERNS AND SAMPLE SCENARIOS (MOBILE BANKING)

	9 APPENDIX C: GUIDELINES FOR MICRO TEMPORAL DATABSE GENERATOR

	10 APPENDIX D: DATA PREPROCESSING AND LOADING FOR OLTP AND TEMPORAL DATABASES

	11 APPENDIX E: MODEL VALIDATION TEST RESULTS SUMMARY


