CHAPTER 7: CONCLUSION & RECOMMENDATION

7.1  Identify the Strengths and Weaknesses of Organizations

By analyzing the results, the industry norm and control limits of each and every process
are identified. Based on the aggregate results, the organizations are categorized into five
groups as, Very weak, Weak, Average, Good and Very good.

Further these results can be used to identify the level of control of the processes in the
organizations individually, to identify the strength and weakness in processes of
information system function against the industry norm. As example the results of the

assessment of the organization 1 is shown in table 7.1.

Table 7.1 The Result of the Individual Level Assessment of the Organization 1

Process Marks Category Industry Percentage
(Percentage) Average Deviation from
Average

General Management 17 | Very Weak 55 -70
System Implementation 55 | Average 52 6
Availability 46 | Week 56 -18
Performance Monitoring 39 | Very Weak 55 -29
Capacity Planning 46/ Week 52 -12
Problem Managenient 38 4 Week 48 221
Change Management 33 ] Very Weak 52 -38
Security Management 20| Mery Weak 54 -63
Disaster Recovery 24 | Very Weak 47 -49
Document Management 20 | Very Weak 49 -59
Procurement Management 55 | Average 56 -2
Quality Management 3 | Very Weak 45 -94

In above table, 2" column shows the assessment marks scored by the organization 1 for
each process. 3" column shows the categorizations based on the aggregate values of the
processes. 4™ column shows the industry norm or average value. 5™ column shows the
percentage deviation of the marks of the process, from the industry average of the
process, for organization 1. {(column 2-column 3)*100/column 3} In that column
positive sign is for the values above the average and the negative sign is for the values

bellow the average.
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7.2  Priority Based on the Controls of the Process

When improving the process more priority is necessary to be given to the weaker

processes. Table 7.2 shows the results extracted for the organization 1.

Table 7.2 Priority List Based on the Control of the Process for Organization 1

Process Percentage Deviation Priority marks
from average
Quality Management -94 12
General Management -70 11
Security Management -63 10
Document Management -59 9
Disaster Recovery -49 8
Change Management -38 7
Performance Monitoring -29 6
Problem Management -21 5
Availability -18 4
Capacity Planning -12 3
Procurement Management -2 2
System Implementation 6 ]

2" column shows the percentage deviation of the average and the results are in ascending
order. Weakest process is on the top of the list while the strongest process is at the bottom
of the list. 3" column shows the points given to the process based on the priority of the
process, considering the strength or weakness of the process. As the weakest process
needs the highest attention and needs more priority, it is allocated with 12 points while
strongest proce.ss is allocated with 1 point and other processes get respective points based

on the position of the priority list.

7.3 Priority Based on the Importance of the Process

Out of these twelve processes the priority of each process depends on the industry and the
nature of the organization also. If a company outsourcers its IT operation, procurement
management has very high priority. If the organization has gone for a new system
recently, the system development will have higher importance. If the organization has
critical online transaction processing system, the availability process gets higher priority.
If the growth rate of the organization is high, performance monitoring and the capacity
planning will have higher priority. If the environmental factors related to the organization,

(political, economic, technical etc) change rapidly, change management process will have
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higher priority. If the organization deals with high sensitivity of data, the security
management process will have high priority. If the nature of the organization is such that
it may face physical and logical threats, security management and disaster recovery will
have higher priority. If the IT requirement varies quickly, configuration and document
management will have high priority. Ultimately it depends on the nature of the
organization; hence it is necessary to identify the organizational level priorities of the
processes individually. Schiesser(2003) gives the following approach that can be used to

identify the organizational level priorities.

»
The members in the steering committee are individually asked to list up the process in
order of importance, based on their individual judgment. (Most important process is on
the top of the list while least importance process is at the bottom of the list). 12 points are
‘ allocated to the top most process and 1 point is allocated to the bottom most process and
|
| the others get respective points based on their position in the list. Get the average values
for each and every process based on the values given by the individual members in the
steering committee. Prepare the list of the process in descending order of the average
value. (Most important process on the top of the list while the least important process is at
| -
| the bottom of the.list)
Assume thatthe table 7.3 shows the process in order of importance for the organization 1.
® Table 7.3 The Of&elr of the Importance of the Process for the Organization 1
Process Points
Availability 12
Problem Management 11
Performance Monitoring 10
Security Management 9
Disaster Recovery 8
Quality Management 7
General Management 6
Change Management 5
Configuration Management 4
Capacity Planning 3
Procurement Management 2
System Implementation |
In the above table 2" column shows the points given to the process based on the
importance of the process. Most important process is allocated with 12 points while the
PY least important process is allocated with 1 point and the other processes get respective

points based on the position in the list.
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7.4  Overall Priority of the Process

Two lists of priorities considering the strengths and weaknesses of the processes and
priorities considering the importance of the processes are discussed in detail under
sections 7.2 and sections 7.3 respectively.

In evaluation the overall priority of the process it is recommended to consider both the
parameters.

Table 7.4 shows the overall priorities list for the organizations 1

Table 7.4 Overall Priorities of the Processes

Process Considering the | Considering the | Overall priority
controls importance
Security Management 10 9 90
Quality Management 12 7 84
General Management 11 6 66
Disaster Recovery 8 8 64
Performance Monitoring, 6 10 60
Problem Management ) 11 55
Availability 4 12 48
Document Management 9 4 36
Change Management 7 S 35
Capacity Planning 3 3 9
Procurement Management 2 2 4
System Implementation ] 1 1

In above table 2" column shows the priority based on the control strengths and
weaknesses of the processes (from sections 7.2). 3 column shows the priority based on
the importance of the process (from sections 7.3) 4™ column shows the overall priority
considering both the factors. (The vales of the column 4 are calculated by multiplying
column 2 and column 3.) The process having the highest overall priority is at the top of

the list while least overall priority is at the bottom o f the list.
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7.5 Implementation of the Improvements

Through the assessment & analysis, strengths and weaknesses of the processes and the
priorities of improvements of the processes are identified. The assessment was done in the
policy level (more in strategic level) based on the technical level detail study done by
auditors. Though the evaluation is done in strategic level, the improvement should be
done in an operational or technical level. Therefore it is necessary to have details of
technical level investigations to implement the improvements. Because of this an
organization needs a dedicated group of people continually working to identify the areas
for improvement and compliance monitoring of the processes for continuous
improvement of the IS functions. In other words the organization needs an internal audit

department to conduct detail level investigations regularly.

7.6 Importance of the Internal Audit Department

Following facts lead to the conclusion that it is essential to have the internal audit
department to improve the IS function in the organizations.
o Basedigmithe observations under sections 6.2 and 6.3
It is obsérved that the level of the. overall assessment is high when the operations
of the internal audit department is high (Better the internal audit department better
is the overall performance of the IS functions)
e As an essential factor to implement the process improvement it is necessary to

have an internal audit department and that is discussed under section 7.5

7.7 Development of Internal Audit Department

The importance of the internal audit department is identified and discussed under section
7.6. This section briefly discusses how to establish and manage internal audit department
mainly based on the facts discussed by Weber (1999)

Managing the information system audit function involves the traditional management

function; planning, organizing, staffing, leading and controlling.
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Two types of plans are formulated when managing the information system audit function;
long run and short run plans. Goals on long run planning are to provide an overall
direction for the information system audit function and to ensure that adequate resources
are available to discharge the responsibilities effectively and efficiently. Goals on short
run planning are to put in place a risk management program that will enable to evaluate
systematically the exposures that face the organization.
Organizing the information system audit function involves addressing four issues.
e Establishing formally the legitimacy of the information system audit function
within the organization.
o Determining whether the information system audit function should play staff role
or a line role within an organization’s overall audit function.
e Determining whether the information system audit function should be centralized
or decentralized.
e Determining how the information system audit function should be resourced.
The legitimacy and role of the information system audit function should be established
via an audit charter. If information system auditors play a staff role, they will assist the
general staffsauditors by providing the specialist advice on technologically complex
matters associated with computers, If they play a line role, they will be an integral part of
any audit team. Many factors affect the decision on whether the information system staff
functions should be centralized or decentralized. Probably the most important factor,
however, is whether the organization in which the information system audit function is
placed, is itself centralized or decentralized. How well the information system audit
function is resourced will depend in part on how well long run and short run planning
activities are undertaken.
The staffing function involves sourcing and recruiting information system audit staff,
appraising and developing information system audit staff and determining suitable carrier
paths for information system audit staff. In terms of sourcing and recruitment, a long-
standing issue is whether it is better to recruit staff, which primarily have an information
technology background, or staff, which primarily have auditing background. Careful staff
appraisal and development is critical within the information system audit function

because staff need to remain proficient in technical, social and managerial skills.
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Providing suitable career paths for information system auditors is often difficult because
many organizations employ small number of information system auditors.

Under the leading of the information system audit group, it is necessary to achieve
harmony of the objective at three levels. First, actions taken by the individual auditors
need to be congruent with the overall objective of the specific audit in which they
participate. Second each audit needs to be undertaken in such a way that its outcomes are
congruent with those established under the short-term plan of the information system
function. Third the activities of the information system audit function overall must help
the organization to achieve its mission and goals. To achieve harmony of objectives,
leadership process must be adjusted to take into account the needs of the individual
information auditors.

Control needs to be exercised at the level of individual audits and the level of the overall
information system audit function. At the level of the individual audits, some important
control strategies are to state and document clearly the objective of an audit, to monitor
and evaluate the process, to subject the audit work performed to independent review, to
report carefully the result of an audit, and obtain feedback from the stakeholders in an
audit on their .\;iews about 'the quality of audit:" At'the" leveél of ‘the overall information
system audit, seme important control strafegies are, fo undertake the periodic detailed
reviews of selected audits, to regular review information system audit standard, polices
and procedures, and to use benchmarking to evaluate how well the information system
audit function is performing relative to information system audit functions within other
organizations.

A list of processes and their controls to be covered under the information system audit is
shown in table 7.5. A weight factor is introduced to the table as the different processes
having different levels of impact depending on the nature of the organization been

investigated, which is described in section 7.3 in detail.
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Table 7.5 Process and Controls

Process Controls (indicators) Weigh
(variable) t
1. General 1.1 Senior management involvement in Information System (IS) function.
Management | 1.2 Role of the IT steering committee in IS function.
1.3 Evaluation of planning function. -
1.3.1  Identify the goals of the IT department considering the business
oals. (long term & short term goals)
1.3.2  Identify the resources necessary to achieve the goals. (h/w, s/w,
people)
1.3.3  Identify the cost & the benefits of acquiring the resources.
1.3.4  Activity plan to achieve the goals and objectives .
1.3.5 IT budget.
1.4 Evaluation of organizing function. RIS
1.4.1  Location of the information system function in the company
organization structure.
1.42  Staffing. (recruiting, development, termination )
1.43  The structure of the 1T department.
1.44  Roles and responsibilities of the IT department.
1.4.5  Coordination/communication between the other departments.
1.5 Evaluation of leading function.
1.5.1  Motivation of staff.
1.5.2  Communication between employer and employees.
1.5.3  Carcer development, training and guidance at individual level.
1.5.4  Individual goal setting and Performance evaluation.
1.6 Evaluation of controlling function. .
1.6.1 _ Actual results against the plans.
1.6.2' " '/Controlling the IS\activities. (policies, 'procedures, standards)
1.6.31 | .Compliance moénitoring & corrective actions;
1.6.4  Controlling of users.(service level agreements, transfer pricing etc)
2 System 2.1 Problem-/opportunity ‘analysis (SWOT analysis) carried out.
Implementati | 2.2 Feasibility of the project carried out. (economic, technical etc)
on 2.3 Detail Investigation of the existing system and the problems faced

(acquisition &
development)

identified.

2.4 Requirement of the new system identified.

2.5 Organization job design (business process reengineering) carried out.

2.6 Solution design, construction and testing processes done.

2.7 Identifying hardware/system software requirements (sizing) carried out
and acquired.

2.8 Operational procedures developed, the users trained for their tasks,
procedure manuals, training manuals available.

2.9 Conversion process from existing system to new system done.(e.g. data
cleansing before migration, data migration & testing , parallel run etc)

2.10User acceptance obtained. (users of the system have actively
participated in developing the solution)

2.11Post implementation review conducted to identify the effectiveness of
the implementation.

3 Availability
of Resources
for the
Production
Operation

3.1 The availability and reliability standards (service level agreements)
established for the resources. (applications, system, network etc)

3.2 Data availability to assess the availability of the resources. ( mean time
between failures (MTBF), mean time to repair (MTTR))

3.3 Actions been taken to improve Reliability (MTBF) and
Maintainability. (MTTR)

3.4 Availability of the server environment for the production operation.
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3.5 Availability of the database & application software for the production
operation.

3.6 Availability of the network environment.

3.7 Availability of desktop environment.

3.8 Availability of peripherals.

4  Performance
Monitoring &
Tuning

4.1 Tdentify the resources to be tracked & managed. (application, system,
network, peripherals etc)

4.2 Performance parameters such as response time, transaction volumes,
service level during the peak periods etc are identified.

4.3 The priorities of resource allocation for different processes identified.

4.4 Decided the performance indicators. (what to measure, when and how
to measure etc)

4.5 Analyze the performance indicators to identify the load imbalances and
bottlenecks.

4.6 The way to determine what should be done to improve the
performance.

4.7 Timely improving the system performance by tuning, balancing the
system, performance trouble shooting, reconfiguring etc.

4.8 Timely reporting the results to the relevant parties like capacity
planners, senior management etc.

S Capacity
Planning

5.1 Identify the key resources to be planed. (server, database, network,
peripherals, desktop)

5.2 Measure the utilization and performance of the resources currently
available. (performance monitoring)

5.3 Identify the excess capacity.

5.4 Workload forecasting from the relevant parties/users.

5.5 Map the work load forecast into resource requirement.

5.6 Predict what.time the existing capacity will be over.

5.7 Devtlop-the resources acquisition plan to'meet the fisture requirements.

6 Problem -
Management/
Technical
® Support

6.1 Theprocedures adapted tozinform the problems identified.

0.2 Recording mechanism of the problems.

6.3 Timely'escalating the problem and user acceptance.

6.4 Analyze the trends of the problems, implementing remedial measures
to control the problems.

6.5 Technical support for end users.

6.6 Training the end users in IT activities.

7 Change
Management

7.1 Role of the change control board to cope up with the change
management.

7.2 Formal change request procedures been adopted to request a change.

7.3 Analyze the necessity of the change (cost benefit analysis) and the
impact of the change.

7.4 Approve the changes for implementation.

7.5 Prioritize and schedule the changes of the requests.

7.6 Design, construction and test the change.

7.7 Implement and acceptance of the change.

7.8 Follow up process of the change carried out.

8 Security
Management

8.1 Identify the information system assets.

8.2 Value the information system assets.

8.3 Identify the threats faced by each and every resource.

8.4 Threats likelihood assessment. (possibility of occurring the threats)

8.5 Exposure analysis. (the extent of the exposure of the resources to the
threat)

8.6 Controls adjustment to overcome the threats.

8.7 Reporting to the management.
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Disaster
Recovery

9.1 Emergency plan. (the actions to be taken, persons to be informed etc)

9.2 Backup plan. (types of backups, frequency, procedure, responsible
person, storage etc)

9.3 Recovery plan.

9.4 Test plan.

9.5 The level of the insurance coverage of the IS resources.

10

Configuration
/ Document
Management

10.1Availability of the documentation of the hardware software
configuration, policies, procedures , operational manuals etc.

10.2The ownership of the document defined. (created , checked, approved,
used etc)

10.3The accuracy and thoroughness of the documents.

10.4The format and readability of the documents.

10.5The updateability and the currency of the documents.

10.6 Accessibility and the storage of the documents.

10.7Usability and effectiveness of the documents.

11

Procurement
Management

11.1Procurement planning. (what to procure and when, what to outsource,
etc)

11.2Solicitation planning. (identify the product requirement, potential
sources, preparing RFPs, developing evaluation criteria etc)

11.3Solicitation. (obtaining the quotations, bids, offers or proposals as
appropriate)

[1.4Source selection. (evaluating prospective vendors, negotiating
contracts and awarding the contact)

11.5Contract administration. (monitoring contact performance, contact
modification etc)

11.6Contract closure. (completion and the settlement of the contract)

12

Interna!
Auditing/

Quality

12.1The existence of the internal audit /quality control department.

12.21dentify and develop the quality goals.

12.3Developing’and & maintaining standards for TS function.

Managerne.
nt Ly

12 .4 Monitoring the_ compliance with QA standards!

12.51dentifying the areas for improvement.

12.6Regular Reporting to'the management of QA function.

12.7Training of QA standards and procedures of the users.
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7.8 Conclusion

7.8.1 Accomplishment of Objectives
Objective 1: Identify the areas to be assessed under the information system function
12-process model is used to identify the activities that come under information system

function and use the same to assess the information system functions in the organizations.

Objective 2: Assessment of organizational information function
The information system functions in the organizations are assessed by using the 12
process model through auditors. Instead of a technical level approach, a higher-level

strategic approach is used for the assessment.

Objective 3: Identify the strengths and the weaknesses in information systems
Based on the assessment, the aggregate levels of controls in the information system
function are identified. These aggregate values are used to identify the control strengths

and weaknesses in the liriformation system of the brganizationsindividually.

Objective 4: Recommendation {0 impiement the improvements of the IS function

Based on the findings of the research, priorities of implementing the improvements of the
information system functions are discussed. The necessity of the internal audit
department for effective information system is identified. Establishment of the internal

audit department for an organization is discussed briefly.
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7.8.2 Further Study
As this is an initial investigation, general controls, which are valid for any type of
industry, are considered. This can be improved for a particular industry sector by
identifying specific controls relating to the industry and hence strengths and weaknesses
of the controls for the specific industry.
Assessment and improvement (improvement based on assessment) will be more
meaningful if the related parties contribute constructively towards information system
management controls and audit. In this context several institutions as given bellow can
contribute to improve the information system function through controls.

e Professional body

¢ Regulatory and legisiative body

¢ Consultancy organizations

o Institutes in IT education

o Organizations themselves
Professional body
The leading international professional organization for information system auditors is the
information, systein control and audit association (ISCA). The ISCA has more than 15,000
members in more than, 100 countries, It has local chapters in more than 50 countries
The five hallmarks of a profession are the

e Existence of the common body knowledge

e Existence of the standards of competence

o Conduct of valid and reliable examinations to assess the competency

o Existence of a code of ethics

e Enforcement of the code of ethics through the disciplinary mechanism
ISACA has sought to put in place all five hallmarks. It worked to define a common body
of knowledge for information system auditors. This body of knowledge has been
articulated and published in COBIT (control objective for information and related
technology). ISACA has also defined standards of competency in relation to information
systemn audit independence, technical competence, work performance, audit reporting,
audit follow up, and audit charter. An examination competence called the certified

information system audit examination is conducted internationally by the ISCA. The
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ISCA has formulated a code of professional ethics and put in place the disciplinary
mechanism for its members.

The effectiveness of the operation of a professional body in Sri-Lanka is to be
investigated.

Regulatory body

Controls of the information system are assured through the legislative framework. Is there
a appropriate legislation and a regulatory body to control the information system related
activities in the society of Sri Lanka? This is a vast area to be explored.

Consultancy companies

There are very few organizations currently conducting information system audit as
external auditors in Sri-Lanka. There is a larger vacuum in this area to be explored in
detail.

Institutes in IT education

There are several institutions that contribute to the IT education in Sri Lanka. It includes
government universities private and affiliated universities and institutions. The
contributions of these institutions towards information system control & audit are to be
explored. ‘

Industry itself

Ultimately the organization itself is necessary to identify the importance of the
information system control and audit for the effective information system. It is necessary

to explore the readiness of the organizations in information system controls and audit.
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ANNEXURE 1: RISK ASSESSMENT GUIDELINE

The level of the required controls of the information system activities depends on the risk faced
by the organization.

E.g. if there is high risk, it is necessary to have a high control over the activity.

Unfortunately there is no hard & fast rule to quantify the risk. Hence we use several approaches to
identify the risk faced by the organization.

Approach 1: Type of industry (Porter & Miller (1985) information intensity matrix)
Depends on the nature of the industry

High Delayed (e.g. oil refining, | Drive (e.g. banking,

legal services) education, airline)

(High risk) (Very high risk)
Information intensity of Delivery (e.g. cement, Dependent (e.g. fashion) the
value chain bricks) (Average risk)

(Low risk)

Low
Low High

Information intensity of the product

Approach 2: Type of the organization (McFarland et al.’s (1983) strategic grid model)
Depends on the nature of the organization

High o Turnaround organization' ' <|:-Strategi¢'organization
(Highmisk.) ¢Very highirisk)
Importance of future Support Organization Factory systems
(Low risk) (Average risk)
Low
Low High

Importance of current systems

Approach 3: Management approach (based on McFarland et al.’s (1983) strategic grid
model)
Depends on the management of the organization

High Need more control & Continuous management

management involvement. | attention needed

(High risk) (Very high risk)
Future expectations of the | Need more involvement Less future expansions
management (Low risk) (Current risk is high but

low future risk)
Low
Low High

Current expectations of Management
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Approach 4: People’s involvement (based on McFarland et al.’s (1983) strategic grid model)
Depends on the people’s involvement

High Need more training Knowledge updating
(Very high risk) necessary
(High risk)
Usage of the Knowledge Need of knowledge Low moti\{ation, low
management opportunities
(Low risk) (High risk)
Low
Low High

Knowledge of the people

Approach 5: Usage of the information (based on McFarland et al.’s (1983) strategic grid

model)

Depends on the effectiveness of the usage of the information

High

Usage of information

Low

Need to have more

Availability and usage of

information the information is high
(Very high risk.) (High risk)

Availability and usage of | Need to use information
the information is low effectively

(Low risk) (High risk)

Cow

Ayailability,ef,nformation

High

Approach 6: Technological requirements (based on McFarland et al.’s (1983) strategic grid

model)

Depends on the technological requirement

High

Technological
requirement

Low

Based on the overall risk, the required level of the controls can be decided as follows.

Need to use high

Use high tech as required,

technology need to be alert
(Very high risk.) (High risk)
Possibility of having Cost overrun
technological (Average risk)

improvement (Low risk)

Low

Availability of technology

Identified Risk Required Controls
Very Low Risk Very Low Controls
Low Risk Low Controls
Average Risk Average Controls
High Risk High Controls

Very High Risk Very High Controls
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ANNEXURE 2: RESEARCH QUESTIONNAIRE

Intreduction

My name is Priyanga Keerthiwansa and I am studying for MBA in IT degree of the University of
Moratuwa, Sri-Lanka.

I am conducting a research under the topic of “Assessment of the controls of information system
function in auditing perspective in organizations of Sri-Lanka” as a partial fulfillment of the

requirement of the degree.
The purpose of this questionnaire is to collect the required information for the research. The

answers for the questionnaire will be treated as highly confidential.
Your participation is very much appreciated.

»
Thank you
Priyanga Keerthiwansa
(MBA/PG/T 02/9110)
Guideline
1. Questionnaire consists of two sections. Section one is for the general information of your
client and section two is for the evaluation of the processes in information system (IS)
function.
2. Section two consists of 12 processes that come under IS function. Each process consists of
several control points.
3. In assessment, each control point is allocated with a maximum of 10 marks. Please follow the
guideline given below in allocating the marks.
Category Marks
Very poor 02
Poor 2-4
Average 4-6
» Good 6-8
Very good 8-10
4. When allocating the marks for the control point, please consider the required level of the
control, by identifying the IT risk faced by the organization. (Risk assessment guide line is
provided to you separately)
e.g.
Online transaction processing system, 90% availability of the application system, may be put
into a poor category while batch processing system, 75% availability of the application
system, may be put into a good category.
5. Please avoid leaving the field blank. Please write “irrelevant” instead.
Section 1 - General information
Industry (Please don’t write the organization’s name)
Turnover (in Rs.)
IT budget (in Rs.)
No of staff
No of IT staff
Audit date
Period end (month)
L) Period end (year)

107



Section 2 - Assessment information system

Process Controls Marks
1. General 1.1 Senior management involvement in Information System (IS) function.
Management | 1.2 Role of the IT steering committee in IS function.
1.3 Evaluation of planning function. SR
1.3.1  Identify the goals of the IT department considering the business
goals. (long term & short term goals)
1.3.2  Identify the resources necessary to achieve the goals. (h/w, s/w,
people)
1.3.3  Identify the cost & the benefits of acquiring the resources.
1.3.4  Activity plan to achieve the goals and the objectives.
1.3.5 IT budget.
1.4 Evaluation of organizing function.
1.4.1  Location of the information system function in the company
organization structure.
1.4.2  Staffing. (recruiting, development, termination )
1.4.3  The structure of the IT department.
1.4.4  Roles and responsibilities of the IT department.
1.4.5 Coordination/communication between the other departments.
1.5 Evaluation of leading function.
1.5.1  Motivation of staff.
1.5.2  Communication between employer and employees.
1.5.3  Career development, training and guidance at individual level.
1.5.4  Individual goal setting and Performance evaluation.
1.6 Evaluation of controlling function. N
1.6.1  Actual results against the plans.
1.6.2] | \Controlling the 1S\ activities: (policies; pfocedures, standards)
1.6.3, ., Compliance monitoring & corrective actions.
].6.4— "Controlling of users.(service leveél’agreements, transfer pricing etc)
2. System =p2.1 Rroblem /opportuniity analysis (SWOT analysis) carried out.
Implementati | 2.2 Feasibility of the project carried out. (economic, technical etc)
on 2.3 Detail investigation of the existing system and the problems faced
(acquisition & identified.
development) | 2.4 Requirement of the new system identified.

2.5 Organization job design (business process reengineering) carried out.

2.6 Solution design, construction and testing processes done.

2.7 Identifying hardware/system software requirements (sizing) carried out
and acquired.

2.8 Operational procedures developed, the users trained for their tasks,
procedure manuals, training manuals available.

2.9 Conversion process from existing system to new system done.(e.g. data
cleansing before migration, data migration & testing , parallel run etc)

2.10User acceptance obtained. (users of the system have actively
participated in developing the solution)

2.11Post implementation review conducted to identify the effectiveness of
the implementation.

3. Availability
of Resources
for the
Production
Operation

3.1 The availability and reliability standards (service level agreements)
established for the resources. (applications, system, network etc)

3.2 Data availability to assess the availability of the resources. ( mean time
between failures (MTBF), mean time to repair (MTTR))

3.3 Actions been taken to improve Reliability (MTBF) and Maintainability.
(MTTR)

3.4 Availability of the server environment for the production operation.
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Availability of the database & application software for the production
operation.

3.6

Availability of the network environment.

3.7

Availability of desktop environment.

3.8

Availability of peripherals.

4. Performance
Monitoring &
Tuning

4.1

Identify the resources to be tracked & managed. (application, system,
network, peripherals etc)

42

Performance parameters such as response time, transaction volumes,
service level during the peak periods etc are identified.

4.3

The priorities of resource allocation for different processes identified.

4.4

Decided the performance indicators. (what to measure, when and how
to measure etc)

4.5

Analyze the performance indicators to identify the load imbalances and
bottlenecks.

4.6

The way to determine what should be done to improve the
performance.

4.7

Timely improving the system performance by tuning, balancing the
system, performance trouble shooting, reconfiguring etc.

4.8

Timely reporting the results to the relevant parties like capacity
planners, senior management etc.

5. Capacity
Planning

5.1

Identify the key resources to be planed. (server, database, network,
peripherals, desktop)

52

Measure the utilization and performance of the resources currently
available. (performance monitoring)

53

Identify the excess capacity.

54

Workload forecasting from the relevant parties/users.

5.5

Map the work load forecast into resource requirement.

5.6

Predict what time the existing capacity will be over,

5.7

Develop'the’resources dequisition 'plan te' meet the future requirements.

6. Problem
Management/
Technical
Support

6! 1

Thé procedunes-adapted todnforni the:problems ddentified.

456.2

Recording, mechanism of the problems.

2763

Timely escalatihg the‘problem and user acceptance.

6.4

Analyze the trends of the problems, implementing remedial measures to
control the problems.

6.5

Technical support for end users.

6.6

Training the end users in IT activities.

7. Change
Management

7.1

Role of the change control board to cope up with the change
management.

7.2

Formal change request procedures been adopted to request a change.

7.3

Analyze the necessity of the change (cost benefit analysis) and the
impact of the change.

7.4

Approve the changes for implementation.

7.5

Prioritize and schedule the changes of the requests.

7.6

Design, construction and test the change.

7.7

Implement and acceptance of the change.

7.8

Follow up process of the change carried out.

8. Security
Management

8.1

Identify the information system assets.

8.2

Value the information system assets.

83

Identify the threats faced by each and every resource.

8.4

Threats likelihood assessment. (possibility of occurring the threats)

85

Exposure analysis. (the extent of the exposure of the resources to the
threat)

8.6

Controls adjustment to overcome the threats.

8.7

Reporting to the management.
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9. Disaster
Recovery

9.1 Emergency plan. (the actions to be taken, persons to be informed etc)

9.2 Backup plan. (types of backups, frequency, procedure, responsible
person, storage etc)

9.3 Recovery plan.

9.4 Test plan.

9.5 The level of the insurance coverage of the IS resources.

10. Document
Management

10.1Availability of the documentation of the hardware software
configuration, policies, procedures , operational manuals etc.

10.2The ownership of the document defined. (created , checked, approved,
used etc)

10.3The accuracy and thoroughness of the documents.

10.4The format and readability of the documents.

10.5The updateability and the currency of the documents.

10.6 Accessibility and the storage of the documents.

10.7Usability and effectiveness of the documents.

11. Procurement
Management

I1.1Procurement planning. (what to procure and when, what to outsource,
etc)

11.2Solicitation planning. (identify the product requirement, potential
sources, preparing RFPs, developing evaluation criteria_etc)

11.3Solicitation. (obtaining the quotations, bids, offers or proposals as
appropriate)

11.4Source selection. (evaluating prospective vendors, negotiating contracts
and awarding the contact)

11.5Contract administration. (monitoring contact performance, contact
modification etc)

11.6Contract closure. (completion and the settlement of the contract)

12. Internal
Auditing/
Quality

12.1The existence of the internal audit /quality control department.

12.21dentify and develop.the,quality goals.

Sh, 12.3 Developing-and & maintaining standards’for 1S“function.

Managemen't'r E)

12.4Monitoting the compliance; with QA standdrds;

12.51dentifying the areas for improvement.

12.6Regular Reporting to‘theé management of QA function.

12.7Training of QA standards and procedures of the users.

Please write comments if any
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ANNEXURE 3: DETAILS RESULT SHEET

Organization 1 2 3 4 5 6 7 8 9 10

Industry Eng Manufac |AutomobfInvest |Telecom |Group |Cargo |Retail |Group |Bank

Turnover S0M 500M 13B

IT budget 1M SM SM

Staff 25 7100 200 70 80 400 250

IT staff Outsourc 5 5 4 8 25 5 4 10 20

Period End (month) March |[March [March |[March [Dec March |[March |March |[March |March

Period End(year) 2006 2006 2006 2006 2005 2006 2006 2006 2006 2006

1.1 Senior management involvement in Information System (IS) 1 6 5 3 3 8 ) 5 7 4

1.2 Role of the IT steering committee in IS function. 0 5 4{NA | 8 6 5 7 4

1.3.1 Identify the goals of the IT department considering the 2 3 4 2 3 6 5 5 8 5

1.3.2 Identify the resources necessary to achieve the goals. (h/w, 3 5 3 2 5 6 5 5 7 5

133 Identify the cost & the benefits of acquiring the resources. 3 6 4 2 4 5 5 5 7 5

1.3.4 Activity plan to achieve the goals and the objectives. 4 6 3 1 3 7 5 5 8 6

1.3.5  IT budget. ' 11§ - N1/ tvwad Bll anlNa . 7 6

1.3 P 2 1 S T T R T So0p T asur oA T toof e o0t H ) 0]

the information syst¢nt § r 2 A h 1 oortslt e 6

1.4.2 Staffing. (recruiting, developmerit, NA 7 517 K ) AR 6

143 The structure of the IT department, ‘& -, NAl P 4 1 3 9 5

1.4.4 Roles and responsibilities of the IT depariment. NA 6 4 2 3 7 6

1.4.5 Coordination/communication between the other departments. 2 5 4 2 3 7 6

1.5:1 Motivation of staff. 2 6 5 3 2 5 S 5 6 6

1.5.2 Communication between employer and employees. 3 7 5INA 3 7 5 5 8 6

1.5.3 Career development, training and guidance at individual level. 2 8 2 4 3 7 5 5 8 6
Individual goal se and Performance evaluation. 2 6 4 3 5 5 o 7 6

1.6.1 Actual results against the plans. 6 2 2 4 7 5 5 7 4

1.6.2 Controlling the IS activities. (policies, procedures, standards) 0 6 1 3 5 7 5 5 5 4

1.6.3 Compliance monitoring & corrective actions. 2 6 2 3 3 7 5 4 6 5

1.6.4 Controlling of users.(service level agreements, transfer pricing| NA 6 4 4 3 7 5 4 ¥/ 5

2.1 Problem /opportunity analysis (SWOT analysis) carried out. NA 6 4 4 1 4 4 4 5 3

2.2 Feasibility of the project carried out. (economic, technical etc) NA 6 4 2 1 4 4 4 8 3
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2.3 Detail Investigation of the existing system and the problems faced 6 6 3 3 1 7 4 4 7 4
2.4 Requirement of the new system identified. NA 7 2 4 2 7 4 4 7 4
2.5 Organization job design (business process reengineering) carried [NA 6 3 4 3 5 4 4 6 3
2.6 Solution design, construction and testing processes done. 6 6 4 2 4 6 4 4{NA 4
2.7 _Identifying hardware/system software requirements (sizing) carried 6 6 3 3 5 5 b 4 8 4
2.8 Operational procedures developed, the users trained for their tasks, 5 6 2 2 1 7 4 4 8 3
2.9 Conversion process from existing system to new system done.(e.g. [NA 5 4INA 3 7 4 4 8 4
2.10 User acceptance obtained. (users of the system have actively 5 7 1 1 2 4 4 4 6 4
2 1 1 Post imp lementatlon review conducted to 1dentl the effectiveness 5 7 1[NA 1 3 3 3 6 2
3.l The avallablllty and rellablhty standards gserv1ce level agreements) 5 6 3 4 3 5 5 4 6 4
3.2 Data availability to assess the availability of the resources. (mean 2 fi 4 4 1 0 > 4 6 4
3.3 Actions been taken to improve Reliability (MTBF) and 2 6 4 3 1 0 5 4 7 4
3.4 Availability of the server environment for the nroduction operation. 2 6 4 2 6 5 4 4 8 4
3.5 Availability of the database & app!ication software for the 7 6 3 2 6 8 6 4 8 4
3.6 Availability of the network environment. = 7 ¢ 7 4 6 8 6 5 8 4
7 6 6 4 6 8 6 5 8 4
: ik | : 3 7 6 3 6 8 6 5 8 4
_ . r !‘\_Af IOCTIOT G T RPN & EY: 1S LTI ARRWIT S 538| [ 10AS 38| 4.00]
4.1 Identlfy the resources to be tracked & m ®d’ (application, 3 6 5 2 3 4/NA 5 7 4
4.2 Performance parameters such as respons= ume./ transactioh 3 6 3 4 3 4 5 5 7 4
4.3 The priorities of resource allocation for different processes 3 7 4 4 1 4 5 4 7 5
4.4 Decided the performance indicators. (what (o measure, when and 4 7 4 3 2 3 5 4 5 4
4.5 Analyze the performance indicators to identify the load imbalances 5 6 3 3 1 7 5 4 4 4
4.6 The way to determine what should be done to improve the 4 7 2 4 2 3 5 4 6 4
4.7 _Timely improving the system performance by tuning, balancing the 5 7 4 2 2 8 5 4 8 4
4. 8 Tlmel re ortm the results to the relevant artles like cay ac1 4 6 4 2 2 8 5 4 5 4
pg & ieni o 388 650 363 - 30N o S SBEE-S00F 425F 643
5 l Identlﬁ/ the key resources to be planed (server database networkL 5 6 5 1 4 7 5 5 8 5
5.2 Measure the utilization and performance of the resources currently S 6 5 2 4 7 5 5 7 4
5.3 Identify the excess capacity. 4 4 4 0 3 2 5 5 4 4
5.4 Workload forecasting from the relevant parties/users. 5 6 4 0 2 5 5 5 4 4
5.5 Map the work load forecast into resource requirement. 5 7 5 3 3 3 S 5 4 4
5.6 Predict what time the ex1stmg capacity will be over. 5 7 4 4 | 5 5 5 3 4
the resources acg ition lan to meet the futur 3 3 2 3 8 5 4 3 3




=

6.1 The procedures adapted to inform the problems identified. 5 6 4 2 5 7 3 4 6 4
6.2 Recording mechanism of the problems. 2 7 4 2 5 7 3 6 2 4
6.3 _Timely escalating the problem and user acceptance. 5 6 2 3 5 7 3 6 6 5
6.4 _Analyze the trends of the problems, implementing remedial 4 7 2 3 3 8 3 6 7 5
6.5 Technical support for end users. 5 6 2 5 5 8 3 6 7 5
6.6 Training the end users in IT activities. 2 7 1 2 3 9 3 5 7 4
6 Problem Management 83| 650 250|283 433|767 0| 530] 58
7.1 _Role of the change control board to cope up with the change 4 6 3 1 2 5 3 4 7 4
7.2 _Formal change request procedures been adopted to request a 2 5 2 0 2 8 3 4 2 4
7.3 Analyze the necessity of the change (cost benefit analysis) and the 2 6 2 2 3 3 3 4 5 4
7.4 _Approve the changes for implementation. 4 7 3 3 2 5 3 4 4 5
7.5 Prioritize and schedule the changes of the requests. 4 6 3 2 3 4 3 4 6 4
7.6 _Design, construction and test the change. + 7 2 2 3 5 3 4 7 -+
7.7 Implement and acceptance of the change. 4 6 2 1 2 3 3 4 7 4
7.8 Follow up process ofthe chane carried out. 2 7 2 2 2 5 3 4 6 4
1l N lifgn i L e T Ao i AP R AP ] Qi o471 500 PG B0 1S
8.1 Idermfy the mformatlon system assets. i@ 2 7 Y 3 4 S 3 5 7 4
8.2 Value the information system assets. [ 5/& . A5 | 2 6 ) 4 2 7 3 5 6 4
8.3 Identify the threats faced by each and g Veryresoutce 2 7 4 2 3 S 3 4 6 4
8.4 Threats likelihood assessment. (possibility Sfoccurring the threats 2 6 '. I 3 3 3 4 6 5
8.5 Exposure analysis. (the extent of the exposure-of the resdurces t6 o & } 0 2 3 3 4 6 4
8.6 Controls adjustment to overcome the threats. 2 6 | I 5 5 3 4 6 4

2 4 1 4 5 3 4 7 4
9.1 Emergency plan. (the actlons to be taken, persons to be informed 1 6 4 0 2 5 2 3 2 4
9.2 Backup plan. (types of backups, frequency, procedure, responsible 2 1 5 0 3 6 2 2 4 4
9.3 Recovery plan. 1 6 5 1 4 i 2 2 2 4
9.4 Test plan. 5 1 3 0 4 3 4 2 3 4
9.5 The level of the insurance coverage of the lS resources 3 6 2 2 2 2l S 3 3 4
9 D e L . e S = E oW ba0f 380l oF o[ 460 300 240 280 4.00|
10.1 Availability of the documentation of the hardware soﬁware 2 7 3 2 2 3 5 4 3 4
10.2 The ownership of the document defined. (created , checked, 2 5 3 2 3 3 5 4 3 3
10.3 The accuracy and thoroughness of the documents. 2 6 2 3 2 3 5 4 4 3
10.4 The format and readability of the documents. 2 6 1 4 3 2 5 4 2 3
10.5 The updateability and the currency of the documents. 2 7 1 5 2 2 5 3 3 4
10.6 Accessibility and the storage of the documents. 2 6 2 6 2 6 5 4 2 4




[
10.7 Usabili and et’fectiveness of the documents. 2 7 2 4 2 5 % 4 2 4
11. l Procurement planning. gwhat to procure and when what to 6 6 4 S 2 6 5 4 7 4
11.2 Solicitation planning. (identify the product requirement, potential |NA 7 3 3 2 7 5 3 7 4
11.3 Solicitation. (obtaining the quotations, bids, offers or proposals as 6 6 3 -+ 5 6 5 3 6 4
11.4 Source selection. (evaluating prospective vendors, negotiating 7 6 4 4 5 ¥ 9 3 6 4
11.5 Contract administration. (momtorlnggntact performance, contact 3 6 -+ 3 5 7 5 3 6 4
11.6 Contract closure comp 6|NA 4 1 3 5 3 5 4
12. 1 The exnstence of the internal audlt /quallty control department 0 7 0 1 2 3 3 4 3
12.2 Identify and develop the quality goals. 0 6 0 0 3 1 3 3 4
12.3 Developing and & maintaining standards for IS function. 0 ) 1 1 2 2 3 4 4
12.4 Monitoring the compliance with QA standards. 0 6 1 1 3 4 3 3 4
12.5 Identifying the areas for improvement. 2 7 ! 3 3 5 3 4 4
12.6 Regular Reporting to the management of QA function. O 6 3 I 3 5 3 3 4
12.7 Training of A standards and roguduus bfithe users. ¢y 0 1 2 4 3 4 4
Quality Max ‘ ‘ r‘*w O SN TOR gt AL O = a3 5o 57| 3.8

Summary (Average values as percentage)

32 TR 1B, T30 ettt ,éﬁzﬁ 417 | i

Organization i 2 3 - 5 6 7 8 9 10
1  General Management 16.63| 56.92| 39.42| 28.70] 29.17] 70.67| 56.33] 50.83] 70.83] 46.83
2 System acquisition & Development 55.00f 61.82| 28.18] 27.80f 21.82] 53.64| 40.00] 39.09] 69.00] 34.55
3 Availability 46.25| 63.75] 46.25| 32.50] 43.75| 52.50| 53.75| 43.75] 73.75| 40.00
4 _ Performance Monitoring 38.75 65.00] 36.25] 30.00f 20.00] S51.25| 50.00f 42.50| 61.25] 41.25
5 Capacity Planning 45.71 60.00] 42.86 17.14f 28.57| 52.86] 50.00f 48.57| 47.14] 40.00
6 Problem Management 38.33] 65.00f 25.00] 28.33] 43.33] 76.67| 30.00f 5500/ 58.33] 45.00
7 __Change Management 32.50f 62.50| 23.75 16.25] 23.75] 47.50] 30.00f 40.00] 55.00] 41.25
8  Security Management 20.00f 65.71 37.14 17.14] 32.86] 47.14] 30.00f 42.86] 62.86] 4143
9 Disaster Recovery 24.00f 64.00] 38.00 6.00 30.00] 46.00] 30.00{ 24.00f 28.00] 40.00
10 Document Management 20.00f 62.86] 20.00] 37.14f 22.86] 34.29| 50.00f 3857 27.14] 35.71
11 Procurement Management 55.00f 61.67| 36.00] 38.33 33.33 60.00 50.00f 31.67| 61.67] 40.00
12 Quality Management 2.86] 65.71 8.57 1143 25.71 34.29| 30.00f 20.00f 35.71 38.57
Overall Assessment 32.92] 6291 31.78] 24.23] 29.60] 52.23| 41.67| 39.74] 54.22| 40.38
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e L >
|Organization 11 12 13 14 15 16 17 18 19 20
Industry Retail |Bank Hotel  |Automob|Atomob |Manufac Ruber [Shipping|Travel
Turnover
IT budget
Staff 40 120 80
IT staff 5 30 2 10 4 12 6 12 8
Period End (month) March [Dec March |[March |March |March |Dec March [March |March
Period End(year) 2006 2005 2006 2006 2006 2006 2005 2006 2006 2006
1.1 Senior management involvement in Information System (IS) 6 6 6 8 8 7 8 7 4 4
1.2 Role of the IT steering committee in IS function. 6 5 6 1 5 7INA 7 4 4
1.3:1 Identify the goals of the IT department considering the 6 4 7 8 4 6 3 6 4 4
1.3.2 Identify the resources necessary to achieve the goals. (h/w, 7 6 7 7 6 6 4 6 4 4
1.3.3 Identify the cost & the benefits of acquiring the resources. 6 6 8 7 6 6|NA 6 4 4
1.3.4 Activity plan to achieve the goals and the objectives. 6 7 4 7 6 6|NA 6 4 4
1.3.5 IT bud fa : 4 6 7 (747 6|NA 3|NA 4 4
T PR SO T660] " LI0F - S.o0F 60010 - 3.33) M &
Location:of the mformatlon sy -L\”{;_s fon in tHe 6 51 5 8 7 7 8 7 4 4
‘ d@tion ) 6 7 6 7 6 6 4 6 4 4
1.4.3 The structure of the IT depar tmeptuw 6 4 4 8 6 7 6 7 4 4
1.4.4 Roles and responsibilities of the [T department. 6| 6| 5 8 7 7 6 7 4 4
1.4.5 Coordmatlon/cormnumcatmn between the other 6 7 6 8 7 7 8 7 4 4
4 , Wi i 4 B & . ; P YO0 i 10 3 U

1.5.1 Motivation of staff. 6 6 6 7 S 7|NA 7 4 4
1.5.2 Communication between employer and employees. 6 7 6 7 5 7 6 7 4 4
1.5.3 Career development, training and guidance at individual 6 7 3 7 5 6 6 6 4 4
l 5 4 Individual goal setting and Performance evaluation. 6 7 6 7 5 6 2 6 4 4
1.6.1 Actual results against the plans. 6 8 5 6 7 7|NA 7 4 4
1.6.2 Controlling the IS activities. (policies, procedures, 6 9 3 6 7 7 2 7 4 4
1.6.3 Compliance monitoring & corrective actions. 6 7 5 6 6 7 6 7 4 4
1.6.4 Controlling of users.(service level agreements tmnsfer 7 7 3 6 6 7 2 7 4 4
2.1 Problem /opRortumty analy51s (SWOT anal jSls) camed out 7 8 5 5 5 5 3 5 4 4
2.2 Feasibility of the project carried out. (economic, technical etc) 6 9 6 5 6 6|NA 6 5 4




2.3 Detail Investigation of the existing system and the problems faced 6 8 5 7 6 6 6 6 5 5
2.4 Requirement of the new system identified. 6 8 4 1 6 6 8 6 5 5
2.5 Organization job design (business process reengineering) carried 7 8 5 ) 6 7INA 7 5 5
2.6 Solution design, construction and testing processes done. 7 9 5 7 7 7 6 7 5 5
2.7 Identifying hardware/system software requirements (sizing) 6 6 5 7 1 7 6 7 5 5
2.8  Operational procedures developed, the users trained for their 6 7 3 7 7 7 3 7 5 S
2.9 Conversion process from existing system to new system 6 7 4 7 7 7 6 7 5 5
2.10 User acceptance obtained. (users of the system have actively 6 7 6 7 6 7 6 7 5 5
2 l l Post 1mplementanon rev1ew conducted to 1dennfLe 6 6 - 7 5 5 6 5 5 5
1 m acquisi velopm & B = 6.27 2 | 664 6.18] 636] 555 F | 491 4.82

3.1 The avallabrhty and relrabxlrty standards (servrce level 7 8 2 8 7 7 3 7 4 4
3.2 Data availability to assess the availability of the resources. (mean 7 | 3 7 7 ) 7 7 4 4
3.3 Actions been taken to improve Reliability (MTBF) and 7 4 6 7 7 ) 7 7 4 -+
3.4 Availability of the server environment for the production 7 7 6 7 6 6 6 6 -+ B
3.5 Availability of the database & application software for the 6 6 8 7 7 7 8 7 4 4
3.6 Availability of the network environment {5 € R g 2 6 7 8 7 4 4
3.7 _Availability of desktop environment. R 6 7 8 7 6 7 3 7 4 4
& 6 6 3 7 7 7 8 7 5 5

E A : & b B e E R GO N IS D o‘l‘ﬁ “TA3 T T6.63] - 0880 625 [SESIEE AR Vg 13

4.1 Identrfy the resources to be tracke d& mamed (appligation % 7 7 7 7 6 7 5 5
4.2 Performance parameters such as response thne, transaction 6 8 5 7 6 7 6 7 4 4
4.3  The priorities of resource allocation for different processes 6 8INA 6 7 7 7 7 4 4
4.4 Decided the performance indicators. (what to measure, when and 6 8 5 6 7 7 7 ) 4 4
4.5 Analyze the performance indicators to identify the load 6 8 4 6 7 7 7 7 4 4
4.6 The way to determine what should be done to improve the 6 8 4 6 6 6 7 7 4 4
4.7 Timely improving the system performance by tuning, balancing 6 8 4 6 5 5 7 6 4 4
4.8 Tlmel re ortm the results to the relevant parties hke capacrtx 6 8 6 6 5 > 6 5 5 5
5.1 Idenuljf the key resources to be planed (grver databas 7 9 6 6 5
5.2 Measure the utilization and performance of the resources 4 8 6 6 5
5.3 Identify the excess capacity. 7 9 4 6 4
5.4 Workload forecasting from the relevant parties/users. 6 9 4 6 4
5.5 Map the work load forecast into resource requirement. 6 8 2 6 4
5.6 Predict what time the existing capacity will be over. 6 9 2 6 -4
5.7 Develop the resources uulsltlon plan to meet the future 6 9 4 5 4
5 Capacity e L e e o o B G| LR T 800] Soab) .29
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6.1 The procedures adapted to inform the problems identified. 6 6 P 5 4 4 4 4 4 4
6.2 Recording mechanism of the problems. 7 9 2 6 4 4 3 4 4 1
6.3 Timely escalating the problem and user acceptance. 7 9 4 6 4 4|NA 4 4 4
6.4 Analyze the trends of the problems, implementing remedial 6 8INA 6 4 4 4 4 4 4
6.5 Technical support for end users. 6 8 6 6 5 5 5 5 4 4
6.6 Training tbgﬁgld users m IT activities 6 8 6 6 5 5 5 5 4 4
6 Problem’ o R Z 33| 800 400] 583 433 433|420 433 400 4
7.1 Role of the cha.nge control board to cope up with the change 6 9 3 6 6 6 6 6 5 5
7.2 Formal change request procedures been adopted to request a 6 9 3 1 6 6 6 6 5 5
7.3 Analyze the necessity of the change (cost benefit analysis) and the 6 8 5 7 6 6 6 6 5 5
7.4 Approve the changes for implementation. 6 8 7 il 6 6 6 6 5 S
7.5  Prioritize and schedule the changes of the requests. 6 8 6 7 6 6 6 6 5 4
7.6 Design, construction and test the change. 6 8 6 7 6 6 6 6 4 4
7.7 Implement and acceptance of the change. 6 9 7 7 6 6 6 6 4 4
7.8  Follow up proc_f;jj?gf the change carried out. 6 7 6 7 6 6 6 6} 4
“hange Management apctl A PRI GM] CRUIT oA o 600 6.00]  4.63]  4.50
8.1 Identify the information system assets. e Pl | ] & i ] ks 1 s 6 7 5 5
8.2  Value the information system assets [ 3(E L9 | il Py B AR 4 Gk, 7 Sl g 7 7 5 5
8.3 Identify the threats faced by each and¥ere hrce, = rome WL i | o 7 e i 1 o 7 7 4 4
8.4  Threats likelihood assessment. (poxxiﬁr’ “BEAccurr ;‘%ih' el il $Saet b 6 7 7 7 7 7 4 4
8.5 Exposure analysis. (the extent of the expostire of the re§durces ¥4 |-+~ - &f 1L L. (g} LIk 4 7 5 5 6 5 4 4
8.6  Controls adjustment to overcome the threats. 6 7 4 7 5 5 6 5 4 4
8.7 Reporting to the manageme 6 7 5 7 3 5 6 5 4 4
8 _ Security Management $o 8 g 608 157 14]  700] 557] 6.00 643] 6.1 29| .29
9.1 _Emergency plan. (the actions to be taken, persons to be informed 7 8 1 6 4 3 3 3 4 5
9.2 Backup plan. (types of backups, frequency, procedure, 7 7 5 7 5 5 5 5 4 5
9.3 Recovery plan. 7 7 5 7 4 3 3 3 4 5
9.4 Test plan. 7 8 2 7 5 5 5 5 4 5
9.5 The level of the insurance coverage of the IS resources. 7 7 6 7 5 5 5 5 4 4
10 1 Avallablhty of the documentatlon of the hardware soﬁware 6 7 2 7 6 6 6 6 +
10.2 The ownership of the document defined. (created , checked, 6 7INA 7 6 6 6 6 4 4
10.3 The accuracy and thoroughness of the documents. 6 8 4 7 6 6 6 6 4 ¥
10.4 The format and readability of the documents. 6 7 5 7 6 6 6 6 4] J=4] "
10.5 The updateability and the currency of the documents. 6 7 6 7 6 6 6 6 4 V4
10.6 Accessibility and the storage of the documents. 6 7 4 7 6 6 6 6 4 4
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6%%68

ity and effectiveness of the documents.
: *—-f : A5 L1l .‘44*3?“ 'L\‘,

. (what to procure and when, what to

11.1 Procurement J)Jg

6 6
0! 0 00|

7 7 6

11.2 Solicitation planning. (identify the product requirement, potential 7 8 6 6

11.3 Solicitation. (obtaining the quotations, bids, offers or proposals as 7 7 6 6

11.4 Source selection. (evaluating prospective vendors, negotiating 7 7 6 6

11.5 Contract administration. (monitoring contact performance, contact 6 8 5 6

11.6 Contract closure. (completion and the settlement of the contract 6 9 6 6
12.1 The existence of the internal audit /quality control department. 6 8 6 6 5 6 5 5 4 5
12.2 Identify and develop the quality goals. 6 7 4 6 6 5 6 6 4 4
12.3 Developing and & maintaining standards for IS function. 6 8 5 6 6 6 6 6 4 4
12.4 Monitoring the compliance with QA standards. 6 8 3 6 6 6 6 6 4 S
12.5 Identifying the areas for improvement. 6 8 4 6 6 6 6 6 4 4
12.6 Regular Reporting to the management of QA function. 6 8 3 6 6 6 6 6 4 4
ining of proceduresipfthe users. & 8 2 6 b H 6 6 4 4
= i, OIIIVETSEE U3 FF OGO k= ARE 5 36| TTaael. . A0 79
ERE] Tt ThHAcod® Wocrrmtinhe S0 18 i

Summary (Average values as percentage)

gl;ganization 11 12 13 14 15 16 17 18 19 20
| General Management 60.75] 61.83 55.08 71.67 61.17| 67.17] 51.50f 67.17| 40.00] 40.00
2 System acquisition & Development 62.73 7545 4727| 66.36] 61.82| 63.64] 5550] 63.64] 49.09] 48.18
3 Availability 65.001 57.50] 60.00] 71.25 66.25| 68.75] 6250 68.75] 41.25| 41.25
4  Performance Monitoring 60.00 78.75 47.10 62.50 62.50 63.75 66.25 66.25 42.50| 42.50
5 _ Capacity Planning 64.29| 87.14] 40.00] 58.57| 5143 51.43| 5143] 51.43] 42.86] 42.86
6 Problem Management 63.33 80.00] 40.00] 58.33] 43.33| 43.33] 42.00] 43.33] 40.00] 40.00
7__Change Management 60.00] 82.50f 53.75| 68.75] 60.00f 60.00] 60.00 60.00f 46.25| 45.00
8 _ Security Management 60.00|] 75.71 51.43 70.00f 55.71 60.00] 6429 61.43] 42.86] 42.86
9 Disaster Recovery 70.00f 74.00] 38.00] 68.00f] 46.00] 42.00f 42.00/ 42.00] 40.00] 48.00
10 Document Management 60.00] 72.86] 45.00] 70.00f 60.00f 60.00] 60.00] 60.00f 40.00] 40.00
11 Procurement Management 66.67 80.00 60.00 70.00 63.33 60.00| 60.00 60.00f 40.00] 46.67
12 Quality Management 60.00| 78.57| 3857| 60.00] 58.57| 58.57| S58.57| 58.57| 40.00] 42.86
Overall Assessment 62.73 75.36] 48.02| 66.29] 57.51 5822 56.17) 58.55| 42.07| 43.35
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|Organization 21 22 23 24 25 26 27 28 29 30
Industry NGO Textile |Clothing |Eng Manufac |Manufac |Food Manufac |Banking | Telecom
Turnover
IT budget
Staff 50 30 100 50 1500 70
IT staff 2 6 5 5 5 9 26 1 150 20
Period End (month) Dec March |March |[March [March |Dec Dec Aug
Period End(year) 2006 2006 2005 2005 2006 2006 2006
1.1 Senior management involvement in Information System (IS) 4 5 S 7 2 10 6
1.2 Role of the IT steering committee in IS function. 4 SINA 7 3 10 5
1.3.1 Identify the goals of the IT department considering the 7 7 7 6 4 9 5
1.3.2 Identify the resources necessary to achieve the goals. (h/w, 6 6 9 6 6 8 4
1.3.3 Identify the cost & the benefits of acquiring the resources. 5 5 8 6 5 9 5
1.3.4 Activity plan to achieve the goals and the objectives. 6 5 8 6 6 10 3
1.3.5 IT bud t. e T Tanix s D1 O 26l Al 6 8 10|NA
B i B 4 R o LA ™ 6 =% A5 00 :

4. Location of the mformanou syEtSil fusl L Sk Ok 6 6 9 10
1.4.2 Staffing. (recruiting, developnient e LU Igd 7 7 7 8
1.4.3 The structure of the IT departmeite, = I 2 2 8 7 4 6 6
1.4.4 Roles and responsibilities of the T derartment. WWWo: 4 4 9 7 S 8 6
1.4.5 Coordination/communication between the other 6 6 8 7 5 5 5
i 1 i 7 , & 4 ‘ ;
1.5.1 Motivation of staff. 8 5 6 6 6 8 7 6 10 6
1.5.2 Communication between employer and employees. 10 4 6 6 6 8 7 7 10{NA
1.5.3 Career development, training and guidance at individual 6 4 4 4 4 8 7 8 9INA
1.5.4 Individual goal setting and Performance evaluation. 4 5 6 6 6|NA 7 7|NA NA
1.6.1 Actual results against the plans. 6 3 6 6 6 7 6 6 8 6
1.6.2 Controlling the IS activities. (policies, procedures, 7 6 4 4 4 8 6 5 6 5
1.6.3 Compliance monitoring & corrective actions. 4 6 4 4 4 7 6 6 6 7
1.6.4 Controlling of users.(service level agreements, transfer 6 ) 2 2 2 6 6 7 7 7
2.I Problem /opportumty ana JSIS (SWOT analy51s) camed out 4 7 4 2 4 7 5 6 8 6
2.2 Feasibility of the project carried out. (economic, technical etc) 6 7 4 4 4 7 5 7 8 7




- 4 - .
2.3 Detail Investigation of the existing system and the problems faced 5 S 2 2 2 5 5 8 10 6
2.4 Regquirement of the new system identified. ) 6 2 2 2 6 5 7 10 6
2.5 Organization job design (business process reengineering) carried 7 7 2 2 2 6 5 6 9 5
2.6 Solution design, construction and testing processes done. 6 7 2 2 2 6 5 6 8 5
2.7 Identifying hardware/system software requirements (sizing) carried S 7 4 4 4 7 6 5 7 6
2.8 Operational procedures developed, the users trained for their tasks 5 6 4 4 4 7 6 7 8 7
2.9 Conversion process from existing system to new system done.(e.g. 6 6 4 4 4 7 6 6 8 6
2.10 User acceptance obtained. (users of the system have actively 6 6 2 2 2 7 6 7 6 7
2 l l Post im| lementatlon rev1ew conducted to identi the eﬁ‘ecnveness 7 6 2 2 2 6 5 4 7 8
1 i’a e \. 8 $t ”7‘ U{wz"‘ *.’»3“.: ;:E» EIER : T g s / b % o ) Ty - ] : i

3. l The availability and relxablllty standards (service level 7 6 2 2 2 6 7 5 8 7
3.2 Data availability to assess the availability of the resources. (mean 7 5 4 4 4 6 7 6 ) 6
3.3 Actions been taken to improve Reliability (MTBF) and 7 5 4 4 4 7 6 7 6 5
3.4 Availability of the server environment for the production NA 6 4 4 4 6 7 6 5 6
3.5 Availability of the database & app!ication software for th 5 6 4 4 4 8 7 6 6 7
3.6  Availability of the network environment. i & oupe iy £ O o Mlrassrel] Cpidll ~nBl, 7 6 7 6
3.7__Availability of desktop environment. SRR OLE Y] BE QPTG TR L AGRACLLISH 7 6 7 7
3 8 _Availability of peri herals & facilitigs3(E (A} Ll aatdaza i dl Tl dliass O Ty Blaaza el a8l 7 6 7 8

~ Av BiET LAV Ly | L Igpope oy 84 LADSOWL DIV 688 00} ]
4. l Identify the resources to be tracked & el apph;agw), TS =7k 4] 6 6 6 8 i 4 8 4
4.2 Performance parameters such as :'espo{i"s"""' €, transactidn * * v L e A 4 4 7 7 5 9 6
4.3 The priorities of resource allocation for different processes 6 7 4 4 4 8 7 6 8 5
4.4 Decided the performance indicators. (what 0 ieasuie, wiien aid 6 7 4 4 - 8 7 5 7 7
4.5  Analyze the performance indicators to identify the load imbalances 6 6 4 4 4 8 7 6 8 8
4.6  The way to determine what should be done to improve the 6 5 4 4 6 7 7 7 9 9
4.7 Tlmely 1mprovmg the system performance by tuning, balancing V) 5 6 6 5 8 7 7 ) 7
4.8 results to the relevant parties like caa1 i 7 6] 5 5 6 7 7 7 6 7

.1 Identify the key resources to e planed. (server, databasei networ 7 8 6 6 4 8 6 5 8

5.2 Measure the utilization and performance of the resources currently 7 6 4 4 4 7 6 7 7 10
5.3 Identify the excess capacity. 7 7 4 4 4 8 6 6 6 7
5.4 Workload forecasting from the relevant parties/users. 8 7 4 4 4 8 6 7 7 7
5.5 Map the work load forecast into resource requirement. 8 6 4 4 2 8 6 6 i 10
5.6 Predict what time the existing capacity will be over. 8 7 2 2 2 6 6 7 6 10
5.7 Develop the resources ac uisition plan to meet the future 7 6 2 2 2 6[NA 7 3 6
I N S i N Sey Sy IR th E g 4 b 18 g -
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6.1 The procedures adapted to inform the problems identified. 7 7 2 2 2 6 5 5 5 5
6.2 Recording mechanism of the problems. 8 5 2 2 2 7 6 5 7 6
6.3 Timely escalating the problem and user acceptance. 6 3 4 4 4 7 6 5 4 7
6.4  Analyze the trends of the problems, implementing remedial 7 3 4 4 4 8 6 4 8 8
6.5 Technical support for end users. 6 4 2 2 2 6 6 3 6 7
6.6 Tramln the end users in IT acnvmes 6 3 2 2 2 7 6 5 6 8

5 potliont o0 e e e e -3 7)o 67k 26711 9267 68l S8 B
7.1  Role of the change control board to cope up w1th the change 7 6 5 5 5 8 4 3 7 7
7.2  Formal change request procedures been adopted to request a 7 6 2 2 2 7 4 8 5 5
7.3 Analyze the necessity of the change (cost benefit analysis) and the 7 7 2 2 2 8 4 1 6 8
7.4 Approve the changes for implementation. 8 6 4 4 4 7 4 6 8 10
7.5 Prioritize and schedule the changes of the requests. 7 5 6 6 6 8 4 6 7 9
7.6 Design, construction and test the change. 8 4 8 8 8 7 4 S 5 5
7.7 Implement and acceptance of the change. 8 6 8 8 8 8 4 5 6 6
7.8 Follow up process of the chan e carried out. 8 6 6 6 6 7 4 6 7 10
ange M : - Tl ettt o PRl a2l qai3k 7501 <ool [ PR
8.1 Identlfy the mformatlon system assets. had ¥ LB WL A (Y (44 LR ACLIIRNC 7 7 1 9
8.2 Value the information system asscts.[ 2 /& . A5 | SF =6 6 dl 4] 4], T 7 6 -4 8
8.3 Identify the threats faced by each and. vuSmeresogrce 1\ L7 Wb (4 L1 il T 7 6 6 10
8.4 Threats likelihood assessment. (possibiligy S occurring the threats 1R 6 4 4 4 8 7 7 7 10
8.5 Exposure analysis. (the extent of the expesuFe vf the redourtes t I (1§ 6 6 6 8 7 6 6 8
8.6  Controls adjustment to overcome the threats. 6 7 6 6 6 7 7 6 7 7
Reporting to the manag ment 7 7 6 6 6 7 7 8 6
9.1 Emergency plan. (the actions to be taken, persons to be mformed 8 3 2 2 2 5 s 8 6
9.2 Backup plan. (types of backups, frequency, procedure, responsible 8 3 4 4 4 5 6 9 10
9.3 Recovery plan. 10 3 4 4 4 5 3 9 10
9.4 Test plan. 8 2 6 6 6 5 4 7 3
9.5 The level of the msurance coverage of the IS resources. 8 3 6 6 6 5 5 8 8
lO.l Avallablhty of the documentatlon of the hardware soﬁware 4 4 6 6 6 8 6 5 6 7
10.2 The ownership of the document defined. (created , checked, 4 4 4 4 4 8 6 7 6 6
10.3 The accuracy and thoroughness of the documents. 3 3 4 4 4 7 7 7 8 6
10.4 The format and readability of the documents. 4 2 4 4 4 9 7 6 8 5
10.5 The updateability and the currency of the documents. EN 4 5 4 4 4 9 7 S 7 yi
10.6 Accessibility and the storage of the documents. N a4 4 4 4 4 6 7 6[NA 8
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10.7 Uszit_ylhty and eﬂ'ectlveness of of the documents. | 4 5
‘0 T ST : T s m 5 ’ T T e
11.1 Procurement planning. (what to procure and when, what to

11.2 Solicitation planning. (identify the product requirement, potential
11.3 Solicitation. (obtaining the quotations, bids, offers or proposals as
11.4 Source selection. (evaluating prospective vendors, negotiating
11.5 Contract administration. (monitoring contact performance, contact
11.6 Corltrggt closure (completron and the settlement of the contract)
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12.1 The exrstence of the mtemal audit /quallty control department
12.2 Identify and develop the quality goals.

12.3 Developing and & maintaining standards for IS function.

12.4 Monitoring the compliance with QA standards.

12.5 Identifying the areas for improvement.

12.6 Regular Reporting to the management of QA function

12.7 TraJ onA standards and proc eduresiigithe users.
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Summary (Average values as percentage)

Organization 21 22 23 24 235 26 27 28 vy
| General Management 72.00( 58.33] 46.17) 46.83| 49.83] 72.80| 66.33| 48.67| 87.70| ST h\/] o/
2 System acquisition & Development 51.82( 63.64] 29.09] 2727/ 29.09] 64.55| 53.64] 62.73] 80.91 Y OF M

3 Availability 67.10] 60.00) 42.50f 42.50f 42.50] 72.50] 68.75] 60.00] 66.25| 65.00

4  Performance Monitoring 63.75| 62.50| 46.25( 46.25| 48.75| 76.25| 70.00] 58.75| 77.50f 66.25

5 Capacity Planning 7429 67.14] 37.14] 37.14] 3143| 72.86] 60.00] 6429 62.86] 85.71

6 Problem Management 66.67| 41.67] 26.67| 26.67| 26.67| 6833] 58.33] 45.00] 60.00f 6833

7 Change Management 75.00| 57.50f 51.25| 51.25] 5125] 75.00f 40.00] 57.50] 63.75| 75.00

8 Security Management 65.71] 64.29| 48.57| 48.57| 48.57( 75711 70.00] 6429 6429| 8286

9 _Disaster Recovery 84.00) 28.00{ 44.00] 4400] 4400/ 74.00] 50.00f 50.00] 82.00{ 74.00

10 Document Management 3857) 38.57| 4286 4286] 4286 7571| 67.14] 60.00] 68.30] 6429

11 Procurement Management 63.33] 51.67] 56.67| 56.67| 56.67| 63.33] 68.33] 60.00] 68.33] 66.67

12 Quality Management 6429 52.86] 3143 3143] 3143 6571] 60.00] 5857| 7143 S57.14

Overall Assessment 65.54| 5385 41.88] 41.79] 4192 7140] 61.04] 57.48] 7111} 6879




