CHAPTER 3 – RESEARCH DESIGN
This chapter describes in detail the research design being employed in this research.
Further it discusses the nature of the study, research approach, operationalization and
gives working definitions for the concepts and words used in the research. The sample
selection and its rationale are also being discussed. Finally the procedure used and the
sample demographic details are presented.
Objectives of this research is to
1. Explore the level to which Sri Lankan software development organizations
have adopted Acceptable Computer Use Policies.
2. Ascertain the effect of AUP on employee computer usage.
3. Investigate whether there is a correlation between awareness about use policy
and the level of misuse.
4. Identify the main factors that influence non-work related use of work
computers.

3.1 Nature of the Study
Even though there is little emphasis on AUP in Sri Lankan context, they have been in
existence for years in other parts of the world. Therefore they have been studied
earlier by several researchers (Lichtenstein & Swatman 1997; Peterson 2002; Case &
Young 2002; Foltz, Cronan & Jones 2005). In the area of work computer misuse there
are recent studies that have identified factors that affect employee computer misuse
(Mastrangelo, Everton & Jolton 2006; Zhang, Oh, & Teo 2006). There is sufficient
knowledge to build up on for this research hence exploratory study is not required.
However since there has not been a comprehensive study on AUP in Sri Lankan
context this opportunity will be taken to present the Sri Lankan situation using an
Analytical and Predictive analysis.
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3.2 Research Approach
The first objective of this study requires a descriptive study in order to provide better
understanding of AUP adoption in Sri Lankan software development organizations. A
descriptive study is undertaken in order to ascertain and be able to describe the
characteristics of the variables of interest in a situation (Sekaran 2006, p. 121). In
order to achieve the first objective of this research, the managers of Sri Lankan
software development organizations were contacted to examine whether their
organizations have formulated an Acceptable Use Policy to govern their employee’s
computer usage. Further the author expects to study some of these Acceptable Use
Policies in order to understand the coverage of them. In addition author expects to
study the implementation method of these policies and repercussions of non
adherence to the guidelines. However it is expected that there would be reluctance
from managers of Software development organizations which have not implemented
Acceptable Use Policies to reveal their organization’s status as it would definitely be
an unveiling of their vulnerability. Apart from analyzing organization’s AUP,
interviews with managers/team leads, email communications will be employed to
gather information to achieve the above objective.
The intention of next two objectives is to delineate the important factors associated
with the problem of work computer misuse. Therefore the purpose of the study is
hypothesis testing and the type of investigation is correlational. Since a correlational
study is normally conducted in the natural environment of the organization with
minimum interference by the researcher with the normal flow of work (Sekaran 2006,
p. 127) this study is also done in the natural environment of work. This approach is
supported by the literature as surveys done in the natural environment have been the
main research approach adopted by pervious researches (Vitell & Davis 1990; Case &
Young 2002; Peterson 2002; Mastrangelo, Everton & Jolton 2006). Therefore the
study setting is none contrived.
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3.3 Working Definitions
3.3.1 Acceptable Use Policy
A policy which contains guidelines for the employees including both acceptable and
unacceptable use, with the aim of controlling those employee behaviors and actions
that contribute to the organization’s risks, while maximizing the employee
productivity (Lichtenstein & Swatman 1997).

3.3.2 Misuse
Unauthorized, deliberate and internally recognizable misuse of assets of the local
organizational information system by individuals. Possible abuses include violations
against hardware, programs, data and computer services.
(Straub, cited in Foltz, Cronan & Jones 2005)

When considering an organization where an Acceptable use policy is in place,
Computer misuse is defined as any violation of the organization’s acceptable use
policy. In this study computer misuse and non-work related computer use are used
interchangeably.

3.3.3 Adherence to Acceptable Use Policy
For an organization where an Acceptable use policy is in place, non violation of
Acceptable use policy is defined as adherence for the purpose of this study. Therefore
increased level of misuse of work computers in an organization where AUP is in place
implies that the adherence is low. Low level of misuse of work computers in an
organization where AUP is in place implies high adherence.

3.3.4 Universal Moral Belief
Behaving in ways considered by most people to be correct and honest (Cambridge
Advance Learner’s Dictionary 2003)

3.3.5 Personal Code
Personal code is a guideline developed by an individual to guide his/her behavior
using observations and experience (Pierce & Henry 1996).
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3.3.6 Access
The word access is used in this study to describe the access to Internet and email.

3.3.7 Organizational Culture
‘The basic pattern of shared assumptions, values, and beliefs governing the way
employees within an organization think about and act on problems and opportunities’
(McShane & Glinow 2005, p. 16).

3.3.8 Organizational Structure
The division of labor and the patterns of coordination, communication, work flow and
formal power that direct organizational activities (McShane & Glinow 2005, p. 16).

3.3.9 Organizational Hierarchy
Organizational hierarchy is a coordinating mechanism. Hierarchy assigns legitimate
power to individuals, who then use this power to direct work processes and allocate
resources (McShane & Glinow 2005, p.448).

3.3.10 Span of Control
‘The number of people directly reporting to the next level in the organizational
hierarchy’ (McShane & Glinow 2005, p. 449).

3.3.11 Centralization
The formal decision making authority is held by a small group of people, usually
those at the top of the organizational hierarchy (McShane & Glinow 2005, p. 451).

3.3.12 Formalization
Formalization is the extent to which organizations standardize behavior through rules,
formal training, procedures and related mechanisms (McShane & Glinow 2005, p.
453).

3.4 Theoretical Framework
To accomplish the second objective, author is interested in identifying whether the
existence of an acceptable use policy has any effect on the employee computer use.
Here the use (work use and non-work use) of work computers were measured in
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employees employed in organizations with AUPs in existence and not in existence.
Then the sample means were compared to test whether there is a difference in means.
There are two sets of hypothesis developed for this objective:
H10: µ AUP = µ NoAUP
Against the alternative
H11: µ AUP ≠ µ NoAUP
Where µ AUP represents the mean value of use of computers in organizations with
AUPs in existence. µ NOAUP represents the mean value of use of computers in
organizations with out AUPs in existence.
H20: ϑ AUP = ϑ NoAUP
Against the alternative
H21: ϑ AUP ≠ ϑ NoAUP
Where ϑ AUP represents the mean value of non-work related use of computers in
organizations with AUPs in existence. ϑNoAUP represents the mean value of non-work
related use of computers in organizations with out AUPs in existence.

Another set of hypothesis was formulated in order to achieve the third objective of
examining whether the awareness about use policy has a correlation with level of
misuse.
H30: Awareness about AUP has no correlation with misuse
Against the alternative
H31: Awareness about AUP has a correlation with misuse
In order to achieve the fourth objective of this research first it was required to identify
the factors that influence non-work related use of work computers. This was achieved
by reviewing the literature in this area.

3.5 Method
3.5.1 Measurement and Measures
The Instrument used for this research is a questionnaire where questions were
composed to cover the factors that affect employee behavior in using work computers
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and to measure the employee computer use. Several demographic items were also
presented in order to gather demographic details of the participants. Table 1 depicts
the operationalization of the concepts.

In designing the questionnaire each likert scale item was given as a scenario where the
subject was to mark the appropriate response from strongly disagree to strongly agree
(the answers provided were strongly disagree, disagree, neither agree nor disagree,
agree and strongly agree).

One question was introduced to identify whether the organization possessed an
acceptable use policy or not. In case the organization had an acceptable use policy the
subject was tested for the level of awareness about the use policy. For this three
questions were introduced to the questionnaire.

The dependant variable in this study is the employee computer use / misuse. As
revealed from the interviews with higher management of software development
organizations, computer use at work can mainly be divided into two from the point of
view of the organization. First is the use of computers for work related activities while
the other is the use of computers for non-work related activities. In a preliminary
analysis of the acceptable use policies of software development organizations it was
identified that each organization was specifically interested in employee’s email,
Internet and general computer usage. Therefore these three areas were used to
measure the computer use/ misuse of employees. Per each of these areas under use
and misuse questions were included in to the questionnaire. The questionnaire
consisted of five items pertaining to use of computers for work activities which
measured the level of work related use of computers at work. The measurement for
misuse consisted of nine items covering all three areas email misuse, Internet misuse
and general computer misuse. The scenarios for misuse were developed using the
deviant computer use items identified by Mastrangelo, Everton & Jolton (2006) and
the “Don’t s” sections of the analyzed AUPs. For example the sending of chain mails
is prohibited or discouraged by most AUPs. Therefore the scenario “I use my office
email to send/forward jokes/ humorous materials/chain mails to friends” was
developed. More items were introduced in the case of misuse to cover the scenarios
being prohibited by the AUPs studied.
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Table 1: Operationalization

Concept

Variables
Use

Computer
Usage
Misuse
Factors
Influencing
Misuse

Universal Moral
Beliefs
Awareness of
guidelines
Gender

Indicators
Email Usage
Internet Usage
General Usage
Email Misuse
Internet Misuse
General
Computer Misuse

Scale
Likert
Likert
Likert
Likert

Measures
5 point scale
5 point scale
5 point scale
5 point scale

Question Numbers
5
6
7, 8, 9
10, 11

Likert
Likert

5 point scale
5 point scale

12, 13, 14
1, 16, 17, 18

Likert

5 point scale

20

Likert

5 point scale

2,3,4

Nominal
Interval

Income
Experience in
using
email/Internet
Addiction
Job Satisfaction

Education

Male/ Female
< 30000
30000 to 210000 in
10000 increments
> 210000

Ratio

Likert
Likert
Nominal

43
40

35, 36

5 point scale
5 point scale
O/L, A/L, Graduate
(Private University),
Graduate (Government
University),
Postgraduate

23,24
22
45
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Formal Code
Informal Code
Organizational
Culture

Work place
privacy
Organizational
Structure

Cooperativeness
Innovativeness
Consistency
Effectiveness

Yes / No
5 point scale
5 point scale
5 point scale
5 point scale
5 point scale
5 point scale

1
21
26
27
28
29
31

Ratio
Nominal
Likert
5 point scale
Ratio

37
38
28
37, 39

Nominal Yes/No
Likert
5 point scale

38
32

Peer Influence

Likert

5 point scale

19

Access
Access hours
Anonymity

Nominal Yes /No
Ratio
Likert
5 point scale

34
35
25

No of hours of
work
Concurrent jobs
Job security

Span of Control
Centralization
Formalization

Nominal
Likert
Likert
Likert
Likert
Likert
Likert
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In measuring demographic items, the questions were placed at the bottom of the
questionnaire under the assumption that the subject would be more comfortable in
revealing that details once he/she is convinced of the legitimacy and genuineness of
the questions framed by the researcher. With this idea the income of the subject was
asked at the end of the questionnaire just before the demographic data collection
section. Three items were used to collect demographic details, namely sex, age and
educational level.

Universal moral belief of the subject was targeted by the question “I have a well
formulated personal code of ethics related to computer use which guides my behavior
at work” (Pierce & Henry 1996). If this question was answered with strongly agree
then it would imply that the subject is having a high standard for ethical behavior. “I
am aware of the specificity of the informal company code of ethics (Pierce & Henry
1996). (Here informal company code of ethics means the general work norms in the
work place)” targeted the subject’s awareness level of the informal code at the work
place.

Two questions were introduced to measure whether the subject is addicted to
computers. These had been used by Mastrangelo, Everton and Jolton (2006) in
identifying addiction. Categorization of addiction or non addiction will be by
analyzing the value obtained for these questions. Addiction level will be marked in a
scale of 2-10 where 2 stands for the minimum level of addiction while 10 stands for
absolute addiction. An average value of 3.5 or more for these questions would be
categorized as an addiction while a value less than that will be treated as a non
addiction. The determination of average value 3.5 is due to the assignments of points
for likert scale items. Rationale here is if a subject answers ‘strongly agree’ for one of
the questions and ‘strongly disagree’ for the other scoring 6 (average of 3), still he/she
needs to be considered a non addict. Further if a subject selects ‘neither agree nor
disagree’ for both questions scoring 6 (average of 3) that suggest that the subject is
indifferent but still not an addict.

Job satisfaction was targeted by one question while another was introduced to check
the anonymity. Also one question each was introduced to identify level of privacy at
work, job security and employee loyalty. Access to Internet and email was targeted by
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two questions. One question leading to the next to obtain a measure of how many
hours of Internet/email access is available per week for the employee away from
office. To obtain the subject’s level of experience with computers and email/Internet
two questions were introduced. Amount of work carried out was questioned by using
3 questions in the form of one leading to the next.

Four items were introduced to measure organizational culture, one per each cultural
trait cooperativeness, innovativeness, consistency and efficiency as identified by
Chang & Lin (2007). However when Dr. Chang from Institute of Electronic
Commerce, National Chung Hsing University (Taiwan) was consulted regarding
assignment of weights per each cultural trait, the expert’s idea was that not enough
evidence was available in Sri Lankan context to justify the use of previously
identified weights. Therefore each cultural trait will be considered separately for the
analysis of this study.

Organizational structure was measured using three questions which targeted the span
of control, centralization and level of formalization. According to the measures
organizations were classified into 8 categories. Here the organizations with span of
control less than 20 (as suggested by Henry Feyol) was taken as narrower span of
control organizations and rest as wider span of control organizations. Further
according to the answer provided for Question 42 (Does your organization have a
clear hierarchy? ) organizations were classified as hierarchical or non hierarchical
organizations. Finally according to the response provided for Question 28 (My
organization is a systematic organization where each employee has clear duty, and its
operations are well defined with clear rules to follow) organizations which received
more than 3 were considered to be formal organizations.
Table 2: Organizational Structure Categories
Organizational Category
Category 1
Category 2
Category 3
Category 4
Category 5
Category 6
Category 7
Category 8

Centralization
High
High
High
High
Low
Low
Low
Low

Span of Control
Wide
Wide
Narrow
Narrow
Wide
Wide
Narrow
Narrow

Formalization
High
Low
High
Low
High
Low
High
Low

The detailed questionnaire is attached as Appendix – B.
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3.5.2 Unit of Analysis
The unit of analysis is individuals.

3.6 Sampling Design
3.6.1 Population
The population of this study is the employees of medium and large scale software
development organizations in Sri Lanka.

3.6.2 Rationale
There are about 170 software organizations in Sri Lanka. However obtaining the
complete list of software development organizations was not possible from one
location as the data is not centrally maintained. Sri Lanka Association for Software
Industry (SLASI) and Software Exporters Association (SEA) are the most reputed
member associations in Sri Lanka for the software industry. According to their
member information there are about 100 software development organizations. The
MBA batch of 05/07 collectively developed a listing of all software development
organizations and it consisted of about 170 organizations.

Out of these most of the companies had less than 30 employees and were started very
recently. Most of these organizations are still in their infancy. Case & Young (2002)
had identified that the Organizational size has a co-relation with the implementation
of AUPs. Therefore author contacted few of these start up companies in order to find
information about the level of formalization of these organizations. There it was
understood that these organizations were not at all formalized because they were
having limited number of employees whom they trusted and had control over.
However once the organizations grow in size and employ more people it becomes
necessary to implement policies in order to get things under control. Also the limited
time available for the research did not allow the luxury of collecting information from
all these different organizations. Therefore author narrowed down the population to be
‘employees of medium and large scale software development organizations in Sri
Lanka’.
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Here the terms ‘medium’ and ‘large’ need to be defined. Business sector in Sri Lanka
is divided into sectors using different criterion by different institutions. Some of the
criterions used are: amount of capital invested, amount of turnover, the nature of the
business and number of persons employed (Kapurubandara & Lawson 2006).
However according to the above mentioned criterion the amount of capital invested
and amount of turn over can not be practically used in this study. This is because most
Sri Lankan software development organizations are private limited companies where
the financial statements are not available for the general public. This limitation will
hinder the quality of information that will be available for this study. The nature of the
business can not be taken as the criteria as the study is focusing on only one sector.
Therefore the final criteria ‘number of persons employed’ was used to make the
distinction among the organizations.

In Sri Lanka the Department of Census and Statistics, Small and Medium Enterprise
Development, and the Federation of Chambers of Commerce and Industry use the
number of employees as the criteria to categorize organizations as large, medium or
small (Kapurubandara & Lawson 2006). The Asian Development Bank defines
enterprise size in Sri Lanka based on the number of employees: those with 5- 49
employees are small; those with 50-149 employees are medium-sized; and those with
more than 150 employees are large (Asian Development Bank 2001). According to
the above definition, the employees of software development organizations with 50 or
more employees were considered the population.
In identifying the eligible organizations for the study author gathered information
using web sites of organizations, member details of Sri Lanka Association for
Software Industry (SLASI) and member details of Software Exporters Association
(SEA). Number of employees is taken as at 01st of March 2007. The list of eligible
organizations are given in Appendix – A. The target population consisted of 30
software development organizations with around 4300 employees.

Considering the above eligible organization’s employees as the population frame it
was required to design the sampling. However according to the objectives of this
research it is required to compare the computer use of employees of organizations
with AUP in existence and without. Therefore author contacted each of these eligible
organizations to gather information regarding the existence or non existence of an
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AUP within the organization. At this point it was evident that some of the
organizations immensely resisted revealing this information. Therefore the number of
organizations considered for this research was reduced to the onse that provided the
information. In a few instances organizations provided the required information
requesting for a guarantee that the organization name will not be revealed in the
study. Therefore the organization’s names are not used in the report other than in
giving sample demographic data. However all the information gathered by author was
provided to the supervisor along with the documents from organizations expressing
their reluctance to reveal the required information. In order to minimize the bias due
to non responsiveness, author informally approached the organizations that expressed
their reluctance to respond through personal contacts. Then it was revealed that many
of the organizations did not have an AUP in existence. Obviously by revealing the
fact that an AUP is not in place would have placed these organizations in a
disadvantageous position. Further it was also revealed that some of the organizations
were actually in the process of formalizing the procedures. Therefore it can be
assumed that the organizations which understood the importance of an AUP and have
not yet had the opportunity to implement it, may have refrained from responding.

It is obvious that the culture, structure and work practices of organizations differ from
one to another. Therefore to gather overall picture it is vital to design the sampling in
a way that it represents the whole population. When there are identifiable subgroups
of elements within the population that may be expected to have different parameters
on the variables of interest to the researcher stratified random sampling is preferred
(Sekaran 2006, p. 271).

Stratified random sampling method was selected as the sampling method to draw a
representative sample from the population. Stratified sampling involves a process of
stratification of population into mutually exclusive sub groups. Here the stratification
was done based on the organization. Since one employee could only be employed full
time in one organization the stratification divided the population in to mutually
exclusive sub groups. Random sampling method was selected over non-probability
sampling to achieve least bias and most generalizability.
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3.7 Procedure
3.7.1 Pretest
The initial draft of the questionnaire was prepared and it was pre tested by
administrating it to a group of 15 individuals from different demographic
backgrounds.

3.7.2 Pretest Results
The pre testing revealed that some of the individuals were not aware of the acceptable
use policy of the organization even though it existed. Therefore it was required to
collect the organization’s name along with the question whether the organization has
an acceptable use policy. This was required to validate the responses against the
organization’s acceptable use policy existence. This was the most valuable input that
was extracted out of the pretest which would have otherwise lead to invalid data in
analysis.

As the organization name needed to be given in the questionnaire due to the above
reason, most of the subjects who were involved in pretest did not reveal their
designation. When asked about the non responsiveness the majority felt that revealing
their company name and designation along with the income would violate the
company policy of non disclosing salary information. 90% of the pre test sample said
that when those three questions (Company Name, Designation and Income) were
asked together they would only respond to maximum of two questions. Since
Organization’s name was required to filter out the invalid responses and the income
was required as it was identified to be an influencing factor regarding employee
computer usage, the only option was to drop the question which targeted the
designation merely to collect demographic details.

Minute modifications were done in wordings of the questions. For example previously
questions were worded as “your organization” when referring to the employer. Most
subjects felt that it would be better to refer to the organization as “My organization”.
Therefore the modification was done in the questionnaire.
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Each of the eligible organizations was contacted and a person was appointed per each
organization that responded. This appointed person was briefed on how to randomly
select individuals from the organization to administrate the questionnaire. Telephone
conversations, email communications and meetings were used in order to educate the
appointee. The questionnaire was emailed to the subjects through the appointed
person for that organization. An email account was created and its details were
published with the questionnaire for the respondent’s use in case they wanted
anonymity. Author administrated questionnaires in one organization. Both printed and
email questionnaires were used to gather data in this research.

3.8 Sample Demographic Details
Total number of responses received was 91 out of which 3 had to be discarded due to
missing data and subjects not being aware of the existence of the use policy in the
organization. Therefore final usable responses amounted to 88.

Out of these 88 responses 28 were from female respondents. However considering the
current composition of IT workforce in Sri Lanka which has only 21% females (
SLICTA 2007) the sample representativeness of females is acceptable.

Sample Demographics - Gender

32%
Male
Female

68%

Figure 2: Sample Demographics - Gender

Educational back ground of the sample is depicted in the following chart. 80% of the
sample was graduates and 17% had postgraduate qualifications. 3% of the sample was
having only A/L as educational qualification.
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Sample Demographics - Education
3%
17%
A/L
35%

Graduate - Private
University
Graduate - Government
University
Postgraduate

45%

Figure 3: Sample Demographics - Education

The sample consisted of 39 subjects from organizations which had employed AUPs
and the remaining 49 subjects were from organizations which had not employed
AUPs.
Sample by Existence of AUP

Employees of Org with
AUP in existance

44%
56%

Employees of Org with
out AUP in existance

Figure 4: Sample by Existence of AUP

Figure 5 depicts the number of participants from each organization. As can be seen
employees from 25 organizations took part in this study.
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Figure 5: Sample Demographics - Organizations
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