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CHAPTER 5 – RESULTS AND DISCUSSION 
 

This chapter presents the results of the study and discusses the research findings with 

previous work done in the area. Limitations of the present study are identified and 

presented in order to provide reader with correct overview of the research standing.  

 

5.1  Objective 1 
 
Objective 1: Explore the level to which Sri Lankan software development organizations 

have adopted Acceptable Computer Use Policies. 

 

In the study it was identified that only few software development organizations have 

employed an Acceptable Use Policy to govern their employee’s computer usage. Table 

32 provides the summary of findings.  

Table 32: Use Policy by Organization Size (%) 

Organization 
Size 

% of Organizations 
with AUPs 

% of Organizations 
without AUPs 

Medium Scale 18.18 81.82 
Large Scale 80.00 20.00 

 

From the graph below ( Figure 13) it is evident that majority of the large scale software 

development organizations have employed some form of a written guideline to govern 

their employees computer usage. Only a few medium scale software development 

organizations have implemented AUPs. 

 

This observation is consistent with the observations made by Case & Young (2002) in 

concluding organization size explains the relative incidence or non incidence of a policy. 
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Organization Size and Existence of AUP (%)
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Figure 13: Organization Size and Existence of AUP (%) 

 
Management of most medium scale software organizations were not much worried about 

the policies and procedures but the performance. However in the case of large scale 

organizations they were concerned about formulating and placing policies and procedures 

in place. However they too were not very keen on monitoring and updating the policy.  In 

the case of small scale organizations most management felt that they could handle 

employees informally rather than introducing formal policies. Some feared that 

introducing policies and procedures may affect the work culture that is being practiced 

currently in their organizations.  

5.1.1  Contents of the Acceptable Use Policy 

Author was able to access five acceptable use policies from these organizations. Since 

most of these organizations are private limited companies, organization’s management 

treat these policies as strictly confidential.  

 

Only one organization had its acceptable use policy publicly available on the Internet. It 

is worthwhile to notice that this organization is a higher educational institute which 

comprises of a software division. The institute has links with Australian universities in 

providing courses leading to Australian degrees. 
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When analyzing the AUPs of organizations it was revealed that most policies were not 

comprehensive in defining acceptable use and non acceptable use. There were some 

policies which had ambiguous statements in them. For example one acceptable use policy 

contained the statement “Employees are responsible for exercising good judgment 

regarding the reasonableness of personal use”. While most of the AUPs addressed the 

violation of copyright laws as non acceptable, one policy had missed it completely. The 

consequences of non adherence to policy were clearly mentioned in almost all the 

policies except for one.  

 

Out of the studied AUPs one organization possessed an AUP which could be taken as a 

comprehensive guideline in all aspects of computer usage. This AUP covered software, 

hardware, general computer use, network use and Internet/email use in it. Further it is 

worthwhile to note that this organization is a branch of a larger organization which has a 

global presence. In this policy they have specifically mentioned that Internet use for 

personal reasons and playing of games is not allowed during office hours. However they 

also mention “playing of computer games outside work hours and on holidays is not 

discouraged..” and “Internet access for personal needs with in the parameters outlined in 

the section on ‘Internet and Email Policy’ should be done outside working hours and on 

holidays to reduce the network traffic sustained during working hours.”. This policy does 

allow Internet usage for personal reasons to some extent with in a boundary defined by 

the organization. As suggested by Lichtenstein & Swatman (1997) a total ban on personal 

usage of Internet may cause resentment or strong protest from employees. By employing 

an AUP giving some consideration to this would make it more accepted by the 

employees. 

 

However most other institutes strictly prohibit the use of organizational IT resources for 

personal gain.  For example one organization possessed an Acceptable Use Policy which 

said “Don’ts of Internet Usage at Office – For personal gain or profit … “ 

 

There were many Acceptable Use Policies of overseas educational institutions available 

on line. Most of these policies covered general use, email, Internet access and specifically 
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plagiarism. Further the sanctions for misbehavior were also mentioned as a section in the 

guideline. In most cases first offence was ignored with a warning and repeated 

misbehavior was penalized by withdrawal of lab facilities. Also it was seen that many of 

the state authorities in these countries have specifically put down guidelines for 

educational institutes (Indiana Department of Education 2007; Kentucky Government 

2007). These documents clearly indicate that the schools and educational institutes must 

implement Acceptable Use Policies for example “Kentucky school districts must 

implement an Acceptable Use Policy in every school which conforms to the provisions of 

1998 Senate Bill 230 no later than 30 June 1999.” (Kentucky Government 2007). 

5.1.2  Government Initiative 

Information and Communication Technology Agency of Sri Lanka has published the 

Information Systems Acceptable Use Policy for the government organizations 

(Information and Communication Technology Agency of Sri Lanka 2005). It is very 

encouraging to see a government agency taking a step ahead of most private 

organizations in leading the way to make acceptable use policy a standard practice. 

Currently the third version of the policy is in effect and it clearly states that the usage of 

information systems resources is for business purpose only.  

“Usage of the government organization’s information system and resources for personal 

usage or on behalf of a third party (i.e. personal client, family member, political or 

religious or charitable or school organizations, etc.) is strictly prohibited.” 

This policy comprehensively addresses the unauthorized use of licensed software and 

hardware. Further it addresses the use of freeware and shareware applications with in 

government organization’s information system. “Introduction of freeware and shareware 

software whether downloaded from Internet or obtained through any other media to the 

government organization’s information systems will be subject to a formal evaluation 

and approval process.”  

 

During an interview carried out with a strategic level manager of a large scale 

organization it was revealed that there had been employee terminations due to 

employee’s inappropriate Internet usage. Further it was said that such incidences are not 
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publicized and the employee would be asked to resign with out taking disciplinary action 

as it would harm his/her career. Therefore even though the general public is unaware of 

such dismissals there had been situations where unacceptable usage of Internet/email had 

caused employee termination even in Sri Lanka.  

 

5.2  Objective 2 
 
Objective 2: Ascertain the effect of AUP on employee computer usage.  

 

The results of the statistical tests revealed that both the level of use and level of misuse of 

work computers in both categories of organizations (with AUPs in existence and without) 

have no significant difference at 5% level. Therefore as suggested by Foltz, Cronan and 

Jones (2006) ‘written policy statement alone can not serve as a cornerstone of security’. 

 

Even though this is an overwhelming observation the reality out there is being revealed in 

the study. Also this is not the first instance that this kind of an observation was made. In a 

previous study Vitell and Davis (1990) have concluded that the existence of codes of 

ethics and the ethical actions of top management are perceived by MIS professionals as 

having very little impact upon either “opportunities for” or the “frequency of” unethical 

behavior.  A more recent study by Foltz, Cronan and Jones (2005) also concluded that 

mere presence of a computer usage policy does not make a difference in a university 

environment. Therefore the question “whether computer guidelines have been an 

effective deterrent in combating unacceptable use of work computers” rose by Peterson 

(2002) need to be revisited. 

 

However by analyzing individual scenario questions it was identified that in one instance 

there was a significant difference between the two groups. The scenario was “I have 

downloaded music/pictures/software using office Internet connection”. The responses of 

the two groups of employees showed significant difference even at 1% level which 

implies that with 99% confidence it can be said that the employees of organizations 

having AUPs in existence and employees of organizations with no AUPs in existence 
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behave differently with respect to this scenario. By analyzing mean value of each group it 

was evident that employees of organizations with AUPs in existence are more cautious in 

downloading music/ pictures / software using the office Internet connection. This can be 

due to the specific guidelines given in AUP regarding downloading of material from 

Internet. Almost all the AUPs studied had some form of guideline covering the 

downloading of music, software and/ or music using office Internet connection. For 

example these were some of the guidelines provided by organizations regarding 

downloading of material from Internet. “When downloading software, please comply with 

Company A procedures for the importation of software, even if it is a ‘public domain’. As 

a courtesy to others, try to do large file transfers during off hours for the server.” Further 

this organization has blocked downloading of file size greater than 2MB and circulated a 

mail to all employees asking not to download MP3s using their office Internet 

connection. 

 

Another organization possessed an AUP which provided the following guidelines. 

“Internet intensive applications like Radio stations, online cricket scores, point-cast, chat 

sessions and various other multi player network games should not be used during 

working hours as they decrease the speed and availability of network access for fellow 

employees..”. “All connections to the Internet are logged. These logs may be provided to 

a particular manager when an employee’s usage is excessive or inappropriate. An 

example of ‘excessive’ could be a couple of hours logged to a game site many times a 

week. ‘Inappropriate’ could be connections to certain sites relating to pornography and 

other behaviors clearly not in the interest of a Company B employee performing their job 

duties...” Further this organization has strictly prohibited sending of attachments greater 

than 1MB in size. 

 

Downloading of music, software or pictures eat up the bandwidth of the connection 

causing heavy network traffic. Further downloading of copywrited materials, 

pornography can cause legal liabilities while bringing in a risk due to virus threats 

coming into the network. Therefore it is evident that organizations that have employed 

AUPs enjoy a productive network usage than their counter part. 
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5.3  Objective 3 
 
Objective 3: Explore whether there is a correlation between awareness about acceptable 

use policy and misuse. 

 

Most employees indicated that they have not being given a formal training on Acceptable 

Usage Policy of their organization. Further there were few responses from employees 

stating that their organizations do not possess an AUPs even though the management 

indicated that their organizations have implemented AUPs. This clearly indicates the 

ignorance of the employees and this has been observed else where by previous 

researchers (Foltz, Cronan & Jones 2005). Such situations can be minimized by 

employing a formal training.  

 

According to the responses received for questions regarding the level of awareness of the 

AUP it was evident that most organizations that had already implemented AUPs have 

ignored communicating it to employees through formal training. Majority of the 

employees disagreed with the statement “I was given a formal training on Acceptable 

Computer use at work” and it received the lowest mean response revealing that the 

organizations have completely ignored formal employee training regarding organizational 

policies. 

 

The most important observation made in this research is identification of a negative 

correlation between the level of awareness and the level of misuse. At 1% level null 

hypothesis H30, that is awareness has no correlation with misuse was rejected and 

alternate hypothesis, awareness has a correlation with misuse was accepted. The 

correlation coefficient is – 0.611 suggesting that the relationship between the two 

variables is not very strong. Never the less the existence of a significant negative 

relationship between level of awareness and level of misuse is encouraging. According to 

the findings of this research, by increasing the level of awareness it should be possible to 

reduce the level of misuse. Therefore organizations should consider possible mechanisms 
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to improve the employee knowledge and awareness regarding organizational policies 

which would intern help reduce the level of misuse.  

 

This observation is in par with previous research observations. Foltz, Cronan & Jones 

(2005) have concluded that ‘the presence of a computer usage policy does influence 

students who have read those policies’.  

 

5.4  Objective 4 
 
Objective 4: Identify the main factors that influence non-work related use of work 

computers. 

 

According to the observations made it was clearly visible that not having access to 

Internet/email out side the work place makes employees engage in more misuse. This can 

be expected as the employees would try to browse the Internet for personal reasons 

during work hours using office Internet connection as they do not posses the luxury to do 

so away from work. This observation differs to the observations made in the previous 

researches being carried out in the area of work computer misuse. Mastrangelo, Everton 

& Jolton (2006) have rejected the hypothesis “participants who only have Internet access 

at work will report more deviant computer use than participants who have access outside 

of work” as they have not found enough evidence to accept it. However they have 

observed employees engage in more misuse when they have faster Internet connections at 

work than at home. In Sri Lanka majority of employees use dialup connections to get 

connected to the Internet. Only 6 subjects (out of 91) of the study had indicated that they 

have unlimited access as they have an ADSL connection. Therefore it is obvious that 

almost all other participants of this research have slower Internet connections than they 

have at work.  

 

The non availability of Internet, email access away from work makes employees engage 

in work computer misuse. This is understandable as they would try to use their work 

computers to communicate to their friends and loved once by sending personal emails 
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and through chat sessions. Further not having access makes employees confined to a 

smaller world outside their work. Therefore they tend to explore the outside world which 

is accessible only at work using employer’s resources. Therefore it is required to provide 

access to Internet, email to the community at large. Some software development 

organizations have initiated this by providing ADSL connections to their staff. However 

these facilities are mostly given to managers and not to the mass of employees. Due to 

the penetration of CDMA phones and land line phones it is possible to get connected to 

Internet. However the charges for Internet connectivity are based on two components 

most of the time. Internet account is charged at one rate and the call to make the 

connection is charged based on local call rates. Therefore if one gets connected to 

Internet during the day time the charges would be very high due to high call charges 

during peak hours. An ADSL connection through Sri Lanka telecom costs Rs 2250/= per 

month which is a considerable cost for a consumer. Further there are several of one time 

service charges that one has to pay to get the ADSL connection. On the other hand by 

using Rs. 200/= prepaid card from SLT a consumer can surf the Internet for 10 hours at 

the rate of Rs 20/= per hour but apart from this rate the local call charge needs to be paid 

per minute of access (Sri Lanka Telecom nd). If a concessionary flat rate could be 

considered for the use of Internet this would help users to access Internet without the fear 

of getting high phone bills. Also by considering the possibility of removing the fee for 

local call and charging a higher rate (covering the call charge) on prepaid Internet 

connection would also be a possibility. During the informal interviews with employees of 

software development organizations they expressed that even though they had phone 

connection and a personal computer at home they did not have Internet access as they 

feared of getting higher phone bills. One said “time passes quickly when you are surfing. 

If I were to use Internet from dialup connection I would end up paying my whole salary 

for the phone bill”.  

 

The next influencing factor identified in this research was organizational structure. It was 

evident that employees of organizations that have clear hierarchy engage in less misuse 

than that of their counter parts. The observation was significant even at 99% level. 

Further the organizations that employed narrow span of control enjoyed low misuse than 
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that of organizations having wider span of control. This observation too was significant at 

99% level. Organizations with high centralization, narrow span of control and high 

formalization enjoys less misuse of work computers according to the results of this study. 

Therefore it is evident that less misuse is observed in places where close monitoring and 

control is seen. The clear indication of positional power in a hierarchy may influence the 

behavior of the subordinates. Also the close monitoring that can be seen with narrower 

span of control structures may not leave room for employees to engage in misuse of work 

computers in the work place. This fact is important to all software development 

organizations in Sri Lanka as most of the organizations are structured in flat wide span of 

control structures as opposed to tall structures with narrow span of control. Therefore it is 

required to take necessary steps to reduce the level of employee computer misuse in these 

companies by employing appropriate policies, procedures, monitoring etc. 

 

The data provides evidence to conclude that peer influence has significance in 

influencing work computer misuse. This was significant even at 1% level and the positive 

value for correlation coefficient suggested that when employees are influenced by their 

peers they tend to engage in more misuse than they do on their own. Though it is 

significant the correlation between the variables is weak.  

 

Universal moral beliefs were another factor that negatively influenced employees in their 

level of misuse. However this was only having a weak correlation with the level of 

misuse. In previous researches also this factor was identified to be influencing computer 

usage of employees (Pierce & Henry 1996). 

 

None of the other factors that were identified to be influencing misuse in previous 

researches significantly contributed in Sri Lankan case. For example “Non productive 

computer use is far more prevalent and consists of time spent socially connecting or 

engaging in activities unrelated to work. This use is more common among younger 

employees, males, and those who use computers compulsively” (Mastrangelo, Everton & 

Jolton 2006). Current research did not provide evidence to support any of the above 

factors. Further privacy at work place and anonymity were identified as factors 



 

72  

influencing misuse by Zhang, Oh & Teo (2006). However current research did not 

provide evidence to support the previous findings. This may have been due to the 

environment of the experiment. When an employee is asked whether he/she would 

engage in non-work related activities provided that they are anonymous, having the prior 

knowledge and understanding of Internet access through a proxy server (where each and 

every request is being recorded) one may tend to answer negatively. It can not be 

concluded that this was the exact reason for this observation but it may have had an 

influence on the results.   

 

According to the model developed, 

Misuse level of work computers = 2.006 * Peer Influence – 0.086 * Access Hours  

-3.289 * Hierarchy + 0.166 * Hours Worked 

     + 20.973 

This model is proposed to predict the level of employee misuse of work computers in 

organizations. However the predictability of the model is only 43% which suggests that 

the model is not strong in predicting the level of misuse. However this model is 

significant even at 1% level. 

 

5.5  Limitations 
 
Before making any conclusions or generalization of any of the concepts found from this 

research, it is worthwhile to look at the limitations of the research. 

 

This research focused only the employees of large and medium scale software 

development organizations. Therefore any inference on employee computer misuse of 

employees of small scale software development organizations or employees of software 

development organizations in general can not be made. 

 

The sample size of this research was 88 which falls below the minimum sample size 

required to produce 95% confidence in findings (Sekaran 2006, p. 294). Therefore in 

generalizing this to the whole employee community of medium and large scale software 
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development organizations the confidence levels of findings need to be taken into 

account. 

 

The research design was a one-time survey that produced a profile of each employee’s 

usage behavior of work computers. This type of cross-sectional design precludes being 

able to draw any conclusions about cause and effect relationships between these 

characteristics. Since the study is only co relational and hypothesis testing one time 

survey can be justified. 

 

Random sampling was used in selecting samples from the organizations participated. 

This type of selection of respondents can be expected to produce samples that are 

reasonably representative of the employees of different sub-groups (sub- groups here are 

different organizations). However, low responsiveness was observed from some of the 

organizations and this may serve to bias the sample in ways that are not readily evident. 

 

The studying of contents of the acceptable use policy was limited due to the non 

availability of acceptable use policy for outsiders.  

 


