
Chapter 1 

INTRODUCTION 

1Pv6 has evolved during the last 15 years or so and the process has been primarily 

driven by the shortage of the address space under l Pv4 and also by the desire for ne\\ 

applications and features that do not fit within the old protocol. The address space 

crisis has been delayed by several new approaches of lP addressing. the most important 

methods being (Classless Inter Domain Routing) CIDR. (Network Address Transla

tion) NAT and the RFC 1918 private address space. At the same time it has been very 

clear that these steps have only postponed the unavoidable global issue of IP address 

shortage and that the only long term viable solution would be to move to the ne\\ 

protocol. I Pv6. 

Although CIDR, NAT and private address space have been successful shoti term 

solutions. they have not solved the root problem but only delayed eventual negative 

outcomes. Today the Regional Internet Registries (RlR) have 1Pv4 allocation policies 

which actively limit the issuing new 1Pv4 addresses [11]. 1Pv4 address space has 

become a scarce resource and obtaining a public address block requires extensive 

amount of documentation. Even \Vith these strict policies we may only be able to 

stretch out the existing 1Pv4 address space for another 5 to I 0 years. The result of this 

situation would be that only a privileged few would be able to get the public address 

space and that would hinder the growth of networking applications. 

In contrast 1Pv6 provides a clean solution to the fundamental problem of the inadequa

cy of the number of bits in the IP address. The increased length of the IP address means 

that they can be assigned much more freely and IP addresses will no longer be a scarce 



resource the use of which needs to be restricted. Further. 1Pv6 vvill address some of the 

other issues that were considered weaknesses or inadequacies in 1Pv4 while allowing 

the deployment of new types of applications that makes use of its new features such as 

secure local area networking and applications which demand end-to-end connectivity 

without any address translation in between. 

The 1Pv6 specifications are reasonably stable as of year 2008 when this research was 

undertaken and there are several new deployments as well as migrations done on 

experimental basis. At present. most of the operating systems include native support 

for 1Pv6. Although it is said that 1Pv6 is in a stable state where everyone can deploy it 

[ 1]. the problem is that many do not kno\\ yet how to do it. Therefore. the most 

important task of the organizations is to see the possibility of migrating to 1Pv6 from 

their existing 1Pv4 environments and most importantly. to make sure that the ne\\ 

deployments are compatible with 1Pv6. 

The migration of 1Pv4 to 1Pv6 will not happen overnight. There will be a period of 

transition when both protocols are used over the same infrastructure. To address this 

transition period. the designers of I Pv6 have created interoperable technologies so that 

1Pv6 nodes can communicate with each other in a mixed environment even ifthey are 

separated by an 1Pv4-only infrastructure. 

Protocol transitions are generally not easy and transition from 1Pv4 to 1Pv6 is no 

exception. One may argue that protocol transitions can typically be deployed by 

installing and configuring the new protocol on all the nodes in the network and by 

testing that all nodes and routers work properly. A !though this seems possible in 

organizations with small networks and a few enterprise applications it is generally a 

difficult task to have 1Pv4 to 1Pv6 migration since there are many areas of considera

tion like application compatibility. operating system compatibility. network devices 

and interoperability with older protocols. One has to accommodate the many other 

organizations with whom we have to interact where 1Pv4 is still being used. Security 

concerns. performance related issues and the lack of knowledgeable and resourceful 

people is also a significant issue in I Pv4 to I Pv6 migration. 
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1.1 Research Problem and Objective 

The new protocol which is going to replace the current I Pv4 is present!) at its peak 

testing period with much research being carried out. A I though I Pv6 provides enhance

ments to 1Pv4, since the depletion of 1Pv4 address space will be faced first by the 

Asian countries, 1Pv6 deployment and development \\ill also occur first in Asia [I 0 ]. 

Though Sri Lanka is in that category. the research and development taking place here 

in 1Pv6 is rather limited. There are many vie\vs expressed in literature which states 

that migration to 1Pv6 and coexistence will be straight forV\ard with the current maturi

ty level of I Pv6 [2], there are some others v, ho argue that it is a long way to go before 

1Pv6 is suitable for practical usage [3]. 

Designers of 1Pv6 have proposed several mechanisms to facilitate the migration from 

1Pv4 to 1Pv6 or coexistence such as ·"Dual Stack"" V\here it supports both 1Pv4 and 1Pv6 

on the same network. "'Tunneling"' which provides an encapsulation of an 1Pv6 packet 

within an 1Pv4 packet and ··Protocol Translation·· which supports communication 

between 1Pv6-only and 1Pv4-only nodes. A significant amount of literature exists on 

migration techniques and various protocol transition mechanisms[ I][ 4][ 14 H22]. But a 

careful study shows that all of these transition techniques \\ere designed with certain 

pre-requisites and assuming ideal environments and general conditions. When it comes 

to practical environments with specific requirements \\here many setups are l~1r a\\ a: 

from being ideal. the issues arising in the process of migration are unique to that 

environment. 

The research question addressed in this thesis is to explore the possibility of migration 

from 1Pv4 infrastructure to 1Pv6 infrastructure in a large scale organization in Sri 

Lanka where a diverse set of applications are being used. Though there are fe\\ well 

defined technologies for migration from 1Pv4 to 1Pv6 available. in this study the 

possible issues and solutions are discussed when these technologies are used in a 

practical environment. The organization has to select a suitable address space. address 

assignment strategy and transitioning mechanism. This thesis \viii address all these 

three areas and analyze the practical difficulties encountered in doing so and the 

possible solutions. 
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Thus the primary research question\\ ould be to analyze whether the existing migration 

mechanisms and dual modes of operation are really sufficient to intemperate and 

migrate to 1Pv6 protocol in a large scale organization with a diverse set of applications 

in Sri Lanka. Further this research explores the user transparency in such migration. 

This means that adding 1Pv6 to the network should not require the users of the net\~ork 

to change their daily methodologies. They should be able to continue with their 

existing applications without change. 

The next research goal is to implement specit~c new features of 1Pv6 in a manner 

consistent with hO\~ the network is currently used for I Pv4. This \\as done with auto 

configuration capabilities of 1Pv6 being used to dynamically configure the hosts and 

the migrated network will be tested for possible perf(mnance related issues. The 

possible issues arising form migration steps \'v ill be discussed and based on the docu

mentation and experimental results. the most suitable mechanisms \viii be selected. 

1.2 Research Strategy 

Sri Lanka Insurance (SLI) was selected as the base environment for the project. SLI 

has a medium sized computer network with remote branch offices. Further more. SLI 

is equipped with a diverse set of applications running on various platforms and it is a 

heavy user of e-mail and Internet. An organization like Sri Lanka Insurance handles 

bulk information and hence data security is an important aspect. With-the centralization 

of operations. bandwidth optimization and efficiency of network operations had a 

considerable impact on the growth of the organization. It is considered that most of the 

positive attributes desirable for above described scenario are with I Pv6. 

The project was done in a number of phases and initially a suitable 1Pv6 addressing 

scheme was selected based upon the organization requirement and the intended future 

growth. Next. the environment was divided into several categories based on the 

physical location and the application areas and each of them was converted to 1Pv6 

addressing scheme. At each step the issues were analyzed and solutions were found. 

For each category, the inter-operability was tested and the performance impact (im

provement or degradation) was analyzed. The networking applications like e-maiL 

Active Directory. (Domain Name System) DNS. Proxy and Caching. Fire\\alls and 
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Access Control mechanisms together with the network management tools were dep

loyed and tested for operational compatibility and performance. This project made use 

of relevant data available from various 1Pv6 research activities and deployed test 

network sites. Several simple 1Pv6 test beds were set up to cover most of the identified 

areas of the network. The test environments were used for understanding the basic 

concepts, operational procedures and technical issues as it was not advisable to per

form tests in a live system. After the design concepts were tested they were to be 

deployed in the live environment where the real issues would be faced and dealt with. 

1.3 Expected Results and Objectives 

Successful deployment of 1Pv6 in Sri Lanka Insurance could be a precursor to its 

adoption and deployment in many other organizations in Sri Lanka with similar 

environments. The expected objectives are: 

• Benchmark creation at Sri Lanka Insurance for specifications for migrated 

LAN and WAN 

• Identification of proper address assignment, tunneling and protocol translation 

mechanisms. 

• Identification of the modifications needed in hardware and software. 

• Identity the modifications required by different protocol layers, for example the 

protocols in application layer such as (File Transfer Protocol') FTP, DNS, 

(Simple Mail Transfer Protocol) SMTP, (Hyper Text Transfer Protocol) HTTP 

and (Dynamic Host Control Protocol) DHCP. 
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