
Chapter 2 

MIGRATION METHODALOGIES 

The migration of 1Pv4 to 1Pv6 will not happen overnight. There will be a period of 

transition when both protocols are in use over the same infrastructure. The designers of 

1Pv6 recognized that the transition from 1Pv4 to 1Pv6 might even take years and that 

there might be organizations or hosts within organizations that will continue to use 

1Pv4 indefinitely[l][2]. Therefore. while migration is the long-term goaL equal consid

eration must be given to the interim coexistence of 1Pv4 and 1Pv6 nodes. To address 

this transition period. the designers of I Pv6 have created technologies and address 

types so that I Pv6 nodes can communicate with each other in a mixed environment 

even ifthey are separated by an 1Pv4-only infrastructure. 

2.1 Transition Mechanisms 

Transition mechanisms are so called because they are the detined vvays in \\ hich one 

can move an I Pv4 net\\ ork to I Pv6. As transition mechanisms basi cal!) allovv connect

ing to 1Pv6 networks even if the intervening equipment only speaks 1Pv4. it is more 

appropriate to call these techniques as inter-operating techniques. 

The .. v6ops .. 15 J is the official working group of the Internet Engineering Task Force 

(IETF) that coordinates the transition from 1Pv4 to 1Pv6 for the global Internet. The 

\\ orking group had submitted numerous drafts outlining the various transition tools and 

mechanisms for the transition to 1Pv6. The v6ops working group use the 1Pv6 6bone 

[61 in the development. testing and deployment of 1Pv6. The 6bone was an 1Pv6 test 
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bed to assist in the evolution and deployment of 1Pv6. It was phased out on the 6111 or 

June 2006 as per agreements with the IETF 1Pv6 community. The vvorking group 

operates in the I Pv6 allocated testing address space [7]. Though the term "transition" is 

used in 2.1. the most important part of such implementation is that both the protocol 

versions can co-exist without any problem. As per the RFC 2893 [8 J. the transition 

mechanisms are: 

• DuallP layer operation 

• Configured tunneling of 1Pv6 over 1Pv4 

• Automated tunneling of1Pv6 over 1Pv4 

• 1Pv4 compatible 1Pv6 addresses 

• 6-to-4 

There are no unique solutions to the 1Pv4 to 1Pv6 transition problem. Different me

chanisms are proposed. each one concerning one particular situation in the transition 

process. 

2.2 Node Types Used in an Organization 

All the nodes in an organization can be divided in to thee categories considering the 

aspect of protocol migration [20]. 

• 1Pv4-only node- A node that implements only 1Pv4 and does not support 1Pv6. 

Some of the hosts and servers and most of the routing devices. iJ1stalled today 

are I Pv4-only nodes. As most of the Sri Lankan organizations do not indicate 

the 1Pv6 compatibility in their purchasing policies, other than for personal 

computers, many nodes are 1Pv4-only and thus can communicate only \Vith 

other I Pv4 only nodes. 

• 1Pv6-only node- A node that implements 1Pv6 only and does not support 1Pv4. 

These nodes are only able to communicate with 1Pv6 nodes and applications by 

default. This type of nodes is not common at present. 

• 1Pv6/1Pv4 node- A node that implements both 1Pv4 and 1Pv6. Most of the per

sonal computers and servers with recently released operating systems come 

under this category. 

In SLI. almost all the networking devices are 1Pv4 only and most of the (Personal 

Computer) PCs and servers come under 1Pv6/1Pv4 node category. It can be safelv 



assumed that most of the other the Sri Lankan organizations too are having similar 

distribution of nodes. 

For coexistence to occur. many of the nodes should be able to communicate using 1Pv4 

infi·astructure. 1Pv6 infrastructure or an infrastructure that is a combination of both 

1Pv4 and 1Pv6. The true migration is achieved when aii1Pv4-only nodes are converted 

to I Pv6-only nodes. However for the next few years. it can be considered that practical 

migration is achieved when as many 1Pv4-only nodes possible are converted to 

1Pv4/1Pv6 nodes so that the network is compatible with 1Pv6 only nodes. 1Pv4-only 

nodes can communicate with 1Pv6-only nodes only with the use of protocol translation 

gateways and in practical terms for foreseeable future this requirement\\ ill not arise. 

To coexist with an I Pv4 infi"astructure and to provide an eventual transition to an I Pv6-

only infrastructure. the following transition mechanisms and techniques are used [ 1 ]; 

• Usage of both 1Pv4 and 1Pv6 within same node 

• DNS infrastructure 

• 1Pv6 over 1Pv4 tunneling 

2.3 Usage of Both 1Pv4 and 1Pv6 within Same 
Node 

During the time that the routing infrastructure is being transitioned from 1Pv4-only to 

1Pv4/1Pv6. and finally to 1Pv6-only hosts must be able to reach destinations using 

either 1Pv4 or 1Pv6. For example. during the transition some services may be reachable 

over I Pv6. However. some services which have not yet been updated to support both 

1Pv4 and 1Pv6 are only reachable over 1Pv4. Therefore. hosts must be able to use both 

1Pv4 and 1Pv6. To use both 1Pv4 and 1Pv6 Internet layers on the same host. 1Pv6/1Pv4 

hosts can have the following architectures: 

• Dual IP layer architecture 

• Dual stack architecture 
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2.3.1 Dual IP Layer Architecture 

A dual IP layer architecture contains both !Pv4 and !Pv6 layers v..ith a single imple

mentation of transport layer protocols for both !Pv4 and 1Pv6 such as Transmission 

Control Protocol (TCP) and (User Datagram Protocol) UDP [4]. Figure 2.1 shows the 

dual IP layer architecture. 

.Application 
Layer 

Transport Layer <TCP!UC•P• 

~---~---~ 

Network j 
Interface Layer ~~ 

Figure 2.1: DualiP layer architecture 

Windows Server 2008 and Windows Vista have implemented dual IP layer architec

ture [4]. All upper layer protocols can communicate over 1Pv4. 1Pv6 and 1Pv6 tunneled 

over 1Pv4. 

2.3.2 Dual Stack Architecture 

A dual-stack architecture contains both 1Pv4 and 1Pv6 layers with separate protocol 

stacks containing separate implementations of transport layer protocols such as TCP 

and UDP. Figure 2.2 shows dual stack architecture. 
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Figure 2.2: Dual stack arc11itecture 

The I Pv6 protocol for WindO\vs server 2003 and Windo\\ s XP and most of the other 

UN I X flavors have dual stack architecture [ 4J. With both I Pv6 and I Pv4 protocol stacks 

running a host can create IPv4 packets, 1Pv6 packets and IPv6 over 1Pv4 packets. This 

is the most used migration approach and with dual stack (or dual layer) it is possible to 

continuously provide access to IPv4 resources while adding IPv6 functionality. A 

disadvantage of this implementation is that two routing tables and tvvo routing 

processes are required for all the nodes. Hosts and routers that support dual stack may 

use tunneling mechanisms to route I Pv6 traffic over I Pv4 networks. 

2.4 DNS Infrastructure 

A DNS infrastructure is essential for successful coexistence because of pce·valent use of 

names rather than addresses to refer net\vork resources. This is mandatory in I Pv6 

since the IP address is much longer and difficult to remember. Upgrading the DNS 

servers consists of populating the DNS server \\ ith records to support I Pv6 name-to

address and address-to-name resolutions. The DNS server must contain .. Ai\i\i\ .. 

resource records f(x resolution of domain names to addresses. For reverse queries PTR 

records should be added to IP6.APPR domain. 

For name to address resolution after the querying node obtains the set of addresses 

corresponding to the name. the querying node must determine the set of addresses to 

choose as source and destination for outbound packets. This is not an issue in I Pv4-

only environment. In an environment where both I Pv4 and I Pv6 coexist the set of 

addresses return by the DNS server might contain both IPv4 and IPv6 addresses. The 
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querying host is configured with at least one 1Pv4 address and probably multiple 1Pv6 

addresses. The host must decide which type of address (whether I Pv6 or I Pv4) and the 

correct addresses for the source and destination when initiating communication. There 

are a set of address selection rules which governs the above issue [9]. 

In Windows (Windows XP and Windows Server 2003 with Service Pack 2) it can be 

seen the default address selection rules by using following command: 

netsh interface ipv6 show prefixpolicy 

By default 1Pv6 addresses in DNS name query responses are preferred over 1Pv4 

addresses. Figure 2.3 shows the default prefix policy of a Windows XP host. 

Figure 2.3: Prefix policy of Windows XP host 

This prefix policy shows the following; 

• If native 1Pv6 is available on the host any 1Pv6 destina~ion has more prece

dence than any IPv4 destination 

::_o 4 

address) 
4 n • v __:__ 

::ffff:0:0/96 -7 any 1Pv4 address (1Pv4-mapped 

: : /0 -7 any I Pv6 address 

• If 6-to-4 is available on the host any I Pv6 destination has more precedence than 

any1Pv4 destination: 

lC4 ::fftf:O: /96 -7 any!Pv4address(IPv4-mappedad-
dress) 
JO 2 LC:=;?::/16 -7 any 6-to-4 address 

• If Teredo (Teredo is an automatic tunneling mechanism) is available on the 

host any I Pv4 destination has more precedence than any I Pv6 destination: 

5 2001::/32 -7 any Teredo IPv6 address 
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address) 
::ffff:0:0/96 -7 any I Pv4 address (I Pv4-mapped 

However this precedence can be changed. for an example if we need to give more 

preference for Teredo over I Pv4 we may use follmving command: 

netsh ir"terface 6 set prcfix1:nl p;cefix 201:11::/'32 p ~~e~~:~?-

de:1ce=15 label 1 

2.5 1Pv6 Over 1Pv4 Tunneling Scenarios 

IPv6 over IPv4 tunneling is the encapsulation of IPv6 packets vvith an 1Pv4 header so 

that IPv6 packets can be sent over an 1Pv4 infrastructure. Within the 1Pv4 header the 

protocol field is set to 41 to indicate an encapsulated IPv6 packet. The source and 

destination fields are set to IPv4 addresses of the tunnel end points. Figure 2.4 shows 

1Pv6 over IPv4 tunneling. 

~ 

IP,•6 header 

l 

1Pv6 packet ------- ~ 

E:-Jension 
headers 

Uf:Oper layer p.rotocol 
data unit 

I IP,•4 header 1\P,G headej· E:-:tensic»l Upper layer protocol L headers data unit. 
~~-----------··-· -- ---·---~------- -- ~ 

~-----~ 1Pv'4 packet 

Figure 2.4: IPv6 over 1Pv4 tunneling 

The total length field in the 1Pv4 header contains the length of the IPv4 header plus the 

length of the 1Pv6 packet which is treated as the payload. If the encapsulated packet 

has to be fragmented there will be corresponding values in the flags and fragment 

offset fields. Most importantly the protocol number will be set as 41. the value as

signed for 1Pv6. What ever the tunnel mechanism both the tunnel end points should 

support dual layer operation for tunneling to work and path in between two tunnel end

points are considered as a single hop. 
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RFC 2893 defines the three tunneling configurations with v\hich to tunnel 1Pv6 traffic 

bet\\ een I Pv6/1 Pv4 nodes over an I Pv4 infrastructure namely Router-to-Router, Host

to- Router (or Router-to-Host) and Host-to- Host. [8] 

2.5.1 Router- to- Router Tunneling 

In the router-to-router tunneling configuration two I Pv6/I Pv4 routers connect t\\ o I Pv6 

capable infrastructures over an 1Pv4 infrastructure. The tunnel endpoints span a logical 

link in the path between the source and destin"!.tion and the tunnel between the two 

routers \\ill act as a single hop. For each 1Pv6/1Pv4 router there should be at least one 

tunnel interface representing the 1Pv6 over 1Pv4 tunnel and it routes the packets using 

the tunnel interface. Figure 2.5 shows router-to-router tunneling. General!) router to 

router tunnels are not automatic and have to be configured manual!) as described in the 

section 2.6.1 

1Pv6 
node 

2.5.2 

I Pv6-capable 
infra structure 

I Pv6/l Pv4 router 

I P-..4-only infrastructure 

I Pv6 over 1Pv4 tunnel 

i 

I Pv6-capable 
infrastructure 

1Pv6f1Pv4 router 

Figure 2.5: Router-to-Router tunneling 

Host-to-Router and Router-to-Host Tunneling 

In the host-to-router tunneling configuration an 1Pv6/1Pv4 node that resides within an 

I Pv4 infrastructure creates an I Pv6 over I Pv4 tunnel to reach an I Pv6/l Pv4 router. The 

I Pv6 over I Pv4 tunnel between the I Pv6/l Pv4 node and the I Pv6/l Pv4 router acts as a 

single hop. On the 1Pv6/1Pv4 node a tunnel interface representing the 1Pv6 over 1Pv4 

tunnel is created and a route (typically a default route) is added using the tunnel 

interface. The 1Pv6/!Pv4 node tunnels the 1Pv6 packet based on the matching route, the 

tunnel interface, and the destination address of the 1Pv6/1Pv4 node as per the prefix 

policy of the host as described in section 2.4. 

In the router-to-host tunneling configuration an I Pv6/l Pv4 router creates an I Pv6 over 

I Pv4 tunnel across an I Pv4 infrastructure to reach an I Pv6/1 Pv4 node. On the I Pv6/l Pv4 

router a tunnel interface representing the I Pv6 over I Pv4 tunnel is created and a route 

!) 

i 

1Pv6 
node 



(typically a subnet route) is added using the tunnel interface. The I Pv6/1 Pv4 router 

tunnels the 1Pv6 packet based on the matching subnet route. the tunnel interface. and 

the destination address of the I Pv6/l Pv4 node. Figure 2.6 shows host-to-router tunnc-

ling. 

I Pv4-only infrastructure 
Node A 

1Pv6 over 1Pv4 tunnel 

1Pv6-capable 
infrastructure Node B 

1Pv6/1Pv4 1 1Pv6 

I Pv6/l Pv4 rot:tter 

Figure 2.6: Host-to-Router tunneling 

Host-to-router (and router-to-host) tunnels are generally configured automatically as 

described in the section 2.6.2. In any organization with centrally connected branches 

this type of tunnels will have to be used for 1Pv6/1Pv4 co-existence especially when the 

branch-end network terminal device (generally a router) does not support dual layer 

operation. For an example with this tunnel configuration it is possible to create tunnels 

in between the branch-end PCs and the central routers probably located in the head 

office. bypassing the I Pv4 router at the branch. 

2.5.3 Host-to-Host Tunneling 

In the host-to-host tunneling configuration. an I Pv6/I Pv4 node that resides within an 

1Pv4 infrastructure creates an 1Pv6 over 1Pv4 tunnel to reach another ~Pv6/1Pv4 node 

that resides within the same I Pv4 infrastructure. The tunnel endpoints span the entire 

path between the source and destination nodes. The 1Pv6 over 1Pv4 tunnel between the 

1Pv6/1Pv4 nodes acts as a single hop. 

On each and every 1Pv6/1Pv4 node an interface is created to represent 1Pv6 over 1Pv4 

tunnel. Based on the sending interface and the destination address. the sending host 

tunnels the 1Pv6 traffic to the destination. Figure 2.7 shows host-to-host tunneling. 

IP\>6/1Pv4 
node 

I Pv4-only infrastructure 

Figure 2.7: Host-to-Host tunneling 
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This tunnel configuration too will be common in any organization migrating to 1Pv6. 

especially when layer 3 devices are present in the LAN. Generally host-to-host tunnels 

are configured automatically as described in the section 2.6.2. 

2.6 Types of Tunnels 

All three of the tunnel configurations described in the section 2.5 can be achieved in 

two ways either manually of automatically based on the operational requirements and 

compatibility of the tunnel end points. These two_types of tunnels as defined in RFC 

2893. i.e. Configured tunnels and Automatic tunnels [8]. It is dit1icult to admit the one 

type is better than other and still there are a lot of arguments on this [20J. 

2.6.1 Configured Tunneling of 1Pv6 over 1Pv4 

As it can be seen on figures 2.5 with the router-to-router tunnel configuration the I Pv6 

traffic is tunneled to an endpoint \vhich is an 1Pv4/!Pv6 router that is responsible for 

decoding and delivering the 1Pv6 packets to their final destination. Because the IP 

address of the router is not the same as the IP address of the final destination a manual 

configuration of the tunnel endpoint is mandatory. This is called configured tunneling. 

Configured tunnels are essentially point-to-point and are best employed when provid

ing external I Pv6 connectivity such as to an Internet Service Provider ( ISP). Any\\ ay 

as of year 2008 when this research \\as undertaken only Sri Lanka Telecom otTers 1Pv6 

tunneling to Internet. 

Within a site configured 1Pv6-in-!Pv4 tunnels can also be used if there are parts ofthe 

netv,ork that cannot (for \\hat ever the reason) be automatically connect to the rest of 

the 1Pv6 topology. Any\vay since the configured tunnels have to be configured manual

!) this is practical only if there is a requirement for a fc\\ of these tunnels. It is not 

advisable to use configured tunneling in connecting a lot of different isolated hosts or 

subnets under same administrative control. There arc other tunneling methods specially 

designed for this purpose and are described in the section 2.6.2. 
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2.6.2 Automatic Tunneling of 1Pv6 over 1Pv4 

In the case of the tunneling methods shov\ n in figures 2.6 and 2.7 that are host-to

router and host-to-host. the !Pv6/!Pv.f packet is forv,arded directly to the final destina

tion host which also represents the tunnel endpoint. Automatic tunneling means that 

the l Pv4 address is automaticall) derived from the l Pv6 address (:: l Pv4-address) 

vvithout any pre-configurations of the tunnels. This tunneling mechanism has the 

advantage of being automatically configured. l n any medium to large scale I Pv 6 

deployment it very much practical to use automatic tunneling since the dual stack host 

creates and manages the tunnel by itself. Anyway since there a fevv automatic tunnel 

types it is the network administrator's responsibility to select the most appropriate t) pe 

based on the organization's netvvork and the equipment used. Since automatic tunnels 

play a major role in !Pv4 to !Pv6 migration, it is discussed separately in detail in 

section 2.6.3. 

2.6.3 Automatic Tunneling Techniques 

There arc three vvell known automatic tunneling technologies namely Intra Site Auto

matic Tunnel Addressing Protocol (!SAT AP). 6-to-.f and Teredo. Out of these three 

technologies. the author has selected as described in chapter 4, the ISATAP for creat

ing automatic tunneling in Sri Lanka Insurance network environment. So ISATAP 

technology is described in detail considering Windm\s XP and Windows Vista exam-

pies\\ here necessary and other tv\ o technologies are briefly discussed. 

6-to-4 Technique 

6-to-4 is an address assignment and host-to-router (and router-to-host) and host-to-host 

automatic tunneling technology that is used to provide unicast !Pv6 connectivity 

between !Pv6 sites and hosts across the !Pv4 Internet. 6-to-4 treats the entire !Pv4 

Internet as a single link. 6-to-4 is described in RFC 3056. 

6-to-4 uses the global address prefix 2002:WTL\XTYZZ::/48. in which WW\XYrZ7 is 

the colon-hexadecimal representation of a public !Pv4 address (H'.x.y . .::-) assigned to a 

site or host. Figure 2.8 shov\ s the structure of a 6-to-4 address. 
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r--- - 2002 WWXX:VYZZ r Subnet ID _ ___j ___ _ 
Interface ID 

---~ 

i------"6 b;ts -----1 :2 t":s 16 b:ts c-4 b:ts--------+1 

Figure 2.8: Structure of the 6-to-4 address 

6-to-4 allows you to assign global 1Pv6 addresses within the organization and to reach 

locations on the I Pv6 Internet without requiring you to obtain a connection to the I Pv6 

Internet or an 1Pv6 global address prefix from an Internet Service Provider (ISP) since 

the 6-to-4 prefix is globally routable provided that the ISP supports 6-to-4 tunneling. 6-

to-4 does not facilitate interoperation bet\\een 1Pv4-only hosts and 1Pv6-only hosts. 

Teredo Technique 

Teredo. also known as 1Pv4 Network Address Translator Traversal (NA T-T) for 1Pv6. 

provides address assignment and host-to-host automatic tunneling for unicast I Pv6 

connectivity across the 1Pv4 Internet even when the 1Pv6/1Pv4 hosts are located behind 

one or multiple 1Pv4 NATs. To traverse 1Pv4 NATs. 1Pv6 packets are sent as 1Pv4-

based UDP messages. Teredo is considered as a last resort transition technology for 

1Pv6 connectivity. If native 1Pv6. 6-to-4 or !SAT AP connectivity is present the host 

does not act as a Teredo client as indicated in the default prefix policy in section 2.4. 

ISA TAP Technique 

ISA TAP stands for Intra Site Automatic Tunnel Addressing Protocol. ISA TAP is a 

host-to-host. host-to-router and router-to-host automatic tunneling technology as \\ell 

as address assignment protocol. ISA TAP is used to provide unicast 1Pv6 connectivity 

between 1Pv6/1Pv4 hosts across an 1Pv4 intranet. ISATAP hosts do not require any 

manual configuration and can create I SAT A P addresses using standard address auto 

configuration mechanisms. The format of the ISATAP address is: 

<ISATAP prefix> 0:5efe: <1Pv4 address> or <ISATAP prefix> 200:5efe: <1Pv4 

address> 

The first one is for private range of unicast I Pv4 addresses and the latter format is for 

public unicast 1Pv4 addresses. The interface identifier of an ISATAP address contains 

an embedded 1Pv4 address that is used to determine the destination 1Pv4 address when 

ISATAP-addressed 1Pv6 traffic is tunneled across an 1Pv4 network. An ISATAP 
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interface identifier can be combined\\ ith any 64-bit prefix that is valid for 1Pv6 unicast 

addressing. including link local (fe80::/64) pre11xes. 

For example Host A is configured \\ ith the I Pv4 address of 192.168.1 0. I and !lost B is 

configured \\ ith the I Pv4 address of 172.16. I 0.1. When the I Pv6 protocol for Windmv s 

Vista is sta11ed Host A is automatically configured \\ ith the I SATA P address of 

FE80: :5 EFE: 192.168.10.1 and Host l3 is automatically configured \\ ith the I SA TAP 

address of FE80::5EFE: 172.16.1 0.1. Figures 2.9 and 2.10 show this configuration. 

ISATAP Host A 

1Pv4-only 
infrastructure 

ISATAP Host 

Figure 2.9: Example ISATAP con!iguration 

When Host A sends 1Pv6 traffic to Host B using Host B's link-local ISATAP address. 

the source and destination addresses for the 1Pv6 and 1Pv4 headers are as listed in the 

table 2.1 

Table 2.1: 1Pv4 and 1Pv6 addresses for link local !SA TAP link 

Field I Value 

1Pv6sourceaddress I fe8C: :Sefcc:lCJ2.:G ._u._ 

1Pv6 destination address I F'C'8 C: : fe: J 7 2. l G.::_~ .. :._ 

1Pv4 source address I 1 :1~. :._c .lC .1 

I Pv4 destination address I l '2 . -_ 6 ,, . l 'J . l 
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c: 

Basic components of an ISATAP network is sho\vn in figure 2.1 0. 

1Pv6 over 1Pv4 traffic 

!SA TAP router 

1Pv6-capable network 

ISATAP host 

1Pv6 traffic 

ISATAP host 

Figure 2.10: Basic components of an ISATAP net\\ ork 

!SA TAP hosts have an !SAT AP tunneling interface and perform their O\\n tunneling to 

either other ISATAP hosts or an ISATAP router. A link-local ISA TAP addresses alkm 

!SAT AP hosts on the same logical subnet (an !Pv4-only intranet) to communicate with 

each other. To communicate beyond the logicallSATAP subnet using !SA TAP-based 

global addresses. ISATAP hosts must tunnel their packets to an !SA TAP router. 

When an ISATAP host receives a suitable router advertisement from an ISATAP 

router. the I SAT AP host adds a default route (::/0) using its ISATAP tunneling inter

face 'v\ ith next-hop address set to the link-local !SA TAP address of the !SAT AP router. 

When ISATAP hosts send packets destined to locations outside the logical ISATAP 

subnet. the packets are tunneled to the l Pv4 address of the l SAT A P router correspond

ing to the ISATAP router's interface on the 1Pv4-only net'v\ork. The !SA TAP router 

then forwards the I Pv6 packet. 

2. 7 Translation Mechanisms 

Once an 1Pv4 net\\ork connects to an !Pv6 network. there is still the need to communi

cate bet\veen the 1Pv6-only nodes with the !Pv4-only nodes. There are various 

translation mechanisms available that enable cross-protocol communication. The 

difference among all the translation protocols is \vherc the translations actually happen 

in the TCP/IP reference model. Network layer translation protocols are Stateless 

lP/lCMP Translation Algorithm (SliT). Network Address Translation Protocol Trans-
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lation (NAT-PT) and Bump in the Stack (BIS). Since most of the vendors support 

NAT-PT and it was attempted to use in the project only NA T-PT \\ill be discussed 

here. 

Network Address Translation Protocol Translation (NAT -PT) 

A translator located in the net\vork layer in the protocol stack can be called as a 

··header translator"·. Such mechanisms translate the 1Pv4 datagram header into 1Pv6 

datagram header and vise versa. For this service to \\9rk it has to be at the intercon

nection point between the 1Pv6 network and 1Pv4 network. 

Just like existing NA Ts in the 1Pv4 which translate between private and public IP 

addresses. the NAT part of the NAT-PT translates between 1Pv4 address to an 1Pv6 

address or vise versa. Like NAT. NAT-PT also uses a pool of addresses which it 

dynamically assigns to the translated datagram. 

With NAT-PTa /96 prefix is reserved that can be routed in the 1Pv6 domain. All 1Pv6 

traffic with the /96 destination prefix will be routed to the NAT -PT border router and 

translated to 1Pv4. When an 1Pv6 host initiates a TCP session to an 1Pv4 host outside 

the NA T-PT router it uses a destination address in the form of ··netv,ork pre

fix:::a.b.c.d··. The ""network prefix·· is the assigned /96 prefix that is routed to the 

NAT-PT boarder router and a.b.c.d is the 1Pv4 address of the destination host. The 

source address used in the TCP session is assigned from a pool. . 

2.8 Summary 

This chapter briefly describes the interoperability of the two protocols and the main 

migration techniques used. The dual-stack and the protocol translation are the main 

approaches for migration \Vhile tunneling techniques support to send 1Pv6 packets in 

bet\\ een dual-stack nodes separated by I Pv4-only environment which is mandator) 

during the transition period. 
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