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Chaos Theory Based Cryptography in 
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Abstract 
 

 

The amount of visual information available in digital format has grown exponentially 

in recent years due to the wide availability of equipments such as digital cameras and 

camera phones, changes in the way people socially interact by setting up community 

web pages, wide spread use of the Internet in all types of personal and business 

activities, and developments in high speed transmission of digital images with high 

reliability. 

 

However, the wide accessibility of the Internet and its connected hosts and availability 

of technology to capture network traffic or penetrate hosts have made digital images 

vulnerable to unauthorized access while in storage and during transmission over a 

network. Hence users of the Internet and application that use or process digital images 

need to address security issues to protect commercial value of images and also ensure 

user privacy and other issues. 
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Apart from the above security related issues, electronic image trading has 

become a mainstream trade in cyber space and pay-after-trial services of digital 

multimedia are in wide practice. For example, thumbnail versions of images 

are used to provide previews to customers prior to the transaction in order to 

have a choice of selection. Current practices include showing only a small tile 

(thumbnail) of the original image, showing a lower-resolution version of the full 

image, showing the original image overlaid with a visible watermark image, or partial 

encryption of the images allowing only for a low visibility level than the original 

image. 

 

Among these schemes, except for the method using partial encryption, other methods 

can be successfully attacked to obtain the original image by watermark removal, 

image enhancement, etc. In this context, image encryption becomes important in 

achieving the security requirements listed earlier to protect commercial interests and 

ensure privacy. 

 

The objective of the research presented in this thesis is to propose an image encryption 

technique which is capable of encrypting an image effectively and securely 

with a predefined visibility level. Unlike a conventional symmetric key encryption 

scheme, apart from the input plaintext image and the secret encryption key, there will 

be a third input defining the visibility level of the output ciphertext image. This 

research studies the use of chaos theory in implementing such an encryption scheme 

and proposes a concrete image encryption scheme using 2D chaotic maps called Ikeda 

map and the Kaplan-Yorke map achieving the stipulated objective. 
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