
 
 
 
 
 
 

 
 
 
Chapter 2  
 
 
 
 
 

Chaos based Image Encryption 
 
 
2.1 Chaos based Cryptography 
 
 
Current cryptographic techniques are based on number theoretic or algebraic concepts. 

Chaos is another paradigm, which seems promising. Chaos is a derivative from the 

field of nonlinear dynamics and has been widely studied. A large number of 

applications in real systems, both man-made and natural, are being investigated using 

this novel approach of nonlinear dynamics. The chaotic behavior is a subtle behavior 

of a nonlinear system, which apparently looks random. However, this randomness has 

no stochastic origin. It is purely resulting from the defining deterministic processes. 

The important characteristic of chaos is its extreme sensitivity to initial conditions of 

the system. 

 

The defining properties of chaotic dynamics, namely, ergodicity, sensitivity on initial 

conditions and system parameters, are in fact the key features contributing towards 

building up of secure communication schemes based on chaos.  
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A large number of schemes are available in literature exploiting chaotic functions for 

direct encryption using the system parameters as keys. However, a novel approach 

based on the ergodic nature of chaotic trajectory was suggested by Baptista [3]. It uses 

the Logistic map with two of its parameters for chaotic encryption. A new encryption 

scheme [4] based on Lorenz dynamics was developed, which extends Baptista’s 

method to Lorenz system [5]. The new scheme is further enriched to guard against 

reconstruction dynamics and statistical attack. This scheme has been tested for 

different types of textual messages leading to faithful message recovery. 

 

Chaos based cryptography is still in its early years and may not have exact parallelism 

to concepts and notions of traditional cryptographic and cryptanalysis approaches. In 

such a situation, the approach has been to enhance security of the scheme by 

providing larger key space, protection against reconstruction dynamics and resistance 

from statistical attack. Proving the security of encryption based on chaos is still an 

open topic because one cannot use the analytical methods of classical cryptography 

which are based on number theoretic concepts or hardness of discrete logarithmic 

problem, etc. 

 
Chaos is one of the possible behaviors associated with evolution of a nonlinear 

physical system and occurs for specific values of system parameters. The discovery of 

this apparently random behavior ensuing out of deterministic systems turned out to be 

quite revolutionary leading to many issues interconnecting stability theory, new 

geometrical features and new signatures characterizing dynamical performances. 

 
 
2.2 Special Properties of Chaotic systems 
 

 
Systems which are basically nonlinear and exhibiting apparently random behaviors for 

certain range of values of system parameters are referred to as Chaotic. However, the 

solutions or trajectories of the system remain bounded within the phase space. This 

unstable state has a strong dependence on the values of the parameters and on the way 

the system begins. The following properties characterize chaotic dynamics. 
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• Sensitivity to initial conditions 

Given an initial state of a deterministic system (i.e. nonlinear system), it is well 

known that the future states of the system can be predicted. However, for 

chaotic systems, long term prediction is impossible. For specific values of 

parameters, two trajectories, which are initially very close, diverge 

exponentially in a short time. Initial information about the system is thus 

completely lost. 

 

• Ergodicity 

Ergodicity is that property in which a trajectory in phase space comes 

arbitrarily close to its earlier states. Trajectory of a chaotic system in its 

evolutionary wanderings also satisfies this property. It essentially reflects that 

the system eventually is confined to a spatial object, a set of points called an 

attractor. The density of such points is time invariant and this property is 

essential to cryptography. 

 

• Mixing 

It is a characteristic of a system in which a small interval of initial conditions 

gets spread over the full phase space in its asymptotic evolution. In a chaotic 

system, an arbitrary interval of initial conditions spreads over the part 

(attractor) of the phase space to which the trajectory asymptotically confines. 

Thus any region gets into every other region of the spatial attractor of phase 

space. 

 
 
These properties can be tabulated in table 2.1 as follows. 
 
 

Chaotic Property Cryptographic Property Description 
Ergodicity 

 

Confusion 

 

The output has the same 

distribution for any input 

 

Sensitivity to initial 

conditions/ control 

parameter 

 

Diffusion with a small 

change in the 

plaintext/secret key 

 

A small deviation in the 

input can cause a large 

change at the output 
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Mixing property 

 

Diffusion with a small 

change in one plain-block 

of the whole plaintext 

A small deviation in the 

local area can cause a large 

change in the whole space 

 

Deterministic dynamics 

 

Deterministic pseudo 

randomness 

 

A deterministic process 

can cause a random-like 

(pseudo-random) behavior. 

Structure complexity 

 

Algorithm (attack) 

complexity 

 

A simple process has a 

very high complexity 

 

 
Table 2.1 Chaotic Properties and cryptographic relationship. 

 

Interestingly, the tight relationship can even be found in the classic Shanon’s paper on 

cryptography [6]: 

 
“Good mixing transformations are often formed by repeated products of two simple 

non-commuting operations. Hopf has shown, for example, that pastry dough can be 

mixed by such a sequence of operations. The dough is first rolled out into a thin slab, 

then folded over, then rolled, and then folded again, etc.” 

 

From the above statement, it is clear that Shannon actually discussed a typical route to 

chaos via stretching and folding, which is well-known in today’s chaos theory [7]. 

Actually, it is a common way to employ one or more nonlinear maps to design a 

modern cipher, where the nonlinear maps can be considered as discrete-time and 

discrete-value versions of some chaotic systems. 

 

As a result of investigating the above relationship, a rich variety of chaos-based 

cryptosystems for end to-end communications have been put forward [8, 9, 10, 11, 12, 

13].  
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2.3 Chaos and Cryptography: Illustration of basic principles 
 

The growing of research interest in chaos and cryptography has resulted in a number 

of digital chaotic cryptographic approaches that realize private key cryptography with 

chaos. Among those chaotic cryptographic schemes, the one proposed by Baptista [3] 

has attracted much interest. Since its publication in 1998, a number of variants have 

been suggested. The concept of this type of chaotic cryptosystem is very simple. The 

interval of interest in the phase space of the chaotic map is divided into a number of 

partitions equal to the total number of possible plaintext blocks. Each plaintext block 

is encrypted as the number of iterations applied in the chaotic map in order to reach 

the partition correspondent to that block [3]. The resultant cipher texts are integers and 

are suitable to be transmitted through public data communication networks.  

 

There are two major drawbacks with Baptista’s [3] approach. Firstly, the cipher texts 

usually concentrate at small number of iterations and so their distribution is not flat 

enough to ensure high security. Secondly, the cryptographic scheme is too slow to 

make it suitable for practical use such as the secure transmission of large multimedia 

files through the internet. Finally, the cipher text size is usually long, at least twice 

that of the original plaintext.  

 
 
2.3.1 Logistic map and Analysis 
 

This is a one-dimensional map proposed by R. M. May [14] representing an idealized 

ecological model for describing yearly variation in the population of an insect species. 

The population at (n+1)th year is mathematically related to that at the nth year by the 

following equation: 

 

( )nnn XrXX −=+ 11   ; where r is a parameter. 

 

For this map, different scenarios of evolutionary behavior were established when the 

system parameter ‘r’ was varied over the interval [0,4]. The iterates were confined to 

[0,1]. Possible behaviors [solutions xi’s] in the asymptotic limit, resulting out of 

parametric variations, are shown in Figure 2.1 below. 
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Figure 2.1: Bifurcation Diagram. 
 

Figure 2.2 and Figure 2.3 exhibit the typical behavior and the dynamical 

characteristics of a chaotic system. These are suitably exploited in chaotic 

cryptography. 
 
 

 
 

Figure 2.2 Sensitivity to initial conditions 
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Figure 2.3 Invariant distribution of the iterates 

[Source: http://en.wikipedia.org/wiki/Logistic_map] 

 
 
 
2.3.2 Lorenz System 
 

This is a continuous time nonlinear system exhibiting chaotic trajectories for specific 

values of system parameters. Atmospheric scientist E. Lorenz [5] proposed this 

system (1963) as a set of three ordinary differential equations to model a thermally 

induced fluid convection in the atmosphere. 

 

 
 

x is proportional to the circulatory fluid velocity, y characterizes the temperature 

difference between the rising and falling fluid regions, and z characterizes the 

distortion of the vertical temperature profile from its linear with  height variation.  
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Parameter σ is related to Prandtl number, R is related to the Rayleigh number and β is 

a geometric factor. The apparently random nature of evolution of one of the variables 

is seen in Figure 2.4 

 

 
 

 

Figure 2.4: Time series x(t) for chaotic Lorenz parameters 

[Source: http://en.wikipedia.org/wiki/Lorenz_attractor] 

 

Phase space plot [z vs. x] of Figure 2.5 refers to the trajectories for the thermo field 

convection generated in the Lorenz system. The model supports the uncertainties 

observed in weather predictions. The event is being referred to as “Butterfly effect”. 

The phrase refers to the idea that a butterfly's wings might create tiny changes in the 

atmosphere that ultimately cause a tornado to appear (or prevent a tornado from 

appearing). The flapping wing represents a small change in the initial condition of the 

system, which causes a chain of events leading to large-scale phenomena. Had the 

butterfly not flapped its wings, the trajectory of the system might have been vastly 

different. The subtle dynamical properties of this system are exploited for 

cryptographic schemes. 
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Figure 2.5 Phase space plot of the Lorenz Attractor 

 [Source: http://en.wikipedia.org/wiki/Lorenz_attractor] 
 

 
The strength of cryptography lies in choosing the keys, which are secret parameters, 

used in encryption. It should not be possible to guess the key by an intruder. Chaotic 

systems are very sensitive to initial conditions and system parameters. For a given set 

of parameters in chaotic regime, two close initial conditions lead the system into 

divergent trajectories. Therefore encryption / decryption scheme can be obtained if the 

parameters are chosen as “Keys” and “Trajectories” are used for 

encryption/decryption. 

 

Since the same parameters are used for encryption and decryption, the chaos scheme 

is symmetric. The parameters and the initial conditions form a very large key space 

thereby enhancing the security of the code. 
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2.3.3 Baptista Method and Logistic Map 
 

Baptista uses logistic map in which the iterates are generated using the equation: 
 

( )nnn XrXX −=+ 11  
 

By choosing the parameter ‘r’ for chaotic regime and with initial condition X0 ∈[0,1]. 

A set of large number of these iterates [~ 60,000] is called the trajectory. Due to 

ergodic property, the interval (0,1) is visited frequently by the iterates. The density of 

such points is time invariant and this property is essential to cryptography. Baptista 

method of encryption is based on this property. The scheme for encryption/ decryption 

of messages uses the following steps: 
 
 

Trajectory generation 
 

Choosing the parameter r ∈[0,4] for chaotic case and an initial condition X0 ∈[0,1], a 

sequence of iterates forming the points of a trajectory are generated using the Logistic 

equation: 
 

( )nnn XrXX −=+ 11   Where Xn ∈ (0,1). 

 

Trajectory mapping 
 

An interval [Xmin, Xmax] of the trajectory generated in trajectory generation is divided 

into S ≤ 256 sites (cells) each of size;  
 

S
XX minmax −

=ε  

 

To each of these sites a byte or an ASCII character is associated as typically shown in 

the table 2.1. 
 

 
 

 
Table 2.2 Division of Logistic Attractor into S sites 
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A frequency distribution of the iterate values for chaotic parameters are shown in 

Figure 2.6. 

 

 
 

 

Figure 2.6 Frequency Distribution of iterates of Logistic map. 

 

For encrypting each character of a text, one finds the number of iterations necessary to 

reach the required site belonging to that character. The number of iterations is the 

cipher text of the character. The process is repeated till the whole message is 

encrypted into a set of numbers. This forms the cipher text. Decryption is done by 

running the same algorithm with the same keys and the number of iterations equal to 

the integer values in the cipher text and by reverse mapping the site number into the 

character. 

 
Advantages of Baptista Method 

• Ability to product varies cipher with the same message input.  

• Coefficient ‘n’ is applied and keeps in secret.  

• Simple modification.  
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Disadvantages of Baptista Method 

• Performance depends on random number generator. If the random number 

generator is not good enough, the period will repeat soon.  

• Slower encryption and decryption speed. More iteration may require.  

• Coefficient ‘n’ is not required during decryption.  

• Setting coefficient ‘n’ too large reduces the chance to reach the destination site.  

 
2.4 Analog and Digital Chaos Systems 
 

Basically, there are two major types of chaos-based cryptosystems: analog chaos-

based secure communication systems and digital chaos-based ciphers, which are 

designed employing completely different principles. Almost all analog chaos-based 

secure communication systems are designed based on the technique for chaos 

synchronization, which was first discovered in the 1980s and then well developed in 

the 1990s [15]. The establishment of chaos synchronization between two remote 

chaotic systems actually means that some information has successfully been 

transmitted from one end to the other. This fact naturally leads to the foundation of a 

chaos-based communication system [16].  

 

Then, by keeping some part of the involved chaotic systems secret, a third party not 

knowing the secret key will not be able to reconstruct the information transmitted. 

Thus, a chaos-based secure communication system is created. Following this basic 

idea, a large number of analog chaos based secure communication systems have been 

proposed since the 1990s. Meanwhile, related cryptanalytic work has also been 

developed to evaluate performance of various analog chaos-based secure 

communication systems. Though a number of surveys have been published to 

introduce progress in this area, they become relatively obsolete due to the rapid 

growth of new research work in recent years. 
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2.4.1 Chaos Synchronization 
 

Just as its name implies, synchronization of chaos denotes a process in which two (or 

many) chaotic systems achieve a common dynamical behavior after a period of 

transient period. Here, the common behavior may be a complete coincidence of the 

chaotic trajectories, or just a phase locking. To achieve synchronization, one or more 

driving signals have to be sent from a source to the chaotic systems to be 

synchronized. According to the source of the driving signal and the mode of coupling, 

there are mainly four types of driving modes: 
 

• Directional (internal) driving: one chaotic system serves as the source of driving and 

one or more driving signals are sent from these systems to the others. 
 

• Bidirectional (internal) driving: two chaotic systems are coupled with each other 

and are driven by each other in a mutual way. 
 

• Network-like coupling: many (more than two) chaotic systems are coupled with 

others in some way to form a complex dynamic network. 
 

• External driving: one or more external signals drive all the chaotic systems involved 

towards a synchronized behavior. Owing to the nature of secure communications 

directional driving between two chaotic systems is employed for almost all chaos-

based secure communication systems. 

 
 
 
2.4.2 Analog Chaos based Secure Communications 
 

Most traditional analog chaos-based secure communication systems can be classified 

into three basic types:  
 

• Chaotic masking. 

• Chaotic switching (also called chaotic shift keying – CSK)  

• Chaotic modulation.  
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Chaotic Masking 
  
The earliest and simplest form of analog chaos-based secure communication is chaotic 

masking, in which a plaintext message signal m(t) is embedded into a carrier signal 

x(t) to form a combined driving signal s(t) = x(t)+m(t), where the addition operation 

“+” can also be replaced by similar ones such as multiplication. After chaos 

synchronization is established at the receiver side, an estimation of x(t) can be 

obtained and, then, subtracted from s(t) to recover the plaintext signal. Figure 2.7 

shows the basic structure of a typical chaotic masking system. 

 
 

 
 
 

Figure 2.7 Basic structure of a typical chaotic masking system. 
 

 

 

Chaotic Switching (Chaotic Shift Keying) 

 

This scheme is mainly used to transmit digital signals. At the sender side, two 

different chaotic systems are used for 0-bits and 1-bits of the plaintext message, 

respectively. That is, the employed chaotic system is switched from time to time by 

the plaintext message. At the receiver side, only one of the two chaotic systems is 

needed, and the plaintext bits are recovered according to whether or not the slave 

system can achieve chaos synchronization with the master. Figure 2.8 shows how a 

typical chaotic switching system works to recover the plaintext message. Note that the 

two chaotic systems at the sender side may be either homogeneous or inhomogeneous. 

If two homogeneous ones are used, one chaotic system with adjustable parameters 

suffices, which makes the realization of chaotic switching systems more practical. 
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Figure 2.8 Basic structure of a typical chaotic switching system. 

 

 

Chaotic Modulation 

 

Different from chaotic masking and chaotic switching schemes, in a chaotic 

modulation scheme the plaintext message m(t) is injected into the sender system so 

that its dynamics is changed by the plaintext message continuously. In this case, 

generally an adaptive controller (which can also be considered as an extra dynamical 

system bi-directionally coupled with the sender system) is added at the slave system 

according to some rule such that its output m0(t) asymptomatically converges to m(t). 

To follow the master system’s dynamics, generally the controller’s output (i.e., m(t)) 

should be injected into the slave system in the same way as in the master. Figure 2.9 

illustrates the basic structure of a typical chaotic modulation system. Note that in some 

chaotic modulation systems there may be no feedback of s(t) back into the master 

system. 
 

 
 

Figure 2.9 Basic structure of a typical chaotic modulation system. 
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There are two different types of chaotic modulation: 
 

• Parameter modulation, in which the plaintext message signal m(t) modulates 

the values of one or more control parameters  
 

• Direct modulation, in which m(t) is injected into one or more variables of the 

master system without changing the value of any control parameter.  
 

In some chaotic modulation schemes, the plaintext signal is also embedded into the 

driving signal, which can be regarded as a modified version of chaotic masking (via 

feedback of the driving signal and some other necessary modifications). Compared 

with chaotic masking schemes, chaotic modulation schemes can exactly recover the 

plaintext signal (in an asymptotical manner) if some conditions are satisfied. 

 

Considering that chaotic switching systems can only transmit digital signals, chaotic 

modulation also has a better performance than chaotic switching. In fact, carefully 

designed, the chaotic modulation technique can even be used to transmit more than 

one plaintext message signal. One possible way for this is to modulate ‘n’ control 

parameters of the master system with ‘n’ plaintext message signals, respectively. The 

main disadvantage of chaotic modulation is that the controller depends on the master 

and slave systems’ structure, which means that different controllers needs to be 

designed for different master systems. Controllers may not even exist in certain cases 

for essential defects of the master/slave chaotic systems. 

 
 
2.4.3 Digital Chaos-based Cryptosystems 
 

Digital chaos-based cryptosystems (also called digital chaotic ciphers), on the other 

hand, are designed for digital computers, where one or more chaotic maps are 

implemented in finite computing precision to encrypt the plain-message in a number 

of ways, such as the following ones: 
 

• Stream ciphers based on chaos-based PRNG (pseudo-random number generators) 

[17, 18, 19, 20, 21]. 
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• Chaotic stream ciphers via inverse system approach (with ciphertext feedback) [22, 

23, 24]. 
 

• Block ciphers based on chaotic round function or S-boxes [25, 26, 27, 28, 29].  
 

• Block ciphers based on forward/backward chaotic iterations [30, 31, 32, 33]. 

 
 
2.5 Image Encryption, Why? 
 

2.5.1 Some Special Features of Image Encryption Schemes 
 

In image encryption systems, some features are required to support special functions 

of diverse multimedia services in different environments. These features are generally 

realized with a combination of compression and encryption, and impose some limits 

on the design of the image encryption algorithms. 
 

• Format-compliance (syntax-awareness) 

This feature means that the encrypted image is still decodable at the receiver 

end without the knowledge about the decryption key. For online stream 

multimedia services, especially those running in wireless environments, the 

transparency property is desirable to eliminate the problems caused by loss or 

uncorrected data. Transparency property is also useful to ease concatenating 

other post processing devices (such as digital watermarking) to the whole 

compression/encryption system errors [34]. To achieve transparency, the 

encryption procedure should not destroy the syntax structure of the encrypted 

file/stream; that is, the descriptive information of the file/stream should be left 

unencrypted. 
 
• Scalability  

Scalability means multi-level security for different applications with flexible 

parameter settings. The embedded multi-layer structure, i.e., the fine 

granularity scalability (FGS), of JPEG2000 images [35] makes scalable 

encryption easy and natural. The basic idea to realize scalability is to encrypt 

partial layers and/or partial data in selected layers. Scalability can be 
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considered as a control mechanism for the visual quality of the encrypted 

image. 
 

• Perceptibility  

Perceptibility means partial encryption of visible information of the plain-

image, which is useful for pay-after-trial services of digital multimedia, such 

as pay-TV and VoD services [36]. It is a generalization of scalable (multi-

layered) encryption, and does not depend on the embedded multi-layered 

structure of the encrypted image. The selective image encryption schemes 

provide a novel example for it. 
 

• Error-tolerability  

The concept of error-tolerating is undesirable if an encrypted stream cannot be 

decoded when some bit errors are introduced, which frequently occurs in 

multimedia applications particularly in wireless environments (error-correction 

mechanism may fail in some situations). However, the avalanche property of 

good ciphers means high sensitivity to errors, which may lead decryption to 

fail in some cases. To solve this problem, the idea of selective encryption [37] 

was used to provide better error-tolerating property; the possibility to design 

an error-preserving encryption algorithm was studied.  

 
 

2.6 Image Encryption design Architectures 
 

In recent years, a number of chaos-based cryptographic schemes have been proposed. 

Some of them are based on one-dimensional chaotic maps and are applied to data 

sequence or document encryption [38]. For image encryption, two-dimensional (2D) 

or higher-dimensional chaotic maps are naturally employed as the image can be 

considered as a 2D array of pixels. 
 

Fridrich [31] suggested that a chaos-based image encryption scheme should compose 

of two processes: chaotic confusion and pixel diffusion. The former permutes the 

pixels of a plain image with a 2D chaotic map while the latter alternates the value 

(gray-level) of each pixel in a sequential manner. This architecture formed the basis of 

a number of chaos-based image ciphers proposed subsequently.  

 22



For example, Chen and his research group employed a three-dimensional (3D) cat 

map [39] and a 3D baker map [40] in the confusion stage. Guan et al used a 2D cat 

map for pixel position permutation and the discretized Chen’s chaotic system for pixel 

value masking [41]. 

 
Lian et al [42] pointed out that there exist some weak keys for ciphers employing the 

cat and the baker maps. Moreover, the key space of these two maps is not as large as 

that of the standard map. Therefore they suggested using a standard map for confusion 

while keeping the logistic map for pixel value diffusion. To achieve a satisfactory 

level of security, Lian et al [42] recommended to perform four overall rounds of 

confusion and diffusion. In each confusion stage, four permutation rounds should be 

performed. These lead to a total of sixteen permutation rounds and four diffusion 

rounds. Although measures such as pre-computation of permutation mode and sine 

table were suggested to reduce the computational complexity, the relatively slow 

diffusion process still limits the performance of this cryptosystem. 

 

A typical architecture of a chaos-based image cryptosystem is shown in Figure 2.10 

 

 
 

Figure 2.10 Typical architecture of a chaos-based image cryptosystem 

 

There are two iterative stages in the chaos-based image cryptosystem. The confusion 

stage permutes the pixels in the image, without changing its value. In the diffusion 

stage, the pixel values are modified sequentially so that a tiny change in one pixel is 

spread out to many pixels, hopefully the whole image. To de-correlate the relationship 

between adjacent pixels, there are n permutation rounds in the confusion stage with n 

≥ 1. The whole confusion-diffusion round repeats for a number of times to achieve a 
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satisfactory level of security. The parameters of the chaotic maps governing the 

permutation and the diffusion should better be different in different rounds. This is 

achieved by a round key generator with a seed secret key as input. In Lian et al’s 

cryptosystem [42], the confusion process is realized solely by permuting pixel 

positions without pixel value mixing. It employs an invertible discretized 2D standard 

map with the introduction of random scan couple (rx, ry) for corner-pixel confusion, 

as given by  
 

 
 
where (xk, yk) and (xk+1, yk+1) is the original and the permuted pixel position of an N × 

N image, respectively. The standard map parameter KC is a positive integer. In the 

diffusion stage, each pixel of the 2D permuted image is scanned sequentially; usually 

start from the upper left corner. The diffusion effect in this stage is achieved by  
 

 
 

where vi is the value of the ith pixel of the permuted image, ci-1 and ci is the value of 

the (i-1)th and the ith pixel of the diffused image, respectively. The seed of the 

diffusion function is c-1 which is obtained from the diffusion key Kd. The nonlinear 

function f(.) is the logistic map given by  
 

 
 

The quantization function q(.) takes the L bits just after the decimal point, as defined 

by  
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where X = 0.b1b2b3… bL… is the binary representation of X and bi is either 0 or 1. 

The new pixel value is obtained by exclusive-OR (XOR) the current pixel value vi of 

the permuted image with an L-bit sequence obtained from the logistic map taking the 

previous diffused pixel value ci-1 as input. As the previous diffused pixel will affect 

the current one, a tiny change in the plain image is reflected in more than one pixel in 

the cipher image and so the diffusion effect is introduced in this stage. To generate the 

distinct confusion and diffusion keys used in different rounds. 
 
 
Particularities of image encryption may be summarized as follows 
 

• High redundancy and bulk capacity generally make encrypted image data 

vulnerable to attacks via cryptanalysis. Based on the bulk capacity, the 

opponent can gain enough cipher text samples (even from one picture) for 

statistical analysis. Meanwhile, since data in images have high redundancy, 

adjacent pixels likely have similar grayscale values, or image blocks have 

similar patterns, which usually embed the image with certain patterns that 

result in secret leakage. 
 

• Image data have strong correlations among adjacent pixels, which makes fast 

data-shuffling quite difficult. Statistical analysis on large numbers of images 

shows that averagely adjacent 8 to 16 pixels are correlative in the horizontal, 

vertical, and also diagonal directions for both natural and computer-graphical 

images. According to Shannon’s information theory, a secure cryptosystem 

should fulfill a condition on the information entropy, E(P|C) = E(P), where P 

stands for plain message and C for ciphered message; that is, the ciphered (i.e., 

encrypted) image should not provide any information about the plain image. 

To meet this requirement, therefore, the ciphered image should be presented as 

randomly as possible. Since a uniformly distributed message source has a 

maximum uncertainty, an ideal cipher image should have an equilibrium 

histogram, and any two adjacent pixels should be uncorrelated statistically. 

This goal is not easy to achieve under only a few rounds of permutation and 

diffusion. 
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• Bulk capacity of image data also makes real-time encryption difficult. 

Compared with texts, image data capacity is horrendously large. Vast amounts 

of image data put a great burden on the encoding and decoding processes. 

Encryption during or after the encoding phase, and decryption during or after 

the decoding phase, will aggravate the problem. If an encryption algorithm 

runs very slowly, even with high security, it would have little practical value 

for real-time imaging applications. That is the reason why current encryption 

methods such as DES, IDEA, and RSA are not the best candidates for this 

consideration. 
 

• Image encryption is often to be carried out in combination with data 

compression. In almost all cases, the data are compressed before they are 

stored or transmitted due to the huge amount of image data and their very high 

redundancy. Thus, directly incorporating security requirements in the data 

compression system is a very attractive approach. The main challenge is how 

to ensure reasonable security while reducing the computational cost without 

downgrading the compression performance. 
 

• In image usage, file format conversion is a frequent operation. It is desirable 

that image encryption not affect such an operation. Thus, directly treating 

image data as ordinary data for encryption will make file format conversion 

impossible. In this scenario, content encryption, where only the image data are 

encrypted, leaving file header and control information unencrypted, is 

preferable. 
 

• Human vision has high robustness to image degradation and noise. Only 

encrypting those data bits tied with intelligibility can efficiently accomplish 

image protection. However, conventional cryptography treats all image data 

bits equally in importance, and thus requires a considerable amount of 

computational power to encrypt all of them, which has often proved 

unnecessary. 
 

• In terms of security, image data are not as sensitive as text information. 

Security of images is largely determined by the real situation in an application. 
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Usually, the value of the image information is relatively low, except in some 

specific situations like military and espionage applications or video 

conferencing in business. A very expensive attack of encrypted median data is 

generally not worthwhile. In practice, many image applications do not have 

very strict security requirements. Under certain circumstances, protection of 

the fidelity of an image object is more important than its secrecy. An example 

is electronic signatures. As another example, in image database applications, 

only those users who have paid for the service can have access to large-size 

images with high resolution. Adversaries may be able to get some small-size 

images with low resolution by attacks based on cryptanalysis, but those images 

have little business value and perhaps much cheaper than the cost are of 

preparing and executing the attacks. In the worst case, possible partial leakage 

of some secrecy in multi-media, within a certain limitations, is always 

permitted, while for text information this scenario is largely forbidden because 

it is then quite easy to predict the entire message based on the obtained 

information from a partial leakage. 
 
 

2.7 Chaos based Crypto System Design Rules  
 

As mentioned previously, there are two basic approaches to the design of chaos-based 

cryptosystems: analog and digital. The first one is generally based on chaos 

synchronization, and the associated chaotic systems are implemented in analog form. 

The second one is independent of chaos synchronization and the chaotic systems are 

completely implemented in digital form. For an analog implementation, the circuitry 

responsible for chaos generation (at least the explicit form of the differential equation 

system) should be given with enough details; while for a digital implementation, the 

following details should be provided: the finite computing precision, the adopted 

digital arithmetic (fixed-point or floating-point), the hardware/software configuration, 

etc. 

 
Design Rule 1  
 

A thorough description of the implementation of the chaotic systems involved should 

be provided.  
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Design Rule 2  
 

For chaotic systems implemented in digital form, the negative effects of dynamical 

degradation should be taken into consideration with careful evaluation. 

 
When chaotic systems are completely or partially implemented in digital form, 

dynamical degradation will occur, i.e., the dynamical properties of digital chaotic 

systems may become non-ideal. The most well known problem is the existence of 

many short-length chaotic orbits, which may weaken the desired statistical properties 

of digital chaotic ciphers, and then lower the security of the ciphers. This problem has 

been extensively studied in the last two decades, and it has been found that such 

dynamical degradation can really cause security defects in some chaos-based 

cryptosystems [43, 44]. To overcome this problem, some methods should be used to 

improve the dynamical degradation of digital chaotic systems. An effective 

countermeasure is to timely perturb the underlying chaotic system with a small 

pseudo-random signal [45, 46]. 

 
Design Rule 3 
 

Without loss of security, the cryptosystem should be easy to implement with 

acceptable cost and speed. 
 

In the cryptography community, there are two well-known sayings: “it is quite easy to 

design a secure but very slow cipher” and “it is quite easy to design a secure but very 

large cipher”. If the security of a digital chaotic cipher is achieved without working 

efficiency, then its significance will be trivial and will not be accepted by both 

practitioners and cryptanalysts, because in the real world performance and 

implementation cost are important concerns besides security. The cost associated with 

the implementation and execution of the cipher should be studied and explained, 

covering aspects such as computational efficiency, program size and working memory 

requirements in software implementations on a variety of common platforms (32-bit 

CPUs, 64-bit CPUs.); and chip area in dedicated hardware implementations. Therefore, 

level of security, performance, and ease of implementation are the three main criteria 

to evaluate new cryptosystems. 
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Cryptosystems are typically divided into two generic types: symmetric-key (also 

called private-key) and asymmetric-key (also called public-key). The first groups of 

cryptosystems uses the same secret key both for encryption and decryption and are 

very fast, thus appropriate for handling large amounts of data at high speed, such as 

video encryption. There is a further division between symmetric-key algorithms: 

block and stream ciphers. Block ciphers encrypt the original message by grouping the 

symbols in blocks of two or more elements, such that each block is encrypted/ 

decrypted always in the same way. Block ciphers usually consist of an initial 

transformation, a cryptographic function f iterated r times (or “rounds”), and a final 

transformation. The secret key is expanded using some algorithm so as to have enough 

key material to use at every encryption round. Amongst the most widely used block 

ciphers are AES [67], Triple DES, IDEA, DES [2], RC5 [68], etc. On the other hand, 

stream ciphers generate a pseudorandom stream of symbols using a deterministic 

public algorithm governed by a secret key. The message is mixed with this sequence, 

also known as “keystream”, usually through a modulo 2 sum, resulting in the 

ciphertext. Amongst the most widely used stream ciphers are A5/1, A5/2, E0, RC4, 

SEAL, etc. The key length of symmetric ciphers usually ranges from 128 to 256 bits. 

 

 
 
 

Figure 2.11 Secret Key Encryption 

 

When two different keys are used for the encryption and decryption processes, then 

the cryptosystem is asymmetric. Usually, one key of the pair is publicly known 

whereas the other is kept private. These algorithms are much slower because in 

general they involve costly arithmetic operations with big integers, such as discrete 

logarithm or modulo exponentiation. As a consequence, they are used for tasks 
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implying encryption of small amount of data, such as secret key agreement, digital 

signatures, authentication, etc. The most widely used public-key algorithm is RSA [1]. 

The key length of public-key algorithms usually ranges from 1024 to 4096 bits. 

Naturally, one can take those widely-used traditional ciphers, such as AES [67], DES 

[2], IDEA, RC5 [68], RSA [1], etc., as good references to judge whether the 

implementation cost and the encryption speed of a new chaos-based cryptosystem is 

acceptable. Note that, as mentioned above, the encryption speed of public-key ciphers 

is generally much slower than the speed of secret-key ciphers, so one should compare 

a chaotic cipher with the same type of traditional ciphers. Since most chaotic 

cryptosystems are secret-key ciphers, it is prudent to pay attention to the encryption 

speed of secret-key chaotic ciphers. For example, for the digital chaotic cipher 

proposed in [3], the encryption speed is only about 10 Kbps (bits/second) is much 

lower than the speeds of all the traditional ciphers, so the cipher is too slow to be used 

in real applications. 

 
 

 
 

 

Figure 2.12 Public key ciphers 

 

Besides the main frequency of the CPU, the encryption speed of a software 

implementation is tightly dependent on many other issues, such as the CPU structure, 

the memory size, the underlying OS platform, the developing language and all options 

of the compiler, and so on. Therefore, one should give the encryption speed of a new 
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chaos-based cryptosystem with such details. In addition, it is well-known that the code 

optimization is very important to dramatically increase the speed of an algorithm, for 

example, using multiplications instead of division is useful to increase the speed for 

several times (for both fixed-point and floating-point arithmetic)[47]. Thus, it is 

somewhat meaningless to compare the encryption speeds of two ciphers without using 

the same developing environments and optimization techniques. 
 
In [49], some basic suggestions are given for the design of fast and low-cost digital 

chaotic ciphers: 
 

• Avoiding using multiple iterations for each encryption step. 

• Avoiding using complicated floating-point arithmetic 

• Choosing the simplest chaotic system from the implementation viewpoint 

(such as piecewise linear chaotic maps). 

• Adopting parallel mechanism in hardware implementations (such as using 

multiple chaotic systems for encryption simultaneously). Note that software 

parallel mechanism can also be achieved by carefully optimizing the codes, 

due to the support of parallel instructions in today’s most CPUs. 
 
 
Design Rule 4: The key should be precisely defined. 
 

A fundamental issue of all kinds of cryptosystems is the key. Following Kerckhoffs’ 

principle [49], the security of a cryptosystem should depend only on its key. No matter 

how strong and how well designed the encryption algorithm might be, if the key is 

poorly chosen or the key space is too small, the cryptosystem will be easily broken. 

Unfortunately, after more than a decade of research, many chaotic secure 

communication schemes proposed to date fail to clearly, if at all, explain what the key 

is, how it should be chosen, and what the available key space is. Some designs did not 

even try to use any key. Therefore, without a key, they might be viewed as some kind 

of coding systems, but never be regarded as truly secure systems from the 

cryptographical point of view, because they are nevertheless easy to break. 
  
Design Rule 5   
 

The key space K, from which valid keys are to be chosen, should be precisely specified 

and avoid non-chaotic regions. 
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The Key space 
 

The size of the key space is the number of encryption/decryption key pairs that are 

available in the cryptosystem. Let’s use ki to denote a key and K to represent a finite 

set of possible keys, which is also called the key space and can be expressed as 

 

K = {k1, k2, . . . , kr}. 

 

In classical cryptographic algorithms, which are mostly based on number theory, the 

key is usually a string of random bits generated by some automatic process. In such a 

process, if the key is ‘n’ bits long, then every possible n-bit key must be equally likely, 

with probability 2−n. In most existing chaos-based schemes, though, the key space is 

nonlinear because all the keys are not equally strong. A key is considered weak or 

degenerate if it is relatively easy to break a cipher text encrypted with this key in 

comparison with some other keys. There exist keys that give rise to non-uniformly 

distributed chaotic values. For instance, a bifurcation diagram like the one in Figure 

2.13 helps discover the intervals in which a given parameter originates periodic orbits. 

These values giving rise to periodic windows should be avoided since chaotic bands 

are preferred for encryption. 

 

 
 

Figure 2.13 Bifurcation diagram of the Rossler attractor when a = b = 0.1 and 

 c is varied. [Source: http://en.wikipedia.org/wiki/Rossler_map] 
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When many parameters are used simultaneously as part of the key, the mutual 

interdependence complicates the task of deciding which ones give the best intervals. 

In any case, the designer of a proposed cryptosystem should conduct a study of the 

chaotic regions in the parameter space, from which valid keys (i.e., parameter values) 

that lead to chaotic behaviors can be chosen. Depending on the number ‘m’ of 

parameters chosen as part of the key, this region will be an m-dimensional space. 

 

Design Rule 6 
 

The useful chaotic region, i.e., the key space K, should be discretized in such a way 

that the avalanche effect is guaranteed: two ciphertexts encrypted by two slightly 

different keys k1, k2 ∈ K should be completely different. 

 

It is sometimes taken for granted that the security of an encryption scheme is related 

to the size of the key space. A necessary, but not sufficient, condition for an 

encryption scheme to be secure is that the key space is large enough so as to frustrate 

brute-force attacks. If the chaotic region does not meet this requirement, then it should 

be sufficiently enlarged. However, a possible solution is not as simple as discretizing 

the region with a finer grid, because this could lead to equivalent keys, i.e., a number 

of different keys can all be used to decrypt a given cipher text. When one key is very 

close to the real one, it could decrypt part or all of the cipher text. To avoid such a 

risk, the safeguard between adjacent keys should be defined. The chaotic region 

should be discretized with a proper resolution, where “proper” means that any two 

adjacent keys are not equivalent. In the chaotic regime, the sensitivity to parameters 

will guarantee that two orbits starting from the same initial point but with slightly 

different parameters will exponentially diverge. 
 

From the cryptographical point of view, a secret parameter should be sensitive enough 

to guarantee the so-called avalanche property: even when the smallest change occurs 

in the parameter, the cipher text will change dramatically. Ideally, it is expected that 

about half of all cipher text bits will be changed, i.e., assuming that the bit-length of a 

ciphertext is L, the mathematical expectation of the number of changed bits is L/2. 

The natural idea to do so is to iterate the employed chaotic map for several times [23], 
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but it will do harm to the encryption speed. This property corresponds to the diffusion 

property of the key. 

 

Design Rule 7  

 

Partial knowledge of the key should never reveal partial information about the 

plaintext nor the unknown part of the key. 
 

In some chaotic cryptosystems where more than one parameter is used as part of the 

key, it is possible to fix one of them and then try to estimate the others using a bit-

error-rate (BER) attack, also known as error function attack (EFA) [51]. Except when 

all sub-parameters are correct (i.e., the secret key exact value is guessed), the 

recovered signal should always appear the same as the ciphertext signal, from both 

statistical and semantic points of view. 

 
 

Design Rule 8  

 

The algorithm or process of generating valid keys from the key space K should be 

precisely specified. 
 

Sometimes, a useful chaotic region has a very irregular shape. This shape could be 

enclosed in a simple and regular one, such as an n-dimensional sphere or a cube, and 

the key could be chosen randomly within this regular-shape region and then be 

checked if it is indeed located within the useful chaotic region. 
 

 
2.7.1 Crypto Analysis 
 

To resist common attacks, the designed cryptosystem should have the two basic 

cryptographic properties: confusion and diffusion. The first property is intended to 

make the relationship between the key and the cipher text as complex as possible, thus 

frustrating attempts to study the ciphertext looking for redundancies and statistical 

patterns. The second property refers to rearranging or spreading out the bits in the 

message so that the influence of individual plaintext or key bits is spread out over as 

much of the ciphertext as possible. To achieve the confusion property, statistical 
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properties of the ciphertext, such as distribution, correlation and differential 

probability, should be independent of the exact value of the key and of the plaintext. 

Many proposed chaos-based cryptosystems are easily broken because of the lack of 

the confusion property [51]. 

 

As Fridrich pointed out in [31], amongst many other desirable properties, from a 

security viewpoint a good cryptosystem (based on symmetric or asymmetric 

encryption) should: 
 

• Be sensitive with respect to keys: flipping one bit in a key creates completely 

different ciphertext when applied to the same plaintext. 
 

• Be sensitive with respect to plaintext: flipping one bit in the plaintext creates 

completely different ciphertext. 
 

• Map plaintext to random ciphertext: there should not be any patterns in the 

ciphertext. 
 

The first two items correspond to the diffusion property, and the last one to the 

confusion property. 

 

Design Rule 9  

 

For two keys (or two plaintexts) with the slightest difference, no distinguishable 

difference between the corresponding ciphertexts can be found by any known 

statistical analysis. 
 
 
Design Rule 10  
 

The ciphertext should be statistically undistinguishable from the output of a truly 

random function, and should be statistically the same for all keys. 
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Design Rule 11 
 

It should be checked whether the designed cryptosystem can be broken by the 

relatively simple known-plaintext and chosen-plaintext attacks, and even chosen 

ciphertext attacks. 
 

The basic concepts related to cryptography and cryptanalysis, such as plaintext, 

ciphertext, key space, etc, and their relationships, can be described in a formal way by 

using the following mathematical notation [52], illustrated in Fig. 2.14. 
 

Cryptosystem is a five-tuple (P, C, K, {ek : k ∈ K}, {dk : k ∈ K}), where the following 

conditions are satisfied. 
 

1. P is a finite set of possible plaintexts. 
 

2. C is a finite set of possible ciphertexts. 
 

3. K, the key space, is a finite set of possible keys. 
 

4. For each k ∈ K, there is an encryption rule ek ∈ E and a corresponding decryption 

rule dk ∈ D. Each ek : P  C and dk : C  P are functions such that dk(ek(x)) = x for 

every plaintext x ∈ P. E and D represent the sets of all possible encryption and 

decryption rules respectively. 
 

 

 
 
 

Figure 2.14 Cryptographic elements in a symmetric cryptosystem. 
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According to [52], when dealing with cryptanalysis, there are different levels of 

attacks on cryptosystems. These are enumerated as follows, ordered from the hardest 

type of attack to the easiest. 
 

1. Ciphertext-only: The opponent possesses one or more ciphertexts, y1, · · · , yn ∈ C. 

 

2. Known-plaintext: The opponent possesses one or more plaintexts, x1, · · · , xn ∈ P, 

and the corresponding ciphertexts, y1, · · · , yn ∈ C. 

 

3. Chosen-plaintext: The opponent has obtained temporary access to the encryption 

machinery, hence he can choose some plaintexts, x1, · · · , xn ∈ P, and get the 

corresponding ciphertexts, y1, · · · , yn ∈ C. 

 

4. Chosen-ciphertext: The opponent has obtained temporary access to the decryption 

machinery, hence he can choose some ciphertexts, y1, · · · , yn ∈ C, and get the 

corresponding plaintexts, x1, · · · , xn ∈ P. 

 

In each of these four attacks, the objective is to determine the key, k ∈ K, or one of its 

equivalent forms, that was used in encryption/decryption. 

 
Design Rule 12  
 

It should be checked whether the cryptosystem can be broken by all known chaos-

specific attacks. 
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2.7.2 Chaos specific attacks 
 

Different methods have been proposed to attack chaos-based cryptosystems, for both 

analog and digital settings, to different degrees of success. There are three possibilities 

for cryptanalysis [53]: 
 

• Extracting the message signal m(t) directly from the transmitted ciphertext 

signal c(t). 
 

• Extracting the chaotic carrier signal x(t) to recover the message signal m(t) by 

removing x(t) from the transmitted ciphertext signal c(t). 
 

• Estimating the secret parameters from the transmitted ciphertext signal c(t) to 

completely break the whole cryptosystem. 
 

 
2.8 Characteristics of an Image Cryptosystem 
 

A good information security system is able to not only protect confidential messages 

in the text form, but also in image form. In general, there are three basic 

characteristics in the information security field: privacy, integrity, and availability. 
 

Privacy: an unauthorized user cannot disclose a message. 
 

Integrity: an unauthorized user cannot modify or corrupt a message. 
 

Availability: messages are made available to authorized users faithfully. 

 

A perfect image cryptosystem is not only flexible in the security mechanism, but also 

has high overall performance. Thus, besides the above characteristics, the image 

security also requires the following characteristics: 
 

• The encryption system should be computationally secure. It must require an 

extremely long computation time to break, for example. Unauthorized users 

should not be able to read privileged images. 
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• Encryption and decryption should be fast enough not to degrade system 

performance. The algorithms for encryption and decryption must be simple 

enough to be done by users with a personal computer. 
 

• The security mechanism should be as widespread as possible. 
 

• The security mechanism should be flexible. 
 

• There should not be a large expansion of the encrypted image data. 
 
 
 

2.9 Image Encryption Algorithms 
 
 

• A Technique for Image Encryption using Digital Signatures 

 

Aloka Sinha and Kehar Singh [54] have proposed a new technique to encrypt 

an image for secure image transmission. The digital signature of the original 

image is added to the encoded version of the original image. Image encoding is 

done by using an appropriate error control code, such as a Bose-Chaudhuri 

Hochquenghem (BCH) code. At the receiver end, after the decryption of the 

image, the digital signature can be used to verify the authenticity of the image. 

 

• Lossless Image Compression and Encryption Using SCAN 
 

First sub Bourbakis and Alexopoulos [55] developed another method to 

encrypt images. This method converts a 2D image into a 1D list, and employs 

a SCAN language (i.e. The SCAN is a formal language-based two-dimensional 

spatial-accessing methodology which can efficiently specify and generate a 

wide range of scanning paths or space filling curves.) to describe the converted 

result. In this language, there are several SCAN letters. Each SCAN letter 

represents one kind of scan order. Different kinds of combinations of SCAN 

letters may generate different kinds of secret images. After determining the 

combination of SCAN letters, the scheme then generates a SCAN string. This 

string defines the scan order of the original image. Next, this method scans the 

original image in the determined order and, moreover, encrypts the SCAN 
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string by using commercial cryptosystems. Since the illegal users cannot 

obtain the correct SCAN string, the original image is therefore secure. There is 

no image compression in this method. Therefore, the size of the image is very 

large, and thus it is inefficient to encrypt or decrypt the image directly. 

 

• A New Encryption Algorithm for Image Cryptosystems 
 

Chin-Chen Chang, Min-Shian Hwang, and Tung-Shou Chen [56] use one of 

the popular image compression techniques, vector quantization to design an 

efficient cryptosystem for images. The scheme is based on vector quantization 

(VQ), cryptography, and other number theorems. In VQ, the images are first 

decomposed into vectors and then sequentially encoded vector by vector. Then 

traditional cryptosystems from commercial applications can be used. 

 

• A New Mirror-Like Image Encryption Algorithm and Its VLSI Architecture 

 

Jiun-In Guo and Jui-Cheng Yen [57] have presented an efficient mirror-like 

image encryption algorithm. Based on a binary sequence generated from a 

chaotic system, an image is scrambled according to the algorithm. This 

algorithm consists of 7 steps. 

 

Step-1 determines a 1-D chaotic system and its initial point x(0) and sets k = 0.  

Step-2 generates the chaotic sequence from the chaotic system.  

Step-3 generates binary sequence from chaotic system.  

Steps-4, 5, 6, and 7 rearrange image pixels using swap function according to 

the binary sequence. 
 

 

• Color Image Encryption Using Double Random Phase Encoding 
 

Shuqun Zhang and Mohammad A. Karim [58] have proposed a new method to 

encrypt color images using existing optical encryption systems for gray-scale 

images. The color images are converted to their indexed image formats before 

they are encoded. In the encoding subsystem, image is encoded to stationary 

white noise with two random phase masks, one in the input plane and the other 

 40



in the Fourier plane. At the decryption end, the color images are recovered by 

converting the decrypted indexed images back to their RGB (Red-Green-Blue) 

formats. The proposed single-channel color image encryption method is more 

compact and robust than the multi channels methods. 

 

• Visual Cryptography for Color Images 

 

Visual cryptography uses the characteristics of human vision to decrypt 

encrypted images. It needs neither cryptography knowledge nor complex 

computation. For security concerns, it also ensures that hackers cannot 

perceive any clues about a secret image from individual cover images. Young-

Chang Hou [59] has proposed three methods for visual cryptography. 

 

Gray-level visual cryptography method first transforms the gray-level image 

into a halftone image and then generates two transparencies of visual 

cryptography. Obviously, it cannot detect any information about the secret 

image from the two sharing transparencies individually, but when stacking 

them together, the result clearly shows the secret image. 

 

Method 1 uses four halftone images, cyan, magenta, yellow and black, to 

share the secret image. The codes of the four sharing images are fully 

disordered, and we cannot perceive any clue of the original secret image from 

any single sharing image.  

 

Method 2 reduces the inconvenience of Method 1 and requires only two 

sharing images to encrypt a secret image. However, after stacking the sharing 

images generated by Method 2, the range of color contrast will be 25% of that 

of the original image. 

 

 Method 3 loses less image contrast, which is better than Method 2. 
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• Novel image encryption technique and its application in progressive 

transmission 
 

Kuo [60] proposed an encryption method that referred to the image distortion. 

This method obtains the encrypted image by adding the phase spectra of the 

plain image with those of another key image. Since the phase spectra of the 

original image are randomly changed, the cipher image is unrecognizable. 

Thus this method is safe, but no image compression is considered. 

 

• An image encryption scheme based on quad tree compression scheme 

 

Chang and Liou [61] proposed an encryption method for images. This method 

employs two technologies to achieve the compression and encryption purposes. 

They are the quad-tree data structure and the SCAN language, respectively. 

This method first compresses the original image by using a quad-tree, and then 

encrypts the compressed data by SCAN. So, this method can compress and 

encrypt images concurrently. Quad-tree is notably a lossless data compression 

technology. Therefore, this method is also lossless. 

 

• Symmetric ciphers based on two dimensional chaotic maps 
 

Fridrich [31] demonstrated the construction of a symmetric block encryption 

technique based on two dimensional standard baker map. There are three basic 

steps in the method of Fridrich:  

 

(a) Choose a chaotic map and generalize it by introducing some parameter,  

 

(b) Discretize the chaotic map to a finite square lattice of points that represent 

pixels, 

 

(c) Extend the discretized map to three-dimensions and further compose it with 

a simple diffusion mechanism.  
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• Fast encryption of image data using chaotic Kolmogrov 
 

Scharinger [62] designed a chaotic Kolmogrov-flowbased image encryption 

technique, in which whole image is taken as a single block and which is 

permuted through a key controlled chaotic system. In addition, a shift register 

pseudo random generator is also adopted to introduce the confusion in the data. 

 

• A new chaotic key based design for image encryption and decryption 
 

Further, Yen and Guo [26] also proposed an encryption method called CKBA 

(Chaotic Key Based Algorithm) in which a binary sequence as a key is 

generated using a chaotic system. The image pixels are rearranged according 

to the generated binary sequence and then XORed and XNORed with the 

selected key. 

 

• A symmetric image encryption based on 3D chaotic maps 
 

Chen et al. [39] have proposed a symmetric image encryption in which a two-

dimensional chaotic map is generalized to three-dimension for designing a real 

time secure image encryption scheme. This approach employs the three-

dimensional cat map to shuffle the positions of the image pixels and uses 

another chaotic map to confuse the relationship between the encrypted and its 

original image. 

 

2.10 Research Issues of an Image Cryptosystems 
 

According to the analyses there are four research issues on image cryptosystems as 

follows: 
 

The first issue is to encrypt the image data using the same method as for text data. 

Images are usually represented as 2D arrays. They should be converted into 1D array 

before enciphering. Various encryption techniques can be used and applied on the 1D 

lists. Since the image is large, it is inefficient to encrypt or decrypt the picture directly. 

Applying compression techniques to images and then encrypting the compressed 

images is also a way to use standard text encryption algorithms. 
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The second issue is to use the special features of images. The main feature of an 

image is that it allows a bit of distortion. Therefore, picture data can be compressed 

before transmitting, and be lossy decompressed with a small distortion after receiving 

the image compression. There are many lossy compression techniques for images. 

This issue is to encrypt the compressed image using the same method as for the text 

data. Since the size of the compressed image is usually larger than that of text data, it 

is also invalid to reduce the size of the picture by image compression before 

enciphering. Chang and Liou's image cryptosystem is in this form. 

 

The third issue depends on the use of vector quantization (VQ), cryptography, number 

theorems and compression. The auxiliary data is encrypted only by some encryption 

algorithms. Since the size of the auxiliary data is usually less than that of the 

compressed image, the time complexity for enciphering auxiliary data is less than that 

of the above two issues. 

 
 

2.10.1 Experiences and Lessons 
 

Some experiences and lessons are merely common rules in modern cryptography, for 

some reasons have not been accepted by the image encryption community. This 

section summarizes these learned experiences and lessons. 
 

• Permutation-only image encryption schemes are generally insecure against 

known/chosen-plaintext attacks. Under known/chosen-plaintext attacks, a 

mask image that is equivalent to the secret key can be obtained to decrypt 

cipher-images encrypted with the same key. In addition, permutation-only 

image ciphers cannot change plain-histograms, which contain some useful 

information about the plain-images: for example, cartoon pictures and real 

photos have different histograms, and photos of human faces usually have 

narrower histograms than photos of natural scenes. 
 

• Secret permutation is NOT a prerequisite of a secure image encryption scheme. 

In fact that the substitution algorithms can make the cipher-image look 

“chaotic” much faster than a chaotic permutation. This implies the incapability 

of chaotic permutations. It is believed that the main reason to use secret 
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chaotic permutation in an image encryption scheme is that secret permutation 

may be useful to increase the computational complexity of a potential chosen-

plaintext attack. With the use of secret permutation, the statistical cryptanalysis 

of the concerned encryption scheme will become much more complicated or 

impractical. 
 

• Ciphertext feedback is very useful for enhancing the security against 

known/chosen plaintext attacks. Most image encryption schemes based on 2-D 

chaotic maps, the new generation of SCAN-based image encryption schemes, 

and the enhanced CVES all utilize the ciphertext feedback mechanism to resist 

the chosen-plaintext attack. 
 

• Combining the ciphertext feedback and a (secret) permutation can achieve the 

diffusion (i.e., avalanche) property at the level of image frame. Although 

secret permutations are commonly used together with the ciphertext feedback 

to provide the diffusion property, the permutation can actually be publicized. 

Apparently, using a public permutation only means that the secret key of the 

secret permutation is publicized so that the security relies on other parts of the 

whole cryptosystem. 
 

• The diffusion methods used in most chaos-based encryption schemes are too 

slow due to the multiple time-consuming iteration of chaotic permutations. In 

fact, only two rounds are enough to achieve diffusion. 
 

• Selective encryption may provide enough security, if the unencrypted data are 

dependent on the encrypt data. An example of such selective encryption 

schemes is based on the context-sensitive compression algorithm. More studies 

are needed to clarify the relationship between the selective encryption and the 

model-based compression algorithms. 
 

• Although the selective encryption is generally insecure from the 

cryptographical point of view, it can be generalized to provide a more general 

way for designing fast and secure video encryption schemes: use a slow (but 

stronger) cipher to encrypt selective data, and use a fast (but weaker) cipher to 

encrypt the rest data. 
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2.11 Other Mechanisms used for Image Protection 
 

In the past several years there has been an explosive growth in the use of computer 

networks, whereby digital information such as text, images and other multimedia files 

are transmitted frequently via the networks. Digital information that is traveling across 

the networks can potentially be intercepted by someone other than the intended 

recipient. Due to this digital information such as medical images requires 

confidentiality security service. Currently there are several approaches available for 

protecting digital images; a traditional method of hiding data is to scramble it so that 

the true message is unknown. This section reviews three approaches for protecting 

digital images: compression, digital watermarking and steganography. 

 

Basically, compression is a process of encoding data to another form by removing all 

the redundancy that occurs in the data. This encoding technique will change the data 

into unreadable form as well as reducing the size of the data file. Due to this 

characteristic, compression is usually employed when transmitting information over 

the network. For text file, retrieving back the data that is the process of decompression 

can be done successfully without any loss of information. However, this is not the 

case for digital images because most conventional image compression schemes such 

as Cosine Transforms, Wavelets, and Fractals inevitably produce image distortion or 

loss of resolution after decompression. These image distortions may include: blurring; 

visible tile boundaries, introduced image artifacts, and jagged or blurry motion. 

Further increase in compression will result in worse distortions and image quality can 

be unacceptable. In security perspective this is not tolerable because the true message 

and its integrity is lost. Beside this, there are several issues that need to be concerned. 

Firstly, compression technique employs pattern library for encoding. This means for 

any group to compress or decompress the information, they must have the pattern 

library. This raises the issue of distribution. Providing that only authorized groups 

have the pattern library, then only it can be said that the secrecy of the information is 

maintained. Another issue is that almost all compression algorithms do not integrate 

password or key in the process of compression or decompression. This itself will 

reduce the security strength of the system. 
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Digital watermarking or also known as digital fingerprinting is another technique that 

is used for digital image protection. This technique inserts pattern of bits known as 

signature into a digital image file. The signature identifies the image’s copyright 

information such as profile information, or an identification number and it is 

integrated within digital files as noise, or random information that already exists in the 

file, thereby making the detection and removal of the watermark difficult. Even 

though digital watermarking technique is meant for copyright protection, it can be 

extended for hiding digital images instead of signature. 

 

Steganography employs the same idea as digital watermarking. Classical 

steganography concerns with ways of embedding a secret message in a cover or host 

message such as a video, audio recording, or computer code. The embedding is 

typically parameterized by a key; whereby without knowledge of this key it is difficult 

for any third party to detect or remove the embedded material. Both digital 

watermarking and steganography techniques do not randomize the information but 

instead it hides the digital image under a host image. The main drawback of these two 

techniques is that it requires another image whereby the size of the host image must be 

big enough to accommodate all the bits values of the protected digital image. 

 

As an alternative technique for multimedia data especially image, it has been 

suggested by several researchers to use chaos encryption. In most of the system, the 

encryption algorithm manipulates the pixels of an image instead of manipulating the 

bits of the image. The parameters of the chaotic map may represent the key of the 

encryption algorithm. An important difference between chaos and cryptography is that 

encryption transformations are defined on finite sets, while chaos has meaning only on 

real numbers. 
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