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3. Methodology of Study 
3.1. Design 

The framework is designed to get the statistics of the output from the IDS according 

to an attack script database. The design is based on modular architecture. The 

following figure describes the modules consisted in the framework.  

 

Analyser

Attack Script Database

Reports
IDSIDS

Attacker/Evaluator

 

Figure 2.   High-level design of the Framework 

 

3.1.1. Attack Script Database 

The database of the framework has been designed and normalized to suit for the 

purpose. The database designed was named as FRIDSE (Framework for Intrusion 

Detection Systems Evaluation).  
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Figure 3.   Database for the Framework 

A brief Description about each table: 

check_list: table for storing attack scripts 

attack_categories: table for categorizing attack scripts 

attack_reference: this table stores the reference details of each script to a vulnerability 

database with its id or reference number. 
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reference_systems: this table stores the reference systems selected for this research. 

Mainly the CVE database. 

ids_list: list of IDSes registered for the evaluation.  

match_ref_systems: If the selected IDS is also logging the output with reference to a 

vulnerability database, this tables helps to identify the similar reference systems 

between our tool and that IDS. 

alerts_log: this is the table used for reports generation. Using this table it is possible 

to compare attack check list and output from each IDS that is the True Positives for 

each product stored in this table for generating reports. 

false_positives: this table is used to store false positives of each product under test for 

generating FP reports easily. 

attack_time: this table stores the attack launched time against each product or IDS 

separately. This attack time is very helpful to get alerts from each IDS for that attack 

only and thereby we can separate previous alerts from the logs of each product under 

test. 

 

Check List 

OSEC, as described previously, is a guide line for evaluating security products mainly 

NIDSes and Firewalls. Since this is mainly evaluating NIDSes, it is better to look at 

the check list used in it first. The following list describes the remote attacks used as a 

general base-line in various OSEC NIDS tests as at 02/10/2007: 

 

 

CVE ID Vulnerability Description 

CVE-1999-0704 amd Buffer overflow in Berkeley automounter daemon (amd) logging facility provided 

in the Linux am-utils package and others.  

CVE-1999-0696 cmsd Buffer overflow in CDE Calendar Manager Service Daemon (rpc.cmsd)  

CAN-2000-0284 imapd Buffer overflows in University of Washington imapd version 4.7 allow users with a 

valid account to execute commands via LIST, COPY, LSUB, RENAME, and FIND 

commands. 

CVE-2001-0241 isapi/jill Buffer overflow in Internet Printing ISAPI extension in Windows 2000 allows 

remote attackers to gain root privileges via a long print request that is passed to the 

extension through IIS 5.0.  

CVE-1999-1011 rds The Remote Data Service (RDS) DataFactory component of Microsoft Data Access 

Components (MDAC) in IIS 3.x and 4.x exposes unsafe methods, which allows 
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remote attackers to execute arbitrary commands.  

CVE-1999-0977 sadmind Buffer overflow in Solaris sadmind allows remote attackers to gain root privileges 

using a NETMGT_PROC_SERVICE request.  

CAN-1999-0517 snmp An SNMP community name is the default (e.g. public), null, or missing.  

CVE-2000-0666 statd rpc.statd in the nfs-utils package in various Linux distributions does not properly 

cleanse untrusted format strings, which allows remote attackers to gain root 

privileges.  

CVE-2000-0884 unicode IIS 4.0 and 5.0 allows remote attackers to read documents outside of the web root, 

and possibly execute arbitrary commands, via malformed URLs that contain 

UNICODE encoded characters, aka the "Web Server Folder Traversal" 

vulnerability.  

CVE-2001-0550 wu wu-ftpd 2.6.1 allows remote attackers to execute arbitrary commands via a "~{" 

argument to commands such as CWD, which is not properly handled by the glob 

function (ftpglob).  

Table 1.   Osec NIDS v1 Vulnerability List 

 

This short list of vulnerabilities is used with the method proposed. The test description 

section in [25] describe the test environments to be selected such as the background 

traffic to be generated and how those to be generated. But in this project we use the 

following vulnerabilities. The list is very much higher than the above list. This is 

mainly because we are not focusing on the IDS capabilities listed in [25] but we are 

more concerned about the quality of the signatures of NIDSes. However this list can 

be changed according to the requirement in our proposed framework. The [6] 

describes the important of the quality of signatures of a signature based NIDS. Quality 

of the signatures should be evaluated using the real attacks i.e. using real exploitation 

programs used by hackers or intruders. But we are proposing this framework not only 

for using in test labs but also for evaluating the effectiveness of already deployed 

IDSes in production environments. According to the human nature, mistakes can take 

place at any situation regardless of how cautious you are. Therefore in a production 

environment running real exploits is very dangerous. They can damage production 

systems due to even a minor mistake. Therefore it is necessary to use an alternative 

method for launching attacks. There are many commercial tools available in the 

market such as Blade IDS Informer. These tools commonly integrated with real 
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exploits in a controlled environment. And also the vendors modify those exploits to 

minimize the risks associated with them. Further they integrate their own exploitation 

programs also. But there is a serious problem with those tools. It is almost impossible 

to collect all the vulnerability exploitation programs available today to include in a 

single tool and therefore most of those tools include some selected number of 

exploitation programs. So if a majority of that list is having exploitations programs 

that are not relevant for your environment then there is no point in using that tool. 

And also the cost of having such a tool may be very high compared to hiring a 

consulting firm for the evaluation. And also the commercial tools may include a list of 

exploitations biasing towards a particular IDS. Therefore there are two choices for us 

in doing this. First one is we can develop our own exploitation programs according to 

the risk associated with the environment considered. The second is to use a freely 

available well developed tool with the necessary exploitation programs. But using the 

first choice is not possible due to the time restrictions. Therefore we selected the 

second choice. After testing many tools such as NMAP, X-Scan etc. and with the 

work experience we found that Nessus is well suited for this purpose. Nessus also 

include some real exploitations programs too. Nessus refer to the attack programs in it 

as attack script. If the attack scripts available with Nessus is not enough for a selected 

environment, it is still possible to write your own scripts and then integrate those with 

Nessus engine. Therefore the attack scripts database in this research is based on 

Nessus attack scripts. We use nessus command line tool (nasl) to launch attacks using 

the selected attack scripts. The nasl tool allows NASL scripts to be invoked, traced 

and analyzed.  

The following attack scripts list for this test is selected according to the criticality at 

the case study selected (SLT iDC) and then they are categorized according to the 

same categorization done in Nessus and each attack script is given a weight according 

to the criticality to the situation considered. The selection of the weight was done 

according to the control selection method mentioned in ISO 27001:2005 standard. 

The individual weight of each attack script may vary according to the facility 

considered and they can be changed dynamically in this framework. 

 

Attack Name  Script Name  CVEs  Weight
Trin00 for Windows detected  win_trinoo.nasl 2000‐0138  5

Table 2.   List of Backdoor attacks in the check list 
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Attack Name  Script Name  CVEs  Weight
ActivePerl perlIS.dll Buffer Overflow perlIS_dll_bufferoverflow.nasl 2001‐0815  4 

AspUpload vulnerability  uploadskrip.nasl  2001‐0938  5 

Table 3.   List of CGI Abuse attacks in the check list 

 

Attack Name  Script Name  CVEs  Weight
Microsoft's SQL Blank Password  mssql_blank_password.nasl 2000‐1209  3 

DoSable Oracle WebCache server oracle_dos.nasl 2002‐0102  5 

Table 4.   List of database attacks in the check list 

 

Attack Name  Script Name CVEs  Weight
Unpassworded 'root' account  account_root.nasl  1999‐0502  4 

Table 5.   List of default unix account attacks in the check list 

 

Attack Name  Script Name  CVEs  Weight
BIND9 DoS  bind9_dos.nasl 2002‐0400  5 

HTTP method overflow  www_too_long_method.nasl  2002‐1061  5 

IIS FrontPage DoS  IIS_frontpage_DOS_2.nasl  2001‐0096  5 

IIS FrontPage ISAPI Denial of Service iis_frontpage_dos.nasl 2000‐0226  5 

   2002‐0072    

IIS FTP server crash  iis_ftp_crash.nasl  1999‐0349  5 

IIS propfind DoS  iis_propfind_dos.nasl  2001‐0151  5 

Table 6.   List of dos attacks in the check list 

Attack Name  Script Name CVEs  Weight
Anonymous FTP enabled  ftp_anonymous.nasl  1999‐0497  5 

Ftp PASV denial of service  ftp_pasv_dos.nasl 1999‐0079  5 

Ftp PASV on connect crashes the FTP 
server 

ftp_pasv_on_connect.nasl  1999‐0075  5 

MS FTPd DoS  msftp_dos.nasl  2002‐0073  5 

ProFTPD AUTH Multiple Authentication 
Module Security Bypass Vulnerability 

proftpd_auth_bypass.nasl  2007‐2165  5 

WS FTP CWD DoS  wsftp_cwd_dos.nasl  1999‐0362  5 

WS_FTP SITE CPWD Buffer Overflow DDI_ws_ftp‐server‐cpwd‐bo.nasl 2002‐0826  5 

Table 7.   List of ftp attacks in the check list 
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Attack Name  Script Name CVEs  Weight
IIS : WebDAV Overflow (MS03‐007)  iis_webdav_overflow.nasl  2003‐0109  3 

IIS ASP ISAPI filter Overflow 
  
  

iis_asp_overflow.nasl
  
  

2002‐0079  5 
  
  

2002‐0147 

2002‐0149 

IIS ISAPI Overflow 
  
  
  
  
  

iis_isapi_overflow.nasl 
  
  
  
  
  

2001‐0544  5 
  
  
  
  
  

2001‐0545 

2001‐0506 

2001‐0507 

2001‐0508 

2001‐0500 

Table 8.   List of attacks for gaining root access remotely in the check list 

 

Attack Name  Script Name CVEs  Weight
eMule Plus Web Server detection  eMuleWebServer_detect.nasl  2004‐1892  2 

Table 9.   List of P2P file sharing attacks in the check list 

 

Attack Name  Script Name  CVEs  Weight
Windows Terminal Service Enabled windows_terminal_services.nasl 2001‐0540  5 

Table 10.   List of useless services attacks in the check list 

 

Attack Name  Script Name  CVEs  Weight
Vulnerabilities in MSDTC Could Allow 
Remote Code Execution (902400) ‐ 
Network check 
  
  
  

smb_kb902400.nasl 
  
  
  

2005‐2119  5 
  
  
  

2005‐1978 

2005‐1979 

2005‐1980 

Vulnerabilities in TCP/IP Could Allow 
Remote Code Execution (network check) 
  
  
  
  

smb_kb893066.nasl
  
  
  
  

2005‐0048  5 
  
  
  
  

2004‐0790 

2004‐1060 

2004‐0230 

2005‐0688 

Table 11.   List of Windows attacks in the check list 

Attack Name  Script Name  CVEs  Weight
ASP.NET Path Validation Vulnerability 
(887219) 

smb_nt_ms05‐004.nasl  2004‐0847  5 

Table 12.   List of Windows: Microsoft Bulletin attacks in the check list 
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Each of the above attack scripts to be stored in the FRIDSE schema with a unique id 

given for each attack script. The check_list table used to store attack_id, attack_name, 

script_name, cat_id (category id) and weight given for each attack script. The 

attack_categories table used to store the category names with a unique category id 

(cat_id). The attack_references table stores the CVE values relevant for each attack 

script with a id number for CVE. But there can be many reference systems for each 

attack scripts when the IDSes are compatible with those. Therefore the system has 

been designed in such a way that those reference systems can also be incorporated 

without much modification. The reference_systems and match_ref_systems tables are 

used for that. The attack script list can also be browsed from the GUI of the 

framework as shown on Figure 4 after loading into the schema. 

 

Figure 4:  FRIDSE Check List 
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3.1.2. Attacker/Evaluator 

 

The attacker module is where all the vulnerability attacking part is taken place. When 

the attacker is invoked it uses the attack scripts in the check list in attack database and 

then attack the given target using those scripts. The attacker has been developed based 

on the command line tool of Nessus vulnerability scanner named ‘nasl’ and Nmap, the 

network port mapper. The nasl engive is used mainly because the attack script 

database is based on Nessus vulnerability scripts.  

 

3.1.3. Analyzer 

 

Analyzer first collects the logs of IDSes based on the list of IDSes in the FRIDSE 

database. The logs may be from a SQL database or in a plain text file. For this the 

vendor script is used. The vendor scripts should be provided by the IDS vendor that 

can be used to populate the schema tables for generating report.  

For the purpose of this work, we are developing our own scripts after studying log 

formats of the selected IDSes. Then populate the FRIDSE database tables.  

 

3.1.4. Reporter 

 

The reporter looks at the FRIDSE database tables and when invoked it generates the 

reports necessary for this study. The reports will be not that user friendly due to the 

time limitation and they can be improved at a later stage. The statistics for this study 

are provided by these reports. 

 

3.2.  Real Lab Setup of the Framework 
 

According to OSEC guide lines as mentioned previously, a lab setup like the 

following is recommended. 
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Figure 5.   OSEC evaluation lab setup 

 

But it is not possible to have a lab setup as recommended due to the limitations of the 

available hardware for this project.  

3.2.1. Hardware 
The following hardware is available and used for this research.  

Hardware (available) Configuration 
Dell Laptop Model Latitude D520 

Processor Centrino Duo 1.6GHz 

RAM 512MB 

NIC 1 Nos 
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IBM Laptop Model ThinkPad T21 

Processor Intel PIII, 800MHz 

RAM 256MB 

NIC 1 Nos 

HP Desktop Model dc7700 SFF (Small Form Factor) 

Processor Core 2 Duo 1.8GHz 

RAM 1GB 

NIC 1 Nos 

Table 13.   Available hardware list 

According to the available hardware the following lab was set up. According to the 

research if we want to have separate machines for each module, there should be a 

minimum number of 6 machines which is not possible with the available hardware. 

Therefore the Script database, Attacker, Analyzer and Reporter are on the desktop 

machine. All IDSes are installed in the IBM T21 laptop. The Dell laptop is used as the 

target system which is also used for documentation and internet browsing. A small 

hub is used for connecting all three machines.  

 

Desktop Machine
`

Attacker

`

Reporter

`

Analyzer Target

IDSDb/log

Analyzed 
db

Hub

Attack 
Script db

Reports

 

Figure 6.   Real Lab setup 
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3.2.2. Software 
Programming: 

The framework is developed using Perl scripting language and other Perl modules. 

Perl is selected because it is a well developed language, feature rich for GUI building 

(Perl/tk) and it is widely been used by security professional around the world due to 

its capabilities in dealing with underlying layers for security purposes. Mysql is 

selected as the choice for the FRIDSE database.  

 

Choices for IDSes: 

Snort is the most widely used freely available IDS. Therefore Snort (2.6.1.5) was 

selected as the baseline IDS. In order to make this as a benchmarking tool, we have 

selected Shoki as the other IDS.  

 

Operating Systems: 

In order to develop the framework, Red Hat 9 Operating System is selected. The 

target Operating System can be varied according to the situation. In this research we 

choose Windows XP. The IDSes selected are mainly running on Unix based systems 

though some are having Windows based versions. Therefore we selected Unix, Red 

Hat 9, platform for running IDSes. But since the framework is dealing only with the 

log data on the IDS it is possible to select Windows platform also.  

 

IDS testing tools: 

As discussed previously, the commercial testing tools can not be used for this test. 

Therefore Nessus is used with Nmap port scanner. Nmap is used just for the purpose 

of listing the open ports in the target systems. 

 

3.3.  Procedure carried out 
 

The main application interface after the launch will look like the figure 7. The Check 

List tab provides the list of attack scripts described previously. The check list will be a 

static one for the moment. But this can be improved so that the attack scripts list 

(check list) can be configured dynamically as in security tools like Nessus.  
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3.3.1. Registering IDSes in the system: 
The IDS Registration tab given in the system allows the user to register each IDS in 

the system. While registering the IDSes, it is necessary to enter several other 

parameters also as shown in the figure 7. Each parameter entered into the system will 

be introduced individually where necessary. The IDS ID, IDS Name and Vendor 

Name are general parameters for identifying each product individually. But the other 

three parameters are for generating outputs. In section 3.1.3 above also refers to these 

three parameters as vendor scripts and they will be discussed in more details under the 

results section.  

 

 

Figure 7.   FRIDSE Interface for Registering IDSes. 

After clicking the Register button, all parameters are stored in the ids_list table shown 

above. 

3.3.2. Launching Attacks: 
The Attacks tab shown in Figure 8 allows the user to enter the target system. This 

should be the ip address of the target system. But if the tool is used in an environment 

where dns is enabled, then it is possible to give the name of the target system. The 

user then has to click the Attack button as shown. Since the study is to study at least 2 
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IDSes, it is necessary to have 2 IDSes up and running. But after doing several test 

runs, it was found that it is not possible to run both at the same time. Several attacks 

are not identified by both the systems if both the systems running at the same time in 

the same machine. Therefore it is necessary to test each IDS individually. Therefore it 

is necessary to enter IDS id also before launching the attacks. This id should be stored 

in the systems before launching the attacks while registering the IDSes.  

 

 

Figure 8.   FRIDSE Interface for launching attacks 

Then the attacker module first uses the Nmap scanner to do a port scanning first on 

the remote system. Then it loads the attack scripts from the FRIDSE database and 

launches the attacks one by one. The first attack script launched time is stored against 

the IDS id under test in the attack_time table and this time is used by the reporter 

module for matching with timestamp of alert logs of the IDS. By default the attacker 

runs in verbose mode and therefore the background information can be seen as shown 

in Figure 9.   
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Figure 9.   Background process seen while attacks are going on 

When the attacker module completes its task the Analyzer module checks the IDS log 

database and then checks for the detection of attack scripts. In doing this, CVE 

vulnerability database is very helpful. Interoperability is the key for doing this. But 

still not all IDSes are having that feature. Therefore it was very difficult to develop 

the analyzer. String matches techniques had to be employed in some points and Shoki 

signatures had to be edited manually. 

After analyzing process completes the reporter module generates the necessary reports 

using the FRIDSE database. Since we are mainly focusing on the accuracy of the 

results and due to the time restrictions, the reports are not that user friendly but can be 

improved.  

 

3.4.    Limitations and Problems Encountered 
The objective of this work is to create a framework but not a complete evaluation of 

IDSes. Therefore we mainly focused on the accuracy of the framework. Therefore the 

IDSes were evaluated just in the test environment. But in the production environment 

the traffic behavior is completely different. Therefore in order to get a complete 
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evaluation, it is necessary to perform the same test with different criterion as 

mentioned in [25],[13]: stress tests with background traffics, fragmentations etc.  

Also it is not that easy to evaluate even two IDSes during the limited time frame due 

to the variation of the complexity of each IDS. The methodology of deployment of 

each IDS is different from each other. Therefore it takes a huge amount of time to 

deploy and configure the selected IDSes. And also it requires expertise in various 

disciplines. In this study we faced great difficulties in very high level concepts like 

jailing applications etc. in the Unix environment. So learning those takes a lot of time 

and sometimes the work have to be started from the scratch due to the issues such as 

corruption in file systems while testing those concepts.  

And also it was very difficult to compare the attack database with the IDS logs due to 

the interoperability problems. And therefore it was necessary to edit the converted 

Snort rules for Shoki manually to get all the parameters. The same method has been 

applied in [16] and it describes how difficult that process is.  

 


