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5. Discussion of Results and Conclusions 

As mentioned in the section 3.4, there are many difficulties and limitations. Therefore 

it is essential to mention that the above mentioned results are based on the test done 

on the test environment.  According to the [12], the evaluation should be done after 

defining the required performance objectives. The following objectives have been 

identified by [12]: 

• Intrusion Detection capability 

• Amount of resource usage 

• Resilience to Stress 

And here we have identified the intrusion evasion techniques are to be considered as a 

performance objective due to its increasing popularity among intruders as mentioned 

in [14].  But our test results are only based on the first performance objective 

mentioned above. However there are three more objectives to be considered. Since 

[12] has been a work done during the period of (1993-1996), the amount of resource 

usage might have selected as a performance objective and it is still an objective to be 

considered. But the criticality of is very low due to the today’s hardware capabilities. 

However the third objective is the most important one. This has been a main objective 

of [13], [15], [16] and more importantly in [1] which is the most common reference in 

many research studies. In our study also we observed that when ever a test is done, the 

number of TPs detected varies by one or two. The highest number of TPs is detected 

when the sensor machine has very few programs up and running. Therefore the Stress 

test can be considered as a most important test to be included in evaluating intrusion 

detection systems. 

The experimental results in this research are mainly provided as a proof-of-concept 

for the framework proposed. But the results obtained clearly defined which IDS is 

better based on the selected check list. Therefore here we have proposed and built a 

framework that can be used to evaluate and then select an IDS for any specific 

environment. However the check list should be selected very carefully after looking at 

the environment and its vulnerabilities. The assigning of the weight for each item in 

the check list is the most important factor. For a production environment it is very 

important to do the evaluation with the above mentioned performance objectives and 

then defined a criterion such as the mean of the results of each evaluation to select the 
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best product. It is also recommended to have a group of people for evaluating this 

kind of security products due to the great deal of work do be done which requires high 

attention. 

Since we have considered only the CVE database for interoperability the number of 

TPs is very low. Therefore it is necessary to incorporate as many reference systems as 

possible when ever the IDSes under test supported them. Until such time there may be 

some alerts categorized as FPs though they are actually TPs. The interoperability 

among IDSes are still a problem and is increasing very slowly. Therefore it was a 

challenging to develop this kind of a fully automated tool for evaluating IDSes. 

 

 


