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ABSTRACT

The banking industry in Sri Lanka has been rapidly digitalized and this has completely
revolutionized the way through which financial services are delivered and at the same time
introduced new unprecedented fraud risks, which have not been equally met by the older
strategies of preventing them. The study researches the effects of digitalization on the
effectiveness of fraud prevention and detection in Sri Lankan commercial banks via
identification of vulnerabilities and formulation of strategic recommendations regarding
improved security capabilities.

With quantitative research methodology, the study gathered data of 518 customers with digital
banks and 300 working with the banking sector in major commercial banks using structured
surveys. This study employed the Technology-Organization-Environment (TOE) model to
review the complex relationships between digital transformation programs and fraud
prevention efficiency through lenses of technology capacity, organization preparedness, and
an environment.

The important findings explain that there is an urgent gap between the rate of digital banking
adoption and the ability to protect it, and it means that even traditional rule-based fraud
detection systems are only 45 percent effective against modern threats and have a false positive
rate of 15 percent. The study also sees considerable room to be improved with improved
technologies, as the artificial intelligence and machine learning systems performed 85 percent
better in terms of detection as well as biometric authentication can prevent account takeover
fraud by 99.9 percent.

The research has concluded that the organizational elements, such as staff training and
customer education, are rather important factors of successful fraud prevention, and well-
trained institutions achieve better results than institutions found only on technological
afterthoughts by 50 percent better. When done with privacy protection and an optimal user
experience, 94 percent of customers accept increased security precaution.

Research recommendations suggest the following: multi-factor authentication and Al-enabled
detection systems should be implemented right away, medium-step installation of end-to-end
biometric-based authentication and predictive analytics systems, and long-term
implementation of the capability to share information across banks in a cross-bank
environment. The presented three-phased implementation framework will systematically
guide the process of improving fraud prevention by ensuring the efficiency of operations and
customer satisfaction.

This study will add practical evidence-based solutions that can be adopted in Sri Lankan banks
in order to face the fraud prevention issue and keep on with the digital development and
achieve the competitive edge in the new financial services scene.

Keywords: Digital Banking, Fraud Prevention, Fraud Detection, Banking Security, Sri
Lankan Banking, Digitalization, Artificial Intelligence, Machine Learning, Biometric
Authentication, Multi-Factor Authentication, Cybersecurity, Financial Technology,
Risk Management, Customer Authentication
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1. INTRODUCTION

1.1. Background

Due to rapid digital banking technologies, the field of financial services was
irreparably transformed in Sri Lanka, and the avenue leading to the new horizons in
the sphere of financial inclusion, operational speed, and client satisfaction is left open
(Herath & Aruppala, 2024). However, concurrently, there is the digital change, which
is one of the moderate security concerns that jeopardize the integrity of the banking
operations and customer trust (Rathnayaka, 2023). Sri Lankan banks are almost in a
Catch-22 since they need to implement digitalization to be competitive in a more
globalized world and defend themselves against fraud, which is quite a necessary
balancing act unfortunately.

There have been an extraordinary surge in digital banking usage over the past decade
in Sri Lankan banking sector with 24 licensed commercial banks in place (Central
Bank of Sri Lanka [CBSL], 2023). The proportional increase in the people who had
gotten involved with digital banking has grown exponentially; in 2018, there were 2.3
million mobile banking users and in 2023; there are 8.5 million mobile banking users
(CBSL, 2023). This significant upward trend could only point out to the shift in
consumer preferences, the evolution of the technological backdrop, and the necessity
caused by some exogenous factors such as the emergence of COVID-19 that caused
people to quicken the pace of the adoption process of contactless banking solutions
(Gayan Nayanajith & Dissanayake, 2019; Jayasekara, 2024).

Digital banking is a broad solution, which includes internet banking, mobile banking
application, automated teller machines (ATM), point of sale (POS) solutions, and the
latest one, a touchless payment terminal and digital wallet (Kumari & Tharanga, 2021).
These platforms have changed the manner in which a customer is interacting with a
financial industry such that anybody at anytime can access the banking facilities,
receive money in real time and be served conveniently as an individual or a corporate
entity (Perera, 2018). When these technologies are combined, they have resulted in the
Sri Lankan banks becoming a global competitor and able to satisfy the demands of
local markets (Gunawardana & Buddhika, 2020).

However, the emergence of a multi-channel system of digital banking has given rise
to new opportunities to use them, and in ever more creative methods, fraudsters are
using avenues to exploit them increasingly (Ehsan et al., 2024). The traditional security
framework, whose creation predominantly, lies in the physical banking environment
is no longer sufficient to address the security risks posed by elements of cyber security
attack in cases where digital infrastructure is hacked (Harris, 2024). The focus that
implies that banks need to essentially reday their strategies related to fraud prevention,
which the appearance of complex fraud and scam schemes, including phishing attacks,
identity thefts, account takeovers, social engineering, and advanced persistent threats,
in the banking context of Sri Lanka have triggered (Kian & Obaid, 2022).

The long run economic costs of banking fraud also highlight the limits of the
immediate effects which include loss of reputation and regulations as well as
interference of operations and the loss of consumer trust (Abdou & Pointon, 2011).



Effective encoding of frauds is not only a business prerequisite, but a national
economic case as well, in the case of a developing economy like Sri Lanka where the
financial stability and growth, to such a great extent, depends on the trust people have
on the financial institutions (Rajapakse, 2017). The exact interdependency of the
etymology of the modern banking systems preconditions the potential cascade effect
of a fraud which can influence the entire scheme of the financial system (West &
Bhattacharya, 2016).

The contemporary system of fraud prevention in digital banking should be applied
with the multiplayer approach to integrate the current technologies as well as
technologies, effective business workflow, depth of the human resource and elaborate
regulation (Harris, 2024). Complex systems of fraud detection based on artificial
intelligence (AlI), machine learning (ML), blockchain technology, and biometric
authentication and in-time monitoring possibilities have already been realized in the
most important international financial establishments (Holloway, 2024; Ehsan et al.,
2024). Nevertheless, the inclusion of that kind of technologies into Sri Lankan context
needs to pay particular attention to the local market situation, regulatory issues of the
country, technological basis, and purchasing behavior of the customers (Delafrooz et
al., 2013).

Sri Lanka has come up with a better regulatory framework to consider the issues
related to digital banking security through the publishing of the long guides on data
protection, cybersecurity, and anti-fraud by the Central Bank of Sri Lanka (CBSL,
2021). Nonetheless, such a risk foundation of fast and frequent changes and
modification of technology entails constant revision of the regulatory systems and the
best practices in the industry (Chavan, 2013). Collaborations between the regulatory
agencies, banking institutions, technology companies, and cyber security experts have
a significant role to play in terms of coming up with suitable fraud preventive systems
(Sharma & Sangle, 2013).

1.2. Motivation

The insistence of this study is based on some important factors that are significant
together and reveal the necessity to conduct an overall analysis of the influence of
digitalization on fraud prevention in the banking system in Sri Lanka. These driving
forces are current pressing issues and strategic interests to be considered which
influence sustainability and security of the financial system of the country.

1.2.1. The Growing Digital Banking Adoption Crisis

The banking sector of Sri Lanka is going through an unprecedented digital
transformation with the digital banking penetration rates improving at explosive level
across all demographical segments. That said, such fast adoption can no longer keep
pace with the design of adequate security measures and the high speed of adoption has
left a serious gap between professionally delivered digital services and fraud
prevention options. The COVID-19 pandemic proved to be a driver pushing the banks
to launch digital services on a mass scale without sufficient time to thoroughly test and
introduce the maximum level of safety. This speed has brought in weaknesses that



have made fraudsters exploit increasing frequency and numbers of fraud cases and
monetary losses.

What makes this situation even more pressing is the fact that a significant percentage
of customers, especially newcomers in an area of digital banking, are insufficiently
aware of the best security practices. Such ignorance leaves room to social engineering
and punishing attacks as well as other kinds of fraud where they do not target
technological weaknesses, but rather human nature. The lack of understanding of these
dynamics and the development of strategies that take into consideration both
technologies and human factors in the process of fraud prevention, drives the research.

1.2.2. Inadequacy of Traditional Fraud Prevention Methods

Conventional methods of prevention of fraud created during the years of a physical
banking system are standing up poorly to the new device assaults. Such legacy systems
generally use rule-based detection mechanisms, static authentication mechanisms and
reactive response measures that have not been able to keep pace with speed,
sophistication and volume of the modern-day cyber threats. The drawbacks of the
previous methods are especially noticeable with reference to the time aspect of dealing
with all-time digital transactions and the fact that cybercriminal systems span the
world.

The need to improve the current systems by making improvements step by step can
then be regarded as the motivation of the research since it is ineffective in relation to
solving the present and emerging threats. However, there is an urgent necessity to carry
out primary conceptual setup of the means of fraud prevention based on high
technologies, predictive analytics, and preventative intelligence of threats. It is
important to examine the extent of constraints that the current approaches have on the
Sri Lankan context so as to come up with effective alternatives.

1.2.3. Severe Consequences of Fraud on Banking Sector Stability

Banking fraud has much wider impact than direct financial losses, such as systemic
risks that purport to endanger the well-being of the financial sector in Sri Lanka.
Customer confidence, which forms the key aspect in any banking business especially
in a developing economy where formal financial inclusion continues to grow, is lost
in such fraud cases. A negative perception against the digital form of banking can be
a big blow on financial inclusion activities and economic development processes.

Institutionally, the repercussions of fraud incidents include financial loss, regulatory
fees and legal expenses, loss of reputation and disruption of operation. To smaller
banks having a restricted amount of resources important cases of fraud can challenge
the continued existence of an institution. This study is justified by the awareness that
the prevention of fraud its proper implementation is, on the one hand, a key problem
in the fight against fraud at the level of individual banks and, on the other hand, the
entire financial ecosystem of Sri Lanka as such.

1.2.4. The Imperative for Advanced Fraud Detection Systems

The complexity of frauds nowadays requires equally good detection and prevention
systems. More powerful tools such as artificial intelligence, machine learning,
behavioural analytics, and real-time monitoring systems can provide a plethora of
opportunities to improve the fraud prevention efficiency. Nonetheless, these



technologies can be successfully deployed only with a profound insight into the
domestic market conditions, regulations, and other limitations.

The study will also be driven by the fact that it could help fill the gap between what is
technologically possible and what has been implemented so far in the banks in Sri
Lanka. Investigating the successful international examples and translating them into
practice, the study will offer practical recommendations on implementing the
technology in the organisations to improve the quality of preventing fraud and preserve
the level of operational efficiency and customer experience quality.

1.2.5. Critical Research Gap in Sri Lankan Context

Even though the world is awash with research on the security of digital banks, there is
an eminent dearth in literature concerns the challenges of fraud prevention in the case
of Sri Lankan bank. Majority of the existing studies are concentrated on developed
markets with well-developed technological base and highly developed regulation
systems. There are unique features of the banking industry in Sri Lanka (regulation,
technologies, customers, threats, etc.), and these peculiarities should be analyzed in
the desired context.

This gap in knowledge about the sector is driven by the possibility to obtain the
evidence-based insights, which inform the development of policies, regulatory
systems, and best industry practices that are relevant exclusively to the current
situation in Sri Lanka. The given research is supposed to perform two tasks, namely,
to add new knowledge to the global scholarly community and serve local and current
practice in the banking industry.

1.2.6. Strategic Goal of Practical Solution Development

The overall incentive of the project is to come up with effective but implementable
measures aimed at increasing the effectiveness of fraud prevention measures in the Sri
Lankan context of digital banking. Instead of mere theoretical work, the study aims to
present the set of practical recommendations that can be undertaken by the banking
institutions in order to enhance their ability to prevent the instances of the fraud. This
pragmatism stems out of the necessity to find effective solutions to the current
problems as well as to be prepared to cope with the challenges requiring resilience in
the face of future problems.

The study is proposed to present an exhaustive model based on the implementation of
technological solutions, the potential improvement of processes, the development of
human resources, and attention to regulatory issues incorporated into a unified
approach to fraud prevention improvement. It aims at yielding concrete answers to
solving the issue as it considers the practical issues of implementing the research, so
that the research can be led to concrete results in preventing fraud as this translates to
the industry with measurable aspects of improvement in fraud prevention
effectiveness.

1.3. Research Scope

This study scope is well-defined to cover all areas of the influence of digitalization in
the area of fraud prevention without much loss of concentration on the results that can
be put to use in banking services in Sri Lanka. The area of the research is
multidimensional and covers technological, organizational, regulatory, and customer



aspects, which are reflected in the study of the fraud prevention ecosystem as a holistic
phenomenon.

1.3.1. Digitalization Impact Analysis

The study takes an in-depth examination of the effects of digital technologies on the
risk of fraud in the banking sector of Sri Lanka. The analysis does not fall under mere
adoption of technology but takes a much broader approach, analyzing how two factors
such as digital transformation initiatives and emerging vulnerabilities to fraud interact
with each other. It covers the analysis of several options of digital banking such as
internet banking channels, mobile banking application, automated teller machine,
point-of-sale systems, and the new emerging payment methods like contactless
payment and digital wallet.

The digitalization impact analysis will include the positive and adverse effects of the
adoption of the technology in the ability to prevent frauds. On the one hand, the
potential weaknesses brought about by digital technologies can only be compared to
new opportunities in identifying, preventing, and combating fraud. The study looks at
this dichotomy to offer balanced perspectives regarding how banks could make the
best out of digitalization without necessarily compromising on the risks involved.

1.3.2. Comprehensive Vulnerability Assessment

The scope of the research involves the systematic review of vulnerabilities and threats
of the digital banking environment. The parts addressed on this assessment are
technical vulnerabilities in software system, networking infrastructure and digital
interface, and operational vulnerability in processes, procedures, and human resource.
The examination is continued to external weaknesses such as cybercriminal
capabilities, attack methodologies, and new threat trend pointing to the banking
institutions.

Of special consideration are the threats commonly seen in the Sri Lankan environment
like phishing attacks that are popular among local speakers of the language, identity
theft schemes that play off the local systems of identification, social engineering
attacks playing to cultural norms, and hacking of local systems like those used in
banking. Another reason is the interdependent nature of the current banking systems
and how vulnerability in a given part can spread to the rest of the security of a system
as well as the results of the vulnerability assessment.

1.3.3. Current Fraud Prevention Method Evaluation

The study critically surveys and analyzes the advantages and disadvantages of the
existing bank fraud control measures practiced in the Sri Lankan banks. The analysis
includes technology-based solutions, as well organizational methods, and addresses
the performance of current practices to the threats of the current generation. It is also
within scope to investigate such factors as the accuracy of the detection, the false
positive levels, and timing, cost-effectiveness, and the general effect to the loss of
fraud.

The review goes further to have a comparison of best practices globally thereby
pointing out disparities that exists between what is being done in Sri Lanka in the
present and what is done internationally. These comparisons allow understanding the



fields in which there is a necessity to make improvements and the chances to
implement working international strategies and localize them.

1.3.4. Advanced Technology Investigation

In an extensive part of the research area, a lot of attention is paid to researching
innovative technologies that can define the possibility of fraud prevention
improvement. This research is based on stocking artificial intelligence and machine
learning to detect patterns and anomalies, blockchain to secure transactions and verify
identities, multi-factor authentication systems such as biometrics verification, real-
time monitoring and alert, and predictive analytics that detects patterns to stay ahead
of threats.

Technology investigation is not limited to hypothetical possibility of utilizing the
technology, but the consideration should be made on the feasibility of technology
application such as cost and benefit analysis, compatibility with the current systems,
legal compliance issues, and customer factors. The coverage incorporates sample cases
of successful technology applications in similar markets and the lessons to be learnt
on successful and unsuccessful attempts to deploy them.

1.3.5. Practical Strategy Development

The scope of the research focuses on formulating actionable strategies that can be used
by the Sri Lankan banks to build their capacity, as far as the fraud prevention is
concerned. These approaches combine use of technology solutions and organizational
enhancements, regulatory compliance activities, and customer education programs. It
also covers development of implementation frameworks considering diverse sizes of
the banks, technology, as well as limitations on resources.

Strategy formulation takes into account tactical improvements over a short term and
strategic transformation initiatives over a long term. The study gives a
recommendation on the prioritization of the initiatives according to the assessment of
risks, availability of resources and the impact on the effectiveness of fraud prevention.

1.3.6. Sri Lankan Banking Sector Focus

The study also takes close consideration of the peculiarities and the prospects of the
banking business in Sri Lanka. This attention incorporates the consideration of the
regulatory conditions that are on the way to form under the Central Bank of Sri Lanka,
the technological framework existing in the country, the demographic peculiarities of
the banking customers, and the particular threat environment to which Sri Lankan
institutions are exposed.

This is followed by Sri Lankan focus where cultural aspects that affect customer
behavior and exposure to frauds, nature of economy, and influence on technology
adoption and investment in fraud protection and political and social elements influence
on operation environment of banking institutions is considered. This situational study
is made in the sense that research findings and recommendations must become relevant
and applicable to the local setting.

1.3.7. Stakeholder Integration
The spectrum of the research has several stakeholders such as the banking institutions
of different sizes and types, regulators and policy makers, technology vendors and



service providers, cybersecurity professionals and consultants, banking clients of
diverse demographic groups, and academic researchers and industry analysts.

Such multi-stakeholder approach will make the research seize a more diverse opinions
on the challenges and opportunities in fraud prevention heading towards a more
complete and balanced result. The range of scope involves processes that allow the
inclusion of feedback by stakeholders in the design of research and recommending
processes.

1.4. Problem Statement

Digital transformation of the banking industry in Sri Lanka profoundly changed the
face of financial services provision and enabled an otherwise-impossible wealth of
opportunities to explore and develop new innovative ways of growing profits and
maintaining ever-higher customer satisfaction levels, as well as an unprecedented
amount of risks to frauds and security breaches. Such shift has revealed the presence
of major lapses between the speed at which a digital landscape is being embraced and
the attempts being made to equip it with increasingly complex fraud deterrence
systems resulting in a systematic weakness that is posing threat to the stability and
credibility of the nations financial infrastructural framework.

1.4.1. The Core Problem: Misaligned Digital Transformation and Security
Evolution

The issue that concerns the banking industry in Sri Lanka is that the rate at which the
industry is being digitally transformed is not consistent with the development of fraud
prevention measures. Although banks have been able to implement many digital
services that fulfill the security requirements and needs to sustain the competence in
the business environment, the development of security defense has not been able to
match the speed at which they are being deployed. This has produced an unfortunate
situation where the well-developed digital services are provided in an unsafe climate
with inadequate coverage of equally innovative fraud schemes.

This mismatch is manifested in some important respects. First, the pace at which
activities of digital service delivery has been encouraged has mostly taken precedence
in terms of functionality and user experience rather than end-to-end security testing
and execution. Second, there has come the development of various digital channels
into complex interdependent systems whose weaknesses are able to disrupt the overall
system. Third, new technologies have grown faster than the corresponding expertise
and processes are developed to adequately secure these technologies against any
challenges.

1.5. Research Gap Hindering Effective Solution Development

The lack of thorough research considering the issue of fraud prevention, that
specifically applies to the situation in Sri Lankan banking circumstances, is one of the
key factors that hinders the successful development of solutions to the issue. Though
much information is available on digital banking security in the developed market, the
peculiarities of the Sri Lankan banking sphere, its regulatory framework,
demographics of clients, and the threat matrix demand custom research and the
development of solutions.



The existence of this research gap implies that banks in Sri Lanka tend to adopt the
solution that is meant to address a diverse situation without extensive modification to
the local context. This prevents evidence-based decision making and strategic planning
because of a deficiency in empirical data relating to fraud patterns and prevention
provisions and best practices in the Sri Lankan environment. Banks will not be able to
come up with the best fraud prevention strategies and, therefore, basic awareness about
the local issues and potential needs to be understood without which, banks will not be
in a position to come up with the best strategy in terms of preventing frauds.

1.6. Research Objectives

The research objectives create ways by which the identified problems will be
addressed in a systematic way of questioning and analyzing to come up with plausible
actionable information and solution to aid in optimizing fraud prevention in the digital
banking set up in Sri Lanka. These objectives are designed in a way that complements
the other with the aim of developing a complete picture that would facilitate the
effective strategy development and implementation.

Primary Objective 1: Comprehensive Analysis of Vulnerabilities and Threats

The first key output aims at carrying out an in-depth study of vulnerabilities and threats
in the digital banking system of Sri Lanka. The objective of this analysis is to develop
an elaborate picture of the risk landscape today consisting of technical weaknesses of
digital banking solutions as well as operational weaknesses in processes and
procedures.

The vulnerability analysis involves a systematic study of digital banking systems such
as internet banking system, mobile apps, automated ATM, and payment processing
systems. The analysis reveals certain vulnerabilities of the software architecture,
network infrastructure, authentication, and data protection that can be a basis of fraud
perpetration by the fraudsters. This is further examined in the case of interface
vulnerability where various systems connect to each other and more often than not
they present a loophole in the security which is not easy to identify and safeguard.

Operational vulnerability assessment involves the assessment of human factors,
deficiencies in processes, and limitations to the organization, which are fueling the
likelihood of fraud. That involves consideration of the sufficiency of employee
education, rates of compliance with procedures, performance of organization controls,
and other elements of organizational culture that shape security practices. Third party
exposure where banks depend on third party service providers whose security
management is not so good or is not compatible with security dealing of the banks is
also addressed in the assessment.

Threat analysis component has a systematic method of listing and analyzing the kind
of fraud schemes which directly aim at the banks in Sri Lanka and its customers. This
analysis tells the threat actors, how they are capable and motivated to attack, their
mode of attacking, the instrument they use to attack and how the pattern of threats
changes over time. Particular consideration is paid to the threats that use local cultural,
linguistic, or technological peculiarities which render the Sri Lankan institutions
particularly prone to them.



The goal also has the development of a complete threat landscape map which explains
the interconnection between various types of threats, chances of occurrence, the
intensity of impacts as well as the present threat detection capacity. This mapping
offers a basis of risk-based priorities on preventing fraud investment and strategy
building.

Primary Objective 2: Evaluation of Current Fraud Prevention Method
Effectiveness

The second main point is proper assessment of the current levels of efficiency of the
applied fraud prevention technologies, used by the Sri Lankan banks. The purpose of
this evaluation is to come up with evidence-based assessment of what is working, what
is not and why the existing approaches are failing or working in various settings.

Under the effectiveness evaluation will be the quantitative analysis of the performance
of fraud prevention in terms of rates such as detection rates and false positive rates,
response times, cost per detection as well as the overall implication of fraud losses.
The performance is compared according to the types of fraud schemes, customer
segments, transaction channels, and institutional characteristics in this analysis so that
to attain a pattern to inform the improvement strategies.

Qualitative assessment analyzes such process sides of fraud prevention as employee
satisfaction with existing instruments and procedures, customer experience influence,
integration solution obstacles, and business goals connection. This assessment selects
practical obstacles to performance that cannot be detected during a quantitative review.

The term comparative analysis sets the benchmark of performance by Sri Lankan
banks in relation to best practice and standards internationally. Such a comparison
reveals the disparities between the current performance and the international standards
allowing to understand in which aspects radical changes are not only necessary, but
also possible. Absolute measures of performance are evaluated as well as relative
performance measured against local conditions and constraints.

The analysis comprises cost-effectiveness evaluation, the correlation between
expenses on fraud prevention and results. This is an assessment that can be used to
determine high-impact interventions that yield highest marginal benefits in terms of
fraud reduction compared to implementation cost. The goal also involves the formation
of performance measuring models that banks can employ in the continuous checking
and refinement of the effectiveness of fraud prevention statuses.

Secondary Objective 1: Advanced Technology Assessment and Adaptation

The first of the secondary objectives is on systematic evaluation of new and improved
technologies that promise the possibility of improving the fraud prevention capacities
in the Sri Lankan banking environment. This evaluation will close the gap between the
proposed technological conditions and its actual application in the conditions of the
local market.

Technology assessment includes the thorough report on the usage of artificial
intelligence and machine learning in fraud detection, such as pattern recognition tools
and systems, the use of anomaly detection algorithms, behaviour analytics platforms,



and predictive modeling or applications. The analysis will check the theoretical
feasibility along with the real provision related to the data demands, the required
computing facilities, the complexity of integrating the system, and provisions of the
future maintenance.

Blohosciety chat app assessment identifies a possibility of using the technology in
securing transactions, authenticating identities, and preventing fraud in banking
systems. It is an evaluation that encloses the technical functionality of blockchain
systems, their compatibility with the current banking framework, the regulatory
aspects, and cost advantages between the various application scenarios.

Technologies of multi-factor authentication and biometric verification are evaluated to
the extent to which they will contribute to the improvement of customer verification,
retaining the quality of user experience. This evaluation covers comparison of various
biometric modalities, their accuracy level, cost of implementation, customer
acceptance criteria and need of integration with current banking platforms.

Real-time surveillance and notification platforms are tested to see whether they can
identify and react to cases of fraud in real time. It evaluates the needs of system
architecture, the possibilities of data processing, the correctness and punctuality of the
alerts and integration with the means of responding, as a result of which efficient fraud
prevention can be performed.

The objective includes development of technology adoption frameworks that guide
banks in selecting and implementing advanced technologies based on their specific
needs, capabilities, and constraints. These frameworks consider factors such as
institutional size, technical expertise, customer demographics, and regulatory
requirements to provide customized guidance for technology adoption.

Secondary Objective 2: Strategic Framework Development for Implementation

The second secondary goal would be to create end-to-end strategic frameworks that
would inform the process of enhancing better fraud prevention capacities in the banks
in Sri Lanka. Such frameworks bring together technology solutions, processes of
improvements in the organizations, compliance, and engagement regarding customers
to develop whole picture solutions to fraud prevention improvement.

The strategic framework design involves generation of implementation road maps that
contain fateuels of fraud prevention enhancements set in a logical order taking into
account resource limitations, technical dependencies and priority risks. These
roadmaps are intended to advise banks on the gradual and systematic improvement of
the fraud-prevention performance as time goes by.

Organizational development models cover the human resource side of fraud prevention
enhancement such as training needs of the staff, skill development programs, changes
in the structure of the organization and culture change programs that aid effective fraud
prevention. These models take into consideration that contemporary fraud prevention
is interdisciplinary and needs the efforts of technology, operations, legal, and customer
service departments.
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The levels of risk management structures incorporate fraud prevention into inclusive
risk management functions at the institutions, which means that fraud prevention
practices must be disciplined with desired entity-level risks appetite and risk
management strategies. These frameworks offer directions to risk analysis, the choice
of mitigation strategies, monitoring the performance, and continuous improvement.

Regulatory compliance frameworks ascertain that the enhancements made towards
fraud prevention are in line with the regulations or are expected to be within the
regulations. Such frameworks serve to guide the work in ensuring responsibility with
regard to adopting new technologies and processes, as well as the course during which
interactions are made to the regulators during the course of improvement.

Integration Objective: Holistic Solution Development

The integration objective compiles the results of all other objectives in order to offer
global solutions where the challenges of fraud prevention in digital banking combine
and become more complicated. This goal acknowledges the point that efficient fraud
prevention needs the synergy of improvements in most areas including technological,
procedural and also the area of organizational behavior, as opposed to single
improvements.

The comprehensive approach in the development of solutions draws together the
involvement of technological capacity and human element, processes in the
organizations, regulatory environment as well as experience of clients and develops
exhaustive fraud protection mechanisms. The reason is that these solutions solve the
innovation-security paradox that has solutions that increase security and customer
experience at the same time.

The aim also encompasses the design of frameworks of solutions that are adaptable,
and that can meet the varying requirements of banking establishments in Sri Lanka
which differ in size, technical capacity, customer numbers and strategic orientations.
These frameworks offer the guidance on how the institutional setting can be aligned
regarding the fraud prevention strategies being developed and ensuring they remain
effective and do not violate the industry standards.

The possibility of sustaining the solution development of preventing the fraud is
integrated, such that there is a way that this improvement on fraud prevention can be
kept and evolved with the passage of time and the changes of the threats together with
unchanging technology. This also incorporates the directions in the ongoing
investment planning, technology refreshes, employee development projects, and
performance observation systems that will enable continuous betterment.

1.6.1. Research Significance

The value of the research spreads over a number of levels, including the practical value
and contribution to the working of banking institutions in Sri Lanka, a higher
contribution of knowledge to the academic community, policy relevance to the
regulatory frameworks, and the strategic importance to the national economic growth.
The study fills important knowledge and skills gaps that are presently bounding the
efficiency of fraud prevention activities in the fastener process in Sri Lanka and curtail
the maximum of digital banking opportunities.
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1.6.2. Practical Significance for Banking Industry

The study is of direct practical application to the Sri Lankan banking institutions given
that it provides evidence based findings and recommendations that could directly be
put in place to improve the capabilities of prevention of fraud in the banking
institutions. In contrast to theoretical researches which stay on academic levels, the
present one is a specifically aimed investigation bridging the gap between analyses
and practical usage in the industry, so that the results of the studies could be measured
in the effectiveness of the prevention of fraud.

To individual banking institutions, the significance of the research is that it offers hem
authoritative advice on strategic decision-making when it comes to expenses on
prevention of frauds. Banks are now taking difficult choices of whether to adopt
technology, how to improve the processes and how to deploy resources with little or
minimal information regarding the effectiveness, cost or implementation needs. The
realization of this research has the analytical basis required to make decisions aimed
at ensuring that investments made on fraud prevention efforts are of as much benefit
as possible.

The study answers the existential question on how to prioritize fraud-prevention
efforts, on a risk basis. Banks cannot afford many inefficient initiatives, and a
calculation of a strategy to implement would help them to determine what kind of
initiative can help them the most. The study offers principles in the assessment and
prioritization of activities in terms of sound analysis of effectiveness, cost, and
feasibility of implementation.

Operational significance factors in is to give helpful guidelines on implementing it
which is based on problems in the real world that banks encounter when they have to
adopt new fraud prevention technologies and processes. The study is not just an issue
as to what ought to be done but how the things can be done in the limitations and the
intricacies of real-life banking practices. Such pragmatic slant makes it possible that
recommendations are not fanciful.

The study also offers great importance to small scale banking institutions that are
potentially unable to carry out extensive studies on fraud prevention. The research
allows the smaller institutions to enjoy the benefits of advanced fraud prevention
strategies because it is highly unlikely that they could benefit by conducting their own
research required to develop the frameworks themselves and then creating the insight
required to apply the advanced strategies that are needed to fully move forward with
the prevention aspect.

1.6.3. Academic and Scientific Significance

From an academic perspective, this research makes important contributions to the
growing body of knowledge on digital banking security, particularly within developing
market contexts that have received limited scholarly attention. The research fills a
critical gap in academic literature by providing comprehensive analysis of fraud
prevention challenges and solutions within a specific developing economy context.

The research contributes methodological innovations in fraud prevention research by
developing and applying analytical frameworks that account for the unique
characteristics of developing market banking sectors. These methodological
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contributions have broader applicability for research in similar contexts, extending the
value of the research beyond the specific Sri Lankan focus.

Theoretical contributions include advancing understanding of the relationships
between digitalization, fraud risks, and prevention effectiveness within complex socio-
economic environments. The research examines how cultural, economic, and
institutional factors influence fraud patterns and prevention strategies, contributing to
broader theoretical frameworks in financial technology and cybersecurity research.

The interdisciplinary nature of the research contributes to academic dialogue across
multiple fields including information technology, finance, risk management, and
public policy. This cross-disciplinary approach provides insights that are valuable for
researchers working at the intersections of these fields and encourages further
interdisciplinary collaboration in fraud prevention research.

The research also contributes to the growing field of technology adoption research by
examining how advanced fraud prevention technologies can be successfully
implemented within developing market contexts. These insights inform broader
understanding of technology diffusion and adoption patterns in emerging economies.

1.6.4. Policy and Regulatory Significance

To policy makers and other regulatory agents, the research is of great value since it
presents evidence-based knowledge that can be used in establishing effective
regulatory policies regarding the security of digital banking. The existing regulatory
regimes usually lack enough empirical basis needed to appreciate the success of
various regulatory control and their effects on security and innovation.

To the Central Bank of Sri Lanka and other regulatory bodies, the study will give
analytical evidences urgently needed to develop evidence-based policies that need to
find a balance between security needs and enhancing innovation. The study discusses
the impact of various types of regulation on the effectiveness of fraud prevention and
growth of the industry and the lessons that have been learnt that guide the development
of the best regulation.

The study can be used in furthering the international regulatory discourse in that the
study can sen be utilized in case study analysis of fraud prevention problems and
solutions within a developing economy. The insights tell more about the way
regulatory approaches can be adjusted to various economic and technological contexts
to be effective.

The importance of the policy touches on the overall cybersecurity and financial
stability of the country. Banking institution protects its clients against fraud which will
add to the stability of the financial system and economic stability. The study offers
travaux which shape the national approaches to cybersecurity and policies regarding
the expansion of the financial sector.

The study is also of value to international aid agencies and bilateral aid schemes
engaged in financial sector development in the developing economies. The concepts
and models thought out in this study can be applied to parallel efforts in other
developing markets having the same problems.
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1.6.5. Economic and Social Significance

The economic significance of this research stems from its potential to enhance the
stability and efficiency of Sri Lanka's financial system, which plays a critical role in
supporting economic development and growth. Effective fraud prevention reduces
financial losses, maintains customer confidence, and enables continued expansion of
digital financial services that support economic inclusion and development.

By enhancing fraud prevention capabilities, the research contributes to reducing the
cost of financial services for consumers and businesses. Fraud losses are ultimately
borne by customers through higher fees and interest rates, so effective fraud prevention
provides direct economic benefits to banking customers and the broader economy.

The research supports financial inclusion objectives by enhancing the security and
trustworthiness of digital banking services that extend financial access to previously
underserved populations. Trust in digital banking security is essential for encouraging
adoption among customers who may be hesitant to use new technologies, particularly
in rural and economically disadvantaged communities.

Social significance includes contributing to digital literacy and security awareness that
benefits society beyond the banking sector. The research examines customer education
and engagement strategies that enhance overall cybersecurity awareness and capability
within the population, contributing to broader digital society development.

The research also contributes to building local expertise and capability in cybersecurity
and financial technology that supports long-term economic development. By
developing analytical frameworks and implementation guidance specifically adapted
to Sri Lankan conditions, the research supports the development of local expertise that
can contribute to ongoing innovation and security enhancement.

1.6.6. Strategic and Competitive Significance

The research provides strategic significance for Sri Lanka's banking sector by
enhancing its competitive position relative to international banking markets. Effective
fraud prevention capabilities are increasingly important for maintaining customer trust
and regulatory compliance in an interconnected global financial system.

For individual banking institutions, the research provides strategic insights that support
competitive differentiation through superior security capabilities. Banks that can
demonstrably provide better fraud prevention may gain competitive advantages in
customer acquisition and retention, particularly among security-conscious customer
segments.

The research contributes to building institutional capabilities that support long-term
strategic development in digital banking and financial technology innovation. By
providing frameworks for systematic capability development, the research enables
banks to build sustainable competitive advantages rather than merely responding to
immediate challenges.

Innovation significance includes providing guidance for balancing security
requirements with innovation objectives, enabling banks to pursue digital innovation
strategies without compromising security effectiveness. This balance is critical for
maintaining competitiveness in rapidly evolving digital banking markets.
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The research also provides strategic value for technology vendors and service
providers working in the Sri Lankan market by delivering insights into local market
requirements and implementation considerations. This information supports the
development of more effective products and services that better serve local market
needs.

1.7. Outline

This research is structured as a comprehensive investigation that systematically
addresses the complex challenges of fraud prevention in Sri Lanka's digital banking
environment. The dissertation is organized into seven interconnected chapters that
build upon each other to provide thorough analysis, evidence-based findings, and
practical recommendations for enhancing fraud prevention capabilities.

Chapter 1: Introduction

The introductory chapter establishes the foundation for the entire research by
providing comprehensive background on the digital transformation of Sri Lanka's
banking sector and its implications for fraud prevention. This chapter contextualizes
the research within the broader landscape of global digital banking trends while
emphasizing the unique characteristics and challenges of the Sri Lankan market.

The chapter begins with detailed background analysis that traces the evolution of
digital banking in Sri Lanka, examining adoption patterns, technological
developments, and the changing competitive landscape that has driven banks toward
digital transformation. This background analysis provides essential context for
understanding why fraud prevention has become such a critical challenge and why
traditional approaches are proving inadequate.

The motivation section articulates the driving forces behind this research, including
the growing sophistication of fraud schemes, the inadequacy of current prevention
methods, and the urgent need for evidence-based solutions that address local market
conditions. This section establishes the practical urgency that necessitates immediate
action while also highlighting the longer-term strategic implications of effective fraud
prevention for the banking sector's development.

Research scope definition clearly delineates what is included and excluded from the
investigation, ensuring that readers understand the boundaries and focus of the
analysis. The scope encompasses technological, organizational, regulatory, and
customer dimensions while maintaining specific focus on actionable outcomes that
banking institutions can implement.

The problem statement provides precise articulation of the core challenges facing Sri
Lankan banks, including the misalignment between digital transformation pace and
security capability development, the inadequacy of traditional fraud prevention
methods, and the systemic consequences of current vulnerabilities. This statement
establishes the specific problems that subsequent chapters address through detailed
analysis and solution development.

Research objectives are clearly defined to guide the investigation and provide
measurable outcomes that demonstrate the value and impact of the research. These
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objectives encompass both analytical goals that advance understanding and practical
goals that produce implementable solutions for the banking industry.

Chapter 2: Literature Review

Chapter on literature review thoroughly analyzes the current research and knowledge
about digital banking security and technologies in preventing fraud as well as
implementation strategies. This chapter lays the foundation to the study in terms of
theory behind the study, and the gap in the current knowledge that this research will
be covering.

All the main themes of the literature review are united in seven broad categories that
encompass the scope of the relevant knowledge. The digitalization in banking section
deals with the worldwide trends in the adoption of digital banking, technological
evolvement and how this affects the usual operations of banking. This discussion will
give a perspective on the concepts of creating opportunities and vulnerabilities when
dealing with fraud prevention strategies in regards to digitalization.

Types and trends of banking fraud in the digital era section examines the trends and
changes in the fraudulent schemes that target specifically the digital banking platforms.
This discussion covers not only the technical means of attacks but also such tactics of
social engineering as the human weaknesses based on which attacks may be launched,
which gives a thorough insight into the threat environment the fraud prevention
systems need to deal with.

It is used in Current fraud prevention and detection strategies section, which
summarizes the current approaches of fraud prevention and discussions about their
success and drawbacks, as well as their agreement with distinctive forms of threats and
institutional settings. In this review, the best practices are determined as well as points
regarding how the current methods are found to be inadequate.

The section on the role of advanced technologies in fraud prevention studies the new
high-tech technologies such as artificial intelligence, machine learning, blockchain,
and biometric authentication that might have the potential to improve the fraud
prevention mechanism. The technological analysis takes into account technological
capabilities and practical implementation issues which also influence adoption
decision.

Regulatory and compliance framework analysis focus on the issue of investigating the
influence of different regulatory approaches on the effectiveness of fraud prevention
and innovation in digital banking. This is an analysis of the Sri Lankan regulatory
provisions and the international best practices that are used in policy formulation.

The global best practices in fraud prevention section undertakes the task of analyzing
the good practices of applying a higher sophistication level of fraud prevention systems
in other markets, observations of the lessons learned and the success factors that can
be used in adapting to the Sri Lanka context.

Knowledge gaps and future directions section is the combination of the findings of
literature review to clarify the fields that need further research and where this research
contributes to knowledge with original findings.
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Chapter 3: Research Methodology

The methodology chapter elaborates the research approach, methods and procedures
involved in studying the issue of fraud prevention and coming up with practical
solutions to this issue. This chapter receives the research that is focused on the rigorous
academic research standards, as well as on the practical needs of the industry
application.

The research philosophical and approach section implements the epistemological
ground of the investigation by clarifying why quantitative methods are most favorable
to the research aims. This part justifies the selection of the positivist approach and
deductive reasoning which is used to conduct the empirical investigation.

Research design describes the cross-sectional survey method that can help to gather
information systematically into the perspectives of all the stakeholders. Its design
allows the reflection of the perspectives of the customers and banking professionals so
that one could grasp the challenges and opportunities of fraud prevention
comprehensively.

The methodology of population and sample selection is the probability sample, in
which the banking customers and industry professionals will be selected to get a
representative sample to e sure that the findings can be extrapolated to the general
population. To support the sampling strategy, different demographic and institutional
attributes that could contribute to the experiences and perceptions on fraud prevention
are taken into account.

The data collection procedures explained the survey instruments and how they were
administered and quality controls required so that valid and reliable data was collected.
In this section, they clarify how they consider ethical issues and how possible
prejudices may be avoided by relying on proper design and implementation.

Data analysis methodology is the technique that indicates how survey data analysis
and test of research hypotheses is analyzed statistically. In this section, it is possible to
obtain enough details to replicate it, as well as clarify the way in which different
analysis methods answer particular research questions.

Chapter 4: Data Analysis and Findings

The chapter of data analysis reports the empirical results of the study in terms of the
systematic interpretation of the survey data gathered among banking customers and
specialists of this industry. In this chapter, one can trace evidence-based data that can
guide the formulation of practical recommendations through the improvement of fraud
prevention.

Descriptive analysis gives an in-depth restructure to the situation in Sri Lankan banks
in terms of their use of technology, performance of the process, customer experience
and the capacity of the institutions to interfere in the prevention of fraud. The analysis
provides a ground-level idea of current capabilities and performance rates.

Correlation analysis looks into interactions among various variables that determine the
effectiveness of fraud prevention such as a level of sophistication of technology,
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expertise of personnel, company culture and customer behavioral trends. Such
relationships are used to explain the processes that help in the achievement of effective
measures against fraud.

Comparative analysis involves using different types of institutions, customer groups,
and technology applications in the analysis of differences in the effectiveness of fraud
prevention. The analysis of the best global banking practices and success factors that
can be implemented in all the sectors of the banking industry is determined.

Hypothesis testing offers stringent examination of researcher-supplied assumptions of
the associations amid digitalization and successfulness of fraud prevention,
examination of whether or not hypothesized recommendations are consistent with
evidence. This testing is based on scientific basis of the subsequent recommendations.

Regression analysis analyzes the relative significance of various variables in the
decision of establishing the effectiveness of fraud prevention and offer analytical
metrics to determine which measures should be focused on first since they have higher
projected results.

Chapter 5: Recommendations and Conclusion

The recommendations chapter synthesizes research findings into practical guidance
that Sri Lankan banks can implement to enhance their fraud prevention capabilities.
This chapter provides the practical value that justifies the research investment and
demonstrates its contribution to industry development.

Technology recommendations provide specific guidance for adopting advanced fraud
prevention technologies based on empirical analysis of effectiveness, cost, and
implementation requirements. These recommendations account for different
institutional capabilities and constraints to provide realistic guidance for technology
adoption.

Process improvement recommendations address organizational and operational
aspects of fraud prevention that complement technological solutions. These
recommendations cover staff training, procedural enhancements, performance
monitoring, and quality management approaches that enhance overall fraud prevention
effectiveness.

Strategic framework development provides comprehensive guidance for implementing
fraud prevention improvements in systematic progression that maximizes
effectiveness while minimizing disruption to banking operations. The framework
addresses technology integration, organizational change management, regulatory
compliance, and customer communication strategies.

Implementation roadmap provides step-by-step guidance for banks to systematically
enhance their fraud prevention capabilities over time, accounting for resource
constraints, technical dependencies, and risk priorities. The roadmap includes timeline
guidance, milestone definition, and success measurement criteria.

Risk management integration ensures that fraud prevention improvements align with
broader institutional risk management strategies and contribute to overall risk
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reduction objectives. This integration prevents fraud prevention from becoming
isolated from other risk management activities.
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2. LITERATURE REVIEW

2.1. Introduction

Adoption of digital banking is a multidimensional phenomenon based on the interplay
of the technological, psychological, social, and contextual factors. In the current
literature, different digital banking services tend to display somewhat different patterns
and determinants, varying according to the geographical and cultural background.
These adoption patterns are important in financial institutions that require maximizing
their digital transformation roadmaps and policymakers trying to create more financial
inclusion by making use of digital instruments.

2.2. Digital Banking Security Regulatory Framework in Sri Lanka

Regulatory environment The environment of Sri Lanka has undergone significant
changes when it comes to regulating digital banking security in light of the fast
digitalization of financial services and new cybersecurity risks. The Central Bank of
Sri Lanka (CBSL) is the overarching regulator agency that sets extensive regulations
that financial institutions should follow so as to guarantee safety and soundness of the
digital banking operations.

2.2.1. Regulatory Directives of Sri Lankan Central Bank
There are a number of instructions and circulars released by the CBSL which become
the basis of digital banking security regulation:

Circular No. 01 of 2021 Information and Communication Technology Risk
Management Framework imposes binding conditions on banks that have a license as
they are required to have an effective ICT risk management framework. This circular
imposes a requirement to banks to ensure intrusive cybersecurity systems that
encompass real time surveillance, response plans, and frequent protection reviews.
BanksLeast to say, banks should undergo penetration testing, at least once per year, by
an appropriate external body who are qualified to do it and present their findings to
CBSL within 30 days that they are carried out.

Customer Due Diligence Rules (Direction No. 02 of 2019) requires that greater care
be taken regarding customer authentication procedures of the digital banking services.
The directive mandates multi-factor authentication on any transaction above LKR
100,000 and sets know-your-customer (KYC) verification requirements on digital
authentication of opening of accounts. Banks need to enforce risk-based authentication
systems, which include the factors regarding the mode of transactions, the
fingerprinting of the devices, and geographical location.

Cybersecurity Framework for Licensed Financial Institutions (Circular No. 03 of
2020) identifies specific cybersecurity controls in detail with respect to the technical
specifications. The framework requires using high-end threat detection mechanisms,
encryption policies (at least AES-256), and secure communications methods. Financial
institutions need to keep logs of cyber incidence as well as report to CBSL of any
security breach within two hours of their occurrence.
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2.2.2. Risk and Controls Governance Structure

The regulatory regime focuses on instituting far reaching mechanisms of risk
governance amongst banks. Banks must ensure that they have Board oversight via
special Risk Management Committees that, as well, should comprise individuals with
certain expertise in cybersecurity. Such committees are supposed to receive quarterly
reports on risk assessment and clear annual cybersecurity plans and budgets.

Operational Risk Management demands separate functions in payment systems
processing, maker-checker controls in high value activities or operations and
maintenance of full auditing schemes. Banks have to deliver obvious escalation
processes to security issues and preserve business perpetuation plans that may be
activated within four hours in the event of a significant cyber infiltration.

The actions taken under Third-Party Risk Management include due diligence
evaluations of every technological vendor and service suppliers by banks. The contract
with third parties should provide certain cyber security requirements and periodic
security checks as well as liability in case of security failure. Despite outsourcing to
third parties to do some of the processing, banks still take full responsibility in the
protection of their customer data.

2.2.3. Convention Integration

The Sri Lankan banking regulations are becoming more consistent with the global
standards in order to support the work across borders and sustain the international best
practices. Basel III Basel III Basel III operational risk requirements as implemented
require banks to devote at least 15 percent of their total capital to cover operational
risks, which includes cybersecurity risks. The banks should be able to run yearly stress
testing scenarios that will involve cybersecurity scenarios and should show how they
will respond to ensure continuation of operations in time of prolonged cyber attacks.

The compliance of Information Security Management System (ISMS) with the
information security management standard ISO 27001 has now become regulatory and
the large banks need to be certified within a stipulated time. The standard lays down a
procedural guideline towards handling sensitive data and this includes the financial
information of the customers, transactions, personal identification details among
others.

All banks that provide their digital payment services in the form of cards must be
compliant with Payment Card Industry Data Security Standard (PCI DSS). The
standard identifies technical and operational security standards on storage, process and
transmission of cardholder data. Banks are also expected to go through assessments
annually by security assessors who have been trained to conduct PCI DSS assessment
to banks.

2.3. Banking Security Background Technology Acceptance Model

Technology Acceptance Model (TAM) was first invented by Davis (1989) thus
implying a theoretical background that can explain the adoption and use of security
tools that are done through digital banking. According to the model, the intention to
accept technology based on its perceived usefulness and perceived ease of use play the
leading role in defining the long-term usage behavior.
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Perceived usefulness in the scenario of banking security is the belief by customers on
the use of security features and the benefit received in banking and security of their
financial resources. The original TAM was elaborated in another study of Venkatesh
and Davis (2000), who showed that customer perceptions of security include social
pressures beyond sheer word-of-mouth suggestion-enhancing bank communication, as
well as media discussions of security breaches.

Perceived ease of use in the context of banking security entails the easy way of setting
up security features like strong password, biometric authentication and set up of
security alarm. Research studies in online banking sector have shown that
sophisticated security procedures may in itself act as barriers towards digital banking
usage especially among the older groups of customers (Al-Somali et. al., 2009).

2.3.1. Theory on Risk Perception and Security Behavior

The linkage between perceived risk and the real security behavior stands as an
important part of the theoretical framework. According to the Protection Motivation
Theory (Rogers, 1975), threat severity, vulnerability, response efficacy and self
efficacy form the utter assessment of individuals behavioral pattern towards security.

Threat Severity in digital banking situations is a phenomenon that is linked to how
customers feel that they may incur a financial loss, privacy infringements, and identity
theft among others. Johnston and Warkentin (2010) research showed that customers
who felt that more security breaches increase their risks of losses were more probable
to engage in the protective security behaviors.

Perceived Vulnerability represents the customers perception concerning their own
susceptibility in connection with cyber threats. The research by Bulgurcu et al. (2010)
discovered that customers tend to judge their chances of being affected by security
incidents using the optimism bias by thinking that they are less susceptible to security
incidents as compared to others, which may result in faulty security measures.

2.3.2. Demographic factors to security behaviour

Many studies on information systems have recorded age disparities in the adoption of
technology use and security. We observe that, people of an older age focus more on
the perceived usefulness than ease of use factor in the adoption of new technologies
(Morris and Venkatesh, 2000), which implies differently-motivated populations.

Digital Divide Research suggests that younger users generally have higher self-
efficacy with technology, and find advanced security processes less intimidating.
Nevertheless, as demonstrated in their researches, older people, though in need of a
more intensive initial support, tend to show a more consistent security behavior after
learning the procedures (Czaja et al., 2006).

Crossler et al. (2013) have examined variations in Security Awareness among
demographic groups who have found education level and the level of income, and
experience in using technology to have a significant effect in a security awareness.
According to their study, demographic variables seem to combine with situational
variables to influence the overall security effectiveness.
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2.4. The Adoption of Online Banking

Online banking which is one of the oldest trends in digital banking has formed the
basis of how customers adopt the process of going digital in terms of the various
channels of banking. The use of online banking services has been explored numerous
times, unveiling global trends as well as situational issues that affect its adoption
among the customers.

The study by Herath and Aruppala (2024) offers in-depth country-specific information
about online banking penetration in Sri Lanka as a part of the Technology Acceptance
Model. Their research made it clear that perception of benefit becomes the best
indicator of adoption as it indicates clearly that customers need to be made aware of
what the concept of online banking is offering before they can be open to adopt the
services. Convenience to visit anytime of a day (24/7), save time by not visiting
branches and capability of transacting business at any place that is accessible to the
internet, are the most commonly mentioned benefits of customers.

One more characteristic that turned out to be crucial both in the Herath and Aruppala
study was ease of use, which has a consequent impact on the design of the user
interface and on training the customer. Clients, who had an attitude making them feel
online banking systems are intuitive and easy to utilize, were much more prone to
adopt and stick to the use of these services. Financial institutions can use this finding
to their benefit, as they can see that money spent on designing the user experience and
conducting customer training programs may be a great payoff in terms of the adoption
rate.

The attitude of customers to technology as well as to innovation also contributed
greatly to the cause of online banking adaptation. It was also measured that; the more
favorable customer attitude towards technological innovation, the more accepting of
online banking services became. This hints at the fact that the attitudes might be as
significant a determinant of success of adoption as are the function weeds.

Jayasiri (2016) approached the topic of awareness and usage of online banking in a
different light and concentrated on the connection between the level of awareness and
the actual usage of the internet bank. The result shows that there was a huge disparity
between recognizing the internet banking services and adopting them, which implies
that awareness is not a sufficient factor to facilitate adopting services. The finding
provides an indication of the need to look at barriers so they are more than just
knowledge deficit barriers, such as security and trust issues and perceived complexity.

The results of the research pointed to the fact that although there is a large number of
customers familiar with the fact that internet banking services exist, quite a lot of them
still do not want to embrace the technology due to the belief in the lack of security and
privacy of the services. Older customers and those with relatively low levels of digital
literacy posed such concerns to an even greater extent, which implies that special focus
should be paid to the establishment of the educational processes and security
awareness programs.

Perera (2018) was able to illuminate some more details as a result of the targeted
research to study the customers of Sampath Bank within the Colombo district in a
smaller amount of people. The study used a mixed approach of TAM and Innovation
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Diffusion Theory to analyze elements of adoption and discovered that relative
advantage, perceived ease of use, and perceived usefulness had the greatest effect on
the intention of adoption.

Interestingly in the Perera work, the effect of perceived ease of use towards adoption
was shown to have a greater impact than that of perceived usefulness which was not
the case in some foreign works as usefulness is often cited as the stronger predictor.
The presence of this culture diversity indicates that the Sri Lankan clients might pay
more attention to the simplicity of the digital bank interface, this might be a result of
lower means of digital literacy or variation in the cultural values concerning the
complexity of technology.

The compatibility factor with the existing banking habit has also become another
significant factor in the Perera study. Internet banking had more chances of being
embraced by customers where they felt that the banking services were aligned to their
current financial management skills and lifestyle. This observation indicates that the
aim of successful implementation of digital banking services should pay closer
attention to the placement of new services in the routine and preferences of customers.

In the same respect, Delafrooz et al. (2013) presented a comparative worldview
regarding the adoption of internet banking in Iran. Their study emphasized the
existence of outstanding significance of knowledge-based trust together with the
conventional TAM constructs. In the specifics of Iran, trust in the financial institution
and confidence in the safety of the transactions in the internet was found as the
necessary pre-condition of adoption.

Another finding identified in the Iranian research was the value of social influences in
adoption of internet banking whereby a customer would have higher propensity to
utilize internet banking services adopted and endorsed by other social networks. This
observation indicates that word-of-mouth marketing and social proof could play an
especially significant role in encouraging the use of internet banking in developing
economies where institutional trust could be restricted.

2.5. Mobile Banking Uptake

Mobile banking is a more modern development in digital banking that takes advantage
of its widely used smartphones that allow the catering of banking services via mobile
applications. The adoption of the mobile banking has both featured parallelism and
differences with that of online banking.

Galhena and Gamini (2021) provided extensive research on the Theory of Planned
Behavior with the application on the mobile banking adoption in Sri Lanka. What they
found in their research was an intricate interrelation of mobile banking adoption factors
both in traditional technology acceptance variables, and in the extra constructs brought
out in mobile situations.

Perceived ease of use became an important determinant of adoption of mobile banking
and special interest was placed on the design of mobile interfaces that can fit within
small screens and touch-only cinema. The customers highlighted the utility of the
intuitiveness of the latest mobile banking applications and good visual design as well
as the efficiency of the process of transactions.
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The physical usefulness was no longer a significant contributor to the adoption of
mobile banking, only the perceived usefulness saw vitality with a targeted
consideration of mobility-related advantages. End users appreciated being able to carry
out banking practices when on the road, when faced with emergencies or in a time
when banks are not open. It was its proximity that would be valued especially by
younger consumers and the more active customers.

In the Galhena and Gamini study, the perceived risk was also found to be important
when making decisions to adopt mobile banking. Mobile Banking Unlike online
banking that is generally used on secure and reputable networks in the homes or
offices, mobile banking is done in a mixture of network programmes and through
either insecure or non-secure networks. Customers raised the issues related to the
security of mobile networks and the possibility of losing devices or theft, as well as
unauthorized access to banking applications.

There was a lot of influence of subjective norms in mobile banking deployment, and
the force of social influences is particularly high among younger clients. It was
identified that the customers were more liable to the mobile banking by the people who
recommend it through recommendations by friends and family members or colleagues.
The effect of this social influence was higher in mobile banking compared to online
banking, which might have been influenced by the fact that the use of mobile devices
is more conspicuous.

Another factor, that came in to place as crucial in the adoption of mobile banking, was
compatibility of mobile banking services with current lifestyle and their use of a
mobile phone of customers. Customers who had used their smartphones more to access
other services were more likely to take up mobile banking services implying that there
is a general adoption of mobile technology in the finance sector.

Another crucial determinant of adoption was the perceived behavioral control which
reflects confidence of customers that they use mobile banking services adequately.
This was especially significant among customers of older age groups and those with
minimal exposure to the functionality of smart phone applications, hence the need to
focus on customer education and provision of customer support systems.

Jayasekara (2024) gave more information about the adoption of mobile banking in the
wake of Sri Lanka, thereby concentrating on the influence of perceived convenience,
security, and social influence. The researchers verified that the element of convenience
is a leading factor of mobile banking usage, and the customers see the possibility to
manage banking affairs without having to go to the branches as a major factor.

The Jayasekara study also identified security concerns as one of the main obstacles to
mobile banking adoption with the customers fearing the security of mobile
applications and the security of making a fraudulent transaction. The research also
discovered, though, that the feeling of security can be enhanced by educating the
customers and introducing tangible guard institutions including biometric
identification and describing transactions.

The aspect of technology readiness also came to the fore in Jayasekara study, which
means the overall willingness of customers to use new technologies. Customers who

25



were better prepared technologically were much likely to engage in the use of mobile
bank services and to engage in using highly advanced features of these services.

Another study, conducted by Ravichandran and Madana (2016), analyzed the adoption
of mobile banking in the Kurunegala district using fewer data points but giving
information about regional differences in how mobile banking is adopted. In their
study, they emphasized significance of perceived usefulness, perceived risk and
compatibility which identified mobile banking adoption in lesser urbanized environs.

The study in Kurunegala has brought out that customers in rural and semi-urban areas
have other priorities in pursuing mobile banking than the urban customers. The useful
aspect was a special focus on the rural customers who were able to obtain the banking
services without the need to go far off to the branch offices. Nevertheless, risk
perceptions among rural customers were also on a considerable level, which could be
explained by the imperfect level of digital literacy and the lack of experience with
mobile technologies.

In their study on the adoption of mobile banking in Punjab, India, Kansra et al. (2023)
offered a comparative view of the issue. Their cross-sectional study found
convenience, risk, reliability and cost-effectiveness as factors that affected adoption.
The focus on cost-effectiveness of the Indian study implies that the pricing strategy
can be especially relevant in the area of low average incomes.

Punjab study also pointed out that the concept of reliability has its importance in the
process of the mobile banks adoption, as the customers lay a lot of focus on the reliable
appearance and functioning of the mobile banking provision. It was also found that
technical issues, network connectivity failures, and app no-go were the main factors
which discouraged further usage even by those customers who had got used to the
mobile banking services in the first place.

In the research by Raza et al. (2017), an understanding of new determinants influencing
ease of use and perceived usefulness was added to the knowledge about the adoption
of mobile banking. They proposed resistance to change, perceived risk, compatibility
and awareness as major influential factors to the traditional TAM constructs in mobile
banking.

The resistance to change was another concept that became especially topical because
people were used to banking in traditional societies where an individual always used
personal contacts as the means of fulfilling their banking needs due to the relations
established with the bank staff. The customers that had elevated measures of resistance
towards change had lower opportunities of accommodating mobile banking services,
in spite of obviously possessing perceptions of useful and easy to use services.

The first key element to be identified was awareness that affects both ease of use and
usefulness perception. Those customers who learned more about mobile banking
characteristics and functions considered them helpful and user-friendly in their
operations, which means that complete consumer education campaigns should be an
essential part of this process.
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2.6. Adoption Trends in Sri Lanka

Sri Lanka offers a special location to investigate the adoption of digital banking, i.e.,
its disparate digital infrastructure grows, as well as people with various cultural and
linguistic backgrounds live in the country, and new regulation develops within it. A
number of general tendencies and patterns peculiar to Sri Lankan context become
evident in the literature.

In another study, Gayan Nayanajith and Dissanayake (2019) gave an intensive
appraisal of the adoption of e-banking in Sri Lanka along with the influence of
innovation and e-service quality towards the adoption. Their study has singled out
high-speed expansion of the digital banking services in Sri Lanka due to the robust
penetration of smartphones, ever-improving network connectivity coupled with the
favorable regulatory environment.

Some of the distinct features of the Sri Lankan digital banking market, which appeared
to be identified in the study, are related to the role of mobile banking as compared to
online banking, the need to provide multiple languages as an option when offering
services, and the position of the state-owned financial institutions facilitating digital
financial inclusion. These attributes are in response to the unique demographic,
technological and institutional nature of Sri Lanka.

The importance of the quality of service became the central issue in the adoption of e-
banking in Sri Lanka, and consumers are especially concerned with stressing the
indicators of reliability, responsiveness, and security. The analysis provided by the
study showed that the customers in Sri Lanka set high expectation issues regarding the
digital banking services they perceive through the experience they had in other digital
services and the international standards.

The other key factor to increased adoption of e-banking in Sri Lanka was identified to
be innovation with customers demonstrating great responsiveness to the new features
and services. But as the study has observed, innovation should also be accompanied
by simplicity and ease of use since the complex interface might discourage the use of
such technology among customers who are less savvy in the use of digital technology.

Kumari and Tharanga (2021) examined the effect of e-service quality on customer
adoption of virtual banking services in Sri Lanka, shedding light on what dimensions
of service quality are more predominant when it comes to decision making on whether
to adopt the offered bank services or not. In their research, they named information
quality, design, communication, as well as fulfillment as important dimensions of e-
service quality.

The quality of information was seen to be significant in Sri Lankan context wherein
customers have stressed that they need accurate, relevant and prompt information
about their account and transactions. The researchers also observed that customers
were more willing to use virtual banking services when they thought that the
information given is credible and detailed.

The design quality covered visual design quality as well as functional design quality
where the customers preferred interfaces that were both visually attractive, culturally
acceptable and designed effectively. Cultural appropriateness in the design was
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especially significant to the Sri Lankan case as customers reacted well to interface
where local languages, currencies and references to culture were used.

Communication quality was an indicator of the efficiency of the communication
between the customers and the bank via digital platform, related to the ease of reading
messages, prompt of responding to questions, and accessibility of help. The research
determined that, trust and confidence in the aspects of virtual banking services would
require efficient communication.

Fulfillment quality pertained to the capacity of the bank to provide the promised
services to them correctly and at the right time such as the process of transaction
execution, completeness of the information on accounts and solution of issues. This
dimension was especially relevant in the establishment of long term customer relations
and getting to make customers use the services of virtual banking in the long run.

Rajapakse (2017) looked into the wider scenario of e-banking implementation in Sri
Lanka that included challenges and opportunities of the sector. The paper has noted
the following main threats: The lack of infrastructure, regulatory restrictions, and
competition in the financial services market on the part of traditional banks and new
fintech firms.

One of the reasons cited was infrastructure shortages that were the major setback to
the adoption of e-banking in Sri Lanka especially in rural regions where internet
consumptions are limited and erratic. The researchers identified that urban locations
had already recorded fairly good results in the development of digital infrastructure
but the rural regions still had the issues that restricted their access to digital banking
services.

Such problems as regulatory issues were also outlined, and the paper mentions that
current regulations of banking did not always fit digital banking advances.
Nevertheless, regulatory policy improvements also were observed by the study when
it comes to trying to include people in financial opportunities using digitalization and
trying to implement regulatory sandboxes where new digital technology can be tested.

One of the threats was identified as competitive pressures which was also seen as an
opportunity in the development of e -banking in Sri Lanka. Conventionally-based
banks have had growing competition with the fintech companies and foreign digital
payment service providers; however, competition was a factor which led towards
industry innovation and service enhancement.

Gunawardana and Buddhika (2020) explored the effects of e-banking services to
customer satisfaction in private commercial banks in Sri Lanka and offered
information on how digital banking services affect the overall relations that exist
between customers and Savings Deposit Banks. In their research, all the e-banking
services, such as ATM, mobile banking, and internet banks assisted customer
satisfaction.

The author came to know that the overall satisfaction of the customers of the bank had
a high correlation with customer satisfaction with e banking services that shows that
the digital banking performance has emerged as an important part of total customer
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experience. Satisfied customers on e-banking services were more probable to advise
banks of their services and to follow long-term relations with their banks.

Differences on the type of e-banking services also proved to have different
contribution to customer satisfaction. The ATM services were appreciated because of
their convenience and accessibility, mobile banking because it was portable and has
live features and internet banking because it had all comprehensive features and details
of transactions. This implies that multi-channel system of digital banking would be
best suited to address the needs and preferences of different customers.

2.7. Comparison of the World

Even though most of the literature offers a case study of Sri Lanka, other studies
present useful comparative lessons that can be used to understand how cultural,
economic, and policy environments around the world affect the adoption rate of digital
banking.

Comparative experiences of applying digital banks gained thanks to the research by
Delafrooz et al. (2013) in Iran are especially valuable, as the research discovered the
dependences of digital banking adoption patterns on various cultural and economic
factors. The example of the Iranian study stressed the essential role of knowledge-
based trust, which might be stronger in the ones with the lower level of institutional
trust or various levels of cultural perception of financial institutions.

The pattern of the social influence described in the Iranian research also differed with
the Sri Lankan research. Although social influence played a significant role in both the
settings, the processes through which the impact of social influence took place were
different, with Iranian customers valuing the recommendations of reputable members
of the community and religious authorities even more.

Especially in the case of Iran, security issues were very strong as customers there were
highly sensitive to questions of financial confidentiality and data security. This can be
seen in wider geopolitical anxieties of surveillance and data protection that are not as
marked elsewhere.

Sharma and Sangle (2013) discussed the topic of mobile banking adoption in India,
which adds the input of another key South Asian economy. The focus of their work
was on the role of the perceived value and situation variables in the mobile banking
adoption with propositions that were less evident in the literature of Sri Lanka.

The Indian study emphasized that cost aspect has a great influence to the adoption of
mobile banking and that customers are, especially, sensitive to the fee of transactions
and charges of services. It can be attributed to the fact that the average income levels
are low in specific market segments or there is increased pricing competition within
the Indian banking market.

Contextual factors proved to have a special place in the Indian study, as the customers
scored mobile bank services according to the fit in a particular situation and use
environment. This implies that the mobile banking services must be able to be used in
different contexts as opposed to provide the so-called best fit.
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Another interesting similarity that was discovered by the Indian research and not
reported in Sri Lankan studies is the variety in features utilization patterns where
Indian customers are more interested in more advanced features like investment
management tools and financial planning tools. This could be due to the variations in
financial literacy, investment culture or provision of other alternative services in
financial terms.

A cross-sectional study by Kansra et al. (2023), based in Punjab, India, shed more light
on this issue with regard to factors that influence the adoption of mobile banking. They
were confirmed to play a significant role in convenience and cost-effectiveness as the
predictors of adoption with the role of reliability being declared as a significant factor
but not as conspicuous in other research.

The importance of reliability of the Punjab study could be related to the problems of
infrastructures in some parts of India, where networks and service are not equally
stable as in more developed cities. Such a discovery has its service design and
infrastructure investment focus implications.

Interesting demonography in mobile banking adoption was also observed in the Punjab
study wherein the customers who engaged in early adoption were the younger and
better educated and the older customers continued to lead a conservative uptake trend.
The study however also noted that after the older customers had adopted the mobile
banking services they tended to be heavy users implying that the adoption barrier may
be greater than the usage barrier to this demography group.

A bigger picture of internet banking in the emerging markets was offered by Chavan
(2013) that includes pros and cons presented in various countries and situations. It is
revealed that this study has identified similar adoption trends in digital banking in the
developing regions in general whereas; it has found locally-based situations that
contribute to determining adoption success.

The multi-country outlook showed that the issues of infrastructure development,
regulation, and digital literacy were something that mattered across the various
countries in the same regard related to emerging economies. These factors, however,
were all very considerably more significant in some countries rather than others,
depending on their development patterns and policy priorities.

The importance of having public-private partnerships to enhance adoption of digital
banking in emerging economies was also pointed out in the study where in most
probable cases successful adoption usually means having to coordinate the activities
of government agencies, financial institutions, educational organizations and
technological providers.

The other major factor in the analysis applied in multi- country was competitive
dynamics, where countries with higher competitive banking systems tended to have a
high level of digital banking usage. This indicates that the spillovers of digital
innovation and customer uptake might enjoy positive spillovers due to regulatory
policies that advance competition.

Another significant lesson learnt through the comparative literature includes issues
relating to the transferability of the innovation of digital banking in various contexts.
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Although some technological characteristics and the concept of services may be
universal, their deployment and marketing has to be localized in terms of the culture,
economy and regulation.

The issue of language developed as a major concern in a situation of a multilingual
society, and proper digital banking implementations needed the extra attention to
translation quality, cultural benefits, and adjustment to various literacy rates.

Another aspect of local context involvement was integration of payment system, as
various countries possessed different legacy paymenst systems, regulations, and
customer expectations of how they wanted their payment processed.

2.8. Customer Satisfaction in Web-based Banking

Customer satisfaction in online banking is an important outcome variable which
affects customer retention, loyalty and referrals in respect of word-of-mouth. The
literature shows that the satisfaction of digital banking is multidimensional because it
includes not only functional dimension but also emotional and social dimensions of
the customer experience.

2.8.1. Service Quality Ricketts

The evaluation and full-scale definition of service quality in the realm of digital
banking has created a major deviation that has made it necessary to make adjustments
that reflect the peculiarities of the technology-aided service provision areas.

Rathnayaka (2023) carried out thorough research on the quality of services provided
online by banks and their influence on customer satisfaction in Sri Lanka. A modified
version of SERVQUAL framework was used to adapt the conventional dimensions of
service quality to the theme in digital banking under consideration. The study has
recognized that reliability, responsiveness, assurance, and efficiency are the most
important dimensions of online banking service quality.

Reliability was identified as the key component of service quality, and it was based on
consistency and dependability of online banking systems. Customers also specifically
focused on the availability of systems, accuracy of transactions and avoidance of
technical errors. The research identified that such a slight touch of reliability problems
may completely ruin the customer satisfaction and confidence of the online banking
services.

It was found that the system uptime is an important aspect of reliability and customers
require 24/7 access to the bank services on the Internet. The unscheduled maintenance
window and system failure dominated customer complaints, especially when they hit
when systems are busy and at times when the customers had to make some urgent
transactions.

The reliability of transaction accuracy was also another very important factor where
customers wanted total precision in all the transactions being done in the financial
sector. Minor differences in balances or records of transactions might bring about a lot
of anxiety and dissatisfaction amongst customers.

The digital banking setting of responsiveness is based on how fast the systems
responded, the time taken to process transactions, and how quickly the customer care
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responded. Response time was another important factor; in the case of a slow loading
site or late confirmation of an action, customers disliked the user experience.

According to the study, customer responsiveness expectations were different
depending on the transactions involved whereby simple questions were expected to be
replied immediately and complex transactions had a slightly extended allowance in
response time. Nevertheless, open communication on how long it will take to process
was vital in ensuring satisfaction of customers in the longer processes.

Assurance also covered confidence, by the customers, that the online banking systems
are maintained under a high level of security and privacy, that the competence and
integrity of the financial institution are maintained at a high level. The aspect was
especially relevant in the case of digital banking, as the customers were not able to use
face-to-face interactions to develop trust and confidence.

The security measures, that consisted of encryption and multi-factor authentication, as
well as fraud monitoring, were significant portions of assurance, however, the level of
communication of these security features to the customers was also significant. Most
customers did not have any technical understanding regarding security practices and
therefore the provision of clear and transparent information regarding the security
methods was important to inspire confidence.

Another essential measure of assurance was privacy protections as the customers
needed to have confidence that their private and financial data will not be shared with
anybody and used inappropriately. This consisted of technical measures of protecting
privacy and specific privacy policies informing people how their customer information
would be gathered, utilised, and safeguarded.

Efficiency was a new attribute of the service quality which was especially applicable
to the realm of digital banking. This aspect included simplification of the process,
reduction of the number of steps to be undertaken in making transactions and
optimization of user interfaces that make them the most usable.

The customers were also focused on the efficiency at which processes such as banking
could be accomplished at a faster and convenient pace than the conventional means
and accepted that outcome. Nevertheless, efficiency needed to be met with the
demands of security and accuracy and customers wanted the processes to be a little
longer as it gave a higher level of security than the use of faster processes that created
doubt about transaction security.

Interface efficiency was correlated with how the user interface was designed with the
aim of reducing cognitive load and the ease of navigation. The customer appreciated
interfaces with the design pattern they were familiar with, interfaces that have rationale
in their journey, and tools that could fulfill common tasks with the fewest steps of
clicking the mouse or tapping their finger.

Rathnayaka study also considered a moderating impact of gender in relation between
quality of services and customer satisfaction. The study revealed a strong correlation
between genders in the appraisal of service quality dimensions in which the female
customers focused more on assurance and reliability dimension of service quality and
male customers focused on efficiency and responsiveness.
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Such gender differences could play crucial roles in the design of services as well as in
customer interaction strategies. The financial institutions might find it necessary to
devise differentiated service delivery and marketing that reflect the priorities and
concerns that are characteristic to different groups of customers.

Dias and Dissanayake (2023) undertook research into the quality of mobile banking
services and their relationship with customer satisfaction where they found certain
similarities and diverse differences with online banking services quality. Their
research determined reliability, efficiency, flexibility, ease of navigation and trust, to
be the most important components of the quality of the mobile banking services.

Flexibility proved to be a dimension of mobile banking that was not strongly relevant
to online banking research. The customers appreciated the use of mobile banking
applications that would support contexts of use, devices, and user preferences. This
comprised aspects of being customizable, offering offline support, and the ability to
scale to varying widths and input mechanisms.

The mobile context posed new requirements to the delivery of services quality, such
as the demand to work under changing connection over the network, different device
abilities, and use cases. Effective mobile banking applications had to deliver quality
experiences on a regular basis in spite of such varying conditions.

The convenience of navigation assumed special significance in the context of mobile
banking because of the limits of smaller display and the touch-based interface. The
customers needed interfaces that took into consideration the mobile interaction
paradigm and had touch targets sized correctly, visible hierarchies and an excellent
navigation system.

Trust was identified as a more evident service quality dimension in mobile banking
than it does in online banking; perhaps because mobile devices and its network have
potentially added security risks. The customers needed not only the assurance of the
protection of the banking application, but also of the security of the mobile devices
and networks they banked on.

Priyanath and Perera (2018) approached the internet banking service quality in another
way but still included the four vital dimensions namely contact, efficiency, system
availability, and fulfillment. Their study indicated the essence of human interaction
even in online bankability.

Contact dimension also included the availability of good customer support measures
via digital channels such as call back, live chat, and email support. Even self-service-
oriented customers appreciated knowing that once they needed help, someone was
available to give it to them, especially with difficult and unique cases.

Good contact did not just involve having the support channels in place, but having
competent responds of these support staff. Customers anticipated that the support
representatives would possess excellent details about the digital banking systems and
be in the position to solve the problems effectively.

Among the key conditions of digital banking satisfaction, the availability of the
banking system was chosen, i.e., both its unloading level and the variability of its
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performance with different times of day and situations of usage. System unavailability
was not tolerated much by customers, especially during the peak times of the bank like
months end or when the bank has deadlines to be met.

Fulfillment meant that the bank should provide the promised service correctly and
completely such as accurate transactions and up-to-date account information, and the
correct performance of the required action. This aspect was crucial especially in
establishing long term trust and confidence in digital bank services.

2.9. Effect of E-Banking Services

According to the literature various forms of e-banking services do not affect customer
satisfaction the same way; the performance of an individual service form varies
according to customer attributes, applications, and the quality of implementation.

A detailed study was provided by Gunawardana and Buddhika (2020) on the influence
of multiple types of e-Banking services on the customer satisfaction of different private
commercial banks in Sri Lanka. Although their study was conducted on ATM services,
mobile banking and internet banking services, among other digital platforms, they
discovered that all services performed various functions in conferring general
customer satisfaction.

The ATM services were also revealed to have a great positive effect on the script of
the customers’ satisfaction especially because of the convenience and the ease of use.
Clients appreciated the option of making simple banking operations at a time other
than normal and in different places than normal banks. Nevertheless, the research also
concluded that the extent of satisfaction with ATM was closely connected to the
availability of the network and the reliability of machines.

The geographical availability of ATMs turned out to be a major concern in customer
satisfaction, wherein the customers in the rural and semi-urban region attach more
importance on the local ATM availability. Technical dependability also came to be
equally essential with more machine malfunctions or cash shortages making its
customers very dissatisfied.

Among the younger customers, and those who lead a very active life, the effects of
mobile banking on customer satisfaction were the highest. It was especially
appreciated that now they can make banking transactions at any spot and be cautioned
in real-time about accountancy activity.

But mobile banking satisfaction was also established to be more changeable compared
to other services, and technical problems, interface issues and security were the major
complaints of some customers. This is an indication that mobile banking could
accommodate a bigger potential of positive and negative customer experience more
than other digital banking means.

Internet banking had evident beneficial effects on the customer satisfaction with every
type of a customer, and it was particularly regarded to be strong in presentation of the
full account information and in conducting complicated transactions. The benefits of
internet banking platforms like transaction history, ease of statement access and
enhanced features were appreciated by the customers.

34



The research concluded that internet banking was useful, especially to customers who
had relatively complex banking requirements or the ones who performed frequent
banking operations whereas simpler customers tended to become overwhelmed of the
extensive features offered. This indicates the need to have adaptive user interfaces that
may suit varying applications of system complexity and user sophistication.

Other online services such as telephone banking and SMS banking registered a lower
customer satisfaction effect. Yet, such services found their customers in certain
customer groups such as older or customers with poor access to the internet.

Another conclusion of the Gunawardana and Buddhika study is that the interactions
between various services of e-banking were discovered to be significant, with the
customers who have used several digital channels demonstrating greater levels of
overall satisfaction when compared to those who used only single channels. The multi-
channel effect implies that providing an encompassing range of digital banking
services could be most efficient compared to the one with single service excellence.

Kumari and Tharanga (2021) investigated the role of e-service quality in encouraging
the customer to uptake virtual banking services, hinting at the mediation of service
quality on the satisfaction aspect, beyond satisfaction and unperturbed usage, and
spreading.

The quality of information was seen to play an especially important role in customer
adoption and satisfaction where customers need to receive information that is accurate,
on time and relevant on their accounts and transactions. Within the scope of the study,
it was discovered that quality of information was one of the most prevalent causes of
customer dissatisfaction over the provision of virtual banking services.

It was found out in the research that customers required other pieces of information
based on the type of their banking activities as well as their level of financial
sophistication. Less experienced users needed simple and clear information about their
account balance, transactions status, whereas more experienced users needed high-
grade abilities to categorize transactions, analyze how much they have spent during
the month, and financial planning instruments.

The quality of the design in virtual banks took into account both aesthetic and
functionality of the virtual bank interface but having both of them predicted
satisfaction and adoption of the interface. Interfaces that were culturally within
acceptable range, were appealing to the senses and served a convenient purpose and
were also positively recuperated by the customers.

It was discovered that there was quite a big difference in the customer preferences by
means of the design and younger customers tended to prefer modern minimalist design
rather than the more traditional information rich interface as the elderly customers.
That implies the possibility of value in custom interface options that will suit varied
tastes and usage demands.

The quality of communication was a measure of the quality of communication digital
communication between civilians and banks: the understandability of messages, their
answer to requests, and support. Good communication to virtual banking services was
established to be key in building trust and confidence.
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Surprisingly, proactive communication regarding their accountancy activity and
change of service offerings, including possible security concerns, were found to be
important and valued by the customers in the research. Nonetheless, the frequency and
technique of communication also had to be controlled, so as not to flood the customers
with so much information.

Quality of fulfillment concerned how well the bank delivered promised services
correctly and in a timely manner such as the transaction processing, updating account
and solving problems. This aspect was determined to be core to the customer trust and
satisfaction as failures within fulfillment gave rise to huge sets of negative effects that
could not be easily rectified.

The research concluded that the customers were very demanding in terms of accuracy
and speed in the performance of fulfillment and tended to measure the metrics in digital
banking by the performance of their digital experiences with other providers like e-
commerce websites and social media.

2.10. Gender and Demographic Factor

The literature indicates that there are critical gender and demographic disparities in the
level and pattern of satisfaction with the digital banking, and key implication in terms
of designing and marketing the service.

Rathnayaka (2023) explicitly examined the moderating role of gender in the
connection between the quality of online banking services and customer satisfaction.
It was determined that there are remarkable gender differences regarding the
perception of the dimensions of service quality and their priority in satisfaction.

Female customers were also observed to emphasize more on the aspects of assurance
and reliability and are more concerned with aspects of security and privacy when they
undergo online banking. This observation can be an indicator of more extensive gender
disparities in risk perception and their model of the technological adaption,
whereabouts women are usually more conservative towards any new technology,
especially in financial matters.

The priority on assurance that the female customers displayed took a number of forms,
such as increased focus on security details, stricter demands on the availability of
privacy policies and increased orientation towards the communication regarding the
security measures. There was also a chance that female clients were more tempted to
enquire about the security of online banking with a bank employee before being willing
to undergo such services.

The other aspect of female customer requirements was reliability, and specifically on
the consistency of systems and avoiding errors. The women customers were not as
patient when it came to system unavailability and technical attacks they considered
them a sign of poor institutional reliability.

The male customers were identified having stronger priorities on dimensions of
efficiency and responsiveness where customers were interested more in fast
accessibility of service and facility of convenience in the bank online services. Male
customers were more ready to tolerate the slight breakdown in reliability in order to
procure the faster delivery of the services and more sophisticated functionality.

36



The concept of efficiency in male customer also came out through the ability that they
showed towards preferring efficient interface design, fast transaction processing
capabilities, minimum authentication needs. Men were also more prone to an open use
of advanced features and a new experiment of functionality.

Responsiveness played a significant role especially to the male customers in regard to
the speed of the systems and accessibility of the real-time information. The men
customers were intolerant to slow loading pages or failure to receive confirmation to
transactions and hence they usually perceive this lapse as bad service delivery.

Communicating differences between the genders was also reported with females
preferring a more detailed explanation and a confirmation message whereas males
preferred communication to be short and action oriented.

Another prominent demographic variable that resulted in digital banking satisfaction
in various studies was Age. The younger clients tended to be more satisfied with the
digital banking services and tolerant toward technical problems, whereas the older
ones had more expectations of reliability and customer services.

Younger customers were also more inclined towards adopting the new features and
were more likely to give feedback regarding service enhancement as compared to older
customers who were comparatively more conservative in their usage but were also
more loyal once they had a satisfactory relationship in terms of digital banking
services.

Satisfaction patterns were greatly determined by the level of digital literacy which is
usually associated with age and level of education. The digitally literate customers
were more apt to employ more complex features and be able to solve small technical
problems themselves versus those customers of lower digital literacy needed and
expected more simplicity of interface design.

Digital banking satisfaction was also based on income levels and, in general, the more
income customers had the more expectations they had on the quality of the received
service and their readiness to pay premium prices. Fee and charges on digital bank
services became a consideration to lower-income customers.

The level of educational background has been identified to shape perception to the
concepts of digital banking by customers as well as skills to explore technical
interfaces. Customers with higher degrees of education tended to rate high feature sets
more favorably than customers with low levels of education.

Other demographic factors such as geographic location also proved to be significant
with mostly urban customers being more satisfied with the quality of digital banking
services because of the advanced infrastructure and availability of support. Other
problems that customers in the rural areas encountered were associated with network
reach and technological support.

The demographic review showed how customer segmentation becomes a significant
part of the digital banking strategy because every customer cohort has varying service
production requirements, communication patterns, and support inclinations. The keys
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to successful applications of digital banking usually consisted of more than one form
or customizable services that may meet the needs of different customers.

2.11. Advances in Technology in Banking

The high volume of technological change in the banking sector is so vast that, the new
emerging technologies have transformed the way financial services are provided, or
consumed, and even how they can be secured. It can be seen in the literature that even
though the potential benefit of these innovations is great, implementation is hampered
due to many technical challenges as well as compliance and acceptance by the
customers.

2.12. Blockchain Technology

Blockchain technology has become one of the most prospective technologies aimed at
the rise of security, transparency, and profitability of banking processes. Yet, the
literature presents an intricate view of the possible advantages and the implementation
barriers that the financial establishments have to manage with caution.

Ehsan et al. (2024) carried out a thorough study regarding ways blockchain technology
can help secure digital banking systems. In their study, they pointed to the intrinsic
security benefits of the distributed ledger architecture of blockchain, whereby all
transactions could not be changed and contained no single points of failure that could
become a target of cyberattacks.

The unalterable nature that is a feature of the blockchain technology can be of great
benefit in the financial transactions area as the capability to manipulate or erase the
records of transactions could be considered a major point of vulnerability in terms of
security. The paper was able to conclude that the transaction system built on the
principles of the blockchain platform could offer a more robust audit record and lower
the possibilities of an insider committing fraud by entering unauthorized changes into
the books of the organization and practically turning it impossible.

The second significant security advantage involved decentralization since blockchain-
based systems decreased reliance on centralized databases that became a target of
cybercriminals. Another strength of blockchain networks is their distributed status,
which makes infiltrating the system equally difficult, and far more costly, by having
to attack several nodes at once.

Self-executing contracts, known as smart contracts, in which terms are put directly in
code rather than in written form, were found with a lot of prospects to automate
banking procedures and limit the likelihood of human mistakes and frauds. It was also
discovered that smart contracts would be able to simplify loan processing, trade
finance, and other complicated banking processes as well as offer transparent and
auditability of the execution of contractual provisions.

Nevertheless, the research conducted by Ehsan et al. pointed out serious issues linked
to the use of blockchain in the context of banking. Scalability became a major focus,
current blockchain technologies being unable to handle the amount of transactions
needed to undertake large-scale banking activities. The research observed that though
the traditional payment networks could perform thousands of transactions
simultaneously, most blockchain networks have much lower transaction throughput.
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Power consumption was also a major problem, and POW consensus protocols use a
lot of computer power. The research concluded that the energy demands of the
blockchain networks might be contrary to the sustainability goals of banks; they might
lead to large operational expenses.

The prospect of interconnecting with other banking systems has proved a tricky
technical process, necessitating enormous changes of legacy back-end systems and
procedures. The paper observed that a total redesign of the system was usually the key
to successful blockchain implementation as opposed to mere extensions of systems
within architectures.

There was a high factor of regulatory uncertainty as a barrier to adoption of blockchain
in banking as rules and regulations that govern finances have not been well defined on
whether they are directly applicable on blockchain systems. The paper observed that
regulators were working on new regulatory frameworks which were developing at a
fast pace, yet tended to trail the technological developments leaving financial
institutions in doubt when exploring blockchain implementations.

The article by Holloway (2024) had an organizational perspective into the use of
blockchain in financial information system and it dwelled into the issues of motivation,
barriers, and the possible effects of the use of blockchain on the financial institutions.
The research has managed to offer information on how the banks are approaching the
issue related to adopting the blockchain and the issue behind successful
implementation.

Among the main reasons stated by the research, provision of blockchain in banking
includes possible efficient cost reduction of the operations, stronger security and fraud
infliction, improved compliance with regulation, and creation of a competitive edge in
innovation realm. Banks showed special interest in blockchain applications that could
push the cost and the complexity of cross-border payments, trade finance, and
correspondent banking relationships to lower levels.

It was discovered that one of the main enablers has been cost reduction potential and
that banks have realised that distributed ledger technologies would be used to eliminate
intermediaries in order to reduce settlement times of various financial transactions.
The paper established that countries that implement blockchains may lower the costs
of transactions by up to 30-50 percent, in the case of international money transfers of
a specific kind.

Improved security and ability to prevent frauds was also a major driving factor as
banks have evaluated the blockchain as a technology that promises even better security
against the many forms of financial crimes. Blockchain audit trails were viewed as
especially useful to compliance monitoring and regulatory reporting.

The other driving factor to catch up on the competitive advantage due to innovation
came out as competitive advantage through innovation with banks acknowledging that
the first mover advantage due to the use of blockchain technology could enable them
to have a competitive differentiation and to offer a better value proposition to the
customers. The study however established that the competitive advantage motives
were in most cases mitigated by issues related to risks and costs of implementation.

39



Technical complexity, regulatory uncertainty, integration problems, and the resistance
of changes among the organizational members have been singled out as the key
obstacles to blockchain adoption in the sphere of banking within the Holloway study.
There was also technical sophistication which difficultly faced the banks that had little
experience in blockchain and demanded a lot of investments to recruit that talent and
to train them.

Regulatory uncertainty, especially in the financial sector, had a formidable effect and
many risk-averse financial institutions have remained hesitant to roll out large scale
blockchain applications until a regulator provides a definitive statement. The authors
discovered that regulatory sandboxes and pilot programs were assisting in unpacking
a few of these issues by giving restricted atmospheres of experimentation.

Complicated IT infrastructures To a large extent, incorporation into legacy systems
was a significant practical obstacle, and most banks had their IT infrastructure that had
developed over several decades. It was determined in the study that even in successful
cases of the implementation of blockchain, great attention could be paid to planning,
stages, and caution to avoid severe interference with the current processes.

The reason of the resistance to change in organizations was found out as the aspect
that could often be underestimated with the blockchain implementation needing to
overhaul the established processes and work flows. The researchers discovered that
change management programs with a high degree of leadership support are also
necessary in order to achieve successful blockchain adoption.

The potential effects on financial institutions caused by the blockchain adoption were
also analyzed by the research, such as, operational changes, competition shifts, and
relations with customers. Automation of the processes was cited as one of the largest
potential effects because through blockchain, numerous manual processes that are now
being done manually will potentially be automated.

The other possible effect was disintermediation, which means that blockchain
technology has potentials to reduce or even remove some of the intermediary roles of
financial transactions. The research, however, identified the fact that such
disintermediation might also lead to ability of the banks to offer the services and
infrastructure based on the blockchain.

It is projected that there would be a change in customer relationship the more the
blockchain is implemented to provide more services and ensure improved transparency
in monetary transactions. Its research also determined that customers were mostly
supportive of blockchain adoption as long as all benefits of the technology were
articulately explained to the customer and when the privacy issues were attended to.

2.13. Machine Learning and Artificial Intelligence
Fraud detection, better customer service, and optimization of operational efficiency,
artificial intelligence and machine learning technologies have attracted much attention
in banking since they represent the potential application of such technologies. The
literature demonstrates potential uses of implementation of the technologies as well as
significant considerations to have in implementing them.
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Harris (2024) examined the use of next-generation data analysis methods, such as Al,
and machine learning in detecting fraud in the financial sector. The study presented
the important benefits of the technologies as compared to the traditional rule-based
fraud detection systems, their capability to recognize complex patterns and keep up
with changing methods of frauds.

Furthermore, it was possible to find that machine learning algorithms could work
especially well by detecting unpredictable patterns in transaction data that would have
suggested the possibility of fraudulent activity. The paper identified that the ML
systems were able to identify fraud patterns, which would be too elaborate to identify
by manual human analysts and too advance to be captured in simple rule-based
systems.

Supervised learning methods, which teach algorithms using past data of known fraud
results were identified to be effective in detecting the known types of fraud. Based on
the study, supervised learning systems were able to develop 90-95 percent accuracy in
detecting fraud cases given that there was a clear pattern of fraudulent activity far much
better than the traditional detection systems.

The unsupervised learning methods that determine anomalies independently of labeled
practice training data demonstrated more potential when it comes to the identification
of a new and evolving fraud method. As it was discovered in the study, unsupervised
learning systems would be able to detect strange patterns that could signal the existence
of new fraud techniques, thus serving as early warning of new or emerging threat.

Ensemble algorithm-Based methods, that rely on existence of combinations of
algorithms to increase the accuracy of detection was also observed to be effective in
banking tasks. Based on the results demonstrated by the study, one area that the
ensemble approaches used in the study can resolve some issues involved in the
implementation of fraud detection systems is reducing the rate of false positives and
at the same time improving the rate of detection.

One of the major advantages of Al-based systems of fraud detection was outlined as
real-time processing capabilities or the ability of the fraud detection system to detect
and respond to fraudulent transactions when they happen and not after hours or days
of running a batch processing system, as is being done currently by banks.

Nonetheless, the study of Harris also suggested that there are greater problems with Al
in fraud prediction application. Data quality became an essential aspect where the Al
systems needed high-quality, labeled volumes of training data in order to attain the
optimum performance.

Interpretability of algorithms was another critical issue, specifically, in regulations that
needed understandable decision-making systems. It was observed that although Al
systems had the potential to be very accurate in terms of detection, they resulted in the
fact that they were basically black boxes that did not reveal much concerning their
decision-making procedures.

Issues of regulatory compliance would also be in the forefront, where the financial
institutions would require a guarantee that the Al-enhanced systems of detecting frauds
would comply with regulations on fairness, transparency, and auditability. The
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research showed that regulatory frameworks were yet to be developed to accommodate
Al utilization in the field of finances.

Attacks by adversaries were one of the new concerns as there was always a possible
chance of advanced fraudsters finding ways to avoid Al-based detection models. Al
systems were revealed to be more effective; however, to continue working efficiently,
they had to be individually monitored and updated regularly due to new forms of fraud.

The study also looked at other applications of Al in banking besides detection of fraud
such as customer service automation, risk assessment, personalization of products and
recommendation of products. The chatbots and virtual assistants like customer service
bots were noted as additional solutions to be used that would enhance the availability
of customer service as well as saving the operational costs.

Artificial intelligence systems of risk assessment had potential to bring more accuracy
and effectiveness to the credit underwriters and other risk evaluation procedures. In its
research results, the study discovered that Al models and systems have the potential to
examine more information sources forming a more comprehensive risk profile than
the scoring model of analysis.

Individualized product suggestions on the basis of Al patterns in customer behavior
and preferences were identified as having a positive impact on the customer
satisfaction and enhanced the effectiveness of cross-selling. Nevertheless, the research
also mentioned that it is crucial to protect privacy and to get adequate consent of a
customer to such applications.

Introduction of Al in the banking sector was reported to necessitate heavy investments
into technology infrastructure, talent, and change management. The main challenge
successful implementations of Al necessitated a special team of data scientists,
machine learners, financial services experts.

2.14. Business Big Data Analytics

The use of big data analytics has turned into a vital competence of the contemporary
banking institutions that allow them to draw strategic conclusions concerning huge and
varied information flows. There exist important prospects and challenges of big data
implementation in banking disclosed in the literature.

Kian and Obaid (2022) considered the fraud detection with the use of big data
clustering methods in the banking transactions situation, with customers behavioral
characteristics as the specific factor. Their study revealed the possible use of big data
analytics as technology able to detect suspicious patterns and anomalies, which could
signal fraud.

Clustering of customer behavior proved to be one of the most effective methods of
detecting fraud and in this case it was proved that similar customers in terms of their
legitimate behavioral patterns can be clustered and therefore an unusual behavior
amongst them stands out with ease. The study showed that clustering algorithms could
be used to detect slight differences in the behavior of the customers that could be
viewed as an account compromise or even fraud.
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Another aspect of transaction pattern analysis where big data clustering offered
significant potential was a study that concluded that the clustering algorithms have
potential in detecting anomalous transaction patterns which may previously go
unnoticed by the rule based systems. This involved identification of complex fraud
schemes where a number of dissimilar transactions were involved in different accounts
or at different times.

The ability to perform data analysis in real-time was found to be a major strength of
big data analytics frameworks when it comes to detecting fraud allowing banks to be
able to choose to analyze transaction data even as it is happening feature instead of
using traditional batch processing systems which could take hours, or even days to
allow the detection of any fraudulent transaction.

Nonetheless, Kian and Obaid study have also noted serious difficulties that are related
to the practice of big data in the context of banking fraud detection. Accuracy and
quality of data also proved to be its most important requirements and quality of input
is critical to the performance of clustering algorithms.

It was found that the technical challenge of implementing clustering techniques into
the real-time banking systems involved high amount of computational resources and
proper sophisticated system structures. This was Pickard and Bernard (2008), who
observed that in many successful cases, it was necessary to have specific and unusual
infrastructure and skills which may not be present in every banking organization
readily.

Privacy and regulatory compliance were other concerns where big data analytics
needed to be more protective of customer privacy and compliance to regulations
relating to use and retention of data. The research identified that effective big data
implementation necessitated an all inclusive data governating framework that was able
to accommodate technical and regulatory regulations.

The study also explored the wider uses big data analytics in the banking sector other
than fraud detection and such uses include customer segmentation, risk management
as well as optimization in operations. Customer segmentation was described as the are
where big data analytics could deliver noticeable value since the process of customer
needs and preferences identification would be more precise.

Examples of risk management applications of big data analytics were credit risk
assessment, monitoring of market risks and identification of risks within operations.
The research concluded that big data systems would be able to analyze various sources
of data to efficiently offer more extensive and timely risk analysis than the traditional
methods.

Applications of big data analytics in optimization of operations covered optimization
of the branch network, optimization of staffing as well as process improvement. It was
concluded that big data systems are capable of detecting inefficiencies and areas
needing improvement that would not be obvious as a result of the conventional means
of analysis.

The use of big data analytics in banking was identified to demand heavy investments
on technology infrastructure such as data storage systems, processing capabilities and
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analytics software. The paper has observed that cloud-based services were getting
more popular to deliver scalable big data functions at an affordable cost.

The ability to identify and acquire talent and develop them also became an essential
success factor in hiring big data, as banks required the talent pool that is experienced
in data science, analytics and has the knowledge of the banking business. The research
also revealed that implementing big data successfully normally demanded
multidisciplinary teams consisting of technical abilities and business acumen.

It was also highlighted that data governance and management capabilities are major
areas that need to be addressed successfully in implementing big data, which needs
holistic framework of data quality, security of data, privacy of data, and compliance.
It was discovered that banks had to transform their data management capabilities to be
able to reap the benefits of big data analytics with more advanced management
capabilities.

Incorporating big data analytics into the current banking system and processes was
discovered to be a challenging task which demanded great planning and
implementation. The researchers discovered that the effective implementations usually
implied the phased model of implementation when the big data capabilities are
broadened gradually without the attempts of the comprehensive implementations in
one go.

2.15. Some of the high-growth areas are Fraud Detection and Prevention.
Digital banking fraud detection and prevention is one of the most serious issues in
which technology innovations are put in practice and face real implementation
problems. The literature indicates a shift in the traditional rule-based systems to the
use of powerful machine learning and artificial intelligence operations, each of which
has peculiar benefits and shortcomings.

Traditional Approaches

Rule-based systems, statistical analysis, and human judgment have been the traditional
approaches of detecting fraud in the banking industry since they facilitate detection of
fraudulent actions and transactions. Whereas these methods remain relevant in
preventing fraud, their shortcoming has been realized to a greater degree as fraudulent
methods have become more sophisticated and the volume of transactions multiplied
extensively.

A detailed review of credit scoring models and statistical methods in fraud prevention
was offered by Abdou and Pointon (2011) who discussed different methodological
strategies applied to fraud prevention and the sources of their success in detecting
fraudulent applications and transactions. Their study has pointed out how the field of
statistics developed starting with simple discriminant analysis to more elaborate neural
networks and ensemble techniques.

The discriminant analysis became among the prominent statistics methods of defraud
detection whereby the application was based on the linear combination of predicative
variables to assess the difference between good and bad transactions or applications.
The paper concluded that discriminant analysis worked sufficiently well when it came

44



to uncovering fraud patterns that could be characterized by a linear relationship, but
not when such patterns were more multilateral and not of a linear nature.

Another significant conventional method that provides the significant benefits in terms
of interpretability and statistical power was logistic regression. The models
demonstrated potential applicability of logistic regression models in the field of fraud
detection and development of the prevention strategies because they allowed

introducing transparent knowledge concerning the determining factors of fraud
likelihood.

The decision trees and rule-based systems were identified as helpful when one has to
pose fraud detection models that are easily interpretable and hence maintainable by the
bank staff. These methods helped to establish distinct decision rules which could serve
in all different situations as well as could be easily adapted when fraud patterns started
to change.

Nevertheless, according to the Abdou and Pointon research it was also possible to
identify some severe limitations of the traditional statistical methods of fraud
detection. There was need to have preset variables and relations and therefore these
systems could not easily cope with new forms of fraud which could not run on age-old
patterns.

The accuracy of the models, or rather the fact that its accuracy is limited, was another
important issue, and the traditional methods used to be around the 60-80% range in
terms of detecting and identifying fraud, which, in its turn, was significantly worse
than just randomly. It was identified that to enhance the accuracy of detection, higher
errors of false positives were often experienced, a factor that posed operational
problems to banks.

The problem of scalability was also eminent, and the conventional methods needed
maintenance and updating of the models in most cases through manual processes,
which became cumbersome as the volume of transactions increased. The research
established that most of the conventional fraud detection systems needed considerable
human monitoring and interference which restricted its functionality in high-volume
settings.

A study was also carried out on how human expertise fits into the conventional
methods of fraud detection where it was realized that sometimes an experienced fraud
analyst may be able to detect atypical fraud patterns which are missed by automated
systems. The study however acknowledged that detection based on human basis had
the limitation that it could only be managed by the cognitive capacity of analysts, and
it could not be scaled to the volumes of transactions modern banking systems process.

Professional systems that united rule-based methods along with the contents of the
human mind were seen to provide better performance relative to completely automated
or exclusively non-automated methods. Knowledge and experience of experts against
fraud had been codified into these systems as the computerized frameworks that make
up-to-date and multifaceted decisions, thus towards the advantage of a human expert,
but the scalability of a computer program.
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Another typical traditional approach was based on threshold systems that identified
transactions which exceeded certain predefined limits or did not fit the established
patterns. The researchers discovered that security systems that employ a threshold and
are very useful in capturing obvious patterns of fraud tended to leave out more
complicated fraud rings which are insignificant numerically but are well within the
range of normal transactions.

The manually based reviewing still was a significant portion in the traditional form of
finding the fraud and these suspected transactions were channeled towards the human
analysts to study further in detail. The analysis discovered that manual work was
necessary in order to deal with complicated instances as well as to generate knowledge
that would assist in enhancing the automatic detection systems, yet that manual work
was also costly and labor intensive.

The combination of the traditional methods in the integrated fraud detection systems
has been shown to be the most effective as such systems can apply the advantages of
various methodologies. The report however discovered that complexity of integration
was a characteristic feature that curtailed the success of such integrated strategies and
had maintenance setbacks on banking organizations.

Conclusion

The present literature review has discussed 24 scholarly articles on adoption of digital
banking and prevention of frauds, specifically in the Sri Lankan context and especially
regarding an international comparative approach. The synthesis of the existing
knowledge on the existing theoretical approaches, the factors influencing its adoption,
customers satisfaction, technological breakthroughs, and prevention of fraud have
been presented by the review that allows to establish an unbiased picture of the digital
banking sphere.

A number of findings stand out in this review. First, the limited explanations of digital
banking adoption using theoretical frameworks like Technology Acceptance Model
(TAM) and Theory of Planned Behavior (TPB) indicate the necessity to include more
complex theoretical models to explain financial technology adoption, which may be
based on the economic phenomenon of adoption.

Second, determinants of digital banking adoption are also complex and have several
layers such as technological (convenience, utility), psychological (trust, perceived
risk), social (subjective norms) and situational (lifestyle compatibility) ones. These
factors are more or less important in terms of other banking channels, cultures, and
customer groups, which creates the necessity to apply rather sophisticated strategies
of encouraging the use of digital banking.

Thirdly, dimensions of service quality which are highly responsible of customer
satisfaction in digital banking include reliability, efficiency and assurance. These
relationships are moderated by gender and other demographic variables, which is an
indication that segmentation of customers should be an important aspect of digital
banking.

Fourth, current technological advances like blockchain, artificial intelligence, and big
data analytics hold a lot of promise in terms of increasing the level of security,
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efficiency, and personalization of digital banking. Nevertheless, their successful
deployment should be accompanied by overcoming technical complexities, regulatory
issues, and interconnection with the established ones.

Fifth, the detection of fraud and prevention in the digital banking system is being
transformed using rule-based systems to the more powerful ones based on a more
profound study using machine learning and artificial intelligence applications and big
data analysis. Such developments are associated with enhanced detection capacities;
however, they generate critical concerns associated with data privacy, transparency of
the algorithms, and regulatory frameworks.

After the review, a number of key research gaps and future issues are also highlighted
such as methodological research constraints, geographical research constraints, and
developing research possibilities. Methodologically rigorous and geographically and
interdisciplinary research has the potential to fill those gaps and lead to a much better
understanding of digital banking phenomena and the effective means of promoting
adoption and customer satisfaction and battling fraud.

To sum it up, digital banking is an ever-changing and rapidly developing profession
on the border of the spheres of technology, finance, psychology, and the said
regulatory policy. With more finances being invested by financial institutions in the
digitalization process, studies that present evidence-based knowledge of the way
customers use the services and technologies being applied, as well as considerations
of security, will be more useful to contribute to the process of strategic decision-
making, and to improve the quality and availability of digital banking services.
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3. RESEARCH METHODOLOGY

3.1. Introduction

In this chapter, the reader gets an overview of the research approach or research design
embedded in the research to explore aspects of security practices in digital banking,
customer behavior, and institutional prevention of fraud in the Sri Lankan commercial
banking industry. The study design takes into account the quantitative fact-gathering
style as well as the qualitative description of the phenomenon via the open-ended
survey condensation of the survey responses to investigate the back-and-forth links
between the demographic, security awareness, institutional practices, and the efficacy
of fraud prevention.

The research approach was prepared to provide reliability, validity, and lead to
findings that can be generalized as the complex aspect of digital banking security was
taken into consideration. Its research design is cross-sectional, and survey based on the
usage of questionnaires that are structured and will be used on two different but
complementary groups of participants i.e., the customers and the employees of the
bank. This two-point understanding has a thorough understanding on demand side
(customer) and supply sides (institutional) of digital banking security.

3.2. Research Philosophy and Design

3.2.1. Philosophical Foundation

Having a pragmatic philosophical stance, this study realizes that the positivist
paradigm and interpretivist paradigm can bring significant contributions to understand
the best ways to interpret these interactions in banking security situations. The
pragmatic approach enables a combination of the quantitative statistical and qualitative
thematic investigation, giving the wholesome picture of the digital banking security
phenomena.

The positivist aspects of the study are hypothesis testing, statistical generalizations and
seeking a generalized pattern in security behaviors and institutional practices. The
contextual knowledge and personal experience, cultural influence comes into the
interpretivist elements by qualitatively analyzing the open-ended answers.

3.2.2. Research Design Framework
The study employs a cross-sectional survey design that captures data at a single point
in time from two distinct populations. This design was selected for several reasons:

1. Efficiency: Cross-sectional designs enable rapid data collection from large
samples

2. Cost-effectiveness: Single-time data collection reduces resource requirements

3. Relationship examination: Allows investigation of relationships between
variables

4. Comparability: Enables comparison between different demographic and
professional groups

5. Practical constraints: Accommodates the time limitations of academic
research
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3.2.3. Mixed-Methods Integration
While primarily quantitative, the research incorporates qualitative elements through
open-ended questions in both survey instruments. This approach provides:

e Quantitative rigor for hypothesis testing and relationship measurement

e Qualitative insights for understanding contextual factors and emerging
themes

o Triangulation through multiple data perspectives

e Practical applicability through both statistical evidence and experiential
insights

3.3. Theoretical Framework and Hypothesis Development
3.3.1. Conceptual framework

Conceptual Framework: The Impact of Digitalisation on Fraud Prevention
Technology-Organization-Environment (TOE) Framework Adapted for Banking Fraud Prevention

Independent Variables
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Figure 3. 1 Conceptual framework

3.3.2. Theoretical Foundation
The research integrates two primary theoretical frameworks:

Technology Acceptance Model (TAM) - Originally developed by Davis (1989),
TAM provides the foundation for understanding how demographic factors influence
the adoption and use of digital banking security features. The model's core constructs
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of perceived usefulness and perceived ease of use are extended to include security-
specific factors and demographic moderators.

Protection Motivation Theory (PMT) - Developed by Rogers (1975), PMT explains
how individuals form intentions to protect themselves from threats. The theory's
components of threat severity, vulnerability assessment, response efficacy, and self-
efficacy provide the framework for understanding security behavior adoption.

3.3.3. Research Questions and Hypotheses
The research addresses three primary research questions through eleven specific
hypotheses:

Primary Research Question 1: How do demographic factors influence digital
banking security behaviors?

Hio (Null Hypothesis): There is no statistically significant correlation between
customer age and digital banking adoption scores among Sri Lankan bank customers.

Hu: (Alternative Hypothesis): There is a significant negative correlation between
customer age and digital banking adoption scores, with younger customers
demonstrating higher adoption rates.

Statistical Test: Pearson Product-Moment Correlation Significance Level: a = 0.05
Expected Effect Size: Medium (r = (0.3)

Hzo (Null Hypothesis): Security awareness levels have no significant effect on the
likelihood of fraud victimization among digital banking users.

H:: (Alternative Hypothesis): Higher security awareness levels significantly reduce
the probability of fraud victimization among digital banking users.

Statistical Test: Point-Biserial Correlation Significance Level: a = 0.05 Expected
Effect Size: Medium (r = -0.3)

Hso (Null Hypothesis): There is no statistically significant correlation between
professional experience levels and digital maturity scores in banking institutions.

Hs: (Alternative Hypothesis): There is a significant positive correlation between
professional experience levels and digital maturity scores, with more experienced
professionals working in institutions with higher digital maturity.

Statistical Test: Pearson Product-Moment Correlation Significance Level: a = 0.05
Expected Effect Size: Medium to Large (r = (0.4)

Primary Research Question 2: What institutional factors influence fraud
prevention effectiveness?

Hs (Null Hypothesis): There is no statistically significant correlation between
security budget allocation and fraud detection rates in banking institutions.

Ha: (Alternative Hypothesis): There is a significant positive correlation between
security budget allocation and fraud detection rates, with higher budget allocation
associated with better detection performance.

50



Statistical Test: Pearson Product-Moment Correlation Significance Level: a = 0.05
Expected Effect Size: Large (r = (.5)

Hso (Null Hypothesis): There is no statistically significant correlation between
channel diversity usage and customer security vigilance levels.

Hs: (Alternative Hypothesis): There is a significant positive correlation between
channel diversity usage and customer security vigilance, with multi-channel users
demonstrating higher security awareness.

Statistical Test: Pearson Product-Moment Correlation Significance Level: o = 0.05
Expected Effect Size: Medium (r = (.3)

Heo (Null Hypothesis): There are no statistically significant differences in password
strength scores across different age groups of digital banking users.

He: (Alternative Hypothesis): Password strength scores differ significantly across
age groups, with middle-aged users (36-55 years) demonstrating stronger password
practices than younger and older users.

Statistical Test: One-way Analysis of Variance (ANOVA) Significance Level: a. = 0.05
Expected Effect Size: Medium (n? = 0.06)

Primary Research Question 3: How do technological factors relate to security
performance?

H~o (Null Hypothesis): There is no statistically significant correlation between digital
transaction volumes and security infrastructure adequacy scores.

H7 (Alternative Hypothesis): There is a significant positive correlation between
digital transaction volumes and security infrastructure adequacy, with higher
transaction volumes associated with more robust infrastructure.

Statistical Test: Pearson Product-Moment Correlation Significance Level: o = 0.05
Expected Effect Size: Medium (r = (.3)

Hso (Null Hypothesis): There is no statistically significant correlation between
security technology sophistication and fraud detection time efficiency.

Hs: (Alternative Hypothesis): There is a significant positive correlation between
security technology sophistication and fraud detection time efficiency, with more
advanced technologies enabling faster detection.

Statistical Test: Pearson Product-Moment Correlation Significance Level: o = 0.05
Expected Effect Size: Large (r = 0.4)

Hso (Null Hypothesis): There is no statistically significant correlation between
professional role levels and security budget allocation decision-making influence.

Hos: (Alternative Hypothesis): There is a significant positive correlation between
professional role levels and security budget allocation influence, with higher-level
professionals having greater budget decision authority.
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Statistical Test: Pearson Product-Moment Correlation Significance Level: a = 0.05
Expected Effect Size: Medium (r = (.3)

Hioo (Null Hypothesis): There is no statistically significant difference in security
vigilance scores between customers with and without prior fraud experience.

Hio: (Alternative Hypothesis): Customers with prior fraud experience demonstrate
significantly higher security vigilance scores than those without fraud experience.

Statistical Test: Independent Samples t-test (one-tailed) Significance Level: a = 0.05
Expected Effect Size: Large (Cohen's d = 0.7)

Hio (Null Hypothesis): There is no statistically significant correlation between
security technology adoption levels and fraud detection rate improvements.

Hiu (Alternative Hypothesis): There is a significant positive correlation between
security technology adoption levels and fraud detection rate improvements, with
higher technology adoption associated with better detection performance.

Statistical Test: Pearson Product-Moment Correlation Significance Level: o = 0.05
Expected Effect Size: Medium to Large (r = 0.4)

3.4. Population and Sampling Strategy

3.4.1. Target Population Definition

Customer Population The primary target population consists of active digital banking
users in Sri Lanka who have utilized mobile banking applications, internet banking
services, or other digital banking channels within the six months preceding data
collection. Based on Central Bank of Sri Lanka statistics (2023), this population is
estimated at approximately 8.2 million individuals.

Inclusion Criteria:
o Age 18 years or above
e Active savings or current account with a licensed commercial bank
e Regular use of digital banking services (minimum once per month)
e Resident of Sri Lanka for at least 12 months
e Basic literacy in Sinhala, Tamil, or English
Exclusion Criteria:
o Corporate or business account holders acting in professional capacity
o Bank employees or immediate family members
o Individuals who have not used digital banking services in the past six months
e Accounts that are dormant or have restrictions

Professional Population The secondary target population comprises banking sector
employees involved in security, fraud prevention, risk management, or digital banking
operations within Sri Lankan financial institutions.
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Inclusion Criteria:

Current employment in Sri Lankan banking institution
Minimum 6 months experience in relevant security/digital banking roles
Direct involvement in security decision-making or implementation

Supervisory approval for research participation

Exclusion Criteria:

3.4.2.

Temporary or contract employees with less than 6 months tenure
Roles unrelated to security or digital banking operations
Recent job changes (less than 6 months in current role)

Sampling Framework and Strategy

Customer Sample: Stratified Multi-stage Cluster Sampling

Stage 1 - Geographic Stratification:

Urban Centers (Colombo, Kandy, Galle): 60% of sample
Semi-urban Areas (District capitals and major towns): 25% of sample

Rural Areas (Village-level banking centers): 15% of sample

Stage 2 - Bank Type Stratification:

State Banks: 40% of sample (reflecting market share)
Private Commercial Banks: 45% of sample

Foreign Banks: 15% of sample

Stage 3 - Demographic Stratification:

Age Groups: 18-35 (40%), 36-55 (35%), 56+ (25%)

Gender: Male (52%), Female (48%) - reflecting national banking
demographics

Income Levels: Multiple categories based on Central Bank classifications

Professional Sample: Purposive Stratified Sampling

Institution Type Stratification:

Licensed Commercial Banks: 75% of sample
Licensed Specialized Banks: 15% of sample

Non-bank Financial Institutions: 10% of sample

Role-based Stratification:

Security/Risk Management: 40% of sample
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o Digital Banking Operations: 30% of sample
e Fraud Investigation: 20% of sample
e Senior Management: 10% of sample

3.4.3. Sample Size Determination and Power Analysis
Power Analysis Parameters:

e Desired Statistical Power: 0.80 (80%)
e Significance Level: a =0.05

o Expected Effect Sizes: Medium (Cohen's d = 0.5 for t-tests, r = 0.3 for
correlations)

e Multiple Comparison Adjustment: Bonferroni correction for 11 hypotheses
Customer Sample Size Calculation: Using G*Power 3.1.9.7 for correlation analysis:
e Required sample size for r = 0.3, o= 0.05, power = 0.80: n = 384
e Adjustment for multiple comparisons: n =460
e Accounting for 20% non-response/invalid responses: n = 575
o Final Target Sample: 600 customers
e Achieved Sample: 518 customers (86.3% response rate)
Professional Sample Size Calculation: For between-group comparisons (ANOVA):
e Required sample size for medium effect: n =252
e Adjustment for institutional clustering: n = 300
e Target and Achieved Sample: 300 professionals (100% response rate)

Achieved Statistical Power: Post-hoc power analysis confirmed achieved power >
0.85 for all primary hypotheses, exceeding the minimum threshold of 0.80.

3.5. Data Collection Instruments

3.5.1. Customer Survey Instrument

The customer survey instrument was developed through a multi-stage process
incorporating validated scales from previous research and new items specific to the Sri
Lankan banking context. The questionnaire consists of six main sections:

Section A: Demographic Information (8 items) Items cover age, gender, education
level, income, occupation, geographic location, and banking relationship duration.

Section B: Digital Banking Usage Patterns (12 items) This section examines
frequency of use, preferred devices, types of transactions, and experience duration with
digital banking services.

Section C: Security Awareness Scale (15 items) Adapted from cybersecurity
research by Bulgurcu et al. (2010) and Crossler et al. (2013), this scale measures
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knowledge of security threats, awareness of protective measures, and understanding
of bank security features. Items use 5-point Likert scales (1 = Strongly Disagree, 5 =
Strongly Agree).

Section D: Security Behavior Scale (18 items) This scale assesses actual security
practices including password management, device security, transaction verification,
and response to security alerts. The scale incorporates both frequency measures (1 =
Never, 5 = Always) and binary choices for specific behaviors.

Section E: Trust and Risk Perception (12 items) Measures customer trust in digital
banking systems, perceived vulnerability to cyber threats, and confidence in bank
security measures using 5-point Likert scales.

Section F: Open-ended Questions (5 items) Qualitative questions explore customer
experiences with security incidents, preferred security features, concerns about digital
banking, and suggestions for improvement.

3.5.2. Professional Survey Instrument
The professional survey focuses on institutional security practices, technology
adoption, and fraud prevention effectiveness:

Section A: Professional Demographics (10 items) Experience level, role, institution
type, educational background, and professional certifications.

Section B: Institutional Security Practices (15 items) Budget allocation, technology
adoption, policy implementation, and staff training programs.

Section C: Fraud Prevention Effectiveness (12 items) Detection rates, response
times, false positive rates, and performance metrics.

Section D: Technology Assessment (10 items) Evaluation of current and emerging
security technologies, implementation challenges, and effectiveness ratings.

Section E: Open-ended Professional Insights (5 items) Qualitative questions about
institutional challenges, best practices, and future security needs.

3.5.3. Instrument Validation and Reliability

Content Validity: The instruments were reviewed by a panel of five experts including
banking security professionals, academic researchers, and customer experience
managers. The content validity index (CVI) exceeded 0.80 for all scales, indicating
excellent content validity.

Pilot Testing: A pilot study with 45 customer participants and 25 professional
participants was conducted to assess instrument clarity, completion time, and
preliminary reliability. Minor modifications were made to item wording based on
participant feedback.

Internal Consistency Reliability: Customer Survey:
e Security Awareness Scale: Cronbach's a = 0.847

e Security Behavior Scale: Cronbach's a = 0.791
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o Trust Scale: Cronbach's a = 0.823

e Risk Perception Scale: Cronbach's o = 0.776
Professional Survey:

o Institutional Practices Scale: Cronbach's a = 0.834

o Technology Assessment Scale: Cronbach's a = 0.809

o Effectiveness Measures Scale: Cronbach's a = 0.798

All scales exceeded the minimum acceptable threshold of a = 0.70 (Nunnally, 1978),
with most achieving the preferred threshold of o = 0.80.

Construct Validity: Exploratory factor analysis confirmed the expected factor
structure for multi-item scales, with factor loadings exceeding 0.60 for all retained
items.

3.6. Data Collection Procedures

3.6.1. Data Collection Timeline

The data collection process was implemented over a 12-week period (January-March
2024) to ensure adequate sample size achievement while maintaining data
contemporaneity.

Phase 1: Preparation (Weeks 1-2)
e Instrument finalization and platform setup
o Pilot testing and refinement
o Ethical approvals and institutional partnerships
Phase 2: Soft Launch (Week 3)
o Limited release with 50 customer and 25 professional responses
o Initial quality checks and system optimization
Phase 3: Full Deployment (Weeks 4-10)
e Full-scale data collection across all channels
o Weekly monitoring of response quotas and quality metrics
Phase 4: Final Push (Weeks 11-12)
e Targeted recruitment for underrepresented groups
e Quality verification and data cleaning

3.6.2. Data Collection Platforms and Quality Controls
Primary Platform: Qualtrics Survey Platform

o Professional survey hosting with advanced features

e Real-time data validation and quality checks
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e Secure data transmission and storage
e Mobile-optimized interface for accessibility
Quality Assurance Measures:
e Mandatory field validation for critical questions
o Consistency checks between related questions
e Attention check questions to identify inattentive responses
o Response time monitoring to identify rushed completion
e [P address verification to prevent duplicate responses

3.6.3. Response Enhancement Strategies
Customer Participation Incentives:

o Digital banking security tips and best practices guide

o Early access to research findings summary

e Multiple language options (English, Sinhala)

o Flexible completion timeline with save-and-resume capability
Professional Participation Incentives:

e Comprehensive industry benchmarking report

o Certificate of research participation

e Professional networking opportunities

o Customized institutional security assessment

3.7. Ethical Considerations

3.7.1. Ethical Approvals
The research protocol received comprehensive ethical approval from:

e University of Moratuwa Research Ethics Committee
o Banking industry professional associations
e Data protection compliance verification

3.7.2. Participant Protection
Informed Consent:

e Clear explanation of research purposes and procedures
e Voluntary participation emphasis with right to withdraw
o Data use and sharing policies clearly communicated

e Contact information provided for questions or concerns
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Data Protection:
e Complete anonymization with no personally identifiable information
e AES-256 encryption for all data transmission and storage
e Restricted access limited to authorized research team members
o Secure data retention with specified destruction timeline
Risk Mitigation:
e Sensitive fraud experience questions handled with care
e Anonymity protection for banking professionals
e Multiple security layers to prevent data breaches
e Support resources provided for fraud victims

3.8. Data Analysis Plan

3.8.1. Quantitative Analysis Strategy
Descriptive Analysis:

o Frequency distributions and measures of central tendency
o Cross-tabulations and demographic comparisons
e Data visualization through appropriate charts and graphs
Inferential Statistics:
e Pearson correlations for continuous variable relationships
o Independent t-tests for group comparisons
e One-way ANOVA for multiple group comparisons
e Multiple regression for predictive modeling
Statistical Software:
e Primary analysis using R statistical software (version 4.3.0)
o Power analysis using G*Power 3.1.9.7

3.8.2. Qualitative Analysis Framework
Thematic Analysis: Following Braun and Clarke's (2006) six-phase thematic analysis
framework:

1. Data familiarization through multiple readings

2. Initial code generation using both inductive and deductive approaches
3. Theme identification and pattern recognition
4

Theme review and refinement
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5. Theme definition and naming
6. Final analysis and reporting
Theoretical Integration:
e TAM-based coding for technology acceptance themes
e PMT-based coding for security motivation themes
o Emergent coding for contextual and cultural factors

Inter-rater Reliability: Two independent researchers coded 20% of qualitative data
to establish reliability, achieving Cohen's kappa « = 0.84 (substantial agreement).

3.8.3. Mixed-Methods Integration
Convergent Analysis:

o Comparison of quantitative and qualitative findings
o Identification of supporting and contradictory evidence
o Synthesis of complementary insights

Triangulation Strategy:
e Multiple data sources (customers and professionals)
e Multiple methods (surveys and open-ended responses)
e Multiple theoretical perspectives (TAM and PMT)

3.9. Validity and Reliability Considerations

3.9.1. Internal Validity
Threats and Mitigation:

o Selection bias: Addressed through stratified random sampling

o History effects: Controlled through short data collection period
e Maturation effects: Minimized by cross-sectional design

o Testing effects: Eliminated through single-administration design

3.9.2. External Validity
Generalizability Considerations:

e Representative sampling across geographic regions

e Multiple bank types included in sample

e Diverse demographic representation achieved

o Professional sample spans various roles and experience levels
Limitations:

o Findings specific to Sri Lankan banking context

59



e Cross-sectional design limits causal inference
o Self-report data subject to potential bias
e Temporal considerations in rapidly evolving digital banking environment

3.9.3. Construct Validity
Convergent Validity:

e High factor loadings on expected constructs

o Strong correlations between related measures

o Consistent patterns across different measurement approaches
Discriminant Validity:

e Low correlations between theoretically distinct constructs

e Factor analysis confirming separate constructs

o Different response patterns for unrelated measures

3.10. Summary

This chapter has outlined a comprehensive methodology designed to investigate digital
banking security practices in Sri Lanka through a mixed-methods approach combining
quantitative surveys with qualitative insights. The research design employs rigorous
sampling procedures, validated instruments, and appropriate statistical analyses to
address eleven specific hypotheses derived from established theoretical frameworks.

Key methodological strengths include:
o High response rates (86.3% customer, 100% professional)
o Excellent reliability scores (all o> 0.77)
o Adequate statistical power (>0.85 for all primary analyses)
o Comprehensive ethical protections
e Robust data quality controls

The methodology successfully addresses the complex challenges of researching
sensitive security topics while maintaining participant anonymity and data integrity,
providing a solid foundation for evidence-based conclusions and recommendations
presented in subsequent chapters.
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4. DATA ANALYSIS

4.1. Introduction

This chapter presents a comprehensive analysis of data collected from 818 participants
comprising 518 digital banking customers and 300 banking professionals across Sri
Lanka. The analysis employs robust statistical methods to test eleven specific
hypotheses examining relationships between demographic factors, security behaviors,
institutional practices, and fraud prevention effectiveness. The chapter integrates
quantitative statistical findings with qualitative thematic analysis to provide a
comprehensive understanding of digital banking security dynamics in the Sri Lankan
context.

The analytical approach combines descriptive statistics, inferential testing, and mixed-
methods integration to address the research questions systematically. All statistical
analyses were conducted using R statistical software (version 4.3.0). The analysis
maintains rigorous standards for statistical significance (a0 = 0.05), effect size
interpretation, and confidence interval reporting.

4.2. Data Quality Check and Validation

4.2.1. Missing Values Analysis

A comprehensive missing values analysis was conducted to ensure data integrity and
completeness across all variables in both customer and professional datasets.

Total Complete Missing Action
Dataset . Values

Variables | Cases o Taken

0

Customer 67 506 230% Listwise
(n=518) variables | (97.7%) =Y 1 deletion
Professional | 52 298 0.70% Listwise
(n=300) variables | (99.3%) WE72 1 deletion

Figure 4 . 1 Missing Values Analysis Summary
Customer Dataset Missing Values Pattern:
e Section A (Demographics): 0.4% missing
e Section B (Usage Patterns): 1.2% missing
e Section C (Security Awareness): 0.8% missing
e Section D (Security Behavior): 2.1% missing
o Section E (Trust & Risk): 1.5% missing
e Section F (Open-ended): 5.7% missing (acceptable for qualitative)

Professional Dataset Missing Values Pattern:
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o Section A (Demographics): 0.0% missing

e Section B (Institutional Practices): 0.3% missing

e Section C (Fraud Prevention): 1.0% missing

e Section D (Technology Assessment): 1.2% missing

e Section E (Open-ended): 4.3% missing (acceptable for qualitative)
Outlier Detection and Treatment

Univariate Outlier Analysis: Using the Interquartile Range (IQR) method and z-
score analysis (|z| > 3.29, p < 0.001):

Customer Dataset Outliers:
e Age: 3 extreme outliers (>85 years) - Verified as valid responses

o Digital Banking Adoption: 12 outliers - Retained as representing genuine low
adopters

o Security Awareness: 8 outliers - Retained as representing genuine variation
e Channel Diversity: 15 outliers - Retained as power users

Professional Dataset Outliers:
o Experience Level: 2 outliers (>30 years) - Verified as senior professionals

o Digital Maturity Score: 5 outliers - Retained as representing institutional
variation

e Security Budget: 8 outliers - Retained as reflecting genuine resource
differences

Multivariate Qutlier Analysis: Using Mahalanobis distance (y* distribution, p <
0.001):

o Customer dataset: 7 multivariate outliers identified and investigated
o Professional dataset: 3 multivariate outliers identified and investigated
e All outliers retained after verification as legitimate responses

4.2.2. Variable Mapping and Operationalization
Survey Section Mapping

Customer Survey (Sections A-F) Variable Mapping:
Section A: Demographics (8 variables)

e Age (continuous: 18-70 years)

e Gender (binary: Male/Female)

e Education Level (ordinal: 1-5 scale)
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Income Level (ordinal: 1-6 scale)

Geographic Location (categorical: Urban/Semi-urban/Rural)
Banking Relationship Duration (continuous: months)
Primary Bank Type (categorical: State/Private/Foreign)

Occupation Category (categorical: 8 categories)

Section B: Digital Banking Usage Patterns (12 variables)

Mobile Banking Frequency (ordinal: 1-5 scale)

Internet Banking Frequency (ordinal: 1-5 scale)

ATM Usage Frequency (ordinal: 1-5 scale)

Preferred Device Type (categorical: Mobile/Tablet/Desktop)
Transaction Types Used (multiple choice: 12 options)

Monthly Transaction Volume (continuous: number)

Digital Banking Experience Duration (continuous: months)
Platform Preference (categorical: Mobile App/Web/Both)
Derived Variable: Channel Diversity Score (continuous: 1-5)

Derived Variable: Digital Banking Adoption (continuous: 1-5)

Section C: Security Awareness Scale (15 variables)

Threat Knowledge Items (5 items, Likert 1-5)
Security Feature Awareness (5 items, Likert 1-5)
Best Practices Knowledge (5 items, Likert 1-5)

Derived Variable: Security Awareness Score (continuous: 1-5)

Section D: Security Behavior Scale (18 variables)

Password Management Practices (6 items, various scales)
Device Security Behaviors (6 items, frequency 1-5)
Transaction Verification Behaviors (6 items, frequency 1-5)
Derived Variable: Security Vigilance Score (continuous: 1-5)

Derived Variable: Password Strength Score (continuous: 1-5)

Section E: Trust and Risk Perception (12 variables)

Trust in Digital Banking (4 items, Likert 1-5)
Perceived Risk Level (4 items, Likert 1-5)
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o Confidence in Bank Security (4 items, Likert 1-5)

e Derived Variable: Trust Score (continuous: 1-5)

e Derived Variable: Risk Perception Score (continuous: 1-5)
Section F: Experience and Demographics (5 open-ended + 1 binary)

e Fraud Experience (binary: Yes/No)

o Security Incident History (open-ended)

e Preferred Security Features (open-ended)

e Banking Concerns (open-ended)

e Improvement Suggestions (open-ended)
Professional Survey (Sections A-E) Variable Mapping:
Section A: Professional Demographics (10 variables)

e Years of Experience (continuous: 0.5-35 years)

e Current Role Level (ordinal: 1-5 scale)

o Institution Type (categorical: Commercial/Specialized/NBFI)

o Institution Size (ordinal: 1-5 scale)

o Educational Background (categorical: 8 categories)

e Professional Certifications (multiple choice: 12 options)

e Department/Division (categorical: 6 categories)

e Reporting Level (ordinal: 1-4 scale)

e Derived Variable: Experience Level Score (continuous: 1-5)

e Derived Variable: Professional Authority Score (continuous: 1-5)
Section B: Institutional Security Practices (15 variables)

e Security Budget Allocation (ordinal: 1-5 scale)

e Technology Investment Level (ordinal: 1-5 scale)

o Staff Training Programs (ordinal: 1-5 scale)

o Policy Implementation (ordinal: 1-5 scale)

e Vendor Management (ordinal: 1-5 scale)

e Derived Variable: Digital Maturity Score (continuous: 1-5)

e Derived Variable: Security Investment Score (continuous: 1-5)

Section C: Fraud Prevention Effectiveness (12 variables)
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e Fraud Detection Rate (continuous: percentage)

o False Positive Rate (continuous: percentage)

e Response Time (continuous: minutes)

e Financial Loss Prevention (continuous: percentage)

e Customer Impact Metrics (ordinal: 1-5 scale)

e Derived Variable: Fraud Prevention Effectiveness (continuous: 1-5)

e Derived Variable: Detection Time Efficiency (continuous: 1-5)
Section D: Technology Assessment (10 variables)

e Current Technology Sophistication (ordinal: 1-5 scale)

e AI/ML Implementation (ordinal: 1-5 scale)

o Blockchain Adoption (ordinal: 1-5 scale)

o Biometric Integration (ordinal: 1-5 scale)

e Derived Variable: Technology Sophistication Score (continuous: 1-5)
Section E: Professional Insights (5 open-ended)

o Institutional Challenges (open-ended)

e Best Practices (open-ended)

o Future Technology Needs (open-ended)

e Customer Education Strategies (open-ended)

e Industry Collaboration (open-ended)

4.2.3. Variable Classification and Relationships
Independent Variables

1. Digital Banking Implementation Level (from Sections B & D)
o Composite score from usage frequency and adoption patterns
o Range: 1-5, Higher scores indicate greater implementation

2. Digital Security Infrastructure (from Section B - Professional)
o Technology sophistication and investment levels
o Range: 1-5, Higher scores indicate better infrastructure

3. Staff Digital Security Competence (from Section B - Professional)
o Training levels and expertise assessments

o Range: 1-5, Higher scores indicate greater competence
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4. Digital Banking Maturity (from Section B - Professional)
o Institutional capability and process maturity
o Range: 1-5, Higher scores indicate greater maturity
Dependent Variables
1. Fraud Prevention Effectiveness (from Section C - Professional)
o Composite score from detection rates and loss prevention
o Range: 1-5, Higher scores indicate better effectiveness
2. Customer Security Behavior (from Section D - Customer)
o Security vigilance and protective behaviors
o Range: 1-5, Higher scores indicate better security behavior
Moderating Variables
1. Bank Size and Resources (from Section A - Professional)
o Institution size and resource availability
o Categories: Small, Medium, Large
2. Organizational Security Culture (from Section B - Professional)
o Cultural emphasis on security practices
o Range: 1-5, Higher scores indicate stronger culture
3. Customer Digital Literacy (from Section A - Customer)
o Education level and technology experience
o Range: 1-5, Higher scores indicate greater literacy
4. Regulatory Environment (from Sections B & E - Professional)
o Compliance requirements and regulatory pressure
o Range: 1-5, Higher scores indicate stronger requirements
Control Variables
1. Age (from Section A - Customer)
2. Gender (from Section A - Customer)
3. Institution Type (from Section A - Professional)
4. Geographic Location (from Section A - Customer)

4.2.4. Data Distribution Analysis
Normality Assessment
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Shapiro-Wilk Tests for Key Variables:
Customer Variables:
e Age: W=0.987, p <0.001 (slightly non-normal, acceptable for large sample)
o Digital Banking Adoption: W = 0.981, p < 0.001 (acceptable)
e Security Awareness: W =0.994, p = 0.156 (normal)
e Security Vigilance: W = 0.992, p = 0.089 (normal)
Professional Variables:
e Experience Level: W =10.989, p =0.012 (acceptable)
o Digital Maturity: W = 0.993, p = 0.234 (normal)
e Fraud Detection Rate: W =0.991, p = 0.178 (normal)
Reliability Analysis
Cronbach's Alpha for Multi-item Scales:
Customer Scales:
e Security Awareness Scale (15 items): a = 0.847 (Good)
e Security Behavior Scale (18 items): a = 0.791 (Acceptable)
e Trust Scale (4 items): a = 0.823 (Good)
e Risk Perception Scale (4 items): a = 0.776 (Acceptable)
Professional Scales:
o Institutional Practices Scale (15 items): a = 0.834 (Good)
e Technology Assessment Scale (10 items): a = 0.809 (Good)
o Effectiveness Measures Scale (12 items): o = 0.798 (Acceptable)
All scales exceed the minimum threshold of a = 0.70 (Nunnally, 1978)

4.2.5. Preliminary Relationship Exploration
Correlation Matrix Analysis

Key Customer Variable Correlations:
o Age < Digital Banking Adoption: r =-0.445, p < 0.001
e Security Awareness <> Security Vigilance: r = 0.623, p < 0.001
e Education < Digital Banking Adoption: r =0.389, p <0.001
e Fraud Experience <> Security Vigilance: r = 0.234, p <0.001

Key Professional Variable Correlations:
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o Experience < Digital Maturity: r = 0.456, p < 0.001

e Security Budget «» Fraud Detection: r=0.512, p <0.001

e Technology Score «» Detection Efficiency: r = 0.398, p <0.001
Cross-Dataset Validation

Institution-Level Aggregation: Professional responses were aggregated by
institution and correlated with customer responses from the same institutions where
possible (n = 12 institutions with both customer and professional data):

o Institutional Digital Maturity <> Customer Adoption: r =0.678, p=0.015
o Institutional Security Investment <> Customer Trust: r = 0.543, p = 0.068
o Professional Experience Level «» Customer Satisfaction: r =0.612, p = 0.034

4.2.6. Data Visualization and Patterns
Distribution Plots

Age Distribution in Customer Sample:
e Mean: 42.3 years, SD: 12.4 years
o Slight positive skew (0.23), indicating younger participant bias
e Three clear peaks: 25-30, 40-45, 55-60 age ranges

Age Distribution in Customer Sample (n=518)

Number of Partidpants
o

18-25 26-30 31-35 36-40 41-45 46-50 51-55 56-60 6165 66-70

Age Groups

Figure 4. 2 Data Visualization and Patterns

Digital Banking Adoption Distribution:
e Mean: 2.86, SD: 1.15 (on 1-5 scale)
e Bimodal distribution: Low adopters (1-2) and High adopters (4-5)
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e Clear age-related pattern in adoption levels

Digital Banking Adoption Distribution
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Figure 4 . 3 Digital Banking Adoption Distribution

Relationship Visualizations
Scatter Plot Analysis:
e Age vs. Digital Adoption: Clear negative linear relationship
o Experience vs. Digital Maturity: Positive curvilinear relationship

o Security Budget vs. Detection Rate: Strong positive linear relationship

Box Plot Analysis - Key Variables
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Figure 4 . 4 Relationship Visualizations

Box Plot Analysis:

e Gender differences in security behavior: Minimal variation
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 Institution type differences: Significant variation in digital maturity
e Geographic differences: Urban > Semi-urban > Rural adoption patterns

4.2.7. Data Quality Validation Summary
Final Data Quality Metrics

Customer Dataset (n = 518):
o Completeness: 97.7%
o Consistency: 94.2% (based on logical checks)
e Accuracy: 96.8% (based on range and validation checks)
o Reliability: All scales o> 0.77
Professional Dataset (n = 300):
e Completeness: 99.3%
o Consistency: 96.7%
e Accuracy: 98.1%
o Reliability: All scales o> 0.79

Customer Survey Scales

Security Awareness Scale (15 items): o = 0.847 - EXCELLENT

Trust Scale (4 items): a = 0.823 - EXCELLENT

Security Behavior Scale (18 items): o =0.781 - GOOD

Risk Perception Scale (4 items): a = 0.776 - ACCEPTABLE

Professional Survey Scales

Institutional Practices Scale (15 items): a = 0.834 - EXCELLENT

Technology Assessment Scale (10 items): a = 0.809 - EXCELLENT

Effectiveness Measures Scale (12 items): a = 0.798 - GOOD

~ ALL SCALES EXCEED MINIMUM THRESHOLD (a = 0.70)

6 out of 7 scales rated "EXCELLENT" or "GOOD" reliability

Figure 4. 5 Data Quality Validation Summary

4.3. Data Preparation and Sample Validation

4.3.1. Data Quality Assessment

The final analytical dataset comprised 818 complete responses after comprehensive
data cleaning and validation procedures. Data quality metrics demonstrate excellent
response completeness and consistency:

Customer Dataset (n = 518):
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e Response Rate: 86.3% (518 of 600 targeted)

e Completion Rate: 97.8% (average across all items)

o Data Quality Score: 94.2% (based on consistency checks)

e Missing Data: 1.8% (handled through listwise deletion)
Professional Dataset (n = 300):

e Response Rate: 100.0% (300 of 300 targeted)

o Completion Rate: 98.9% (average across all items)

o Data Quality Score: 96.7% (based on consistency checks)

e Missing Data: 0.6% (handled through listwise deletion)

4.3.2. Sample Representativeness Verification
Customer Sample Demographics: The achieved customer sample closely matched
target population parameters established through Central Bank of Sri Lanka statistics:

Age Distribution:
e 18-35 years: 208 participants (40.2%) [Target: 40%]
e 36-55 years: 187 participants (36.1%) [Target: 35%]
e 56+ years: 123 participants (23.7%) [Target: 25%]
Geographic Distribution:
e Urban: 314 participants (60.6%) [Target: 60%]
e Semi-urban: 131 participants (25.3%) [Target: 25%]
e Rural: 73 participants (14.1%) [Target: 15%]
Gender Distribution:
e Male: 269 participants (51.9%)
o Female: 249 participants (48.1%)

Professional Sample Characteristics: The professional sample achieved complete
representation across target categories:

Institution Type:
e Licensed Commercial Banks: 225 participants (75.0%)
e Licensed Specialized Banks: 45 participants (15.0%)
e Non-bank Financial Institutions: 30 participants (10.0%)

Role Distribution:
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e Security/Risk Management: 120 participants (40.0%)

o Digital Banking Operations: 90 participants (30.0%)

e Fraud Investigation: 60 participants (20.0%)

e Senior Management: 30 participants (10.0%)

4.4. Descriptive Statistics and Exploratory Analysis

4.4.1.

Customer Sample Descriptive Statistics
The customer dataset reveals diverse patterns in digital banking adoption and security

behaviors:
Variable Mean | SD Min | Max | Skewness | Kurtosis
Age

423 124 |18 70 0.23 -0.45
(years)
Digital
Banking 2.86 1.15 |1 5 0.34 -0.67
Adoption
Security 1315 1089 |12 |5 0.18 -0.23
Awareness
Security
. 3.36 092 |1 5 -0.31 -0.41
Vigilance
Password
Strength 3.26 1.08 |1 5 -0.14 -0.58
Channel 1 5, 1597 |1 5 0.89 0.76
Diversity

Table 4. 1 Customer Sample Descriptive Statistics (n = 518)

Fraud Experience Prevalence:

e Fraud Victims: 89 participants (17.2%)

e No Fraud Experience: 429 participants (82.8%)

Digital Banking Platform Usage:

e Mobile App Only: 287 participants (55.4%)

e Web Browser Only: 89 participants (17.2%)

o Both Platforms: 142 participants (27.4%)
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4.4.2. Professional Sample Descriptive Statistics
The professional dataset demonstrates high levels of expertise and institutional
capability:

Variable Mean | SD Min | Max | Skewness | Kurtosis
Experience | 39 |1 15 | 5 -0.45 -0.28
Level

Digital

Maturity 3.37 098 | 1.5 5 -0.23 -0.34
Security

Budget 2.68 1.05 | 1 5 0.34 -0.52
Fraud

Detection 3.74 087 |2 5 -0.18 -0.45
Rate

Infrastructure | 5 0 | oo4 |15 |5 |-031 -0.29
Score

Detection | 4 55 596 (25 |5 |-1.12 145
Time Score

Technology 15 44 111811 |5 |o067 023
Score

Table 4. 2 Professional Sample Descriptive Statistics (n = 300)

4.5. Hypothesis Testing Results

4.5.1. Overview of Hypothesis Testing Outcomes

The systematic testing of eleven hypotheses yielded significant support for the
theoretical framework, with seven hypotheses (63.6%) receiving statistical support at
the o = 0.05 level.

Hypot | Researc | Variabl | Statisti | Test | p- | Effect | Decis | Support
hesis h es cal Test | Stati | val | Size ion
Questio stic ue
n
HI Age Age x| Pearson |t = -| < | Large | Rejec | v
affects Digital Correla | 0.856 [ 0.0 | (1 =|tHo SUPPO
digital Adoptio | tion 01 ]0.733) RTED
banking | n
adoption
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H2 Security | Security | Point- |r = -0 Large | Rejec | v
awarene | Awaren | Biserial | 0.768 (r* =|tHo SUPPO
SS Vs | ess x | Correla 0.590) RTED
fraud Fraud tion
experien | Experie
ce nce

H3 Professi | Experie | Pearson |r = |< Large | Rejec |
onal nce Correla | 0.659 [ 0.0 | (r* =|tHo SUPPO
experien | Level X | tion 01 |0.434) RTED
ce Digital
influenc | Maturity
es
maturity

H4 Security | Security | Pearson |r = |< | Large | Rejec |/
budget | Budget | Correla | 0.732 | 0.0 | (r* =|tHo SUPPO
affects X tion 01 |0.536) RTED
fraud Detectio
detectio | n Rate
n

H5 Channel | Channel | Pearson = -10.9 | Neglig | Fail X NOT
diversity | Diversit | Correla | 0.001 | 89 | ible (1 | to SUPPO
VS y X | tion = Rejec | RTED
security | Security 0.000) | t Ho
vigilanc | Vigilanc
e e

Hé6 Passwor | Age One- F(2,5 | < Large | Rejec | v
d Groups | way 15)=10.0 |(n* =|tHo | SUPPO
strength | x ANOV | 701.7 | 01 |0.732) RTED
differs Passwor | A
by age|d
groups | Strength

H7 Digital | Digital | Pearson |r = - | 0.5 | Neglig | Fail X NOT
transacti | Transact | Correla | 0.031 | 93 | ible (r* | to SUPPO
ons Vs |ions X |tion = Rejec | RTED
infrastru | Infrastru 0.001) | t Ho
cture cture

HS8 Security | Technol | Pearson |[r =|< Large | Rejec |
technolo | ogy Correla [ 0.649 | 0.0 | (* =|tHo | SUPPO
gy Score X | tion 01 |0.421) RTED
improve | Detectio
S n Time
detectio
n time
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H9 Role Role Pearson = -10.8 | Neglig | Fail X NOT
level Level x | Correla | 0.010 | 59 |ible (r* | to SUPPO
affects Budget | tion = Rejec | RTED
budget | Allocati 0.000) | t Ho
allocatio | on
n

H10 Fraud Fraud Indepen | t(516 | < Large | Rejec |
experien | Experie | dent t- =-100 |(d =|tHo SUPPO
ce nce X | test 16.02 | 01 | 0.991) RTED
increase | Security
] Vigilanc
vigilanc | e
e

HI1 Security | Technol | Pearson |r = - | 0.7 | Neglig | Fail X NOT
technolo | ogy Correla | 0.019 | 38 | ible (1? | to SUPPO
gy Score x | tion = Rejec | RTED
improve | Detectio 0.000) |t Ho
S n Rate
detectio
n rate

Table 4. 3 Summary of Hypothesis Testing Results

Effect Size Classification Distribution

Effect Count | Percentage | Hypotheses
Size

Category

Large 7 63.60% H1, H2, H3,
Effect (r? H4, H6, HS,
>0.250rd H10

>(.8)

Medium 0 0.00% None
Effect (r*

= 0.09-

0.250rd=

0.5-0.8)

Small 0 0.00% None
Effect (r?

= 0.01-

0.09ord=

0.2-0.5)

Negligible | 4 36.40% HS5, H7, HI,
Effect (r? HI11
<0.0lord

<0.2)

Table 4. 4 Effect Size Classification Distribution

75




Statistical Test Distribution and Effectiveness

Statistical | Count | Supported | Success | Average
Test Rate p-value
Pearson 8 5 62.50% | 0.241
Correlation

One-way 1 1 100.00% | <0.001
ANOVA

Independent | 1 1 100.00% | <0.001
t-test

Point- 1 1 100.00% | 0
biserial

Correlation

Table 4. 5 Statistical Test Distribution and Effectiveness

4.6. Detailed Hypothesis Analysis
4.6.1. Introduction

This section presents the comprehensive results of hypothesis testing conducted to
examine the relationships between various factors influencing digital banking
security effectiveness in Sri Lanka. The analysis was based on data collected from
518 digital banking customers and 300 banking professionals across major
commercial banks in Sri Lanka. Each hypothesis was tested using appropriate
statistical methods, with significance levels set at o = 0.05. The results provide
empirical evidence for understanding the complex dynamics of digital banking
security behaviors and institutional practices.

4.6.2. Overview of Hypothesis Testing Framework

The research examined eleven specific hypotheses derived from the theoretical
framework and literature review. These hypotheses were categorized into customer-
focused hypotheses (H1, H4, HS5, H6, H7, H10) and institutional/professional
hypotheses (H2, H3, H8, H9, H11). Each hypothesis was formulated with clear null
(Ho) and alternative (H:) statements, enabling rigorous statistical testing and
interpretation.

Statistical Power and Sample Adequacy: The achieved sample sizes (n = 518 for
customer data, n = 300 for professional data) provided adequate statistical power
(>0.80) for detecting medium to large effect sizes at o = 0.05 significance level. Post-
hoc power analyses confirmed that the study was well-powered to detect meaningful
relationships in the data.

4.7. Detailed Hypothesis Testing Results

H1: Age and Digital Banking Adoption Relationship

76



Research Question: How does customer age influence digital banking adoption
patterns among Sri Lankan banking customers?

Hio (Null Hypothesis): There is no significant correlation between customer age and
digital banking adoption levels (p = 0).

Hiu: (Alternative Hypothesis): There is a significant negative correlation between
customer age and digital banking adoption levels (p < 0).

Statistical Test: Pearson Product-Moment Correlation Analysis
Results:

e Correlation coefficient: r = -0.856

e p-value: p<0.001

e 95% Confidence Interval: [-0.881, -0.826]
e Sample size: n =518

o Effect size: Large (t]| > 0.5)

Statistical Decision: Reject Hio. The correlation is statistically significant at o =
0.05.

Interpretation: The analysis reveals a very strong negative correlation between age
and digital banking adoption (r = -0.856, p < 0.001). This represents a large effect
size according to Cohen's (1988) conventions, indicating that approximately 73.3%
of the variance in digital banking adoption can be explained by age differences.
Younger customers demonstrate significantly higher levels of digital banking
adoption compared to older customers.

Practical Significance: The magnitude of this relationship suggests that age is a
critical demographic factor in digital banking strategy. For every 10-year increase in
age, digital banking adoption scores decrease by approximately 0.47 points on the 5-
point scale, representing a substantial practical difference.
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Age vs Digital Banking Adoption Scatter Plot

r=-0.856,p=<0.001,n=518

IS

Digital Banking Adoption Score
W

20 30 40 50 80 70
Age (years)

Figure 4.1: Negative correlation bstween age and digital banking adoption

Figure 4 . 6: Age vs Digital Banking Adoption Scatter Plot

H2: Security Awareness and Fraud Experience Relationship

Research Question: What is the relationship between customer security awareness
levels and personal fraud experience?

H:zo (Null Hypothesis): There is no significant correlation between security
awareness levels and fraud experience among digital banking customers (p = 0).

H:: (Alternative Hypothesis): Higher security awareness levels are significantly
associated with lower fraud victimization rates (p < 0).

Statistical Test: Point-Biserial Correlation Analysis
Results:

e Correlation coefficient: r = -0.768

e p-value: p=10.000

e Sample size: n =518

o Effect size: Large (r| > 0.5)

Statistical Decision: Reject H2o. The correlation is statistically significant at o =
0.05.
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Interpretation: Contrary to conventional expectations, the analysis reveals a strong
negative correlation between security awareness and fraud experience (r = -0.768, p
< 0.001). This unexpected finding suggests that customers who have experienced
fraud demonstrate significantly lower security awareness scores. This
counterintuitive result may indicate that fraud victimization leads to decreased
confidence in one's security knowledge, or that high security awareness is not
necessarily protective against sophisticated fraud schemes.

Implications: This finding challenges the assumption that security awareness
directly prevents fraud victimization and suggests that the relationship between
knowledge and protection is more complex than previously understood.

Security Awareness vs Fraud Experience
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Figure 4.8: Non-significant relationship between security awareness and fraud experience

Figure 4. 7 Security Awareness vs Fraud Experience

H3: Professional Experience and Digital Maturity

Research Question: How does professional experience in banking influence
institutional digital maturity?

Hso (Null Hypothesis): There is no significant correlation between banking
professional experience levels and institutional digital maturity (p = 0).

Hs: (Alternative Hypothesis): Higher levels of professional experience are
significantly associated with greater institutional digital maturity (p > 0).

79



Statistical Test: Pearson Product-Moment Correlation Analysis
Results:

e Correlation coefficient: r = 0.659

e p-value: p<0.001

e 95% Confidence Interval: [0.598, 0.714]
e Sample size: n =300

o Effect size: Large (r > 0.5)

Statistical Decision: Reject Hso. The correlation is statistically significant at o =
0.05.

Interpretation: The analysis demonstrates a strong positive correlation between
professional experience and digital maturity (r = 0.659, p < 0.001). This large effect
size indicates that approximately 43.4% of the variance in institutional digital
maturity can be attributed to the experience level of banking professionals. More
experienced professionals are associated with institutions that demonstrate higher
levels of digital sophistication and capability.

Organizational Implications: This finding supports the value of experienced
professionals in digital transformation initiatives and suggests that human capital
development is crucial for successful digital banking evolution.

Professional Experience vs Digital Maturity Correlation Plot

r=0659,p=<0.001,n=300
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Figure 4.2: Positive correlation between professianal experience and digital maturity

Figure 4 . 8 Professional Experience vs Digital Maturity Correlation Plot

80



H4: Security Budget and Fraud Detection Effectiveness

Research Question: What is the relationship between security budget allocation and
fraud detection performance?

Ha4o (Null Hypothesis): There is no significant correlation between security budget
allocation levels and fraud detection rates (p = 0).

Ha: (Alternative Hypothesis): Higher security budget allocation is significantly
associated with improved fraud detection rates (p > 0).

Statistical Test: Pearson Product-Moment Correlation Analysis
Results:

e Correlation coefficient: r = 0.732

e p-value: p<0.001

e 95% Confidence Interval: [0.676, 0.782]
e Sample size: n =300

o Effect size: Large (r > 0.5)

Statistical Decision: Reject Hao. The correlation is statistically significant at o =
0.05.

Interpretation: The analysis reveals a strong positive correlation between security
budget allocation and fraud detection rates (r = 0.732, p < 0.001). This represents a
large effect size, indicating that approximately 53.6% of the variance in fraud
detection effectiveness can be explained by security investment levels. Institutions
that allocate higher budgets to security measures demonstrate significantly superior
fraud detection capabilities.

Investment Justification: This finding provides strong empirical support for

security investment decisions and demonstrates the tangible return on investment in
fraud prevention technologies and processes.
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Security Budget vs Fraud Detection Rate Analysis

r=0732,p=<0.001
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Figure 4.3: Security investment correlation with fraud detection effectiveness

Figure 4 . 9 Security Budget vs Fraud Detection Rate Analysis

HS: Channel Diversity and Security Vigilance

Research Question: How does the diversity of digital banking channels used affect
customer security vigilance?

Hso (Null Hypothesis): There is no significant correlation between channel diversity
usage and customer security vigilance levels (p = 0).

Hs: (Alternative Hypothesis): Greater channel diversity usage is significantly
associated with higher security vigilance levels (p > 0).

Statistical Test: Pearson Product-Moment Correlation Analysis
Results:

e Correlation coefficient: r = -0.001

e p-value: p=10.989

e 95% Confidence Interval: [-0.087, 0.086]

e Sample size: n =518
o Effect size: Negligible (r] <0.1)
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Statistical Decision: Fail to reject Hso. The correlation is not statistically significant
at a = 0.05.

Interpretation: The analysis indicates no significant relationship between channel
diversity and security vigilance (r = -0.001, p = 0.989). The correlation coefficient is
virtually zero, suggesting that using multiple digital banking channels does not
influence customer security vigilance levels. This finding contradicts the hypothesis
that exposure to multiple platforms would increase security awareness.

Implications: This result suggests that channel diversity itself does not enhance
security consciousness, indicating that security education should focus on behavior
modification rather than platform exposure.

Channel Diversity vs Security Vigilance Relationship
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Figure 4.4: Multi-channel users demonstrate higher security vigilance

Figure 4. 10 : Channel Diversity vs Security Vigilance Relationship

H6: Password Strength Variations Across Age Groups

Research Question: Do password strength practices vary significantly across
different age groups?

Heo (Null Hypothesis): There are no significant differences in password strength
scores across age groups ([ = [z = U3).
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He: (Alternative Hypothesis): Password strength scores differ significantly across
age groups, with middle-aged customers demonstrating superior practices.

Statistical Test: One-Way Analysis of Variance (ANOVA)
Results:

o F-statistic: F(2,515) =701.7

e p-value: p<0.001

o Effect size: n? = 0.732 (Large)
e Sample size: n =518

Group Statistics:

e 18-35years: M =1.89, SD =0.45,n =187
e 36-55years: M =4.92, SD =0.28, n =203
e S6+years: M =485 SD=041,n=128

Post-hoc Analysis (Tukey's HSD):

e 18-35vs36-55:p<0.001,d=28.12
e 18-35vs56+:p<0.001,d=28.98
e 36-55vs 56+: p=0.423 (not significant)

Statistical Decision: Reject Heo. The differences are statistically significant at o =
0.05.

Interpretation: The ANOVA reveals highly significant differences in password
strength across age groups (F =701.7, p <0.001), with an extremely large effect size
(m?=0.732). The analysis shows a surprising pattern where younger customers (18-
35 years) demonstrate significantly weaker password practices compared to both
middle-aged (36-55 years) and older (56+ years) customers. The effect sizes for these
comparisons are extraordinarily large, indicating practical significance beyond
statistical significance.

Unexpected Finding: This result challenges common assumptions about digital

natives and password security, suggesting that older customers may be more cautious
and deliberate in their security practices.
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Password Strength by Age Groups Box Plot
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Figure 4.5; Passward strength varles significantly across age groups

Figure 4. 11 Password Strength by Age Groups Box Plot

H?7: Digital Transaction Volume and Infrastructure Adequacy

Research Question: Is there a relationship between digital transaction volume and
security infrastructure adequacy?

H~o (Null Hypothesis): There is no significant correlation between digital transaction
volume and security infrastructure scores (p = 0).

H7 (Alternative Hypothesis): Higher digital transaction volumes are significantly
associated with enhanced security infrastructure (p > 0).

Statistical Test: Pearson Product-Moment Correlation Analysis
Results:

e Correlation coefficient: r = -0.031

e p-value: p=0.593

e 95% Confidence Interval: [-0.145, 0.084]

e Sample size: n =300
o Effect size: Negligible (r] <0.1)
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Statistical Decision: Fail to reject H-. The correlation is not statistically significant
at a = 0.05.

Interpretation: The analysis shows no significant relationship between digital
transaction volume and infrastructure adequacy (r =-0.031, p = 0.593). This finding
suggests that transaction volume does not drive proportional infrastructure
investment, indicating potential scalability challenges or that infrastructure
development follows different drivers than transaction demand.

Strategic Implications: This result highlights the need for proactive infrastructure
planning rather than reactive scaling based on transaction volumes.

Digital Transactions vs Infrastructure Score
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Figure 4. 12 Digital Transactions vs Infrastructure Score

HS8: Security Technology and Detection Time Efficiency

Research Question: How does security technology sophistication affect fraud
detection time?

Hso (Null Hypothesis): There is no significant correlation between security
technology scores and fraud detection time efficiency (p = 0).

Hs: (Alternative Hypothesis): Higher security technology sophistication is
significantly associated with faster fraud detection times (p > 0).
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Statistical Test: Pearson Product-Moment Correlation Analysis
Results:

o Correlation coefficient: r = 0.649

e p-value: p<0.001

e 95% Confidence Interval: [0.587, 0.705]
e Sample size: n =300

o Effect size: Large (r > 0.5)

Statistical Decision: Reject Hso. The correlation is statistically significant at o =
0.05.

Interpretation: The analysis demonstrates a strong positive correlation between
security technology sophistication and detection time efficiency (r = 0.649, p <
0.001). This large effect size indicates that approximately 42.1% of the variance in
detection time performance can be attributed to technology sophistication levels.
Advanced security technologies significantly improve the speed of fraud detection
processes.

Technology Investment Rationale: This finding provides strong justification for
investing in advanced security technologies as a means to improve operational
efficiency in fraud prevention.

Security Technology vs Detection Time Analysis
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Figure 4.6: Advanced technelogy correlates with faster fraud detection

Figure 4 . 13 Security Technology vs Detection Time Analysis
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HO: Professional Role Level and Budget Decision Authority

Research Question: Does professional role level influence security budget
allocation decisions?

Hoo (Null Hypothesis): There is no significant correlation between professional role
level and security budget allocation authority (p = 0).

Ho: (Alternative Hypothesis): Higher professional role levels are significantly
associated with greater security budget allocation authority (p > 0).

Statistical Test: Pearson Product-Moment Correlation Analysis
Results:

e Correlation coefficient: r =-0.010

e p-value: p=10.859

e 95% Confidence Interval: [-0.124, 0.105]
e Sample size: n =300

o Effect size: Negligible (r] <0.1)

Statistical Decision: Fail to reject Hoo. The correlation is not statistically significant
at a = 0.05.

Interpretation: The analysis reveals no significant relationship between professional
role level and budget allocation authority (r = -0.010, p = 0.859). This finding
suggests that security budget decisions may be more centralized or governed by
institutional policies rather than individual role authority. The result indicates that
budget allocation follows systematic organizational processes rather than individual
hierarchical influence.

Organizational Structure Implications: This finding suggests well-established

governance structures for security investments that transcend individual role
authority.
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Role Level vs Security Budget Allocation
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Figure 4.10: Role level influsnce on budget allocation decisions.

Figure 4 . 14 Role Level vs Security Budget Allocation

H10: Fraud Experience and Security Vigilance Enhancement

Research Question: Do customers who have experienced fraud demonstrate higher
security vigilance?

Hioo (Null Hypothesis): There is no significant difference in security vigilance levels
between customers with and without fraud experience (i = p2).

Hio1 (Alternative Hypothesis): Customers with fraud experience demonstrate
significantly higher security vigilance levels than those without fraud experience (1

> l2).
Statistical Test: Independent Samples t-test (one-tailed)
Results:

e t-statistic: t(516) =-16.02

e p-value: p<0.001

e Cohen's d: d=0.991 (Large)

e Sample size: n =518

Group Statistics:

89



e No fraud experience: M =3.01, SD = 1.12, n =428
e Fraud experience: M =4.52, SD =0.73,n=90

Statistical Decision: Reject Hioo. The difference is statistically significant at o =
0.05.

Interpretation: The analysis reveals a highly significant difference in security
vigilance between fraud victims and non-victims (t =-16.02, p < 0.001). The effect
size 1s very large (d = 0.991), indicating that fraud experience has a substantial
impact on security behavior. Customers who have experienced fraud demonstrate
security vigilance levels that are approximately one standard deviation higher than
those who have not experienced fraud.

Learning Effect: This finding provides strong evidence for experiential learning in
security behavior, suggesting that negative experiences serve as powerful motivators
for enhanced security practices.

Fraud Experience vs Security Vigilance Comparison
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Figure 4.7: Customers with fraud experience show higher security vigilance

Figure 4. 15 Fraud Experience vs Security Vigilance Comparison

H11: Security Technology and Detection Rate Performance

Research Question: Does security technology sophistication improve overall fraud
detection rates?
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Hio (Null Hypothesis): There is no significant correlation between security
technology sophistication and fraud detection rates (p = 0).

Hiu (Alternative Hypothesis): Higher security technology sophistication is
significantly associated with improved fraud detection rates (p > 0).

Statistical Test: Pearson Product-Moment Correlation Analysis
Results:

e Correlation coefficient: r =-0.019

e p-value: p=0.738

e 95% Confidence Interval: [-0.133, 0.095]
e Sample size: n =300

o Effect size: Negligible (Jr] <0.1)

Statistical Decision: Fail to reject Hio. The correlation is not statistically significant
at a=0.05.

Interpretation: The analysis shows no significant relationship between technology
sophistication and detection rates (r = -0.019, p = 0.738). This unexpected finding
suggests that technology sophistication alone does not guarantee improved detection
performance. The relationship between technology investment and detection
effectiveness may be mediated by other factors such as implementation quality, staff
training, or process optimization.

Technology Implementation Insight: This result emphasizes that technology

deployment must be accompanied by comprehensive implementation strategies to
achieve performance benefits.
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Security Technology vs Fraud Detection Rate
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Figure 4.11: Technology adoption impact on detection performance

Figure 4 . 16 Security Technology vs Fraud Detection Rate

4.8. Summary of Hypothesis Testing Results
4.8.1. Overall Success Rate

The hypothesis testing revealed a 63.6% success rate (7 out of 11 hypotheses
supported), which represents a strong empirical foundation for the theoretical
framework. This success rate is consistent with robust scientific research standards
and indicates that the majority of theoretical predictions were supported by empirical
evidence.

4.8.2. Effect Size Distribution
The supported hypotheses demonstrated substantial effect sizes:
o Large effects (* or r> > 0.25): 6 hypotheses
e Medium effects (n? or r> = 0.09-0.25): 1 hypothesis
o Negligible effects (n? or r> < 0.09): 4 hypotheses
4.8.3. Statistical Power Achievement
All significant results achieved adequate statistical power (>0.80), confirming that
the sample sizes were sufficient to detect meaningful relationships. The non-

significant results were also adequately powered, lending credibility to the null
findings.

92



4.8.4. Theoretical Implications

The pattern of results provides several important theoretical insights:

1.

2.

4.8.5.

Age Effects: Strong evidence for generational differences in digital banking
behaviors

Experience Value: Both professional experience and personal fraud
experience significantly influence behavior

Investment Returns: Clear evidence that security investments yield
measurable returns

Complexity of Technology: Technology sophistication does not
automatically translate to improved outcomes

Organizational Factors: Some relationships are governed by institutional
structures rather than individual characteristics

Practical Implications

The findings offer several actionable insights for banking industry practice:

1.

2.

Age-Targeted Strategies: Different approaches needed for different age
groups

Investment Justification: Strong ROI evidence for security budget
allocation

Experience Leverage: Value of experienced professionals and learning from
fraud events

Technology Implementation: Need for comprehensive technology
deployment strategies

Security Education: Complex relationship between awareness and
protection

4.9. Limitations and Considerations

4.9.1.

Statistical Limitations

Several limitations should be considered when interpreting these results:

AW~

4.9.2.

Cross-sectional Design: Causal inferences cannot be definitively established
Self-report Bias: Some measures rely on participant self-assessment

Sample Composition: Results may not generalize to all banking populations
Temporal Stability: Relationships may vary over time as technology evolves

Methodological Considerations

The study employed robust statistical methods appropriate for each hypothesis, with
careful attention to assumption testing and effect size interpretation. The combination
of significant and non-significant results enhances the credibility of the findings by
demonstrating that the analytical approach was not biased toward supporting
hypotheses.
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4.10. Conclusion

The comprehensive hypothesis testing provided substantial empirical support for the
majority of theoretical predictions while also revealing important unexpected
findings. The results establish a strong foundation for evidence-based
recommendations and contribute significantly to the understanding of digital banking
security dynamics in the Sri Lankan context. The combination of large sample sizes,
appropriate statistical methods, and practical significance of findings ensures that
these results can inform both academic understanding and industry practice in digital
banking security enhancement.

4.11. Qualitative Analysis and Theoretical Integration

4.11.1. Thematic Analysis Framework

The qualitative analysis incorporates 493 open-ended responses (94.3% response rate)
from customer surveys and 287 responses (95.7% response rate) from professional
surveys. Following Braun and Clarke's (2006) six-phase thematic analysis framework,
the analysis integrates Technology Acceptance Model (TAM) and Protection
Motivation Theory (PMT) constructs to provide theoretical grounding.

Inter-rater Reliability: Cohen's « = 0.84 (substantial agreement) Theoretical
Saturation: Achieved after analyzing 85% of responses Coding Framework:

e TAM-based codes: Perceived usefulness, perceived ease of use, attitude toward
use

e PMT-based codes: Threat severity, vulnerability, response efficacy, self-
efficacy

o Emergent codes: Trust factors, institutional confidence, behavioral adaptation

4.11.2. Primary Themes and Theoretical Integration
Theme 1: Trust and Institutional Confidence (TAM Integration)

Prevalence: 78% of customer responses (n = 384) Theoretical Link: Aligns with
TAM's "attitude toward use" construct

Sub-theme 1a: Bank Reputation Influence (n = 156 responses) TAM Connection:
Trust mediates the relationship between perceived usefulness and intention to use
digital banking security features.

Supporting Quote (High Trust/High TAM Acceptance): "I trust Commercial Bank
because they have been around for so long and never had major problems. My father
banked with them too, so I feel safe using their app.” (Participant 157, Age 45, Rural)

Theoretical Interpretation: This response demonstrates how institutional trust
influences perceived usefulness and reduces perceived risk, supporting TAM's
predictive framework.

Sub-theme 1b: Technology Infrastructure Confidence (n = 134 responses)
Customers demonstrate varying confidence levels in banking technology capabilities,
directly relating to TAM's perceived ease of use construct.
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Contrasting Examples: High Confidence: "The app works smoothly and I haven't faced
any technical issues. This makes me believe they have good systems in place to protect
my money too." (Participant 203, Age 31, Semi-urban)

Low Confidence: "Sometimes the website is slow or doesn't work properly. If they can't
even make the website work well, how can I trust them with security?"” (Participant
412, Age 52, Urban)

Theme 2: Security Behavior Adaptation (PMT Integration)

Prevalence: 68% of customer responses (n = 335) Theoretical Link: Directly
correlates with Protection Motivation Theory components

PMT Component Analysis:
o Threat Severity Recognition: 89% of adaptive responders (n = 298)

e Response Efficacy Belief: 76% demonstrated confidence in protective
measures (n = 255)

o Self-Efficacy: 82% expressed implementation confidence (n = 275)

Sub-theme 2a: Proactive Security Measures (n = 187 responses) PMT-Coded
Example: "l never save my password on the phone and always log out completely. 1
also check my account every morning to make sure everything is correct.” (Participant

334, Age 39, Urban)

PMT Analysis:
o Threat Severity: High (recognizes unauthorized access risks)
e Response Efficacy: High (believes protective actions are effective)
o Self-Efficacy: High (confident in implementing measures)

Sub-theme 2b: Reactive Response Patterns (n = 148 responses) PMT-Coded
Example: "After my friend's account was hacked [Threat Severity], I started using the

security notifications [Response Efficacy]. Now I get SMS for every transaction, even
small ones [Self-Efficacy].” (Participant 456, Age 44, Rural)

PMT Validation: This response contains all four PMT components:
1. Threat severity: Friend's account compromise
2. Vulnerability: Implicit recognition of personal risk
3. Response efficacy: Belief SMS notifications prevent fraud
4. Self-efficacy: Confidence in implementing protection
Theme 3: Generational Security Perspectives (TAM Age Moderation)

Prevalence: 61% of responses (n =301) Theoretical Link: Age as moderator in TAM
relationships

Quantitative-Qualitative Convergence:
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o Statistical finding: r = -0.234 (age vs. digital adoption, p <0.001)

e Qualitative support: Age-related differences in 61% of responses
Young Adult Pattern (18-35 years, n = 94 responses):

e High perceived ease of use

e Overconfidence in threat assessment

o Technology-centric solutions preferred

Representative Quote: "I'm pretty good with technology, so I can usually tell if
something is fake or suspicious. I don't worry too much about security because I know
how to handle it." (Participant 112, Age 24, Urban)

TAM Analysis: High perceived ease of use but potential overestimation of threat
assessment capabilities.

Older Adult Pattern (56+ years, n = 67 responses):
e Lower perceived ease of use
o Higher threat sensitivity
e Preference for human-mediated security

Representative Quote: "I'm always worried that I might click the wrong thing or fall
for a trick. I ask my son to help me with anything complicated in the banking app."
(Participant 467, Age 61, Rural)

TAM Analysis: Lower perceived ease of use requiring external support, but higher
threat awareness.

Theme 4: Barriers to Security Compliance (TAM Obstacles)

Prevalence: 55% of responses (n = 271) Theoretical Link: Factors reducing
perceived ease of use and usefulness

Barrier Categories with TAM Integration:
1. Complexity Barriers (Ease of Use): 55% of barrier responses (n = 149)

2. Convenience Trade-offs (Usefulness vs. Effort): 43% of barrier responses (n
=117)

3. Knowledge Gaps (Self-Efficacy): 38% of barrier responses (n = 103)

TAM-Coded Example: "The two-factor authentication is annoying because
sometimes I don't receive the SMS immediately. It makes banking take much longer.”
(Participant 267, Age 41, Urban)

TAM Analysis:
o Perceived Ease of Use: Negative (technical difficulties)

e Perceived Usefulness: Questioned (time costs vs. benefits)
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e Behavioral Intention: Reduced likelihood of compliance

4.11.3. Professional Insights Integration

Professional Theme 1: Institutional Security Culture (n = 156 responses) Banking
professionals emphasized the importance of organizational culture in security
effectiveness:

"Technology is only as good as the people using it. We've seen banks with expensive
security systems fail because staff weren't properly trained or didn't follow
procedures.” (Professional 089, Security Manager, Private Bank)

Professional Theme 2: Resource Allocation Challenges (n = 134 responses)
Professionals highlighted the tension between security investment and operational
efficiency:

"Management wants maximum security but minimum friction for customers. Finding
that balance while staying within budget is the biggest challenge we face.”
(Professional 234, Risk Manager, State Bank)

4.12. Mixed-Methods Integration and Convergence Analysis

4.12.1. Convergent Findings
1. Age-Security Relationship Validation:

e Quantitative: Significant negative correlation (r = -0.234, p <0.001)

e Qualitative: Themes confirm younger users more confident but sometimes
overconfident

o Integration: Statistical patterns supported by detailed behavioral explanations
2. Experience-Institutional Performance Link:

o Quantitative: Strong correlation between professional experience and digital
maturity (r = 0.387, p <0.001)

e Qualitative: Professional insights confirm experiential learning effects

o Integration: Statistical relationships explained through institutional culture
dynamics

3. Security Investment-Performance Relationship:

e Quantitative: Strong correlation between budget allocation and detection rates
(r=0.453,p <0.001)

e Qualitative: Professional themes emphasize resource adequacy importance
o Integration: Statistical evidence supported by operational insights

4.12.2. Divergent Insights
1. Security Awareness Paradox:

e Quantitative: No significant relationship between awareness and fraud
experience (r =-0.072, p=0.111)
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e Qualitative: Themes suggest awareness alone insufficient without behavioral
implementation

o Integration: Qualitative findings explain unexpected quantitative results
2. Technology Adoption Complexity:
e Quantitative: Mixed results for technology-performance relationships

e Qualitative: Themes reveal implementation and cultural factors beyond mere
adoption

o Integration: Qualitative insights provide context for statistical limitations

4.12.3. Theoretical Model Validation
TAM Extension Validation:

e 73% of qualitative themes align with extended TAM constructs

e Age moderation effects confirmed through mixed-methods integration

e Security-specific factors successfully incorporated into TAM framework
PMT Application Validation:

e All four PMT components identified in adaptive security behaviors

o Threat perception and response efficacy strongly represented in qualitative data

o Experiential learning effects confirmed through fraud experience analysis

4.13.  Statistical Power and Effect Size Interpretation

4.13.1. Achieved Statistical Power
Post-hoc power analysis confirmed adequate statistical power for all primary analyses:

e Correlation analyses: Power > 0.88 for all significant results
e ANOVA analysis: Power = 0.94 for age group comparisons
e t-test analysis: Power = 0.91 for fraud experience comparison

4.13.2. Effect Size Distribution and Interpretation
Effect Size Classification Summary

Effect
Size Count | Percentage | Hypotheses
Category

Large
Effect (> |3 27.30% Ha, Hs, Hio
0.5)

Medium
Effect 3 27.30% Hi, Hs, Hs
(0.3-0.5)
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Small

Effect 1 9.10% Hs
(0.1-0.3)

Negligible

Effect (<|4 36.40% Hz, H7, Ho,
01) Hll

Table 4. 6 Effect Size Classification Summary

Practical Significance Assessment: The distribution of effect sizes indicates that
supported hypotheses demonstrate meaningful practical significance, with 54.6%
showing medium to large effects. The negligible effects correspond to non-significant
relationships, supporting the validity of statistical conclusions.

4.14. Limitations and Methodological Considerations

4.14.1. Statistical Limitations
Cross-sectional Design Constraints:

o Causal inference limited to associational relationships
e Temporal dynamics not captured in single-point measurement
e Potential for unmeasured confounding variables
Self-Report Bias Considerations:
e Social desirability bias in security behavior reporting
o Recall bias in fraud experience accounts
o Professional response bias in institutional assessments

4.14.2. Sample Representativeness
Achieved Representation:

e Geographic distribution closely matched targets
o Demographic quotas successfully achieved
o Professional sample comprehensive across roles and institutions
Potential Limitations:
e Urban bias in customer sample (60.6% vs. national 18.2% urban population)
e Voluntary participation may select more security-conscious customers
o Professional sample limited to formal banking sector

4.15. Summary of Key Findings

4.15.1. Primary Research Contributions
Strong Empirical Support for Theoretical Framework:

e 63.6% of hypotheses supported with substantial effect sizes

o Successful integration of TAM and PMT in digital banking security context
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e Validation of demographic factors as important moderators
Critical Security Behavior Insights:

e Age significantly influences digital adoption but with complex qualitative
patterns

o Professional experience strongly predicts institutional security capability

e Security investment directly correlates with fraud prevention effectiveness

e Prior fraud experience significantly enhances security vigilance
Unexpected Findings Requiring Further Investigation:

o Security awareness alone insufficient for fraud prevention

o Technology adoption does not guarantee performance improvement

o Institutional hierarchy less important than expected for budget decisions

4.15.2. Mixed-Methods Integration Value
The combined quantitative-qualitative approach provided several advantages:

o Statistical patterns explained through behavioral insights

e Unexpected quantitative findings contextualized through qualitative themes
o Theoretical frameworks validated through multiple data sources

o Practical implications enhanced through experiential evidence

4.15.3. Implications for Theory and Practice
Theoretical Implications:

o TAM successfully extended to security behavior contexts with age moderation

o PMT validates experiential learning effects in security adoption

o Combined framework explains 73% of qualitative behavioral patterns
Practical Implications:

e Age-specific security education programs recommended

e Investment in security resources empirically justified

e Multi-channel customer experience strategies supported

o Professional development programs validated for institutional improvement

The comprehensive analysis provides robust empirical evidence supporting the
majority of theoretical propositions while identifying specific areas for targeted
interventions and improved practices in digital banking security. These findings
establish a foundation for evidence-based recommendations presented in subsequent
chapters.
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5. RECOMMENDATIONS AND CONCLUSION
5.1. Interpretation of Key Findings

Age-Related Security Behavior Patterns

The study's finding that younger customers demonstrate significantly higher security
awareness contradicts some previous research suggesting that digital natives may be
overconfident and therefore less cautious about security risks. The results align more
closely with studies by Prensky (2001) and Tapscott (2009), which argue that digital
natives possess inherent advantages in navigating technological environments,
including security considerations.

The qualitative findings provide nuanced understanding of this relationship,
revealing that while younger customers do demonstrate higher security awareness,
they may also exhibit overconfidence that could lead to risky behaviors. This
suggests that security awareness alone is insufficient; effective security behavior
requires both knowledge and appropriate risk perception.

Theoretical Implications: The findings extend Technology Acceptance Model
(TAM) theory by demonstrating that age moderates the relationship between
perceived usefulness and actual usage of security features. Younger users appear to
perceive security features as more useful and easier to use, leading to higher adoption
rates.

Practical Implications: Banks should develop age-appropriate security education
programs that leverage the natural technology confidence of younger customers
while addressing overconfidence issues. For older customers, programs should focus
on building technology self-efficacy alongside security knowledge.

5.1.1. Security Awareness and Fraud Prevention Effectiveness

The strong inverse relationship between security awareness and fraud victimization
(57.1% reduction in odds) provides empirical support for investment in customer
security education programs. This finding aligns with Protection Motivation Theory,
which suggests that informed individuals are more likely to engage in protective
behaviors when they understand both threats and effective countermeasures.

The qualitative analysis reveals that effective security awareness encompasses both
knowledge and behavioral adaptation. Participants who successfully avoided fraud
demonstrated not only awareness of threats but also consistent implementation of
protective practices and adaptive responses to new security challenges.
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Policy Implications: The findings support regulatory requirements for mandatory
customer security education and suggest that banks with more effective security
awareness programs may experience lower fraud rates, benefiting both institutions
and customers.

5.1.2. Device Usage and Security Behavior Relationship

The finding that customers using both mobile and web platforms demonstrate the
highest security compliance suggests that multi-platform users may be more engaged
and sophisticated digital banking customers. This contradicts assumptions that
platform switching might indicate confusion or inconsistent security practices.

Qualitative findings suggest that multi-platform users are often more experienced
digital banking customers who understand the security features and limitations of
different platforms. They adapt their security behaviors based on the platform being
used and the specific transaction being conducted.

5.2. Practical Implications for Banking Industry
5.2.1. Customer Segmentation and Targeted Security Programs

Banks should develop segmented security education approaches based on
demographic profiles and usage patterns:

For Younger Customers (18-35 years):

o Focus on advanced security features and emerging threats
o Utilize digital channels and interactive learning methods
e Address overconfidence through scenario-based training
e Promote security advocacy and peer education programs

For Middle-aged Customers (36-55 years):
o Emphasize practical, step-by-step security procedures
e Provide multiple learning formats (digital and traditional)
o Focus on balancing security with convenience
e Offer family-based security education programs
For Older Customers (56+ years):
e Prioritize personal support and guidance
e Use simplified, clear communication
e Provide hands-on training at branch locations
o Develop technology mentorship programs

5.2.2. Platform-Specific Security Enhancements

Mobile Application Improvements:
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o Implement adaptive authentication based on risk assessment

e Provide real-time security coaching and tips

o Develop gamification elements to encourage security behavior
o Integrate biometric authentication options

Web Platform Enhancements:

e Improve visual security indicators and warnings

o Simplify security procedures while maintaining effectiveness
o Provide comprehensive security dashboards

e Implement behavioral analytics for fraud detection

5.2.3. Organizational Security Culture Development

Banks should foster a security-conscious organizational culture that supports
customer security education:

e Train front-line staff to provide security guidance

e Develop customer security feedback mechanisms

e Implement regular security communication campaigns
o Establish customer security advisory groups

5.3. Policy Recommendations for Regulatory Authorities
5.3.1. Enhanced Regulatory Framework

Mandatory Security Education Requirements: The Central Bank of Sri Lanka
should consider implementing mandatory security education requirements for banks,
including:

e Annual security awareness assessment for customers
o Standardized security education curriculum

o Regular reporting of customer security metrics

o Incentives for banks with effective security programs

Risk-Based Regulatory Approach: Regulatory requirements should be calibrated
based on demonstrated security effectiveness, with banks showing higher customer
security awareness receiving certain regulatory benefits or reduced compliance
burdens.

5.3.2. Industry Collaboration Initiatives
Information Sharing Mechanisms: Establish formal channels for sharing security

threat intelligence and best practices across the banking industry while maintaining
competitive confidentiality.
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Standardized Security Metrics: Develop industry-wide metrics for measuring and
comparing customer security awareness and fraud prevention effectiveness across
institutions.

5.4. Study Limitations and Future Research Directions
5.4.1. Methodological Limitations

Sample Limitations: The study's focus on customers of major commercial banks
may not fully represent users of smaller financial institutions or alternative financial
service providers. The urban bias in the sample (60% urban vs. 40% semi-
urban/rural) may limit generalizability to predominantly rural populations.

Temporal Limitations: The cross-sectional design captures security behaviors at a
single point in time, potentially missing seasonal variations or the impact of recent
security incidents on customer behavior.

Self-Report Bias: While validated scales were used, self-reported security behavior
may be subject to social desirability bias, with participants over-reporting
compliance with recommended practices.

5.4.2. Future Research Opportunities

Longitudinal Studies: Future research should employ longitudinal designs to track
changes in security awareness and behavior over time, particularly following security
education interventions or major security incidents.

Behavioral Analytics Integration: Studies combining survey data with actual
transaction logs and security event data could provide more objective measures of
security behavior effectiveness.

Cross-Cultural Validation: The research framework could be applied in other
South Asian countries to test the generalizability of findings across similar economic
and cultural contexts.

Intervention Studies: Randomized controlled trials testing different security
education approaches could provide evidence for the most effective methods of

improving customer security awareness and behavior.

5.5. Contributions to Knowledge and Practice
5.5.1. Theoretical Contributions

This study extends existing theoretical frameworks by:
o Integrating demographic factors into Technology Acceptance Model

applications
o Demonstrating the mediating role of security awareness in fraud prevention
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o Providing empirical validation of Protection Motivation Theory in digital
banking contexts

e Developing a comprehensive model linking customer characteristics, security
perceptions, and protective behaviors

5.5.2. Methodological Contributions
The study contributes methodologically by:

e Validating security awareness and behavior measurement scales in the Sri
Lankan context

e Demonstrating effective integration of quantitative and qualitative approaches

e Providing a replicable framework for customer security research in
developing economies

Practical Contributions
The research provides practical value through:

o Evidence-based recommendations for banking industry security programs
o Policy guidance for regulatory authorities

e Framework for measuring and improving customer security effectiveness
o Insights for developing age-appropriate security education initiatives

5.6. Summary of Key Findings

This research has provided comprehensive insights into the factors influencing
digital banking security behaviors among Sri Lankan customers. The study's mixed-
methods approach has revealed both statistical patterns and underlying mechanisms
that drive customer security decisions and behaviors.

The primary findings demonstrate that age significantly influences security
awareness, with younger customers showing higher levels of security knowledge and
more proactive security behaviors. However, this relationship is nuanced, with
qualitative findings revealing that younger customers may also exhibit
overconfidence that could lead to risky behaviors. The research has also established a
strong empirical relationship between security awareness and fraud prevention, with
higher awareness levels reducing fraud victimization odds by 57.1%.

The study has revealed that device usage patterns influence security behavior, with
multi-platform users demonstrating the highest security compliance. This finding
suggests that engagement level and experience with digital banking systems may be
more important than specific platform characteristics in determining security
effectiveness.
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5.7. Implications for Theory and Practice

From a theoretical perspective, this research has extended the Technology
Acceptance Model by incorporating demographic factors and security behavior
components. The findings support Protection Motivation Theory while providing
new insights into how demographic characteristics interact with risk perception and
protective behavior adoption.

For practice, the research provides evidence-based guidance for developing targeted
security education programs, improving platform-specific security features, and
implementing risk-based regulatory approaches. The findings support increased
investment in customer security education while highlighting the need for age-
appropriate and context-sensitive approaches.

5.8. Recommendations for Stakeholders
For Banking Institutions:

e Implement age-segmented security education programs

o Develop adaptive security features that respond to customer risk profiles

o Establish regular security awareness measurement and improvement
programs

o Create cross-platform security consistency while leveraging platform-specific
advantages

For Regulatory Authorities:

e Mandate customer security education requirements with measurable
outcomes

o Develop risk-based regulatory frameworks that incentivize effective security
programs

o Establish industry-wide security metrics and reporting standards

o Facilitate information sharing and collaboration on security best practices

For Customers:

o Actively engage with security education opportunities provided by banks

e Adopt recommended security practices consistently across all platforms

o Stay informed about emerging security threats and protective measures

e Provide feedback to banks about security feature usability and effectiveness
5.9. Final Conclusions
The research demonstrates that effective digital banking security requires a multi-

faceted approach that considers customer demographics, platform characteristics, and
institutional capabilities. While technology solutions are important, customer
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education and awareness remain critical components of comprehensive security
strategies.

The findings suggest that Sri Lankan banks and regulatory authorities have
significant opportunities to improve security effectiveness through targeted
interventions and policy developments. The research framework and findings
provide a foundation for evidence-based decision-making in digital banking security
policy and practice.

As digital banking continues to evolve and expand in Sri Lanka and similar markets,
ongoing research and adaptation of security approaches will be essential. The
integration of customer behaviour insights with technological capabilities and
regulatory frameworks offers the best prospect for creating secure, usable, and
effective digital banking systems that serve the needs of all customer segments while
protecting against evolving security threats.
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APPENDIX A: SUERVEY FOR PROFFSSONALS

Q1. What is your current role in the banking sector?
Executive or Senior Management

Mid-level Management

Fraud Prevention/Investigation Officer

IT Security or Cybersecurity Specialist

Risk and Compliance Officer

Digital Banking or FinTech Officer

Other:

Q2. How many years of experience do you have in the banking sector?
Less than 2 years

2-5 years

6—10 years

11-15 years

More than 15 years

Q3. To what extent has your bank implemented the following digital banking channels?
(Rate from 1-5, where 1=Not implemented, 3=Partially implemented, 5=Fully implemented)

Mobile banking application: 1 020304050
Internet banking platform: 1 0203 04050
Al-powered customer service: 1 L2 00304050
Automated loan processing: 1 120304050

O O O O

Q4. What percentage of your customer transactions occur through digital channels?
Less than 20%

21-40%

41-60%

61-80%
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More than 80%

Q5. When did your bank first implement comprehensive digital banking services?
Within the last 2 years

3-5 years ago

6-10 years ago

More than 10 years ago

Q6. Which of the following security technologies has your bank implemented? (Select all
that apply)

Multi -Factor Authenticator (MFA)
Biometric verification

Real-time fraud monitoring

AI/ML fraud detection

Behavioral analytics

Blockchain

Other:

Q7. What percentage of your IT budget is allocated to cybersecurity/fraud prevention?
Less than 5%

5-10%

11-15%

16-20%

More than 20%

Q8. Rate your agreement with the following statement
“Our bank’s digital security infrastructure is adequately equipped to handle current fraud
threats.”

1=Strongly disagree
1
2
3
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5=Strongly agree

Q9. How has the frequency of fraud incidents changed since implementing digital banking?
Significantly decreased

Slightly decreased

Remained the same

Slightly increased

Significantly increased

Q10. What percentage of attempted fraud incidents is your system able to detect and prevent
before completion?

Less than 50%

50-70%

71-85%

86-95%

More than 95%

Q11. What is the average time taken to detect a fraud incident at your bank?
Real-time

Within 1 hour

Within 24 hours

Within 1 week

More than 1 week

Q12. Which digital banking channel experiences the highest rate of fraud attempts?
Mobile banking

Internet banking

Digital payment services

Card-not-present transactions

Third-party payment apps

Other:

Q13. Rate your agreement with the following statement
“Our staff is adequately trained to respond to digital fraud.”

1=Strongly disagree
1
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5
5=Strongly agree
Q14. What are the most significant challenges your bank faces in preventing digital fraud?

(Rank from 1-5, with I being the most significant)

Evolving fraud tactics / [72 [73 [74 [J5 [
Budget constraints / [72 [73 [74 [J5 [J
Lack of expertise / [72 [73 [74 []5 [T
Regulatory limit / [72 [73 [J4 [75 [T
Customer resistance / [72 [73 [74 [75 [J

o O O O O

Q15. Which emerging technologies will be most effective in combating fraud in the next 3—5
years? (Select up to 3)

Advanced biometric

Blockchain technology

Next-gen AI/ML fraud detection
Advanced Behavioral analytics
Cross-institution data sharing platforms

Quantum computing for encryption

Q16. Rate your agreement with the following statement

"The Central Bank of Sri Lanka provides adequate guidance and support for digital banking
fraud prevention."

1=Strongly disagree
1

E VS N S

5

5=Strongly agree
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Q17. What specific recommendations would you suggest to improve digital fraud
prevention in Sri Lanka?
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APPENDIX B: CUSTOMERS SURVEY

Q1. What is your age group?

18-25

26-35

3645

46-55

56-65

Above 65

Q2. Which district in Sri Lanka do you reside in? (selection)
Q3. Which bank(s) do you primarily use for digital banking? (Select all that apply)
Bank of Ceylon (BOC)

People’s Bank

DFCC Bank

Commercial Bank

Hatton National Bank

Sampath Bank

Nations Trust Bank

Other:

Q4. How frequently do you use digital banking services?
Daily

Several times a week

Once a week

Several times a month

Once a month

Less than once a month

Other:

Q5. Which digital banking channels do you use? (Select all that apply)

Mobile banking app
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Internet banking website

Automated Teller Machine (ATM)

SMS

Phone banking

Digital payment apps

Other:

Q6. Which security features do you actively use? (Select all that apply)
Two-factor authentication (2FA)

Biometric login (fingerprint, face recognition)

One-time passwords (OTP)

Transaction alerts via SMS/email

Spending limits/caps

None

Q7. How do you typically create passwords for your digital banking accounts?
Unique & complex

Same across accounts

Use password manager

Follow bank advice

Simple Password

Use the same password for multiple accounts

Other:

Q8. Do you check if the app or website is secure before entering credentials?
Always

Most of the time

Sometimes

Rarely

Never

None

Q9. Have you ever experienced digital banking fraud?

Yes
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No
Maybe

Q10. If yes, what type of fraud did you experience? (Select all that apply) Note: If 'No',

rn

please select 'Not applicable'.
Unauthorized transactions
Phishing attacks

Account takeover

Identity theft

SIM swap fraud

Not applicable

Other:

QI11. If yes, was the issue resolved by your bank? Note: If 'No', please select 'Not

rn

applicable’.
Yes
Partially
Maybe

No

Still in progress
Not applicable

QI12. Rate your level of concern about the following digital banking security risks: (/=Not¢
concerned, 5=Extremely concerned)

Unauthorized accountaccess 1 12 L1304 50
Databreaches 1 1200304050

Identity theft: 1 [72 [73 [J4 [J5 [T

Phishing attacks 1 02030405 O

Public Wi-Fi vulnerabilities 1 203 0405 0O

o O O O O

Q13. How confident are you in your bank’s ability to protect your digital accounts?
Very confident

Somewhat confident

Neutral

Somewhat unconfident

Not confident at all
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Q14. How would you rate your knowledge of digital banking security?
High
1

E-NE S B )

5

Low

Q15. Has your bank provided you with information about digital banking security?
Yes, comprehensive information

Yes, but limited information

No information provided

I don't recall

Q16. What one improvement would make you feel more secure using digital banking?
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IS

Digital Banking Adoption Score

Digital Maturity Score

APPENDIX C: ANAYISIS EVIDANCE

Age vs Digital Banking Adoption Scatter Plot

r=-0.856,p=<0.001,n=518

20 30 40 50 60
Age (years)

Figure 4.1: Negative correlation between age and digital banking adoption

Professional Experience vs Digital Maturity Correlation Plot

r=0.659, p=<0001, n=300

3
Professional Experience Level
Figure 4.2: Positive carrelation between professianal experience and digital maturity
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Fraud Detection Rate

Security Vigilance Level

ES

Security Budget vs Fraud Detection Rate Analysis

Figure 4.3: Security investment correlation with fraud detection effectiveness

r=0.732,p=<0001

3
Security Budget Allocation Level

Channel Diversity vs Security Vigilance Relationship

r=-0.001, p=0.989
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Figure 4.4: Multi-channel users demonstrate higher security vigilance

Channel Diversity Score
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Password Strength Score

Detection Time Score

Password Strength by Age Groups Box Plot

F=701.7,p=<0.001,n*=0.732
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Figure 4.5: Password strength varies significantly across age groups
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Figure 4.6: Advanced technalogy correlates with faster fraud detection
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Fraud Experience vs Security Vigilance Comparison

t=-16.02, p=<0.001,d=0.991
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Figure 4.7: Customers with fraud experience show higher security vigilance

Security Awareness vs Fraud Experience

r=-0.768 ,p=0
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Figure 4.8: Non-significant relationship between security awareness and fraud experience
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Infrastructure Score

Security Budget Allocation

Digital Transactions vs Infrastructure Score

r=-0.031,p=0.593
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Figure 4.10: Role level influence on budget allocation decisions
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Figure 4.11: Technology adoption impact on detection performance
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Security Technologies Score (1=Basic, 2=Enhanced, 3=Advanced)
} Rstudio

ile Edit Code View Plots Session Build Debug Profile Tools Help

LREAR - <R~ 20 ! 0 to file/function = Addins =

Console  Terminal Background Jobs

‘R« R450 - Di/Mew Research/

wouvenvice.

> print(detailed_summary)

Metric
Total Hypotheses Tested
Hypotheses Supported

11
7

value
.0000
.0000

1

2

3 Success Rate (%) 63.6000
4 Customer Sample Size 518.0000
5 professional Sample Size 300.0000
[ Total Sample Size 818.0000
7 Average p-value 0.1856
8 minimum p-value  0.0000
9 Maximum p-value  0.9890
>

> cat("\n ¢ HYPOTHESIS TESTING RESULTS:\n")

HYPOTHESIS TESTING RESULTS

> cat("-

> print(hypothesis_summary_table)
Hypothesis

H1
t2 H3
t3 H4
1 HE
R4 H7
t8 H10
t6 H8
t7 H9
t H2
19 H11l
t4 HS

5

Environment  History ~ Connections  Tutorial

2 k| “®Toconsde StTosouce @ &
)

# 6. Professional Data Summary
professional_data_summary <- professionals_clean %%

summarise{
sample_size = n(},
Avg_Experience_Level

round(mean (experience_level, na.rm = TRUE), 2),

Avg_Digital_Maturity = round(mean(digital_maturity, na.rm = TRUE), 2),
Avg_Security_Budget

Avg_Technology_score = round(mean(security_technologies_score, na.rm =
)
#

round(mean(security_budget_level, na.rm = TRUE), 2),
Avg_Detection_Rate = round(mean(fraud_detection_rate_score, na.rm = TRUE),
avg_Infrastructure_Score = round(mean(security_infrastructure_score, na.rm
Avg_Detection_Time = round(mean(fraud_detection_time_score, na.rm = TRUE), 2),

# SAVE ALL RESULTS AND TABLES
#

cat("\nM™ Ssaving all results and tables...\n")
# save individual <sv files
trycatch({

(=)

X

B Project (None)

2)

=0

write.csv(hypothesis_summary_table, "Final_Analysis_Results/summary_Tables/Ol_Hypothesis_Res..
write.csv(support_summary, "Final_Analysis_Results/summary_Tables/02_support_summary.csv", r..
write.csv(test_type_summary, "Final_Analysis_Results/Summary_Tables/03_Test_Type_Summary.csv..
write.csv(detailed_summary, “Final_Analysis_Results/Summary_Tables/04_Detailed_Statistical_S. -

Files Plots Packages Help Viewer Presentation

=0
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