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Abstract

National security is critical for protecting citizens from various threats, ensuring
political stability, promoting economic growth, fostering social cohesion, and
maintaining strong international alliances. It also underpins advancements in human
rights, public health, education, and infrastructure development. Achieving these
objectives requires a resilient and adaptive security infrastructure capable of
responding effectively to emerging challenges. The unavailability of a sophisticated
model to deploy security sources effectively and efficiently to where multiple terrorist
attacks have occurred or vulnerable locations where emergencies can occur is
challenging to ensure and enhance urban resilience.

This research focuses on enhancing urban resilience within the Colombo district by
optimizing the deployment duration of security resources to multiple places at once to
address multiple terrorist threats. The primary objective of the study is to identify
vulnerable locations across the district and assess the availability of nearby security
units efficiently. By strategically deploying the closest resources with the required
number of security personnel, the study aims to minimize response times, thereby
mitigating risks and efficiently managing security incidents.

To achieve this, travel distances between security sources and identified vulnerable
locations were calculated using Google Maps, with the resulting time data organized
and analyzed in Excel. The allocation of security resources was optimized using
OpensSolver, applying the Integer Linear Programming (ILP) technique. This approach
minimizes the total operational time required to respond to security threats, ensuring
effective and efficient deployment of security personnel to safeguard multiple
vulnerable areas. By optimizing response strategies, this research contributes to a more
resilient security framework with feasible and optimal solutions for the simulated
scenarios by satisfying the constraints and the study results show the realisticness of
the suggested model.

The study categorizes three types of potential attacks in Sri Lanka, with security
allocations based on risk levels, and cultural, and commercial importance at prominent
sites. Allocation of the three main security sources is based on the Opensolver
optimization tool along with the integer programming.

Keywords: Urban resilience, Intelligent Security Sources, Integer linear programming
problem, Route Optimization
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