
44 
 

REFERENCES 

[1]  S. Bandusir, “Consumer Information Statistical Overview Report Q4 2021,” 

Telecommunications Regulatory Commission of Sri Lanka, Colombo, Sri 

Lanka,  Apr. 27, 2021. Accessed: Jun. 20, 2021. [Online]. Available: 

https://trc.gov.lk/images/pdf/StatisticalOverViewReportQ1202105052021abc.p

df 

[2]  J. Howell,  “CFCA 2019 fraud loss survey,” Communications Fraud Control 

Association, Version 1.0, 2019. Accessed: Jun. 20, 2021. [Online]. Available:  

https://cfca.org/wp-content/uploads/2021/02/CFCA-2019-Fraud-Loss-

Survey.pdf 

[3] C. Zhou and Z. Lin, “Study on fraud detection of telecom industry based on 

rough set,” in 2018 IEEE 8th Annu. Comput. Commun. Workshop and Conf. 

(CCWC), 2018, doi: 10.1109/CCWC.2018.8301651. 

[4] P. Gosset and M. Hyland, “Classification detection and prosecution of fraud on 

mobile networks,” in Proc. ACTS Mob. summit, Sorrento, Italy, Jan. 1999, no. 

1, pp. 2–4. 

[5] Y. Nadji, J. Giffin and P. Traynor, “Automated remote repair for mobile 

malware,” in Annu. Comput. Secur. Appl. Conf. (ACSAC), Orlando, FL, USA, 

Dec. 5-9, 2011, pp. 413–422. 

[6] D. Baker, “International Revenue Share Fraud: Are We Winning the Battle 

Against Telecom Pirates?,” in Black Swan Telecom Journal, Nov. 2012. 

[Online]. Available: http://bswan.org/revenue_share_fraud.asp 

[7]  M. Sahin, A. Francillon, P. Gupta, and M. Ahamad, “Sok: Fraud in telephony 

networks,” in 2017 IEEE Eur. Symp. Security Privacy (EuroSP), 2017, pp.235–

250, doi: 10.1109/EuroSP.2017.40. 

[8] J. S. Taylor, K. Howkev and P. Burge, “Detection of Fraud in Mobile 

Telecommunications,” Inf. Secur. Tech. Rep., vol. 4, no. 1, pp. 16–28, 1999. 

[9] “Alternative calling procedures: Background and trends,” in ITU World 

Radiocommunication Conf. (WRC), Jan. 2012. 

[10]  N. Alghawi, “A study on sim box or interconnect bypass fraud,” M. S. thesis, 

Dept. Inf. Tech. Eng., The British Univ., Dubai, UAE, 2019. 

[11] B. Reaves, E. Shernan, A. Bates, H. Carter and P. Traynor, “Boxed out: Blocking 

cellular interconnect bypass fraud at the network edge,” in Proc. 24th USENIX 

Secur. Symp., Washington, DC, USA, Aug. 12–14, 2015, pp. 833–848. 



45 
 

[12] I. Murynets and R. P. Jover, “Analysis of SMS Spam in Mobility Networks,” 

Int. J. Adv. Comput. Sci. (IJACSci), vol. 3, no. 7, pp. 330–343, Jul. 2013. 

[13] R. Clayton, “Can {CLI} be trusted?,” Inf. Secur. Tech. Rep., vol. 12, pp. 74–79, 

2007. 

[14]  D. Soni, “Supervised vs. unsupervised learning,” towardsdatascience.com. 

https://towardsdatascience.com/supervised-vs-unsupervised-learning-

14f68e32ea8d (accessed Jun. 20, 2021). 

[15]  A. Krenker, M. Volk, U. Sedlar, J. Bester, and A. Kos, “Bidirectional artificial 

neural networks for mobile-phone fraud detection,” Electronics 

Telecommunication Research Inc. (ETRI) J., vol. 31, no. 1, pp. 92–94, 2009. 

[16]  M. Taniguchi, M. Haft, J. Hollmkn, and V. Tresp, “Fraud detection in 

communication networks using neural and probabilistic methods,” in 1998 IEEE 

Int. Conf. Acoust. Speech Signal Process (ICASSP), vol. 2, 1998, pp. 1241–1244, 

doi: 10.1109/ICASSP.1998.675496. 

[17]  A. H. Elmi, S. Ibrahim, and R. Sallehuddin, “Detecting sim box fraud using 

neural network,” in IT Convergence and Security 2012, vol. 215, K. Kim and K 

Chung, Eds., Dordrecht, Netherlands: Springer, 2013, pp. 575–582. 

[18]  A. H. Elmi, R. Sallehuddin, S. Ibrahim, and A. M. Zain, “Classification of sim 

box fraud detection using support vector machine and artificial neural network,” 

Int. J. Innov. Comput., vol. 4, no. 2, pp. 19–27, 2014. 

[19]  M. Kashir and S. Bashir, “Machine learning techniques for sim box fraud 

detection,” in 2019 Int. Conf. Commun. Technol. (ComTech), 2019, pp. 4–8, doi: 

10.1109/COMTECH.2019.8737828. 

[20] I. Murynets, M. Zabarankin, R. P. Jover, and A. Panagia, “Analysis and 

detection of sim box fraud in mobility networks,” in 2014 IEEE Conf. Comput. 

Commun., 2014, pp. 1519–1526, doi: 10.1109/INFOCOM.2014.6848087. 




