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ABSTRACT

In the era of big data, the volume of information being generated and stored has grown
rapidly from terabytes to petabytes. Cloud storage provides a practical solution by
offering nearly unlimited storage capacity with flexibility and scalability. However,
relying on a single cloud provider poses significant risks, such as vendor lock-in, data
breaches, and service outages. Even having replication strategies puts users into series
of complex technical and financial situations. Multi-cloud storage, which distributes
data across different cloud providers is an emerging research area which helps reduce
these risks by improving fault tolerance and ensuring higher data while maintaining
security for different user requirements.

A major challenge in multi-cloud storage is determining how to store user’s block
data in cost-effective, high availability, high performance within the budget. This
project addresses these challenges by developing COSMOS-B, an optimized approach
to select the best combination of cloud providers for storing block data objects while
balancing cost and availability, latency and other security requirements. It uses era-
sure coding for fault-tolerant data distribution and weighted sum strategies to evaluate
cloud providers based on normalized cost and availability metrics while enhancing
overall security. Finally, it demonstrates the model’s adaptability to varying priorities,
achieving significant cost savings and high reliability multi cloud environment.

Keywords: Cloud Computing, Multi-cloud, Cloud Platforms, Data Storage, Block Data, Era-
sure Coding, Cost Effectiveness, Latency, Availability
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