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ABSTRACT

Educational institutions worldwide face a serious issue when conducting online
assessments due to certain candidates cheating. Review of related work in the domains
of learner integrity and technology assisted fraud prevention indicated gaps in the
application of technology for maintaining learner integrity during online assessments.
This thesis addressed these gaps by conceptualizing a system for the effective
management of learner integrity during online assessments. The use of the behavioral
biometric called ‘keystroke dynamics’ was thoroughly reviewed and how it could be
adapted to authenticate candidates continuously and non-obtrusively while they take
online assessments with no accessories deployed at the remote site was conceptualized.
The thesis describes how the proof of this concept was established through
experiments. This includes the setting up of a fictitious online testing institution and
deploying a group of volunteers to roleplay as candidates. Tests were conducted online
to simulate a structured initial registration to acquire biometrics for profile creation.
Novel features extracted from the acquired biometrics were used to train anomaly
detection models employing a variety of binary classifiers. This was followed by
online tests that simulated genuine test taking as well as fraudulent test taking. These
scenarios were played back offline while continuous authentication was exercised
using the trained classifiers. Both conventional metrics and metrics applicable to
continuous authentication that have been established recently were used for the
performance assessment of the classifiers. Quantitative analysis of the test results
indicate that the system is capable of detecting impersonation with high accuracy
while other fraudulent acts are also detected with dependable accuracy. The system is
also capable of the absolute and profile independent detection of clipboard transfer of
text during online assessments. The thesis also discusses schemes for improving the
overall detection capability of the system and suggests several directions to inspire
future work.

Keywords: Learner Integrity, Continuous Authentication, Keystroke Dynamics.
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CHAPTER 1

INTRODUCTION

1.1 Problem with online assessments

Knowledge society has created an unprecedented need for learning. Due to the gross
inadequacy in the capacity of conventional institutions to meet this need, the demand
for distance learning by off campus students keeps growing exponentially. A study by
Akintolu and Adewoye [1] based on a study conducted in 2021 focusing on the African
education system confirms this exponential growth. To cope with this trend,
institutions that offer distance learning have increasingly adopted eLearning
technologies. Adewole and Fatoye [2] state that eLearning is changing the way
education is perceived and implemented. Qayyum and Zawacki-Richter [3] state that
advances in information and communication technology along with the widespread
use of the Internet as a common access medium and cheaper possession of smart
mobile devices have reinforced this trend.

However, evaluating student performance, which is an integral part of any academic
programme, has become a major issue when the delivery mode is eLearning.
Conducting assessments and evaluating the performance of students have always been
challenges when it comes to distance learning. In an article titled ‘Assessing Large
Cohorts’ published by the BILT [4], the challenge of conducting assessments for large
groups is discussed. The off-campus student population of many institutions is
generally larger than the regular student population by several orders of magnitude.
This is indicated in the work of Adewole and Fatoye [2] cited previously. The
simultaneous evaluation of a large number of candidates through a common test had
created many logistic problems. The advent of eLearning has only aggravated the
problem to a point where the candidate numbers are so large that simultaneous
common tests of the conventional paper and pencil type are no longer practicable.
Referring to online courses and Massive Open Online Courses (MOOCs), P. van Vliet
[5] discusses the issue faced by instructors in scaling up assessment while maintaining
relevant quality standards.

Consequently, online assessments were developed. One would expect online
assessments to be the counterpart of conventional assessments in the same manner that
eLearning was the counterpart of conventional classroom programme delivery.
However, this did not happen in practice. The reason was the tendency by some
fraction of the candidate population to cheat while undergoing online assessments.
This poses a major challenge to the conducting institutions. The reasons for this
tendency are parts of a social problem. Need for accelerated career development in a
competitive world, economic pressures, and prestige are some of these. Holden et al.
[6], in a research review on the academic integrity of online assessment, discuss
individual, institutional, medium-related, and assessment-specific factors that cause



candidates to cheat. It may be deduced that the mere existence of room for the student
populace to resort to fraudulent practices tends to undermine the overall effectiveness
of online assessments irrespective of the size of the fraction of candidates who actually
resort to such practices.

As discussed in the work of J. R. Young [7], the practice of cheating during online
assessments has prevailed since the advent of online assessments. The academic
community has been aware of the problem. Despite the best efforts by test
administrations to counter cheating at online assessments, it remains a major challenge
for them. This is primarily due to their inability to keep effective tab on candidates
while a test is being administered remotely.

1.2 Attempts to prevent cheating at online assessments

The earliest countermeasures that were used to curb cheating at online assessments
were mostly non-technical. As pointed out in the work of J. Adkins et al. [8] and D.
Vincent [9], these were nothing more than mere adaptations of controls typically
employed in conventional classroom tests to prevent cheating. But the online scenario
permits additional room for cheating, making the effectiveness of these
countermeasures inevitably limited.

As elaborated in the work of O. L. Holden et al. [6], the most common fraudulent
practices in online assessment that are widespread are listed below:

a. Impersonation, where the candidate gets a competent colleague to pose as
him/her and undergo the test on his/her behalf.

b. Collaboration, where the candidate undergoes the test with real-time
assistance of competent colleagues.

c. Tapping, where the candidate unduly acquires prior knowledge about an
assessment mainly from parts of the test captured by colleagues who have
undergone the same assessment earlier.

d. Look up, where the candidate unduly obtains cues while undergoing the
assessment by browsing physical material like books or material either stored
on or accessed online using the device used for the assessment itself, or using
a separate device.

Out of the above, tapping could be completely eliminated through the purely
administrative measure of making the tests concurrent for all candidates. Hence, the
need does not arise to counter it particularly. The other 3 remain to be countered.

As identified in the work of T. Michael and M. Williams [10] and as described by N.
Chadaga [11], some possible countermeasures for the remaining 3 fraudulent practices
are summarized in Table 1.1:



Table 1.1: Countermeasures for fraudulent practices during online assessments

Fraudulent Non-technological Technological countermeasures
practice countermeasures
Impersonation  Remote Proctoring 360° scan of remote examination site

Web cam monitoring
Physiological biometrics
Behavioural biometrics

Collaboration =~ Remote Proctoring 360° scan of remote site
Webcam monitoring
Behavioural biometrics
Use of lockdown browsers

Look up Frequent alteration of tests 360° scan of remote site
Checking for plagiarism Webcam monitoring/gaze detection
Use of lockdown browsers
System call analysis

User authentication is an important element of any restricted online system, and today
many robust authentication systems are available to control access so that only genuine
registered users can gain access to online systems. However conventional
authentication systems have an important limitation within the context of online
assessments. They rely heavily on the user’s cooperation to maintain his/her
credentials confidential. In other restricted online applications, the user has no
incentive to disclose credentials to a third party, and he/she would not do so in his/her
own interest. In contrast, in online assessments, this situation is inverted. As disclosed
in the work of K. Mugambi et. al. [12], a candidate with the will to cheat would
willingly share his credentials with a collaborator. The test administration has no way
of controlling this. Consequently, the task of maintaining learner integrity in online
assessments is much more complex and challenging.

Authentication at login alone would be grossly insufficient because a candidate could
login to the system initially and then hand over the session to the imposter. Hence, a
system that could continuously authenticate the user throughout the session is required.
The guidelines authored by D. Temoshok et al. for the National Institute of Standards
and Technology (NIST) of the US Department of Commerce [13] stipulate that
authentication during online systems should be continuous. They refer to this process
as ‘session monitoring’.

Considering this peculiarity of the online test scenario coupled with the requirement
that the authentication process should not get in the way of the test itself and that a
candidate with the will to cheat is unlikely to cooperate with the institution and instead



would attempt to evade detection, it may be concluded that a system used for the
authentication of candidates during online tests should at the minimum conform to the
following specifications:

1. It should not require or depend on the cooperation of the user and preferably
should work in the background, invisible to the user.

ii. It should not require additional hardware or accessories to be deployed at the

user site and should not exert demands on resources such as connection
bandwidth.

iii. It should provide a means for the continuous authentication of the user.

These specifications render some of the technological countermeasures listed in Table
1.1 ineffective, as indicated in Table 1.2 below:

Table 1.2: Effectiveness of technological countermeasures

Technological Evaluation
Countermeasure
360° scan of remote site Requires user cooperation, large connection

bandwidth, and deployment of accessories. Also, not
conducive for continuous authentication.

Webcam monitoring/gaze Requires user cooperation. Demand for bandwidth
detection may get in the way of the session.
Physiological biometrics Requires user cooperation, large connection

bandwidth, and deployment of accessories. Requires
the holding of large amounts of template data at the
server end. Also, not conducive for continuous
authentication.

System call analysis Requires processes to be run on the user’s device
which may provide cues about the authentication
process to the user. Also, it may slowdown the
session.

Accordingly, the only two remaining countermeasures that are effective, namely, the
use of “Lockdown Browsers” and “Behavioral Biometrics” emerge as ingredients for
developing an effective system to curb cheating during online assessments.

Lockdown browsers have the ability to restrict all fraudulent practices except
impersonation. Such browsers as described by N. Chadaga [5 ] are commercially
available. They are usually paired with the Learning Management System (LMS) of
the test administration. They permit only the minimum number of connections to the



test administrator’s server that is required for the online test, prevent the running of
any other application on the candidate’s device, disable all ports on the candidate’s
device except those required for the session, and disconnect all communications other
than the connections supporting the session. These inhibitions curtail the candidate’s
ability to collaborate or lookup using the same device. Accordingly, the deployment
of a lockdown browser in itself would be a considerable deterrent for cheating during
online assessments. However, a lockdown browser does not prevent physical
collaboration or looking up from books or from another device. Lockdown browsers
also cannot prevent impersonation.

Impersonation can, however, be effectively deterred using Behavioral Biometrics. As
opposed to Physiological Biometrics such as fingerprint scanning and iris scanning,
the acquisition of which are inherently obtrusive, Behavioral Biometrics capture
certain behaviors of an individual that are found to be inherent and unique to the
individual. If the candidate attempts to collaborate or lookup during the session, the
candidate’s natural behavior would alter to an extent that provides a cue that the
candidate may not be responding to the assessment genuinely or individually.

The most common behavioral biometrics used for online authentication are ‘Keystroke
Dynamics’ and ‘Rhythm Click Characteristics’. As defined by Chourasia and Joeg
[14] keystroke dynamics refer to the typing patterns and mannerisms used by an
individual when using computer keyboards, which have been found to be unique to an
individual. Rhythm click characteristics refer to similar traits in the use of pointing
devices. A. Ahmed and 1. Traoré [15] define rhythm click characteristics as the
characteristics of the actions received from an input pointing device for a specific user.
Since online assessments invariably involve the use of keyboards and pointing devices
for the candidate to interact with the session, these biometrics provide a convenient,
inexpensive, and transparent means of user authentication while not requiring the
user’s cooperation or the deployment of application-specific accessories. In addition,
their acquisition is non-obtrusive.

The work of C. A. Fidas et al. [16] is a longitudinal study of a remote proctoring system
for ensuring trust in online learning environments. This study examines both oral and
written online tests, while the written tests include handwritten as well as digitally
written tests. Both ‘keystroke dynamics’ and ‘rhythm click characteristics’ are used as
authentication modalities. However, a video conferencing system is used for direct
remote surveillance of the test site. Therefore, this system is also obtrusive, suffers
from the constraints of requiring user cooperation, requires the deployment of
accessories, and has heavy demand on system resources as mentioned in Table 1.2.
Nevertheless, it provides the motivation to examine the effectiveness of keystroke
dynamics and rhythm click characteristics as standalone authentication modalities,
which would thereby conform to the aforesaid specifications.

As will be seen in the next chapter, ‘Keystroke Dynamics’ has been a ripe research
area as far back as the late 90s. However, its primary focus has been on access control



in conventional online applications that mostly use “static authentication” where the
keystroke dynamics exhibited when typing only a predetermined sequence of
characters are analyzed. Rhythm Click Characteristics is relatively new and has been
used to an even lesser extent. Prevention of cheating during online assessments would
require “dynamic” as well as “continuous” authentication. Hence, this research was
inspired by the room to expand the present boundaries of the knowledge on keystroke
dynamics to particularly address the needs of a continuous authentication system that
could effectively manage learner integrity during online assessments.

1.3 Research Problem and the Research Questions
The research problem that this study strived to address was, that:

“There is no existing, institution-ready, system for the effective management of
learner integrity during online assessments through the non-obtrusive and
continuous authentication of candidates.”

The ‘institution-readiness’ as stated in the research problem refers to the ability of the
institution to deploy an authentication system that does not exert irrational demands
on existing resources used for online tests, unilaterally, with no cooperation required
of the user.

Further, the establishment of such a system should be an ‘Engineering Solution’ to the
research problem where appropriate technologies are deployed to provide the solution
rather than merely extending conventional administrative integrity management
measures to the domain of online tests.

Also, while appreciating the importance and impact of non-technological measures
towards maintaining learner integrity, such as value inculcation and promotion of
honour codes among learners, such measures are not included as part of the proposed
system.

Accordingly, this research should answer the following questions:

RQ1 What non-obtrusive, institution-ready methods capable of providing
continuous authentication are available for managing learner
integrity during online assessments?

RQ2 Does keystroke dynamics based continuous authentication when used
in conjunction with lockdown browsers form the basis for the
establishment of a system for the effective management of learner
integrity during online assessments?

RQ3 How should such a system be designed?



RQ4 How should the effectiveness of the designed system be verified?

When attempting to answer these research questions, it was assumed that lockdown
browser technology is mature and that such browsers are at the disposal of the test
administration. It was already seen that Keystroke Dynamics has the potential to detect
the fraudulent practices that a lockdown browser cannot prevent. The two complement
each other. Consequently, it was assumed that if a dynamic and continuous
authentication system based on keystroke dynamics could work effectively in
conjunction with an ‘industry standard conventional browser’, its effective working in
conjunction with a lockdown browser would be beyond question. This permitted the
research activities to be carried out using industry-standard browsers.

1.4 Research objectives

The objectives this research strived to accomplish were as follows:

» To identify suitable non-obtrusive, institution-ready, modalities capable of
providing continuous authentication for the management of learner integrity
during online tests.

* To verify whether keystroke dynamics based continuous authentication when
used in conjunction with lockdown browsers form the basis for the
establishment of a system for the effective management of learner integrity
during online assessments.

= To develop a concept for the design of such a system.

* To determine how the effectiveness of a system designed based on the concept
could be verified.

= To establish proof of the developed concept by verifying the effectiveness of
an experimental system based on the concept.

1.5 Outline of research work undertaken

The following research activities were undertaken in pursuit of solutions for the
research problem stated above:

1. Critical review of work carried out by other researchers in the knowledge

domains of learner integrity, continuous authentication, and keystroke

dynamics.
il. Identifying research gaps in the aforesaid knowledge domains.
1il. Developing suitable concepts to address the identified gaps.
1v. Designing suitable experiments to establish proof of the concept.
V. Collecting suitable subjects for the experiments.
Vi. Conducting the experiments.
Vii. Analysis of results.



1.6 Expected scientific and social outcome of the research

1.6.1 Scientific outcome

At the time of invoking this research, the primary scientific outcome envisaged was
the determination of whether the monitoring of keystroke dynamics is an effective
means of continuously detecting impersonation, collaboration, looking up, or any
combination of these fraudulent practices during online assessment sessions. If the
findings establish that it is effective, then there would be accompanying findings as to
how the keystroke dynamics should be analyzed to derive the required detections. If
the findings establish to the contrary, that is, if monitoring of keystroke dynamics is
not an effective means of continuous user authentication during online tests, then there
would be accompanying findings as to its limitations. Either way the frontiers of the
present knowledge domain of behavioral biometrics would be expanded.

1.6.2 Social outcome

It was also envisaged that if the research succeeds in establishing keystroke dynamics
based continuous authentication as an effective means for continuous detection of
fraudulent practices during online assessments, the knowledge thus created and the
concepts proved would eventually find their way into the applications used in online
assessment, which would deter any fraudulent practices on the part of the candidates.
This in turn would enable candidates who take the tests genuinely to score well, based
purely on merit. Therefore, the integrity of online assessments would be preserved and
enhanced, enabling test administrators to deploy online testing as an integral part of
their assessment procedures. Their evaluation systems could be automated, would be
reliable, and would gain public confidence. The important social outcome would be
the availability of a transparent and truly merit-based assessment system within
academia that would enhance the confidence of the wider student population.

1.7 Organization of the thesis

For the purpose of effective presentation, the thesis from here onwards is organized in
the following manner:

Chapter 2 contains the account of the attempt made to grasp the existing knowledge
base on which the research problem is centered. This is achieved through the review
of sources comprising previous studies made on the subjects of learner integrity,
keystroke dynamics, and related topics; subject matter expert opinions; and web
resources.

Chapter 3 presents the research methodology employed in this research for the
establishment of a system for managing learner integrity during online tests, including
the proposal of a concept.



Chapter 4 is devoted to the detailed description of how the research methodology was
applied. It provides details of experimental work carried out to prove the concept
presented in Chapter 3, the protocols adhered to, the data collected, the analysis
conducted, and the methods used.

Chapter 5 is devoted to the interpretation of the results derived from the experiments
described in Chapter 4.

Chapter 6 comprises a discussion on the overall research and the establishment of
proof of the concept. A benchmark comparison of performance is also provided. The
research questions posed in section 1.3 are answered in this chapter. It also identifies
the drawbacks in the system used in the experiments and discusses ways of
overcoming them.

Chapter 7 presents the overall conclusion of the thesis, summarizes the contributions
made through this research work, and suggests some directions for future work arising
from this research.

The above chapters are followed by the list of references and bibliography used in this
research.

The 3 appendices that follow provide detailed algorithms used in the experiments; an
index of source listings of all software programs used in the experiments; and details
of related publications made during the course of the research.
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CHAPTER 2

CRITICAL REVIEW OF RELATED WORK

2.1 Chapter description

This chapter is devoted to the review of related work of others, to gain an
understanding of the broad subject of ‘Learner Integrity’ and the challenges
encountered in maintaining it. It also examines studies carried out on ‘Technology
Assisted Academic Dishonesty’ with particular focus on its implications on ‘Online
Assessments’ and ‘Technological Countermeasures’, to grasp their current status and
to stablish the direction of the proposed research.

In making these reviews, it is kept in mind that the system proposed to be established
should provide an ‘engineering solution’ to the research problem through the
deployment of appropriate technology. Therefore studies dealing with the use of
technology for cheating as well as its prevention are treated with interest.

2.2 Learner integrity

An article published by B. Fang in 2012 [6] cites one of the earliest definitions of
Learner Integrity. In fact, it defines the opposite or the lack of ‘Learner Integrity’
namely, ‘Academic Dishonesty’. This work cites A. Mullens ( "Cheating to win: Some
administrators, faculty and students are taking steps to promote a culture of academic
honesty"), where Academic Dishonesty has been defined as “...anything that gives a
student an unearned advantage over another”.

The salient point here is that the advantage is ‘unearned’ and therefore ‘undue’. The
word ‘anything’ included in the definition greatly broadens the spectrum of acts of
academic dishonesty, with no reference to the time or place they are committed, or to
the nature of the acts such as being technological or non-technological, or to the
reasons that motivate such acts. Conversely, it could be inferred that the opposite of
academic dishonesty which is ‘Academic Integrity’ on the part of the students or
‘Learner Integrity’ as referred to in the current study should have the opposite
attributes. While academic dishonesty as defined in this paper is broad, limitless, and
not readily predictable, it could be inferred that learner integrity should be specific,
confined, and readily observable through clear outcomes, implying that ‘Academic
Integrity’ is something an institution could enforce, foster, and encourage.

The paper emphasizes that punitive approaches towards ensuring learner integrity
could alienate students from the institution and recommends positive reinforcement
instead.
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The paper also makes an important point that curbing academic dishonesty is
particularly important in promoting integrity in all spheres of life. Since academic
institutions groom citizens to take up responsibilities in the real world comprising the
state institutions, the corporate sector, industries, non-governmental sector etc. it is
learner integrity that would later develop into overall integrity. It points out that
although students may be motivated towards academic dishonesty due to factors
confined to academic institutions, lack of measures to enforce and promote learner
integrity could result in the cultivation of attitudes and values that encourages
dishonesty in real life, even in the absence of such motivating factors.

The paper also highlights the necessity for a clear understanding and agreement
between the institution and the students as to what learner integrity is. It also deals
with strategies to fight academic dishonesty. It lists 6 strategies where one of them is
the ‘use of preventive technologies’ while the other 5 are all non-technological
administrative measures.

2.2.1 Brief history of academic dishonesty

The work of McCabe, Trevifio and another [18] is a systematic review of research on
academic dishonesty in institutions carried out over a decade.

As uncovered by this study, the earliest known report of large scale cheating by college
and university students in the United States had been made in 1964. The acts involved
cheating at off-classroom activities such as homework and assignments. By 1993, that
is over a span of 3 decades, cheating at examinations had increased significantly
surpassing all other acts of cheating. The acts included copying, using crib notes, and
collaborating during the exam.

This study identifies several factors that motivates students to engage in academic
dishonesty. It classifies these factors as ‘contextual’ and ‘individual’. The contextual
factors include inadequate measures adapted by the institution to curb cheating,
cheating by peers, institutional size, and inadequate severity of punitive measures on
identified culprits. Individual factors include low mid-program GPA, engaging in
extra-curricular activities, family pressure, economic pressures, age, and gender.

Prevention of cheating in academic institutions is dealt with in this study as well. The
preventive measures that are recommended are all administrative in nature and include
the implementation of honour codes, clear communication of institutional expectations
on behaviour during examinations, minimizing opportunities for cheating, and
measures aimed at inculcating honesty and character. No mention is made on the use
of technology for cheating or for its prevention.

The work of A. R. But et al. [19], is yet another systematic review of research on the
broad topic of ‘Academic Integrity’. It has focused on the period from 1996 to 2023
and has employed bigram analysis based on Natural Language Processing (NLP) to
analyze 1000 research articles published during that period. The findings acknowledge
the infusion of technology into the teaching process and mentions the advent of

12



software tools such as ‘Turnitin’ for the detection of plagiarism. This is an example of
the early use of technology for ensuring learner integrity. The paper makes no mention
of the use of technology on the part of cheating students. The contents of this paper
infer that technology assisted enhancement of learner integrity has emerged sometime
between 1996 and 2023.

The work of T. Bretag et al. [20] is a systematic review of the academic integrity
policies in the Australian higher education system. It reviews the published academic
integrity policies of 39 Australian universities. It identifies five elements that an
academic integrity policy of an institution should possess for it to be ranked as
exemplary namely, access, approach, responsibility, detail, and support. Under the
element of detail, it specifies what the institution should publish as breaches of
academic integrity and how these breaches are detected. The use of text-matching
software is cited as an example. This indicates the recognition of the role of technology
in promoting learner integrity by this study. However, the role of technology as
perceived here is on detecting off-classroom and asynchronous cheating such as
copying from other sources for inclusion in assignment submissions. The inadequacy
in the recognition of the role of technology in ensuring learner integrity is evident
elsewhere in the publication where ‘enablers’ of academic integrity within an
institutions are listed. The list includes ‘teachers’, ‘librarians’ ‘research colleagues’
etc. whereas ‘technologists’ and ‘technical personnel’ are omitted. There is also no
evidence of the recognition of the possibility for ‘technology assisted cheating’.

The publication also quotes the following formal definition of ‘academic integrity’ on
which its reviews had been based:

“Academic integrity is about mastering the art of scholarship. Scholarship
involves researching, understanding and building upon the work of others
and requires that you give credit where it is due and acknowledge the
contributions of others to your own intellectual efforts. At its core,
academic integrity requires honesty. This involves being responsible for
ethical scholarship and for knowing what academic dishonesty is and how

to avoid it."
(University of Tasmania, 2010)

This indicates the perception that ‘academic integrity’ is a value or a character attribute
that should be possessed by and inculcated in an individual rather than something an
institution could enforce through organizational measures, including technology.

2.2.2 Emergence of cheating within the sphere of online learning

The work of K. Sevnarayan and K. Maphoto [21] is indicative of the research focus
on cheating within the sphere of online education. Using a South African distance
learning and eLearning institution as the subject, it examines the factors that contribute
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to cheating by students in an online learning context through qualitative research. It
identifies that acts of cheating students during online assessments correspond to the
methods of cheating encountered in traditional examinations such as copying and
collaborating. It states that the opportunities for such cheating has been enhanced
within the online scenario due to the availability of more sources, more convenient
methods of copying, and more convenient and more easily concealed avenues of
collaboration. This in fact, is technology assisted cheating and this study formally
recognizes its existence.

Another significant finding of this study is that cases of cheating have increased with
the advent of online learning. It acknowledges that online education provides more
opportunities for cheating. The study also concludes that the lack of face-to-face
supervision in online education and in online assessments in particular is a major
contributory factor for increased cheating. This indicates that students with the
motivation to cheat but are prevented from doing so within a conventional test
environment would freely indulge in cheating during online tests, given the lax
environment it provides.

The study also recommends a multifaceted approach to curb cheating and to enhance
academic integrity. These include two technological countermeasures namely, the use
of software assisted text-similarity identification to detect copying, and eProctoring
to detect fraudulent acts during online tests.

K. Mate and J. Weidenhofer [22] have reviewed strategies for effective online
assessments with particular focus on biomedical sciences . They also make the
observation that academic dishonesty has increased with the use of online assessments.
They quote the increased opportunity to cheat at online tests compared to traditional
physical examinations as the reason.

The work of Kell et al. [23], is yet another qualitative research on the subject of
academic integrity in the health science sector, using a South African University as its
subject. It uses an interpretivist qualitative approach and the exploration about
academic integrity is guided by a concept known as the ‘Fraud Diamond’. The fraud
diamond is an extension of an older concept known as the ‘Fraud Triangle’ (D. Cressey
1950, cited in [23]) that is used to predict individual inclination towards fraud. The
three sides of an imaginary triangle are treated as representing three factors that causes
a person to perform a fraudulent act under given circumstances, namely, motivation,
opportunity, and rationalization. Fraud is committed when the triangle is complete.
Taking the example of cheating at an online test, motivation could be parental pressure
for good academic performance; opportunity could be the absence of proctoring in the
online environment; and rationalization could be the knowledge that many other
colleagues also indulge in cheating. The fraud diamond adds a fourth side to make the
triangle a diamond and that side being the factor of ‘capability’. This additional factor
is significant to the current research where the sources of capability for the cheating
student to indulge in fraud is being studied. Technology either provides or increases
this capability.
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The study has observed cheating during online assessments as being ‘innovative’. This
innovativeness that is mostly derived through technology has been found to account
for better performance during online tests.

The fraud diamond provides useful insights for the current study. Since the aim is to
establish a system for the management of learner integrity during online assessments,
figuring out ways to deal with the factors representing the sides of the fraud diamond
could lead to ways and means of managing learner integrity.

Since the system is primarily technological, it cannot address the two factors of
‘motivation’ and ‘rationalization’ directly. However it can readily address the
remaining two factors of ‘opportunity’ and ‘capability’. Shrinking the opportunity
space for fraud and limiting the capability to indulge in fraud could form a good basis
for the required system.

The work of Huang et al. [24], is primarily an attempt to identify relationships between
individual traits and online academic dishonesty. Its findings provide important
understanding of the role of technology as an ‘enabler’ as well as a ‘deterrent’ for fraud
during online tests. One such finding is that students in the science stream are more
inclined than students in the humanities stream towards cheating at online tests.
Similar findings have been made related to students who spend more Internet time as
opposed to those who spend less time. These findings point to the cheating students’
ability to exploit technology to indulge in fraud.

Technology aided academic dishonesty has reached its pinnacle with the recent
advents in the field of Artificial Intelligence (Al). The study by C. Chan [25], involving
393 students from universities in Hong Kong, is an attempt to gauge the students’
perception of what the researcher calls ‘Al-giarism’. It provides important insights
into the influence of Al on academic dishonesty and the new options for fraudulent
practices it has placed at the disposal of cheating students. The possibility to use
Generative Al (GenAl) tools for the convenient creation of content has radically
changed the landscape of academic integrity and poses new challenges in maintaining
it.

The paper highlights that before the advent of GenAl, Al in general has had many
legitimate applications in areas such as medicine, administration, and entertainment,
which in turn, has fueled its development. It states that the undue use of GenAl is
primarily found within the academic sphere. It describes how the norms of academic
integrity and the commonly accepted definitions of fraudulent acts like plagiarism are
being questioned. Investing effort for content creation without the use of GenAl is
being considered wasteful or futile in certain contexts. Prior to the advent of GenAl,
copying involved considerable effort on the part of the cheating student where relevant
sources had to be located, the content of interest had to be extracted, and cosmetic
alterations had to be applied before submission to hide evidence of the origins. In
contrast, GenAl tools when used cleverly, create almost submission ready content,
considerably easing the plagiarizing task, earning the name ‘Al-giarism’. This paper
defines Al-giarism as follows:
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“Al-giarism refers to the unethical practice of using artificial intelligence
technology, particularly generative language models, to generate content
that is plagiarized either from original human-authored work or directly from

Al-generated content, without appropriate acknowledgement of the original

’

sources or Al’s contribution.’

This study does not distinguish between asynchronous and real time Al-giarism.
However, the latter is obviously a major enabler of fraud during online assessments
and particularly in those that require text based responses. It is a special case of the
fraudulent act of ‘lookup’ described in Chapter 1.

The paper also identifies that students have a varied understanding about the
legitimacy of Al-giarism and have widely contrasting views as to how Al-giarism
amounts to academic misconduct. This is completely different to the situation
concerning ‘classical plagiarism’ where the culprit is well aware that it is a fraudulent
practice. The rapidly evolving nature of GenAl has only increased this ambiguity.

These four studies lead to the conclusion that technology has served as a significant
enabler for the emergence of cheating within the sphere of online learning.

2.2.3 Attempts to curb technology aided academic dishonesty

In 2013, the US Department of Education had conducted a ‘Testing Integrity
Symposium’ to address the issues of academic dishonesty in the testing and evaluation
processes of the US education system. The report of this symposium [26] indicates
the gravity of the issue of academic dishonesty. It also provides several
recommendations for the prevention of irregularities in academic testing. The
recommendations concerning online and technology-based assessments are of interest.
The report recommends that Computer Based Testing (CBT) be conducted in a
proctored environment and online tests be taken on a ‘secure browser’.

Technology aided management of learner integrity is seemingly more challenging than
technology aided academic dishonesty. The study by C. Chan [25] cited above briefly
discusses the use of Al tools to detect cheating. It mentions that Al tools provide
reliable detection of classical plagiarism, but may prove less reliable when detecting
Al generated content.

The work of S. Pudasaini et al. [27] focuses on the use of technology for detecting
asynchronous Al-giarism such as the use of Large Language Models (LLM) for
creation of content for submission in response to assignments. It also mentions the
availability of Al tools that can be used to paraphrase or make cosmetic alterations to
Al generated content, to hide its origin. By using the two in cascade, detection could
be evaded. The paper cites the results of a survey conducted in USA (E. Stern and L.
Havlicek , “Academic Misconduct: Results of Faculty and Undergraduate Student
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Surveys” on JSTOR, as cited by Pudasaini et al. in [27]) where 82% of undergraduate
students have admitted their indulgence in some form of academic dishonesty during
assignment submission.

The paper discusses several methods that could be employed for the detection of Al
generated content. These include watermarking, zero-shot based methods, and binary
classifier learning machines. Several studies that use each of these methods and having
different detection accuracies are cited. It also mentions the availability of ‘Al
generated content detection evasion tools’ which enables the cheater to make Al
generated content undetectable. Competing use of technology for academic integrity
and academic dishonesty is observed in such cases. The paper claims that the
reliability of tools for Al generated content detection is low.

The study focuses on the detection of asynchronous Al-giarism. It does not discuss the
detection of Al-giarism committed during online tests.

The work of D. Kundu et al. [28] is another study on the detection of asynchronous
Al-giarism. However it uses an approach significantly different to the methods
discussed in the work of Chan [25]. It uses ‘keystroke dynamics’ to identify
differences between the typing patterns when a person types original content and
content developed with Al assistance. The methods described by Chan [25] focus on
the content of the submissions and use content matching as the primary technique of
detecting plagiarism. The difference in the method used by Kundu et at. [28] is that
instead of concentrating on content, it focuses on how the content was typed. It is based
on the presumption that the typing behaviour of a person is scenario dependent. This
is confirmed through experimental results where detection accuracies as high as 80%
have been achieved.

The relevance of this research to the current study is the potential use of ‘keystroke
dynamics’ for the detection of fraudulent acts although not within the scenario of
online tests.

The work of F. Sabrina et al. [29] is a literature review on ‘Ensuring Academic
Integrity in Online Assessments’. They conclude among other things that ensuring
academic integrity in online assessments is complex and that a single measure cannot
curb all kinds of academic misconduct. It recommends the adoption of multi-faceted
strategies.

The objective of the current study is to establish a system for the effective management
of learner integrity during online tests. When this is compared with the status of
technology assisted fraud prevention for the management of learner integrity as
indicated in the studies that were reviewed, the following gaps could be identified.

= As far as online tests are concerned, detection of plagiarism aids in the
detection of only the fraudulent practice of lookup. It does not aid in the
detection of the fraudulent acts of impersonation or real time collaboration
during online tests.

17



= Although keystroke dynamics based detections have been experimentally
found to work well in scenarios involving asynchronous submissions, its
effectiveness in the detection of fraudulent practices during online tests is
presently not verified.

» Curbing academic dishonesty during online tests is limited to confining the
candidates’ online activities to the test using ‘secure browsers’.

The above, coupled with the requirements identified in Chapter 1 that the system
should be non-obtrusive, institution-ready, and capable of providing continuous
authentication, provides the motivation to study the behavioural biometric named
‘keystroke dynamics’ in depth, with the possibility of its use as the primary detection
mechanism in the system to be established. Accordingly, the subject of ‘biometrics’ is
reviewed in general, proceeding to behavioural biometrics, and converging on their
application in scenarios concerning learner integrity.

2.3 Overview of biometrics and biometric authentication

According to R. Hamaamin et al. [30], biometrics are the physical human
characteristics and traits that are unique to an individual. Biometric authentication is
the process of verifying the identity of an individual before granting access to a
restricted system through the accurate and reliable recognition of one or more of such
biometrics. Biometrics also refer to the systematic process of acquiring those
characteristics and traits from the individual. The biometrics are initially acquired at
the time an individual is ‘registered’ as a person who is admissible to the restricted
system. These are then used to create a template, token, or profile uniquely associated
with that individual and is stored within the system. When that individual, attempts to
access the system subsequently, the biometrics are acquired once again and are
compared against the ones stored in the profile. If sufficient correlation exists between
the two sets of biometrics, the individual is recognized as the person registered and is
granted access.

According to the “ITU-T Technology Watch Report of 2009” published by the
International Telecommunication Union [31], a biometric should satisfy 4
prerequisites, to be used for authentication in the aforesaid manner.

First prerequisite is universality. That is, the metric should be present in the entire
population of subjects or individuals. Second prerequisite is uniqueness. That is, the
values or characteristics of the metric while being present in all individuals should
nevertheless be significantly different from one individual to another so that it may be
used for unique identification. Third prerequisite is collectability. That is, the metric
should be readily acquirable. Fourth prerequisite is permanence or time invariance.
That is, the biometric present within the individual should not vary significantly over
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time so that their correlation with the initially captured instances of the metric is not
degraded.

The most common and the oldest biometric that has had the largest usage is the
“fingerprint”. The unique nature of fingerprints for identifying individuals had been
known as way back as 1888. In that year, Francis Galton, in his paper titled “Personal
Identification” [32], hypothesized that the tiny ridges on the skin of the fingers and
palm of a human hand formed patterns of such diversity and complexity that they
formed a large space of permutations to make the patterns of two arbitrarily chosen
persons so different and uncorrelated to an extent that the two persons are uniquely
identifiable. He further elaborated on his findings in three subsequent papers titled
“Patterns in Thumb and Finger Marks”, "Method of Indexing Finger Marks.", and
“Identification by Finger Tips" all published in 1891. In 1892 he published the book
“Finger Prints” that particularly focused on the potential of using fingerprints as a
reliable form of personal identification [33]. This spurred its worldwide usage, first in
the area of crime detection and later, with the advent of computer aided image
processing, in more common applications like “recording of physical presence” and
“access control”.

The term ‘fingerprints’ was synonymous with ‘biometrics’ for a long time that
followed, with no other biometric been identified for use. Nevertheless, as stated in
the ITU report [31] cited earlier, due to the widespread use of ‘fingerprints’, the basic
steps of biometric authentication comprising the initial capture, some form of template
storage, and verification at the time of access using similarity tests became the
standardized workflow in authentication systems.

Nearly a century later, “Retinal Scanning” as described in the work of R. Hill and R.
Laub [34] and “Iris Recognition” as described in the work of L. Flom and A. Safir
[35], both centered on the human eye, came into being as additional personal
identification systems based on biometrics. They are now widely used in critical and
zero tolerance applications like “immigration control” and “access control to sterile
areas’.

The previously cited ITU report [31] states that Subsequently, a variety of other
biometrics like ear scan, face scan, finger geometry, heartbeat, and scent or odour,
came into use, culminating in DNA (Deoxyribonucleic acid) testing, the ultimate
indicator for pinpointing individuality.

2.3.1 Physiological biometrics

The applications like fingerprint scanning, iris recognition, and retinal scanning are all
members of the general class of biometrics called “Physiological Biometrics”. As
stated in the work of I. Alsaadi [36], they involve biometric parameters directly
linked to a person’s physiology. All examples ranging from fingerprints to DNA that
were discussed earlier belong to this class. All these technologies have presently found
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widespread usage in access control and user authentication under the “something you

2

are ....” category.

As further elaborated in the work of Alsaadi [36], an important characteristic of all
types of Physiological Biometrics is that they are inevitably obtrusive. They cannot be
acquired without the user being aware of it or without his cooperation. Capturing them
often require specialized devices and technologies. Some need to be acquired under
specific environmental conditions. This implies that physiological biometrics are not
suitable for systems that require the authentication of persons to be carried out without
the person being aware of it or without requiring the person’s explicit cooperation.
Galbally, Fierrez, et al. [37], cite the possibility for an intruder to submit the biometrics
of the genuine user through ‘forced biometric presentation’ or ‘coercion attack’ also
as a disadvantage.

2.3.2 Behavioural biometrics

An alternative class of biometrics is “Behavioral Biometrics”. As stated in the work of
M. Sharma and H. Elmiligi [38], when using this class of biometrics, certain unique
peculiarities exhibited by individuals when performing certain activities both
consciously and unconsciously are captured. Eye blinking patterns, walking, and
Electrocardiogram (ECG) are quoted as examples.

An informative source on behavioral biometrics is the work of R. Yampolskiy and V.
Govindaraju [39]. It contains an analysis of 28 behavioral biometrics under several
aspects including the time spent on capturing them and the hardware required.

A generalized algorithm that may be adapted for authentication using any behavioral
biometric is also presented.

As stated in the previously cited ITU report [31], an important advantage with certain
behavioral biometrics is that they could be captured non-obtrusively and without
requiring the user’s cooperation, thus making them more suitable for user
authentication and intrusion detection. While physiological biometrics are almost
always obtrusive, certain behavioral biometrics are totally non-obtrusive. Examples
are keystroke dynamics and Gait'. Not all of them require specialized capturing
devices or technologies.

G. Hogben, in a briefing bulletin published on behalf of the European Network and
Information Security Agency (ENISA) in 2008 [40] identifies five distinct factors that
are important for the successful implementation of a behavioral biometric system. The
equipment required has been listed as the first factor. Use of equipment makes the
biometrics acquisition conspicuous. This publication also mentions the negative

! Characteristics peculiar to a person’s limb movement while walking
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reaction on the part of the end-user community towards the obtrusiveness introduced
by the equipment used for acquisition. The work does not generalize behavioral
biometrics as being non-obtrusive compared to physiological counterparts but states
that there is a high variance between the obtrusiveness associated with the capture of
different biometrics.

The advantage of behavioral biometrics over physiological biometrics are also
mentioned in the previously cited work of Yampolskiy and Govindaraju [39]. The
authors have established through surveys that users prefer behavioral biometrics to
physiological biometrics due to its zero or low obtrusiveness.

M. El-Abed et al. [41] have conducted research on the users’ acceptance and
satisfaction on biometric systems. Using a panel of 100 volunteers they have
conducted a survey on the acceptability of keystroke dynamics and facial recognition,
the first being a behavioral biometric and the second, a physiological biometric. They
have established that users prefer keystroke dynamics based systems which are
inherently non-obtrusive.

2.3.2.1 Keystroke dynamics

N. Chourasia and P. Joeg [14], define ‘keystroke dynamics’ as an ‘automated method
of identifying an individual based on the manner and the rhythm of the typing of the
user’. They also assert that it is a behavioural biometric. They identify keystroke
duration, keystroke latency, typing speed, typing error rate, force exerted on keys, and
preference of modifier keys, as authentication features in keystroke dynamics.

Nowadays, a keyboard would usually mean a computer keyboard and keystroke
dynamics would generally refer to the unique typing traits of a user when interacting
with a computer via the keyboard.

A widely cited work that provides an extensive survey on keystroke dynamics
biometrics are the work of Pin Shen Teh et al. [42]. It contains the following
description about keystroke dynamics which is one of the earliest and is also very
comprehensive:

“Keystroke dynamics refers to the process of measuring and assessing
human’s typing rhythm on digital devices. Such device, to name a few,
usually refers to a computer keyboard, mobile phone, or touch screen panel.
A form of digital footprint is created upon human interaction with these
devices. These signatures are believed to be rich in cognitive qualities which
is fairly unique to each individual and holds huge potential as personal

identifier”

According to this paper, the immediate predecessor to keystroke dynamics is very old
and dates back to the era of telegraph communication. The early telegraph operators
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were known to have been able to recognize their colleague at the remote end by
carefully monitoring the unique traits in the Morse beeps caused by the colleague’s
finger manipulation of the telegraph key. Being able to identify the remote operator
from the manner he manipulates the telegraph key with no other indication about it,
fully conforms to the definition of behavioral biometric identification. Hence it is one
of the earliest known applications of behavioral biometrics and is also the predecessor
to keystroke dynamics in its present sense.

An accepted principle in the field of ‘Ergonomics’, the science that deals with the
design of systems for convenient user-system interaction, is that in order to yield
standardized usage of a device, it is necessary to design the device ergonomically, that
is, with the convenience of the user as a design objective. This is highlighted in the
work of M. Helander [43]. Devices designed in that manner would cause all users to
soon be accustomed to a standard usage pattern. This implies the converse that a
device with poor ergonomic design would exhibit highly variant usage patterns among
users. Ciobanu et al. [44] argue that the QWERTY? keyboard layout is not ergonomic.
Stating that the QWERTY design layout was standardized in 1873 to minimize the
clashing of key hammers when mechanical typewriters were used, they argue that this
optimization is irrelevant for computer keyboards which do not drive any mechanics.
When these two are considered jointly, it could be inferred that ‘keystroke dynamics’,
being the usage traits of people using a computer keyboard which is a device with poor
ergonomics, is bound to have a high variance in those traits, forming a large
permutational space of such traits that accommodates traits that are likely to be unique
to individuals.

The work of S. Banerjee and D. Woodard [45], includes a description of the ‘psycho-
physical process’ related to typing. It breaks the typing process into 3 distinct stages
including the role of the brain as a short term buffer and the issue of commands for
muscle movement. These further account for the differences among typing traits
between typists.

Romain Giot, et al. of GREYC Research Lab, [46] state that the concept of keystroke
dynamics had been conceived in 1975 and its use had been successfully verified in the
early 1980s. They state that in the earliest systems, a user’s individual profile had been
established only after observing the typing of a fairly long sequence of characters.

The work of Giot, et al.[46] also describes two types of authentication that could be
realized using keystroke dynamics. One is called ‘Static Authentication’. In static
authentication, the user is required to type a fixed character sequence. Also, it is
monitored only at a particular instance of the session, usually at the time of login. The
two factor authentication of passwords falls into this category. During enrolment the
user may be required to input the password many times (as much as 20) for the

2 The keyboard descriptor QWERTY is derived from the character sequence Q-W-E-R-T-Y, found on
the 6 leftmost keys in the top row of keys on that type of keyboard.
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keystroke dynamics to be correctly acquired. During subsequent logins, in addition to
matching the password sequence, the keystroke dynamics are also matched. Since it is
impossible for an imposter with knowledge of the password to replicate the keystroke
dynamics of the genuine user, the system can detect the unauthorized access. The other
type is called ‘Dynamic Authentication’ where the authentication does not rely on a
fixed sequence of characters. When using this type, the monitoring need not be
confined to a particular instance of the session. The typing could be continuously
monitored. This is called ‘Continuous Authentication’.

The majority of keystroke dynamics based applications rely on time-based data, that
is the time differences between keyboard events. This is because timing data are the
most easily captured with no requirement for additional hardware or accessories,
which is a primary concern in making the authentication process invisible to the user.
However, the capture of other metrics connected with key depressions such as the
pressure exerted on the keys could provide metrics which are even more particular to
a user, thus increasing the effectiveness of the authentication process by many fold.
H. Nonaka and M. Kurihara [47] have examined the sensing of pressure exerted on
keys in addition to the time measurements as a means of improving the effectiveness
of keystroke dynamics authentication. They have used two pressure sensors
comprising piezo-resistive films placed under two selected keys. While the increased
effectiveness of the authentication is beyond doubt, the system becoming visible to the
user due to the additional accessories would limit the deployment only to applications
where the registered user’s consent is available.

The work of P. Pisani and A. Lorena [48] is a systematic review of research on the
subject ‘Keystroke Dynamics’. An important observation made in this study is the
level of research interest on the subject. Figure 2.1 shows the number of publications
made on the subject from 1998 to 2012.
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Fig. 2.1: Growth trend of research on ‘keystroke dynamics’
(Source: work of P. Pisani and A. Lorena [48])
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As seen from the figure, research interest has grown rapidly between 2002 and 2008
and has saturated somewhat thereafter. This implies that the current study is being
undertaken at a time the subject has reached considerable maturity.

2.3.2.2 Rhythm-Click Characteristics

Rhythm-Click characteristics could be regarded as the non-keyboard input device
equivalent of keystroke dynamics.

The work of Sayed et al. [49] is an example of a study on the use of rhythm-click
characteristics for user authentication. It particularly focuses on static user
authentication at initial login using rhythm-click characteristics. It uses the words
‘mouse dynamics’, indicating its analogy to keystroke dynamics.

In the work of Ahmed and Traoré [15], mouse dynamics is described as ‘the
characteristics of the actions received from the mouse input device for a specific user
while interacting with a specific graphical user interface’.

The work of Khan et al. [50] is a survey on the use of rhythm-click characteristics for
user authentication. It includes widget interaction and GUI interactions on
touchscreens also into the domain of rhythm-click characteristics in addition to mouse
dynamics. It concludes that user authentication using rhythm-click characteristics is
relatively new.

The above studies infer that, as in the case of keystroke behavior, the manner that an
individual is inclined to use the buttons on a pointing device, the stylus on a touch
sensitive screen, or the numeric keypad of a mobile device, would have characteristics
and traits that are inherent to the individual.

H. Gamboa and A. Fred [51] have proposed a classification scheme that analyzes the
rhythm-click patterns of a two button pointing device which they have found to be
sufficiently powerful for user identification. In their experiment, they have used a web
based memory game which the subjects were required to play. Data for the training
phase had been collected from 50 users playing the game for 10 hours. Since the game
causes all players to produce identical series of clicks, it is in effect, static
authentication. In addition to the timing information they have also used the ‘spatial
information’ of the movements of the pointing device. They had realized an Equal
Error Rate (EER?) of 2% using a 30 seconds interaction period, 1% using a 60 seconds
interaction period and 0.5% using a 90 seconds interaction period. Since ‘spatial data’
has been used, this system strictly does not belong to ‘rhythm-click characteristics’
category. However, it still qualifies as an effective behavioral biometric.

3 EER, is a metric used to assess the performance of authentication systems. Its definition is covered in section 2.6.
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Ting-Yi Chang et al. [52] have also conducted a study similar to the aforesaid one in
many aspects. Instead of using a game as the collecting element these researchers had
used two popular tunes to provide target rhythms for clicking the pointing device. The
rhythm clicks are captured and converted to a template which the authors of this paper
argue as being unique to the user. They have proposed this system to be used for Two-
Factor Authentication (2FA) in conjunction with a password scheme. They claim that
it would be very effective because even an imposter who has gained knowledge of the
password would still be unable to spoof the rhythm click characteristics of the genuine
user. As the rhythm clicks are captured only at the time of login and because the same
target rhythm is used, this too is a case of static authentication.

The last two studies described above, propose rhythm-click characteristics as a
supplement to other authentication techniques and not as a standalone authentication
scheme.

These work indicate that rhythm-click characteristics could be treated as a promising
behavioral biometric scheme that is still in the stage of formation.

2.4 Applications of Keystroke Dynamics

2.4.1 Principles and Techniques

There are many ways in which effective static authentication has been realized using
keystroke dynamics. Sungzoon Cho et al. [53] have presented a web-based system that
exploits keystroke dynamics and uses neural networks for authentication. During
registration, the user is required to type in a fixed sequence ‘n’ characters long which
results in the extraction of a timing vector of dimension ‘2n + I’. An auto-associative
neural network is then used to create a template that is unique to the user which is used
for authentication at subsequent logins.

K. Killourhy and R. Maxion have published their findings [54] on the comparative
performance of 14 different algorithms that are in industrial use for keystroke
dynamics based static authentication. The list of these algorithms is as follows:

1. Manhattan

il. Manbhattan (scaled)

1il. Manhattan (filter)

1v. Mahalanobis

V. Mahalanobis (normed)

vi. Neural network (standard)

vii.  Neural network (auto-associative)
viii.  Nearest Neighbour (Mahalanobis)

1X. Euclidean
X. Euclidean (normed)
1. Outlier Count (z-score)
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xii.  Support Vector Machine (one-class)

xiii. K Means

xiv.  Fuzzy Logic
The paper offers a concise description on the operating principle of each type of
algorithm and thus constitutes an informative source on the subject.

The authors had implemented each algorithm using R. They have tested each of the
algorithm for the 2-factor password authentication of 51 individuals and found that the
Manhattan (scaled) algorithm gives the best performance in terms of EER with an
average value of 9.6%. The nearest neighbor (Mahalanobis) and outlier count
algorithms follow with average EER of 10% and 10.2% respectively. The poorest
performance in terms of EER had been found to be the standard neural network with
a value of 82.8%. The paper also presents the algorithms ranked on the zero miss False
Rejection Rate (FRRY).

As mentioned earlier, the most commonly used and most non-obtrusively captured
keystroke biometrics are the timing vectors of the typing sequence. The following
explanation is derived from the previously cited work of Pin Shen Teh et al. [42] which
contains a detailed description of the measurements that are captured.

When a person types on a keyboard, there are two ‘events’ associated with every
keystroke made. When a key is pressed, a ‘key down’ event occurs. When a pressed
key is released, a ‘key up’ event occurs.

There are basically two timing measurements that could be extracted from the key
events:

= Dwell time (DT)

» Flight time (FT)
Dwell time DT; is the time that the ‘i key’ is held depressed. Flight time in general is
the time between two key events, say i — 1 and i. There are 4 different types of flight
times as illustrated in Figure 2.2.

When two consecutive key events are considered, the time measurements are called
di-graphs. When measurements are between keys ‘n’ depressions apart, they are called
n-graphs. n-graphs may be defined by suitably extending the above definition of flight
time.

The dwell time would inevitably have some device dependence. This means that the
value for the same typist could be slightly different on a different key board depending
on the mechanical properties of the depression mechanism of each key. However, to a
larger extent, it would depend on the typist’s typing traits and therefore its
effectiveness as a biometric is not diminished.

4 Definition is given in section 2.6 ahead.
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Fig. 2.2: Definitions of timing measurements on keystroke events

In contrast, the flight times of type 1 between two key presses will almost entirely
depend on the typist and the two keys. It will have negligible device dependence due
to the influence of the different physical sizes of keyboards and the difference in
location of certain keys on different keyboards.

For a sequence of ‘s’ characters there would be two vectors extracted as follows:

VDT = {DTl, DTz, DT3, DTS } ........ (21)
VFT = {FTl, FTz, FT3, FTS—l } ........ (22)

These vectors are quasi-analog because technology is available to capture these
timings with millisecond accuracy.

2.4.2 Strengthening conventional authentication

Review of many studies on keystroke dynamics show that the most common use of
keystroke dynamics is the strengthening of conventional static authentication. Using it
for independent authentication on its own is not so widespread.

The work of Wahab et al. [55] investigates the use of 2FA for login and for account
recovery. In addition to typing the password, the user is prompted to type in a ‘fixed
character sequence’. When used in this manner, keystroke dynamics are used in the
fixed authentication mode described earlier. The researchers have managed to reduce
authentication friction by 66.3%. Authentication friction as defined by Glass et al.
[56], is a measure of the inconvenience endured by a user in the process of being
authenticated.
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An alternative that could reduce authentication friction is to acquire keystroke
dynamics of the target population from the typing during their routine work. Such
collection would require a long observation period. An example is the work of F.
Monrose and A. Rubin [57]] where data for profiling had been acquired over a period
of 11 months for a keystroke dynamics based password authentication system.

Another study by Giot, Rosenberger et al. [58] uses ‘passphrase authentication’ using
keystroke dynamics at initial login. In addition to the password, the user is prompted
to type a passphrase provided by the system administrator. The keystroke dynamics
captured from the passphrase is compared with a template created earlier. Template
creation has used the repeated typing of a token passphrase only 5 times, resulting in
considerably low friction.

Alternatively, the password itself could be used as the source of biometrics instead of
using a passphrase. The work of Sluganovic et al. [59] is an example of such a system.
This provides additional protection in three ways. Firstly, knowledge of the password
would be required for both stages of authentication. Secondly the user templates would
have better decorrelation from each other because passwords of two users will
generally be different. Thirdly, the biometric authentication is invisible to the user.
However the authentication friction at initial registration in this system had been high,
requiring the password to be entered 200 times to form the templates.

The work of Aratjo et al. [60] is another example of a system where the keystroke
dynamics of the password itself had been used for fixed authentication at login.
Registration had required the typing of the password 10 times or less.

2.4.3 Use as a Soft Biometric

In the work of Jain et al. [61] soft biometrics are defined as ‘traits and characteristics
that provide some information about an individual, but lack the distinctiveness and
permanence to sufficiently differentiate any two individuals’.

Accordingly, Soft biometrics are not concerned with the unique identification of a user.
Instead, it i1s concerned with classifying the user into one of two or more classes. For
example, the system could identify the user’s gender.

When an authentication system is used in conjunction with a soft biometric, it greatly
enhances the effectiveness due to the imposter’s inability to simultaneously belong to
a large soft biometric space of which no knowledge is available, in order to evade
detection.

The work of Jain et al. [61] constitutes one of the earliest research in the sub field of
soft biometrics. The paper presents a framework for integrating the ancillary
information such as gender and age which are generally collected from users at
enrollment, with the output of a primary biometric system such as fingerprint scanning.
Using experiments on 263 persons, they have shown that through the use of ancillary

28



information of users such as their gender, height, or ethnicity, the personal
identification capability of a fingerprint system could be improved by nearly 5%.

Another use of soft biometrics is ‘two stage identification’ of subjects. A soft biometric
trait is initially used to classify the subject. Once this classification is achieved a more
elaborate matching is attempted among subjects of that class. In an authentication
scenario, rejection may be decided immediately upon the failure of the first
classification. This improves the overall efficiency of identification or authentication.
The work of Arigbabu et al. [62], is an example of the use of this technique in facial
recognition.

Keystroke dynamics may also be used as a soft biometric. R. Giot and C. Rosenberger,
in a research carried out in 2014 [63] have demonstrated the recognition of the gender
of a user through keystroke dynamics. A predefined text has been used to collect
biometric input. They have been able to achieve an EER of 20% by incorporating soft
biometrics with static authentication based on keystroke dynamics.

Research on gender recognition using keystroke dynamics as a soft biometric have
also been carried out by A. Buker et al. [64]. A. Pentel [65] has successfully classified
persons on their dextrality®, using their keystroke dynamics.

Idrus et al. [66] have developed a benchmark testing suite that uses keystroke dynamics
in the ‘soft biometrics’ mode. They present a dataset containing the keystroke
biometric data of 110 users with 100 samples per user classified by gender, age, and
dextrality.

2.4.4 Use of non-temporal features

The work of Kumar et al. [67] defines non-temporal features as keystroke dynamics
features that are not directly derived from the time measurements of individual
keystrokes. Examples are the typing speed, error rate, and the error correction mode.
The paper discusses the computation of typing speed from keystroke data. Non-
temporal features may be combined with time related keystroke dynamics to enhance
the capability of an authentication system. This has been done in the central study
presented in this paper where the typing speed had been used together with the time
related features.

According to Kumar et al. [67], typing speed is a popular indicator used to assess and
rate professional typists. In the typing trade it is usually measured in ‘words per minute
(WPM)’. Since a ‘word’ does not have a standard length, ‘characters per minute’
becomes a more accurate indicator in scientific contexts. There is also a practice that
considers a word as 5 consecutive characters and computes the ‘words per minute’ as
one fifth of the ‘characters per minute’. The error correction mode is also a personal

3 Being left-handed or right-handed.
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trait of the typist. Some typists prefer to use the delete (DEL) key to rubout a mistake
starting from left, while others prefer to use the BACKSPACE key to rubout the
mistake starting from the right. Some would use arrow keys to get to the mistaken
word while others may prefer to use the pointing device. Over a long time, each person
will get accustomed to a certain mode.

In the work of 1. Tsimperidis et al. [68], in which a classification system had been
developed to classify people on their educational level, non-temporal features had been
used to reinforce the keystroke dynamics based classifier to obtain an accuracy of
86.8%.

2.4.5 Other applications of keystroke dynamics

Keystroke dynamics have been applied in areas other than single user authentication
and access management.

The work of Epp et al. [69] is a research in the field of intelligent computing and
emotionally-aware systems. They have been motivated by the fact that most emotion
sensing schemes are invasive and expensive in deployment. They have focused on
keystroke dynamics as a means of overcoming those limitations. 15 distinct emotional
states including joy, anger, frustration, confidence and relaxation had been identified.
The keystroke biometrics had been captured by getting each user to type a randomly
selected piece of text from a single book. The authors claim that 84% accuracy has
been achieved in detecting certain emotional states.

Another research by Giot et al [70] has focused on the use of keystroke dynamics for
authentication in ‘Collaborative Systems’. Collaborative systems are those where
members of a team (say, a team working on the same project) use the same access
credentials. This paper proposes the use of a single common template built upon the
keystroke dynamics of all members using score fusion techniques, which would admit
all team members while rejecting any other.

The work of Shadaman et al. [71] describes more applications of keystroke dynamics
such as the prediction of typists’ native tongue, detection of typist fatigue, and the
detection of certain ailments and health decline.

2.5 Continuous Authentication (CA)

Even before the work of D. Temoshok et al. [13] cited earlier, which formally
stipulates that authentication during online systems should be continuous, there have
been studies that conclude about the necessity for continuous authentication of online
sessions. A notable feature of these studies is that ‘keystroke dynamics’ is not
identified as a modality for such authentication.
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In the work of K. Niinuma, A. Jain [72] carried out in 2010, authentication only at the
instance of initial access is identified as a security flaw due to the possibility of
subsequent user switches. It highlights the need for continuous authentication
throughout the session and proposes a webcam based authentication system. In their
review of previous work, keystroke dynamics based continuous authentication is
explicitly omitted due to lack of use cases. This implies that although continuous
authentication was a research focus in 2010, keystroke dynamics being used for that
purpose was not.

In September 2016 Ioannis C. Stylios and 3 others have published a paper titled “A
Review of Continuous Authentication Using Behavioral Biometrics” [73]. It is
basically a literature review. It highlights that fixed authentication systems are
inadequate and ineffective in protecting systems from intrusions. It proposes the use
of systems that continuously monitor the interaction and usage. The paper reviews a
total of 46 research papers and particularly focuses on mobile devices and use of
behavioral biometrics. However, the absence of any mention about ‘keystroke
dynamics’ is significant. This suggests that keystroke dynamics, while having a large
space of use cases in ‘fixed authentication’, does not appear to be having a similar
share of applications in ‘continuous authentication’.

Charles C. Tappert et al. [74] have published a research paper on the use of keystroke
dynamics with long text input for user authentication. Use of long text input for
authentication does not necessarily imply that the authentication is continuous. Yet, it
is a step towards that direction because continuous authentication would require the
processing of long text input. In this study, sequences as long as 650 characters have
been used. Using statistical parameters of the key timings of the long character
sequence and using a Euclidean distance nearest neighbor classifier, the authors have
been able to create an effective authentication system. This approach could be
adaptable to the continuous authentication scenario.

H. Ceker and S. Upadhyaya [75] have also conducted a research that deals with long
text based authentication using keystroke dynamics. They have used a one class -
Support Vector Machine based approach. The data collection interface used in their
experiment forces users to provide inputs at least 500 characters long. They claim that
their system could be used for continuous authentication of users.

The work of P. Bours and H. Barghouthi [76] comes very close to the requirement for
continuous authentication. Keystroke dynamics acquired from strokes of a single key
as well as strokes resulting from combinations of several keys have been used to create
templates. Experiments have been carried out on 25 participants. They too have used
statistical parameters of the keystroke biometrics as in the previously quoted research.

The doctoral research of Eesa Alsolamy [77] aims to develop a generic model for
Continuous Biometric Authentication Systems (CBAS). It also proposes 4 statistical-
based techniques for feature extraction. It classifies existing CBAS into two classes
depending on the availability or non-availability of imposter data while introducing a
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new class. The experiments use sliding window techniques to deal with the continuous
stream of text input. The literature review of this thesis states that there is only a small
number of published work dealing with ‘free text’ based continuous authentication,

T. Sim and R. Janakiraman [78] have studied the suitability of di-graphs for free-text
key stroke dynamics. They have showed that di-graphs should be ‘word-specific’ for
their use to be successful in keystroke dynamics. This is an important finding. It
suggests that picking out specific character sequences (for instance, the most frequent
words) from the user’s input stream and analyzing their metrics would be a better
approach rather than analyzing every character sequence typed.

2.6 Performance assessment of biometric systems

The reviews discussed in this section on how the performance of a biometric system
could be assessed and how the performance of two systems could be compared, are
generic, and are not limited to behavioral biometrics or any particular biometric.

The following 3 metrics defined in the ENISA briefing cited earlier [40], have been
traditionally used to gauge the performance of an access control system.

= False Acceptance Rate (FAR)

= False Rejection Rate (FRR)

* Equal Error Rate (EER)
False acceptance rate or the miss rate is the percentage of individuals who are not
authorized to use the system but have been wrongly cleared to access the system. False
rejection rate or the false alarm rate, is the percentage of individuals who are authorized
to access the system but have been wrongly denied access to the system. Both are
consequences of the authentication system failing to perform correctly.

The relationship between these metrics are dealt with in many research articles and the
following explanation is derived from the work of Al-Hassam et al. [79].

As illustrated in Figure 2.3, the parameter ‘X’ is generic and represents the sharpness
or the sensitivity of the authentication mechanism. When X = 0, that is when the
system is not used, FAR would be 100% while FRR would be 0%. Gradually
increasing ‘X’ would make the system more and more capable of detecting imposters
and the FAR would drop. In a practical system, however much ‘X’ is increased, the
FAR is unlikely to reach absolute zero.

False rejection may not occur until ‘X’ increases beyond some minimum value. As ‘X’
increases further, the system becomes sharper in its capability to detect imposters, but
also begins to reject some genuine subjects. This will increase with increasing ‘X’.
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Fig. 2.3: Variation of assessment metrics with sharpness of the authentication

system

The equal error rate or EER, is the value of FAR and FRR where the two become equal
or where the two curves intersect. It is a common practice to set ‘X’ to this value for
optimum performance of the system. Lower the EER, better the system. For this
reason, the EER is often considered as an important metric for performance assessment
of biometric systems.

The value of FAR just as the FRR begins to pick-up is also an indicator of good
performance. This value (shown as FAR* in Figure 2.3) is an indication as to how
good the system is at rejecting imposters when it is at the verge of rejecting genuine
subjects. Hence the value FAR* is a threshold and lower the FAR*, better the system.

On the average, physiological biometric systems could exhibit a lower EER and
function more reliably, according to the previously cited ITU report [31]. The growing
preference for behavioral biometrics over physiological biometrics for access
management is purely due to their non-obtrusive nature and their not requiring
specialized devices.

2.7 Benchmark Datasets

An important resource for research on keystroke dynamics are the ‘Benchmark Data
Sets (DB)’. Benchmark datasets include keystroke dynamics of volunteers (usually
anonymous) usually captured during routine typing. They are stored securely and is
accessible to researchers upon request.

According to Giot et al. [46], the following are 5 popular benchmark datasets available
to the research community:

= DBI1 Chaves
= DB2 DSN2009
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= DB3 GREYC Alpha
= DB4 (For pressure sensitive Keystroke Biometrics)
= DBS5 (Most recent)

Giot et al. also present a benchmark testing suite for research on keystroke dynamics
[80]. It comprises the GREYC dataset listed above and a software application called
‘GREYC — keystroke’ which may be used to create keystroke dynamics databases.

Keystroke dynamics benchmark datasets are very useful in conducting experiments
and in evaluating the performance of systems. Their primary usefulness stems from
the elimination of the need to capture data from subjects solely for the purpose of
experimentation.

2.8 Applicability to online authentication

Most of the work reviewed up to now are those where the experimental protocols do
not particularly deal with authentication during online access. In most cases, keystroke
data acquisition and authentication had been done locally.

The work of Cho et al. [53] cited earlier is an example where the test apparatus itself
was web based and therefore involved authentication for online access. The keystroke
data had been captured on the client side and conveyed to the server for authentication.

The additional consideration applicable when using keystroke dynamics for online
authentication is this client-server scenario where the authentication is performed by a
server side program whereas keystroke data are captured on the client side.

2.9 Performance assessment of continuous authentication systems

In section 2.6, the metrics used for assessing the performance of access control
systems were discussed. Those metrics are usually applicable to biometrics used for
initial access control. The access control industry has now realized that those metrics
(often called ‘traditional metrics’) are inadequate to assess the performance of
continuous authentication systems.

T. Sim, in his webinar [81] highlights the importance of ‘time related metrics’ in
continuous authentication. Since the subject is continuously monitored, if
impersonation has been achieved after initial clearance by some means, then how soon
would that be detected, is of interest. Similarly, since no system is perfect, a continuous
authentication system may also exhibit some number of false acceptances as well as
false rejections. How long do such false detections persist is another matter of interest.
Traditional metrics give no indications of these. Therefore, additional metrics have
been defined particularly for assessing continuous authentication systems.
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In a paper titled ‘Performance Evaluation of Continuous Authentication Systems’
published by P. Bours and S. Mondal in 2015 [82], two new metrics for the exclusive
performance evaluation of continuous authentication systems are proposed. They are
the Average Number of Imposter Actions (ANIA) and the Average Number of
Genuine Actions (ANGA). While the metrics are generic to any continuous
authentication system, their experiments are based on keystroke dynamics and rhythm
click characteristics. Both metrics are computed over a span of time. For the system to
be good, ANIA should be low while ANGA should be high.

The work of Shadaman et al. [71] cited earlier, also describes how these two
parameters ANIA and ANGA may be applied when keystroke dynamics are
particularly used for continuous authentication.

The work of Senarath, et. al. [83] titled ‘Re-evaluating Keystroke Dynamics for
Continuous Authentication’ is another example that uses time based metrics for
evaluating continuous authentication systems. They use an alternative set of metrics.
They are the False Rejection Worst Interval (FRWI), False Acceptance Worst Interval
(FAWI), and the Time to Correct Reject (TCR). False rejection intervals are the time
intervals a genuine user is rejected continuously while false acceptance intervals are
the time intervals an imposter goes undetected continuously. The FRWI and FAWI are
the longest of such intervals respectively. Time to Correct Reject is the time elapsed
before an imposter who has managed to gain initial access is subsequently detected
by the system for the first time. These indicators which are time based are considered
as being more relevant because they provide more realistic indications about the
effectiveness of continuous authentication systems. For the system to be good, all three
metrics must be as low as possible.

2.10 Device Dependence

The dependence of keystroke dynamics of a user on the device being used is another
area that has received research focus. This is reflected in the previously cited work of
Pin Shen Teh et al, [42] and Romain Giot, et al. [46].

Ciobanu et al. [44] state that although the basic key layout on a QWERTY keyboard
is standardized, the locations of many other keys frequently required for input are not
standardized. When a user switches from a keyboard he is generally familiar with to
another, it would inevitably cause some changes in his keystroke behavior due to
additional pausing and the difference in the ergonomics of the keys.

Trojahn et al. [84] have examined the extension of keystroke dynamics to touchscreen
keypads. Their experiment had involved the typing of a fixed sequence of 17 lowercase
characters by 152 individuals on the same touchscreen device. Their findings show
that the use of keystroke dynamics for user authentication could be extended to

35



touchscreens. However, the authentication referred to in this research is not the
authentication for online access but the control of access to the device itself.

The work of Ahmed et al. [85] discusses the authentication of users for mobile phones
and handheld devices with pushbutton keypads. They mention that the typing behavior
of users on such devices is likely to be different from those on a conventional physical
keyboard due to the tendency to use a fewer number of fingers and having to hold the
device in hand while typing. The authors state that the keystroke dynamics
combination space on such devices would be much limited and could be inadequate to
recover unique traits for profile creation. The access control referred to in this study is
also the access to the device and not the access to applications or online access.

2.11 Challenges in applying authentication to Learner Integrity
Management

The main difference between the scenarios of authenticating candidates undergoing
online assessment and those authenticating user access to other protected online
systems is that in the former, there is collaboration between the registered user and the
imposter.

In the work of 1. Buhan and P. Hartel [86] which deals with biometrics based access
control to physical facilities, the authorized user knowingly providing his/her
biometric sample to the imposter is called ‘collusion’. C. Gottschlich, in his work [87]
dealing with ‘Fingerprint Verification’, refers to it as ‘skilled imposter attacks’.
Neither of these work deal with online assessments in particular, which implies that
the inducement for an authorized user to enlist an imposter may exist in any access
control system.

The work of Coghlan et al. [88] deals with online proctoring technologies and refers
to the impersonation of candidates by competent colleagues as ‘contract cheating’ and
‘proxy test-taking’. The proctoring referred to here is eProctoring that was explained
in2.2.2.

Impersonation is only one of the challenges the online test administration needs to deal
with. Collaboration, tapping and look up during the test also needs to be curbed. This
is recognized in the work of K. Becker and H. Meng [89] where both ‘proxy test-
taking’ and ‘unauthorized lookup of content’ are dealt with. However the detection
scheme proposed is ‘offline collusion analysis’ performed after the test.

It is also evident from the foregoing that authentication done at a particular instance
during a session cannot prevent cheating. This implies that fixed authentication is not
suitable for managing learner integrity in online assessments.

What is necessary for effective management of learner integrity is a deterrent towards
cheating and not necessarily a zero FAR system. When candidate community is aware
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that the testing system is capable of detecting fraudulent practices during the test, they
would be reluctant to attempt such acts. In the studies [17]. [18], [19], and [20]
reviewed earlier, it was revealed that having an effective fraud detection system in
place and communicating that to the student community as part of the academic
integrity policy of the institution would considerably deter fraudulent acts. This is
different to the case of prevention of unauthorized access to critical online applications
where the intruder is a professional cybercriminal with a host of tools at his disposal
who would go to any length to break the system. This view is supported by another
study by D. McCabe and L. Trevifio [90], where distinction is made between student
cheating at online assessments and the intrusion into secure services carrying high
stakes by cybercriminals. Opportunity acts as a major motivator in the former while
the latter is mainly motivated by financial gain.

Given these differences, it is now possible to revisit and refine the minimum
specifications for a learner integrity management system of the type mentioned in
Chapter 1.

1. The system should be totally invisible to the user and should run in the
background. This invisibility should be further ensured through the following:
a. Not requiring the cooperation of the user in any manner by way of having
to comply with any conditions or provide any interactions, other than those
required by the test.
b. Not requiring additional hardware or accessories to be deployed at the user
site.
c. Not exerting undue demands on the resources such as connection
bandwidth that may become an indication of the background processes.
ii. The system should provide for the continuous authentication of the user through
the continuous monitoring of the keystroke dynamics of the user inputs provided
in response to the test, as opposed to fixed authentication performed at a
particular instance.

2.12 Challenges posed by time variance and strategies for coping

The variation of behavioral characteristics and traits of an individual with time has
been established through many studies. The work of Liebers et al. [91] although
focusing on a particular application, deals with the concept of ‘temporal drift” which
refers to the variation of biometrics over time. The observation could be generalized
for any biometric. Biometrics are bound to vary with time. Age, increase in skills with
experience and familiarity with the system are reasons for this. As a result, the
correlation between the biometrics acquired and the template data that had been
captured much earlier would gradually reduce.

When keystroke dynamics are particularly considered, this could be understood
intuitively. An individual’s typing habits would change as he becomes more and more
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skilled in the art of using the keyboard. Accordingly, the biometrics captured at a time
he was relatively unskilled may no longer be valid. At the same time, typing speed
may degrade with age due to degradation of sight, hearing, sense, and strength. Short
term variations may occur due to fatigue, ambient conditions, and emotional status of
user.

To cope with these changes so as to avoid false rejection of genuine users, a widely
used technique is the regular update of user templates.

The work of Romain Giot et al. [92] deals with the analysis of two kinds of keystroke
dynamics template update procedures. They are the ‘Supervised’ procedures and the
‘Semi-supervised’ procedures.

In supervised procedures, the user is enrolled repeatedly at frequent intervals so that
his latest keystroke behaviors are captured. These are then added to the user’s template.
The drawbacks of this procedure is the inconvenience to the users in having to undergo
repeated enrollment and, the need to have a dedicated person or system to enforce the
repeated enrollment and add the latest biometrics to the template after ascertaining that
they are from the genuine user.

In semi-supervised procedures there is no explicit re-enrollment. Instead, the user’s
keystroke dynamics are captured during the static authentication stage of his routine
sessions themselves. Statistical techniques are used to ascertain whether the captured
biometrics belong to the genuine user. There is no requirement for a third person or
system to enforce re-enrollment. The disadvantage is the possibility of an imposter’s
biometrics also being captured and being appended to the template, thus contaminating
the template and diminishing its reliability.

In the aforesaid work, the authors have proposed a scheme to increase the reliability
of semi-supervised procedures. At each authorized login, a computation is made on
the captured keystroke dynamics and using a threshold, a decision is made whether or
not the captured pattern should be added to the template. This greatly reduces the
possibility of imposter patterns being appended to the template.

A more recent work on template updating by Paulo Pisani et al.[93] uses ‘ensemble
learning’ to make the templates immune to aging. Each time the templates created at
initial registration are used for authentication, the templates adapt to changes in the
biometrics of the registered user by continuing to learn in addition to detecting. This
eliminates the need for re-registration.

The work of Poh et al. [94] deals with adaptive biometrics in general with no particular
reference to keystroke dynamics or any other specific biometric. It makes an important
conclusion that the effective adaptability of any biometric system to variance with time
largely depends on the quality of the ‘initial template’. It also proposes ‘co-training’
as an update strategy. Co-training is a semi-supervised machine learning method. As
it is beyond the scope of the current study, its explanation is omitted from this thesis.
The work of Bhatt et al. [95], although being a study on biometric authentication in
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general and not particularly dealing with keystroke dynamics, provides a good
explanation on the subject of co-training.

With reliable template update strategies, the authentication system could be made
immune to both long term and short term time variances of keystroke dynamics.

2.13 Challenges posed by the availability of Large Language Models

A recent challenge to all spheres of learner integrity management is the undue use of
Large Language Models (LLM) by cheating students to display competence not
actually possessed by them at assessments through the convenient access of content
and formulation of responses for submission. This was revealed in the reviews of
studies [24], [25], and [26] cited earlier. When online tests are particularly considered,
the free and wide availability of LLM have provided cheating candidates an additional
source which they can conveniently use during online tests to source information and
present text based responses without being detected.

T. Susnjak and T. McIntosh [96] have examined the effect of the availability of LLM
on the integrity of online examinations. They have investigated the proficiency of
LLMs in answering examination questions and discovered a popular LLM to be very
proficient in answering examination questions in 12 subjects. They conclude that with
such LLM at the disposal of the candidate community, examinations in the absence of
effective proctoring has no validity. For remote examination, they propose solutions
such as remote proctoring, use of viva-voce as a primary mode of examination, and
the use of enhanced multimodal examination strategies, all of which are resource
intensive and costly.

The challenge posed by the availability of LLM essentially needs to be countered as
part of any system aimed at ensuring learner integrity during online tests.

2.14 Ethical considerations and legal implications

The use of keystroke dynamics as a source of biometrics for authentication essentially
requires the acquisition of keystroke data. The process of recording keyboard activities
is called ‘keystroke logging’ or ‘keylogging’.

There are two perceptions about keystroke logging. One perception is that it is
essentially a malicious activity. This view is fueled by the knowledge that information
elicited from keystroke logs can be used for stealing login credentials and for other
types of unlawful intrusion into protected systems. The other perception is that
keystroke logging may be used for legitimate as well as malicious purposes. Research
has been spurred based on both perceptions.
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Research that perceives keystroke logging as a malicious activity are primarily focused
on either detecting keystroke logging activity during computer usage or the proactive
development of keystroke loggers to detect vulnerabilities of protected systems.

The work of P. Santoki [97] is an example of an attempt to detect keystroke loggers.
The paper includes details of large scale financial losses incurred during the period
from 2005 to 2009 which have been attributed to breaches caused through keystroke
logging. It also provides a comprehensive description of different types of keystroke
loggers and discusses defenses against keystroke logging.

The work of S. Bejo et al. [98] is an example of a proactive development of a keystroke
logger to verify the capability of malware detection systems in detecting keystroke

logging.

A. Bhardwaj and S. Goundar [99] quotes parental monitoring, employee productivity
monitoring, writing investigations, forensic investigations, and ethical hacking as
example applications where keystroke logging is used for legitimate purposes. The
work of R. Martin and M. Apfelthaler [100] makes explicit use of keystroke logs for
the ‘offline evaluation’ of language translation work.

Based on the perception that keystroke logging can be used for hostile and malicious
activities, many governments have restricted the use of keystroke loggers without
consent as parts of their data protection legislation. The article by C. Ritzer [101] gives
details of legal proceedings in Germany pertaining to restrictions on keystroke logging.
The European Union and the US Federal Government have classified covert keystroke
logging as being unlawful. Both security and privacy concerns have led to these
enactments.

The work of A. Wengelin and V. Johansson [102] dealing with the legitimate use of
keystroke logging to investigate the process of writing by students makes an important
observation pertaining to keystroke logging in that keystroke logging generates
‘massive amounts of data’. This observation is relevant to the current study due to the
intended use of keystroke dynamics and therefore the need to acquire them, with the
accompanying problem of having to deal with large communication payloads during
online tests.

2.15 Conclusions drawn from the review of related work and their
relevance to management of learner integrity

From the review of all the above cited research work related to ‘learner integrity’, the
following conclusions were drawn:

= The problem of ‘academic dishonesty’ is old, dating back to early 60s.
= Academic dishonesty in online education emerged in the early 90s.
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Technology has been used for both acts of academic dishonesty as well as for
their curtailment.

Use of technology to maintain learner integrity in off-classroom activity is
mostly limited to the detection of asynchronous plagiarism.

Use of technology to maintain learner integrity during online tests is mostly
limited to the extension of conventional onsite proctoring to the remote sites.

From the review of all the above cited research work related to ‘keystroke dynamics’,
the following conclusions were drawn:

Keystroke Dynamics have been in use as a behavioral biometric for nearly 50
years.

Keystroke Dynamics have predominantly been used for initial authentication.
Its use for continuous authentication is still developing.

Keystroke Dynamics have been effectively used as a ‘soft biometric’ as well.
Out of several biometric features that belong to the sub class of Keystroke
Dynamics, the two features that are pure time measurements namely, the Dwell
Time and the Flight Times, remain the primary features that have been
predominantly researched and put into wide use.

Keystroke dynamics datasets are at the disposal of the research community to
perform experiments. They eliminate the need for gathering biometrics solely
for experimentation.

The model where there is an initial registration of subjects, creation of
templates for the subjects from biometrics gathered during the registration, and
use of the templates for authentication at subsequent engagement of the
subjects, is very well established and has a large application base.

Keystroke logging generates massive amounts of data.

In keystroke dynamics related research work where biometrics have been
captured from subjects solely for experimentation, there are cases where
populations as large as 200 and as small as 25 have been used.

The imposter detection models based on keystroke dynamics mainly use
statistical analysis and trained machines.

Continuous authentication systems need to be assessed using time related
metrics such as Time to First Detection (T2FD), FAWI, and FRWI in addition
to the traditional metrics like FAR.

There are ethical and legal implications arising from the use of keystroke
logging.

The emergence of LLMs have posed additional challenges in maintaining
learner integrity.

It was also seen that the application of technology to curb fraudulent practices during
online assessments encountered in the reviewed work cannot be regarded as true
‘engineering solutions’ due to the absence of systematic identification of the root of
the problem and the absence of an engineering approach to solve the problem.
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The studies that were reviewed indicated the following gaps in the status of technology
assisted fraud prevention for the management of learner integrity.

= As far as online tests are concerned, the current application of technology is
limited to the offline detection of plagiarism. This aids in the limited detection
of only the fraudulent acts of lookup. It does not aid in the detection of
impersonation and real time collaboration.

= Although keystroke dynamics based detections have been experimentally
found to work well in scenarios involving asynchronous submissions, its
effectiveness in the detection of fraudulent practices during online tests is
presently not verified.

» Curbing academic dishonesty during online tests is currently limited to
confining the candidates’ online activities to the test by enforcing the use of
‘secure browsers’ and to exercising ‘remote proctoring’ with heavy utilization
of resources.

In the review of the study of Kell et al. [12] in 2.2.2, the concept of the ‘fraud diamond’
was encountered where the 4 factors motivation, opportunity, rationalization, and
capability were modelled by the four sides of a diamond. It was inferred that an
individual would engage in an act of fraud when the diamond is closed due to the
presence of all 4 factors. Conversely, the elimination or restriction of any one or more
of these factors has the potential to curtail the fraudulent act. For the establishment of
a system to manage learner integrity during online tests, this model could be used to
identify areas in which technology could be applied to restrict these factors.

The concept of the ‘Fraud Diamond’ proposed by Kell et al. [23] could be adapted to
the scenario of online assessments as illustrated in Figure 2.4.
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Fig. 2.4: Application of the ‘Fraud Diamond’ to the scenario of online
assessments.

As illustrated in Figure 2.4, two sides of the diamond could be ‘shattered’ through the
appropriate use of technology. For example, exercising surveillance through
continuous authentication would limit the ‘opportunity’ for the cheating candidate to
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engage in fraud evading detection by the institution. Clipboard transfer of text from
LLM chatbots too could be detected through the appropriate use of technology, thus
limiting the cheating candidate’s ‘capability’ to engage in fraud . The factors of
‘motivation’ and ‘rationalization’ cannot be addressed through technology since they
are subjective and are particular to the individual.

None of the research work reviewed above specifically address the above scenarios.
To the best of the researcher’s knowledge, use of keystroke dynamics for the detection
of fraudulent practices during online tests has not been formally investigated earlier.

Accordingly, in the current study, the possibility of using keystroke dynamics, being
the selected technology, to restrict the opportunity and the capability for cheating
candidates to engage in fraud, was explored.

The current study identifies the inability of the test administration to ‘detect the
fraudulent practices at remote sites’ as the root of the problem. In solving it, the current
study recognizes that the mere extension of conventional proctoring to the remote site
through the use of technology (e.g. the Automated Online Exam Proctoring System
proposed by Atoum et al. [103]), is not effective nor appropriate. Accordingly, it aimed
at providing the test administration surveillance over the candidates through the more
efficient application of alternative technologies.

Figure 2.5 illustrates the learner integrity managed online testing system that was
envisaged in the current study.
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Fig. 2.5: ‘Learner Integrity Managed’ Online Testing System

The subsystem enclosed in dotted lines was the focus of this research. The concept that
was proposed and experimentally verified was for this subsystem.
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2.16 Recapitulation

This chapter described the review of research of others in the domain of ‘learner
integrity’. Eighteen studies conducted on ‘Technology Assisted Academic
Dishonesty’ with particular focus on its implications on ‘Online Assessments’ and
‘Technological Countermeasures’, were reviewed. In the process, realization
converged on the suitability of the behavioural biometric called ‘keystroke dynamics’
for authenticating candidates continuously during online tests non-obtrusively. Review
of seventy six studies on behavioral biometrics in general and various aspects of
keystroke dynamics in particular, was carried out. Many conclusions relevant to the
current study were drawn from these reviews.

It was further realized that the proposed system for the effective management of
learner integrity during online assessments could be established through the
application of appropriate technology to restrict the ‘opportunity’ and the ‘capability’
of candidates to engage in fraud during online tests, which would provide an
‘engineering solution’ to the research problem identified in Chapter 1. A leaner
integrity managed online testing system was visualized with the areas to be focused in
the research clearly identified.
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CHAPTER 3

THE RESEARCH METHODOLOGY

3.1 Chapter description

This chapter is devoted to the detailed presentation of the methodology employed in
this research inclusive of the proposal of a concept for the establishment of a system
for the effective management of learner integrity during online assessments by
exercising continuous authentication of the candidates using their keystroke dynamics.
The concept addresses the gaps in the knowledge domains of learner integrity and
keystroke biometrics based authentication that were identified in 2.15. The concept is
presented in the manner it was envisaged before conducting any experiments.

3.2 Research methodology adopted

3.2.1 Approach to the research
All methods used in this study were ‘quantitative’.
3.2.2 Design of the research

A concept was presented for a system to manage learner integrity during online tests.
The proof of this concept was established through results of experiments. Where
necessary, conclusions were supported from the results of studies of others, with due
acknowledgement. No other instruments such as surveys or case studies were used.

3.2.3 Methods used for data collection

For the experiments, a fictitious test administering institution was set up with real
volunteers roleplaying as candidates. All steps of the typical workflow in a test
administering institution including the conduction of mock tests and continuous
authentication during the taking of online tests were tested out within this fictitious
institution. Test taking by the roleplayers that is genuine as well as fraudulent, were
experimented. The data collected in the process and only those were used for analysis.
Some experiments that did not involve data gathering from volunteers were also
conducted to investigate certain aspects of the proposed system.

3.2.4 Strategy for collecting subjects

The volunteers for roleplaying as candidates were enlisted through ‘indirect
convenience sampling’.
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3.2.5 Methods used for the analysis of data gathered

The collected data were used for offline simulation of various scenarios. Statistical
analysis was applied on the results generated to determine whether they establish proof
of the concept presented.

3.2.6 Ethical and administrative considerations

One of the conditions for granting of ethical clearance for this research by the
university was that the anonymity of all the subjects shall be ensured. In compliance
with this condition, the researcher was not involved in the process of enlisting
volunteers which was carried out through two trusted intermediaries. The researcher
did not have any direct communication with the volunteers and their identities were
shielded from the researcher. No information pertaining to the volunteers were
gathered. The volunteers were briefed in advance on the biometrics that will be
collected and were given the option of withdrawing at any time during the data
collection phase.

To the best of the knowledge of the researcher, there were no laws that explicitly
prohibit the capture of keystroke data in Sri Lanka at the time of this study, up to the
time of writing this thesis. Accordingly, the experiments used keystroke logging with
the researcher having sole access to the data acquired. The collected keystroke data are
treated as property of the university.

3.2.7 Scope of the research and its limitations

The concept proposed drew on the existing knowledge on the use of keystroke
dynamics as an authentication factor and focused on the peculiarities of online tests
compared to other access restricted systems. It focused on restricting the ‘opportunity’
for fraud during online tests and limiting the ‘capability’ of the cheating candidates to
engage in fraud, as explained in 2.15.

The system to be established through this research for the management of learner
integrity during online tests is limited to online tests that require text based responses.
It is not extendable to tests that require no keyboard inputs such as objective tests that
gather only multiple choice responses via radio buttons and tests that require the
submission of files.

Since no personal data pertaining to the volunteers were gathered to ensure their
anonymity, it was not possible to investigate the application of soft biometrics in the
experiments.
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3.3 Distinctive challenges associated with online assessments

The concept dealt with the following additional challenges entailed in the
authentication of candidates during online assessments that are not encountered in
other access control applications, as discussed in the earlier chapters.

a. There is collaboration between the registered candidate with the will to cheat
and the imposter.

b. User switches subsequent to login and other fraudulent acts can be detected
only by a continuous authentication process.

c. The possibility exists for the use of LLM as lookup sources.

The system to manage learner integrity during online tests was intended to conform to
the specifications stated in 2.11.

3.4 Suitability of Keystroke Dynamics as the biometric

In the review of related work presented in chapter 2, the suitability of ‘keystroke
dynamics’ for the biometric authentication of candidates taking online tests was
established.

The following uncertainties exist while an online test is in progress:

1. Uncertainty as to whether the registered user is being impersonated by
a competent colleague either throughout or sometimes during the
session.

il. Uncertainty as to whether the registered user is being unduly aided

during the session.
1ii. Uncertainty as to whether the registered user is unduly tapping or
looking up material during the session.

It 1s reasonable to hypothesize that in all the scenarios listed above, the candidate’s
natural typing behavior would be altered, which is likely to be reflected in the
candidate’s keystroke dynamics. In the case of impersonation, altered keystroke
dynamics is a given. In the other two cases, even though the biometrics are of the same
person, they would be altered due to the indulgence in the fraudulent act. The study of
Chan [25] which used keystroke dynamics for the detection of asynchronous ‘Al-
giarism’ was also based on the same rationale. Since it cannot be predicted as to when
this would happen during the session, the behavior must be monitored continuously.

The choice of ‘keystroke dynamics’ as the authenticating biometric was motivated by
the following:
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i.  The possibility for their non-obtrusive acquisition, without the user being
aware of it.

ii.  The possibility for their acquisition without requiring any additional hardware
Or accessories.

iii.  The possibility to acquire and monitor them from beginning to end of the
session and not only at the instance of login.

iv. Their effectiveness in static authentication already been established as seen
from work of others.

3.5 Use of Lockdown Browsers

In the introductory chapter, it was mentioned that lockdown browsers have the ability
to restrict fraudulent practices. By insisting that the candidate uses a lockdown browser
to take the online test, an institution could curtail fraudulent practices to a considerable
extent.

The functionality of a lockdown browser is described in the research review of Holden
etal. [104]. The article of N. Chadaga [11] cited earlier, also gives details. A lockdown
browser will permit only the transport layer connections required for the online
session. Therefore, the candidate is unable to open additional browser tabs for lookup
from the Internet. After gaining access to the test, the browser tab used for the test will
blow up to full screen and cannot be reduced. The candidate cannot open any other
windows or tabs to run other applications while logged in. Screen captures, clipboard
usage and printing are temporarily disabled. All communication ports and connections
other than the one supporting the session running the test are temporarily disabled.

However, a lockdown browser cannot detect or prevent impersonation. It also cannot
prevent the candidate from looking up or collaborating during the test using another
device, or collaborating physically with a colleague present at site. Notwithstanding
these limitations, the mandatory use of a lockdown browser or a dedicated application
providing a user interface having the same capabilities can tremendously enhance the
institution’s capability to curtail fraud during online tests.

The concept presented here acknowledges the advantages of using lockdown browsers
for online tests from the point of view that no practical access control system could
claim to have an FAR of absolute zero and that access control should always be
supplemented with every other possible means available. However, a lockdown
browser was not considered to be a part of the authentication system proposed. It has
the capability to detect fraudulent acts that a lockdown browser cannot prevent.

3.6 The authentication system architecture and workflow

It was proposed that the workflow of the system conforms to the widely used
authentication model comprising the following:
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1. An initial registration process where the biometrics of the registered
candidate are acquired.

il. Creation of a unique profile (template) for the candidate using the acquired
biometrics.
1il. Continuous authentication of the candidate at subsequent sessions by

assessing the degree of correlation between the biometrics captured
continuously during that session and those contained in the profile.

Figure 3.1 illustrates this workflow.
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Fig. 3.1: Workflow of the proposed authentication system
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As seen from the review of related work, one reason that is preventing the widespread
use of keystroke dynamics based authentication is the difficulty for the online service
providers in acquiring them from the client population. Prospective clients must
experience minimum ‘authentication friction’ during registration and subsequent use.
However, the need for repeated typing of a token sequence is essential to prepare
usable templates for keystroke dynamics based access control. Therefore, the
aforesaid workflow is generally not conducive in common access restricted online
services.

On the other hand, educational and testing institutions can readily adapt to the above
workflow. An institution’s processes provide room for the convenient incorporation of
all the steps of the above workflow. A mock test could be conducted as part of the
registration process. During this mock test, provision could be made for the registrant
to type both predefined character sequences as well as ‘free text” of candidate’s choice.
The mock test could be conducted solely for the purpose of acquiring biometrics or
could be combined with an initial assessment, a formative assessment, or similar
assessments that are integral parts of the institution’s programme. Either way, an
educational institution should not have a difficulty in setting the stage for the capture
of keystroke dynamics of its registrants.

The mock test essentially has to be held in a proctored environment where the
registrant is physically present to verify the identity so as to ensure that the biometrics
captured are actually those of the person being registered. The test need not be
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conducted simultaneously for all registrants unlike an actual test. Accordingly, the
conduction of a mock test should not pose any logistic problem to the institution.

The biometrics thus captured are used to extract features that are unique to the
registrant and they become a part of the individual profile the institution maintains for
each registrant. When conducting a subsequent test online, the biometrics of the
candidate are again captured and the same features are extracted and compared with
those in the profile. If there are no fraudulent acts during the test, the two sets of
biometrics should correlate well. Any significant anomaly between the two would flag
one, several, or any combination of the following at the candidate’s end:

1. It is an imposter and not the registered candidate who is taking the test.

il. It is the registered candidate who is taking the test and the candidate is
looking up material (say, on another device or book) to aid in responding
to the test.

iii. It is the registered candidate who is taking the test and the candidate is

collaborating with a competent colleague in real time (say, by
telecommunicating).
Figure 3.2 shows the architecture of the proposed authentication system.
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Fig. 3.2. The architecture of the proposed authentication system

As seen from the figure, it has 3 distinct layers, comprising the data acquisition layer,
feature extraction layer, and the classification layer, which are functionally
independent and have read/write access to the common storage system that stores the
candidate profiles. The figure depicts the scenario of continuous authentication being
exercised during an online test, where feature vectors and ensembles are extracted
from the acquired keystroke data in real time, compared with reference vectors
available in the candidate’s profile, anomaly detection data are generated and fed to
the ‘best classifier’ retrieved from the classifier bank of the candidate. The classifier
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makes the classification decision in real time. Both the keystroke data acquired and the
classification decision are stored for administrative purposes.

The creation of the user profile may also be understood within the same architecture.

Figure 3.3 depicts the scenario where in the first instance, the keystroke data are
acquired in real time while the candidate undergoes the ‘mock test’ and are logged at
the back end.
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Fig. 3.3: First stage of offline profile creation — Reference vector extraction

This log is the primary source of identity for the candidate. The figure also shows how
these data are retrieved, features are extracted from them, and stored. They represent
the secondary source of identity for the candidate. This step which is a ‘play back’ of
the mock test can be carried out asynchronously.

Figure 3.4 shows the next step of profile creation which too is asynchronous and
involves yet another playback of the mock test.

In this step, the stream of actual detection parameters are generated using the reference
vectors that are already available in the profile. In effect this simulates the taking of
the mock test with continuous authentication. Although, detection parameters are
generated, no authentication is possible since a classifier is not yet available. Instead,
the generated detection parameters are stored for use as ‘training and testing data’ at a
later stage.
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Fig. 3.4: Second stage of offline profile creation — Training data generation

Figure 3.5 shows the final step of profile creation where a classifier is trained using
the training data available in the profile. The stream of anomaly indications are used
in the iterative process of training the classifier.

Once the classifier is found to perform well with the testing data, it is stored in the
candidate’s profile for use in anomaly detection during subsequent online tests.

It will be noted that the architecture supports both profile creation and continuous
authentication for the candidate. The functional independence of the 3 layers enable
the offline creation of user profiles while all 3 layers come into play when continuous
authentication is exercised during online tests.
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Fig. 3.5: Final stage of offline profile creation — Classifier training

3.7 Description of the features to be extracted

The definitions of ‘dwell time’ and ‘flight times’ and their computation from the key
event data were presented in Chapter 2 and are reproduced here for ease of reference.

Figure 3.6. shows two consecutive key events when typing on a keyboard.
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Fig. 3.6: Measurement of epochs for key events

The epochs are measured from a predefined time origin.

For key 1 and key 2 respectively, the dwell times would be
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DTi=t2—t; ... (3.1
DTo=ta—t3 .....(3.2)

For the consecutive pressing of key 1 and key 2, we could define the flight time of
type 1 as follows:

FTiotypel = 3 —t2 .....(33)
It was proposed that the ‘dwell time’ and ‘flight time of type 1’ (which will be referred
to simply as ‘flight time’ hereafter) be the primary biometric features to be extracted.

It was proposed that the following features be extracted from the dwell time and the
flight time captured directly from the typing of the candidate during the mock test and
stored.

1. Dwell time vector

1i. Hot sequence vector

1il. Quick sequence vector
iv. Far sequence vector

V. Pause durations ensemble

This extraction could be done asynchronously, for the purpose of creating candidate
profiles.

3.7.1 The ‘Dwell Time Vector’

The dwell time of each key stroke comprising its key up and key down events could
be readily computed from the captured epochs as explained above.

Since the same key will be pressed many times during the test, a count of this number
could be maintained and the ‘mean dwell time’ could be computed for each key. The
mean dwell times of any two arbitrarily chosen keys will generally be different.

If we choose ‘n;” number of keys on the standard keyboard for observation, there will
be a set of ‘n;” mean dwell times for a candidate. We could imagine an n;-dimensional
space in which these ‘n;” keys will represent the ‘m;’ orthogonal directions. A
candidate could be mapped to a point in this space using the candidate’s n;-tuple of
mean dwell times. The mean dwell time of a particular key will be the ‘abscissa’ or
the ‘directional weight’ of the point along the direction corresponding to that key.

The ‘dwell time vector’ will be the position vector of this point in the n;-D space.
Assuming that the tuple of dwell times is unique to a candidate, the ‘Dwell Time
Vector’, too would be unique to that candidate.

3.7.2 The ‘Hot Sequence Vector’

Hot sequences are sequences of multiple keys that have a high probability of
occurrence in the text of a given language. For example, in English text, the sequence
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‘ing’ has a high rate of occurrence and therefore is considered a hot sequence of 3
keys. Similarly, the sequences ‘in’, ‘ng’, and ‘th’ are hot sequences of 2 keys.

To keep the computational overheads in computing flight time to a minimum, only 2-
letter sequences in the English language are proposed to be considered as hot
sequences.

Consider a chosen set of 12" hot sequences of 2 letters. From the key events captured
during the mock test, consecutive key events comprising the selected 7> hot sequences
could be filtered out and their flight times could be computed from the epochs of each
key event. Since each hot sequence is likely to be typed more than once during the
mock test, a count of such occurrences could be maintained and the ‘mean flight time’
of each sequence could be computed. This would yield an n>-tuple of mean flight
times of hot sequences.

Similar to the case of the dwell time vector, this n>-tuple could be treated as being
unique to the candidate. Then, through similar reasoning as done for the dwell time
vector, the candidate could be mapped to a unique point in an #,-D space defined by
the n> hot sequences representing 7> orthogonal directions. The ‘Hot Sequence Vector’
will be the n2-D position vector of this point which too would be unique to the
candidate.

3.7.3 The ‘Quick Sequence Vector’

Quick sequences are 2-letter sequences that a candidate would type quickly or faster
than the average speed. They are characterized by the flight time of type 1 being
negative, which means the second key is pressed before the first key is released.

Unlike hot sequences, quick sequences cannot be predetermined. Each candidate may
have a set of quick sequences particular to that candidate. It is even possible for a
candidate to have no quick sequences.

Let the size of the set of quick sequences of a given candidate be ‘n3’. Then, through
a reasoning similar to that of the dwell time vector and the hot sequence vector, an ns-
D position vector could be defined in an n3-D space. This would be the candidate’s
‘Quick Sequence Vector’ and the candidate will be mapped to the point fixed by that
vector.

3.7.4 The ‘Far Sequence Vector’

Far sequences are two letter sequences typed using extreme fingers. For a touch typist,
there is an accepted finger usage within the typing trade for typing each key on the
keyboard. This usage is a quasi-standard and most people who touch type are
accustomed to this finger usage. This usage is derived by positioning both hands on
the keyboard and allocating keys to each finger. See Figure 3.7.
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When typing a 2-key combination of a far sequence, one letter is typed using the little
finger and the other letter is typed using the index finger of the same hand. As seen
from Figure 3.7, each index finger is allocated 6 keys while each little finger is
allocated 3 keys. Therefore, when the reverse sequences are also counted, 36 far
sequences can be typed using each hand. This gives a total of 72 far sequences. These
sequences will have different frequencies of occurrence in a given English text.

speDo KEYBOARDING
FINGER POSITION

Fig. 3.7: Allocation of keys to each finger in each hand, for touch typing.
(Source: www.learning.com)

The flight times of far sequences are likely to have a high degree of uniqueness to the
person typing because the fingers are stretched to the maximum and how soon the
muscles of the two fingers would respond would depend on the person to a great extent.

Similar to the case of Hot Sequences and Quick Sequences, the ‘Far Sequence Vector’
unique to the candidate, having n4 dimensions could be defined where ns = 72.

The algorithm given in Figure 3.8 was proposed for the extraction of the ‘dwell time
vector’.

This algorithm could be generalized for the other 3 vectors as well.

3.7.5 The ‘Pause Duration Ensemble’

When typing on a keyboard, people generally tend to pause between words, sentences
and more specifically, after typing a white space. This hesitation is important to
comprehend and reflect upon what is being typed. As described by M. Torrance and
D. Galbraith [105], the human mind processes the text being typed one word at a time
and this leads to the typist pausing briefly at every whitespace.
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while there are more directional weights to be populated in the dwell_time_vector

point to the first entry in the container
initialize mean_dwell_time, dwell_time _total and key_occurrence _count

while a ‘key down’ event of the key is not encountered OR end of container is not
reached

parse the container in search of a ‘key down’ event of that key
if found

increment key occurrence count
save the timestamp of the event
save the pointer of the container

while a ‘key up’ event of that key is not encountered OR end of container is not
reached

parse the container in search of the ‘key up’ event of that key

if found
retrieve the time stamp of the event
compute timestamp_difference

else
time stamp_difference=0
decrement key_occurrence _count

dwell time total €dwell time total + timestamp difference
retum to saved location in the container

increment pointer in the container to point to next event
mean_dwell time € dwell time total / key occurrence _count
push mean_dwell_time to the directional weight of that key in the vector

take the next of the ni keys in the ‘dwell time vector’

Fig. 3.8: Algorithm to extract ‘Dwell Time Vector’

If a stream of pause durations captured during a single typing session is considered,
the values could be expected to have a high variance. However, if the values from the
typing of two persons are scatter plotted, a considerably distinct clustering for each
person is likely, as illustrated hypothetically in Figure 3.9.

In practice, the difference in the clustering may not be as conspicuous as shown in
Figure 3.9 to the human eye, but it could be machine detectable.

In the stream of key events captured during the mock test, pauses could be identified
by searching for white spaces. The pause duration will be the differences between the
epochs of the key up event that immediately precedes the white space and the key
down event immediately following the white space.
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Fig. 3.9: Distinct clustering of pause durations of two persons (hypothetical, not
derived from real data)

From the entire duration of the session, an ensemble of such pause durations could be
extracted for a given candidate. The ‘Pause Duration Ensemble’ of that candidate
would be the values in this ensemble arranged as a 1-dimensional array. Unlike in the
cases of the other 4 vectors, there is no visualization of a multidimensional space or
the mapping of the candidate to a unique point. The Pause Duration Ensemble is
simply a 1-D array of scalars. Even its size will be different for different candidates.

Initialize array to hold the ‘pause duration ensemble’

point to the first element of the array

open the container of key event data of the candidate, captured during the mock test

while a ‘key down’ event of a white space keyis not encountered OR end of container is not reached
parse the container in search of a white_space key
if found

save the pointer of the container

roll back pointer to the previous "key up’ event
save the timestamp of the event

return to saved location in container

while a ‘key down' event is not encountered OR end of container is not reached

parse ahead in the container in search of the next ‘key down' event

it found
retrieve the time stamp of the event
compute timestamp_difference
push timestamp _difference intothe array
point to next element inthe array

return to saved location in the container

Fig. 3.10: Algorithm to extract ‘Pause Duration Ensemble’
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However, it is assumed that it will have a reasonably unique clustering for a given
candidate.

The algorithm given in Figure 3.10 was proposed for the extraction of the pause
duration ensemble.

3.7.6 Extraction of non-temporal features

In the review of related work in Chapter 2, few instances where non-temporal features
were combined with keystroke dynamics to enhance the capability of the
authentication system were encountered. Non-temporal features are not directly
connected with time measurements of individual keys.

The following two non-temporal features were proposed to be extracted.

1. Typing speed

il. Error rate
Two variants of typing speed could be defined as the ‘raw typing speed’ and the
‘effective typing speed’. The raw typing speed takes every single character that is
typed into account including those typed in error and those typed to make the
correction. The effective typing speed on the other hand disregards the keystrokes that
are concerned with correcting errors, such as the pressing of the DEL key, the
BACKSPACE key, and the arrow keys used to navigate the cursor to the location of
the error.

There is no formal definition for the error rate but a convenient estimate could be made
as follows:

Number of rubouts .....(3.4)
Total number of characters typed

Error rate =

The rubouts are the pressing of the DEL key and the BACKSPACE key.

It is not necessary to capture additional biometrics to extract the above two non-
temporal features and they are readily extractable from the keystroke data captured for
the extraction of time related keystroke dynamics.

Therefore, the use of the above two non-temporal features to supplement the
authentication performed using dwell time and flight time was proposed.

3.8 Creation of the Candidate’s Profile

The extraction of 5 types of features from the biometrics captured while each candidate
took the mock test, was outlined above. These features which are assumed to be unique
to each candidate, constitute the unique profile for each candidate. The features are
stored under the unique identity of each candidate. This facilitates the convenient
retrieval of the features when it is required to authenticate a candidate taking a
subsequent test.
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3.9 Continuous Authentication during subsequent tests

When a registered candidate takes a subsequent test online, continuous authentication
could be exercised using the 4 multidimensional vectors stored in the candidate’s
profile, in the following manner:

The keystroke dynamics of the candidate are again captured during this test and the 4
vectors are recomputed. These vectors and the vectors in the profile are compared to
detect anomalies. Any anomalies between them would indicate possible fraudulent
acts described in section 1.2 to be in progress.

When computing the vectors for the profile, the stream of key events captured during
the entire duration of the mock test was considered. In contrast, during a subsequent
online test, continuous authentication of the candidate is required. This could be
achieved by computing the vectors regularly at the end of a fixed number of key events,
say M key events.

At the end of every sequence of M key events, an indication could be obtained whether
a fraudulent act is being committed or not by comparing the orientation of each of
the 4 vectors with the corresponding vectors in the profile. In this manner there would
be a stream of indications throughout the test, once for every M key events. Due to the
statistical nature of biometrics, there is no guarantee that anomalies if any, will be
detected at the end of every sequence of M key events. Depending on whether the test
is being taken genuinely or with fraudulent acts, the detections could be true
acceptances, true rejections, false acceptances, or false rejections, as in the case of any
biometrics based authentication.

3.10 Method of anomaly detection

The anomaly detection method proposed in the concept could be understood by
considering the use of one of the vectors. Consider the dwell time vector.

Let the dwell time vector in the candidate’s profile be ‘4’ and let the dwell time vector
computed at the end of a certain sequence of M key events during the subsequent test
be ‘/L/l\ a,

S

Now, ‘4’ has been computed considering the mean dwell times of #; pre-identified
keys and it is truly an n;-dimensional vector. In contrast, ‘zz "’ has been computed
from a sequence of M key events. The keys contained in the M key events would
depend on what the candidate has typed. Further, the M key events would generally
contain events due to the repeated pressing of certain keys. Due to these two reasons,
it is unlikely that these M key events would contain all n; keys. Therefore, the vector
‘i ” would generally have a lesser number of dimensions.

Let the number of ‘unique keys’ found within the sequence of M key events be m.
Then, in general,
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m < nj

The m-tuple of mean dwell times of these m keys will define an m-D subspace within
the n;-D dwell time vector space. For each sequence of M key events there will be an
associated m-D subspace, depending on what was typed. For this sequence of M key

2

events, ‘" would be the position vector of a unique point within the m-D subspace.

Since the number of dimensions of the two vectors 1 and zz_ are different and because
the spatial orientation of x is influenced by directional weights not relevant to z_, it
would be irrational to make any orientation comparisons between the two. Therefore,
it is necessary to first establish a common basis for comparison. One way of achieving
this would be the projection of the n;-D dwell time vector ‘.’ onto the m-D subspace
of z .

Let this projection be . Now, both s and zz are m-D vectors within the same
subspace. Recalling that the directional weights of x4 are the mean dwell times
exhibited by the candidate during the mock test and that the directional weights of zz;
are the mean dwell times exhibited by the same candidate while typing the current
sequence of M key events, the two vectors should ideally coincide. However, in
practice fz_ is only a runtime estimate of x4 and there will be an angle 6 between them.

We define this angle @ as the ‘angle of departure’.

Figure 3.11 illustrates the formation of 6 using the easily comprehended 3-D/2-D
analogy for the special case where n;=3 and m = 2 which could be generalized for
larger values of n; and m

a3 "

S
@ == i
S i
— :
T
e
A Hg

Hs
N

Fig. 3.11 : 3D/2D analogy for the formation of the vector pair u;
and 7 and the angle of departure 6.

6 can be computed considering the scalar product of x5 and 7 as follows:
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0 = cos! % ........ (3.5)
| g |24 |

As the candidate continues to type, a pair of vectors s and z_ will be formed for
every completed sequence of M key events, resulting in a corresponding value for 6.

Hence a stream of values for & will be generated throughout the test. Figure 3.12
illustrates this scenario.

following are noteworthy about this stream of 6 values.

1. The duration of the sequence of M key events will generally be different
from one sequence to the next.

ii. The m-D imaginary space will generally be different from one sequence
to the next, including the number m and the dimensions counted by it.

1il. The vector pair 4 and z; will have different orientations within the m-D

space from one sequence to the next.

M T M 1 M ] M | t
T | | |
| i : | |
= : % | : / | \ |
Every sequence of M Keyevents will have lix own orientation of g and

J¢ resutting in a series of valoes ol #. Duration of & is generally vartable.

Fig. 3.12 : Generation of a stream of @ values while the candidate
types.

By virtue of both g and zz; being derived from the biometrics of the same person, the

stream of @ values would exhibit a recognizable clustering for a given candidate
provided that there is no fraudulent act during the test. In contrast, if there is
impersonation or other fraudulent act taking place, there is likely to be a significant
deviation between 4 and zi; resulting in a different clustering because in such cases,
i 1s either derived from biometrics of a different person or from the biometrics of the
candidate which have been altered in the process of engaging in a fraudulent act.

The difference in the clustering of the angle of departure forms the basis for anomaly
detection during the online test.
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A similar explanation could be provided for the other 3 vectors. Accordingly, there
will be 4 independent streams of angles of departure during the test. Anomaly detection
could be done independently on each stream.

Choice of M, the number of key events in a sequence is critical. If M is too large, the
time between two monitoring instances will be longer and would affect the continuity
of authentication. If M is too small, the sequence would not contain sufficient key
events to estimate a vector z_ that is adequately representative of the candidate.

Hence, the choice should be based on a tradeoff between the frequency of monitoring
and the realistic computation of the vector.

A binary classifier could be used to perform the anomaly detection at the end of each
sequence of M key events. The classifier would be fed with a stream of scalar values
of @ and it would classify the test as being ‘genuine’ or being ‘fraudulent’ at the end
of each sequence of M key events, based on its learning. Figure 3.13 illustrates this
detection scheme.

k' detection

. {0 — — A&/a
— i i .- Boolean indication as

_ to whether the test
T taking is genuine or
fraudulent.

k™ authentication
instance

Classifier
Fig. 3.13: Anomaly detection using the angle of departure

Figure 3.13 also indicates that there are many options for the implementation of the
classifier. The same type of classifier may not work well for all features or for all
candidates. Therefore, it is necessary to try out different models of classifiers and
select the feature specific and candidate specific ‘best classifiers’ and include them in
the candidate’s profile.

It is pertinent to justify the choice of the novel feature ‘angle of departure’ over other
features commonly used in anomaly detection.

The parameters commonly used to determine the spatial separation between two points
in a multidimensional space are the ‘Euclidean distance’, ‘Manhattan distance’, and
‘Mahalanobis distance’. Of these, the most common parameter is the ‘Euclidian
distance’. In the review of related works several studies that used this parameter were
encountered.
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Instead of computing the Euclidean distance between two points (or the position vector
tips) in an N-dimensional space, the angle between the position vectors of the two
points is computed.

(a)

Fig. 3.14: Different scenarios of occurence for the ‘Angle of Departure’

Figures 3.14(a) and 3.14(b) illustrate how the angle of departure generalizes several
different spatial orientations of the two vectors into one.

Figure 3.14(a) illustrates the extreme case where several different cases of Euclidian
distances yield the same angle of departure. Figure 3.14(b) illustrates the other extreme
where the Euclidian distance is also constant in addition to the angle of departure but
the spatial orientations of the vector s estimated at runtime are different. What is
significant in both cases is that there is a single value for the angle of departure 6.

This has an important consequence on the scattering of these values. If the Euclidian
distance was used as the authentication parameter in each of these cases, each would
have yielded a distinct data point spread across a range of values. When the angle of
departure is used instead, they all converge onto a single data point. Considering the
two extreme cases illustrated in 3.14(a) and 3.14(b), it could be intuitively concluded
that the parameter ‘angle of departure’ is in effect, a transformation of the unbounded
parameter ‘Euclidian distance’ onto a more compressed range of values,
mathematically expressed as follows:

Ild|| € [0,0) => 6 e [0°360°)

This transformation has a profound effect on the learning of a machine when these
parameters are used as training data. Since the requirement is for a machine to learn
the clustering of the authentication parameter that is unique to a particular candidate,
a parameter spread across a smaller range of values would provide more sound
learning. It also has a lesser probability of occurrence of outliers.
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The only instance that the angle of departure would not detect an anomaly would be
when x5 and i of generally unequal magnitudes coincide, making the angle of
departure equal to zero. This is illustrated in Figure 3.14(c). This can happen if and
only if the mean dwell times of each and every key within the M key events at hand
are an equal multiple of the mean dwell time of the corresponding key in the profile,
making i a scaled version of . The diminutiveness of the probability of occurrence
of this eventuality could be deduced mathematically as follows.

For the two vectors g and 1 to coincide in direction so as to make the angle of
departure € between them equal to zero as illustrated in Figure 3.14(c), a positive
scalar constant ‘k’ should exist such that

s = kus where k>0 .....(3.6)
For this,
a,=hky, VvV ie/lLNN . (3.7)
where ‘i’ represents one of the NV dimensions (and one of the keys on the
keyboard for the specific case of ‘dwell time vector’ being considered).
Therefore

P6=0) = P= k).

=TIV P( Bo=ky) (3.8)

Since the keystrokes of individual keys are independent, each probability term for
different values of ‘7’ would be very small and the probability product term in equation
(3.8) above would tend to zero.

Also, higher the number of keys contained within the M key events, larger would be
the number of terms in the product, further reducing the probability of the two vectors
coinciding in direction. Hence, it may be concluded that the probability of the angle
of departure being zero and an anomaly being missed as a consequence, is negligibly
small.

Therefore the ‘angle of departure’ is more suited than the ‘Euclidian distance’ for use
as an authentication parameter. It could be extracted for all 4 vectors described from
3.7.1 to 3.7.4 above.

Anomaly detection using the remaining feature, the ‘Pause Duration Ensemble’ has
one difference. Unlike in the case of the first 4 vectors where there would be a single
value of @ at the end of every sequence of M key events, in this case there would be
an ensemble of pause durations. To have a single value, the mean of the ensemble
could be taken.
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Let the mean value of the ensemble of pause durations for a given sequence of M key
events be p. Accordingly, the continuous typing by the candidate will generate a
stream of mean pause durations p similar to the stream of @ values in the vector based
classification. The difference is that the generation of this stream does not require any
parameter from the candidate’s profile.

As in the case of classifiers that detect anomalies on &, a classifier could be used for
anomaly detection on p as well, as illustrated in Figure 3.15.

k™ authentication

instance

k™ detection

i | aa

value I Boolean indication as

S to whether the test
duration AR
ensemble taking is genuine or

fraudulent.

Classifier

Fig. 3.15: Anomaly detection using the mean value of pause durations

In this case too, there are many options for the classifier and the candidate specific
‘best classifier’ should be selected and included in the candidate’s profile.

3.11 Training the classifiers

For the anomaly detection schemes described above to be workable, the classifiers
need to be trained beforehand. This will require training data.

It was proposed that supervised learning be used. Therefore, a labelled dataset will be
required for each candidate for each feature.

In the work of Y. Deng and Y. Zhong [106] that deals with one time authentication
using keystroke dynamics, the use of profile data itself for the generation of labeled
training data for the training of classifiers is described. The authorized user’s
keystroke data will be the source of ‘genuine’ data while the keystroke data from the
profile of any other authorized user would be a convenient source of ‘anomalous’ data.
It was proposed that this approach be adopted. Since the profile of each candidate
stores the keystroke data that were acquired during the mock test, training data could
be generated through an offline ‘simulated taking of the mock test’ with continuous
authentication being applied.
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Figure 3.16 suggests an algorithm for creating training data for a binary classifier
intended for the ‘dwell time related features’.

Making candidate 1 and candidate 2 the same will cause the simulation of an instance
of ‘genuine test taking’ by the candidate concerned and the resulting steam of theta
values should be labelled as ‘genuine’. When candidate 2 is any other candidate, the
simulation will be an instance of ‘fraudulent test taking’ where candidate 2 poses as
candidate 1. Accordingly, the resulting stream of theta values should be labelled as
‘fraudulent’. In this manner, a balanced dataset with datapoints having both labels
could be generated for dwell time related features.

Initialize array to hold training data points
Retrieve 4 of candidate 1

Open the container of key event data of candidate 2, captured during
the mock test

Point to first key event in the container

While more key events are available in the container

Retrieve M key events

Compute Zi_ for the keys contained in the M events

Determine subspace of [
s € 1 projected to subspace of I

¢ € angle between zand

Push @ into array
Point to next element of array
Increment pointer of the container by M

Save array of training data points in the profile of candidate 1

Fig. 3.16: Algorithm for creating training data for binary classifier for dwell
time related features

The method could be generalized for the other 3 vectors. For the simulation of
impersonation, it is only required that the biometrics should come from a different
person. The institution would have profiles of a large number of candidates and a group
of such candidates could be selected for the simulated impersonation of each
candidate. It should be noted that the mock test is common to all candidates which
enables the simulation of impersonation in the manner described above.
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The criterion for selecting other candidates as sources of anomalous data is important
for the creation of a good training dataset. Rather than selecting candidates at random,
they should be selected in a manner that the classifier could best learn the differences
in the clustering.

The balanced dataset generated in this manner for each feature could be used to train
a binary classifier of a suitable type which could be used for anomaly detection at
subsequent tests.

Training the classifier for pause durations would be slightly different, In this case,
there is no need to have a simulated run of the mock test to generate training data. A
suitable subset of the ensemble of pause durations itself of the candidate under
consideration would serve as the ‘genuine’ dataset while the ensemble of any other
candidate would serve as a source of ‘fraudulent’ data.

3.12 Conformity to the specifications

As established in 2.11, the authentication system for online tests should conform to the
following specifications:

a. It should authenticate the candidate continuously during the test

b. It should not require or depend on the cooperation of the user and should work
in the background, invisible to the user.

c. It should not require the deployment of additional hardware or accessories at
the user site and should not exert demands on resources such as connection
bandwidth.

The conformity of the proposed system to the above specifications could be established
as follows:

1. An anomaly detection test is applied to the data acquired during the test at the
end of every M key events. When M is chosen such that, it is small enough to
provide sufficiently frequent authentications and is large enough to contain
sufficient key events to extract features that are truly representative of the person
taking the test, continuous authentication will be realized.

ii.  Since only the keystroke data that enables the computation of dwell time and
flight time are captured, it can be done without the knowledge of the candidate.
The candidate will not know that his/her keystrokes are being logged in the
background. Therefore, the necessity to seek or depend on the candidate’s
cooperation does not arise.

1ii.  Since only the time related keystroke data are being captured, no additional
sensors are required at the candidate’s site. A keyboard will be used in any case
to respond to the test. No other hardware or accessories will be required. The
keystroke data would comprise a payload much smaller than what would be
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required if remote proctoring was used and therefore the resources required for
transmission would be significantly less.
Table 3.1 gives a comparison of the proposed system with other commonly used
biometrics based authentication systems.

Table 3.1: Comparison of proposed system with other commonly used biometric
authentication systems

Commonly used systems

Proposed system

capture of biometrics
must be artificially
facilitated, often
inconveniencing the
registrant)

Features
- Primary Diverse, including sensor | Time related vectors and
acquired features ensembles
- Derived Distance measurements Angle of departure, pause
(e.g. Euclidian, duration
Manhattan)
Models SVM, Random Forest, LR, Random Forest,
KNN, CNN, LSTM SVM, Naive Bayes
Detection optimization Equal Error Rate (EER) Minimum FRR
Size of datasets Comparatively large Comparatively small
Mode of learning Both supervised and Supervised
unsupervised
Nature of authentication | Mostly static (at time of | Continuous
initial access)
Template update Possible Possible
Enrolment friction High (since repeated Low because, within the

domain of online tests,
the possibility of
conducting a mock test
gives a unique
opportunity for
convenient initial data
acquisition.

Deployment

Generally requires
exclusive deployment of
hardware, software

Possibility exists for
deployment as a plugin to
existing LMS

3.13 Legal implications and ethical considerations

Capturing keystroke dynamics requires the use of a keystroke logger, that is, a
background application that identifies each key typed and stores it along with other
related data. As mentioned in Chapter 2, in certain countries, the use of keystroke
loggers is illegal or restricted. Implementing systems based on the proposed concept
in such countries would entail legal and administrative initiatives for exemption.

Since the candidates are unaware that profiles of them are being created using the mock
test and because the profile could lead to the identity of the candidate, it could be
argued that such profile creation is unethical. To get around this issue, the institution
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should adopt all required measures to ensure the following and inform the candidates
during registration and before they take the mock test:

= That biometrics will be acquired during the test and that they will be used
solely for profile creation.

= That, adequate measures are in place for ensuring the integrity of the biometric
logs such as encryption and exclusive access for the institution.

» That, adequate measures are in place for the prevention of spoofing or
tampering with the acquired biometrics, by 3™ parties.

» That the candidates’ profiles will not be used for any other purpose within or
outside the institution and beyond the candidate’s period of affiliation with the
institution.

These should be made an integral part of the registration process to which the candidate
could ‘opt in’.

3.14 Recapitulation

This chapter outlined the methodology to be used in this research in pursuit of the
establishment of a system for the effective management of learner integrity during
online assessments using the keystroke dynamics of candidates for continuous
authentication. The research methodology was outlined in detail. A concept was
proposed on which the system could be based.

Five different features were defined for use in anomaly detection. All five features are
readily extractable from the keystroke data acquired during a mock test. It was
proposed that binary classifiers be created for each feature. To train the classifiers, the
use of features extracted from biometrics captured during the mock test itself was
proposed. Algorithms that could be used to implement methods for each of the above
were also suggested.

The legal implications and ethical considerations connected with the adoption of the
proposed concept were discussed.

The next chapter will cover details of the experiments that were conducted.
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CHAPTER 4

THE EXPERIMENTS

4.1 Chapter description

This chapter provides a detailed description of all the experiments that were conducted
in this research. The objective of the experiments was to provide proof of the concept
proposed in Chapter 3.

4.2 The experimental protocol

The experiments comprised 4 phases:

a. Data acquisition phase

b. Profile creation phase

c. Detection model development phase

d. Analysis phase
The principal activity during the data acquisition phase was the capture of biometrics
from subjects for the purpose of experimentation. During the profile creation phase,
the biometrics captured from the subjects were processed and unique profiles were
created for each of them. This was followed by the detection model development phase
where different learning machines were trained for the detection of anomalies during
online tests using datasets extracted from the captured biometrics. The analysis phase
comprised the simulation of various scenarios using the models and collecting the
results for later interpretation. The analysis phase also involved additional experiments
that did not involve the subjects. These were concerned with the nature of the
keystroke data exchange and ways of inhibiting lookup from other sources during
online tests.

Only the data acquisition phase had a distinct timeline. The other 3 phases were carried
out with some degree of overlap with each other in order to accelerate the completion
of the experiments. This is depicted in Figure 4.1

Experimental phase Timeline 1 cell = 1 calendar month

Data acquisition

Profile creation

Detection model development
Analysis

{2022 2023 2024

Fig. 4.1: The phases of the experiments
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A key decision that had to be made at the early stages of designing the experiments
was whether or not to use benchmark keystroke dynamics datasets. As mentioned in
Chapter 2, the use of benchmark datasets eliminates the need to collect biometrics
solely for experimentation.

When designing these experiments, the need for the acquisition of ‘scenario-based
biometrics’ was realized. As an example, one of the fraudulent acts that the proposed
anomaly detection system should be able to detect is the candidate unduly looking up
material during the test. The concept proposes that the biometrics of the candidate
captured while taking a test genuinely be compared with the biometrics of the same
candidate captured while looking up material. For the latter, the biometrics need to be
captured essentially during a scenario where the candidate is looking up while taking
the test. When using a benchmark dataset, there is no knowledge as to the
circumstances under which the biometrics have been collected. They can only be used
in experiments where those circumstances are irrelevant. In this study, the
circumstances represent a key focus and are extremely relevant. Hence, the option of
using benchmark datasets was rejected.

This necessitated the inclusion of a data acquisition phase at the beginning during
which biometrics were captured from volunteers, exclusively for use in the
experiments.

4.3 The data acquisition phase

Since it was necessary to collect biometrics exclusively for the experiments, it was
decided to obtain the services of volunteers to roleplay in scenarios that are required
to be examined.

Accordingly, 4 tests were designed to simulate the following scenarios:

Candidate undergoing the mock test as part of the registration process.
Candidate taking an online test genuinely.
Candidate looking up while taking an online test.

/o op

Candidate collaborating in real time with a competent colleague while taking
an online test.

4.3.1 Description of the tests

The purpose of the mock test is to capture biometrics for profile creation. In an actual
implementation, the mock test needs to be conducted physically in a proctored
environment after the candidate’s identity has been duly verified. However, as far as
the experiments are concerned, the roleplayers who were merely taking part in
experiments had no incentive to impersonate or engage in other types of fraud.
Therefore, the first test that simulates the mock test was also designed to be conducted
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online. The other 3 tests which are online tests in any case, were also designed to be
conducted online.

For the convenient access of the roleplayers, the World Wide Web was chosen as the
medium of deployment. Also, since the roleplayers were not under evaluation and were
merely taking part in experiments carrying no stakes for them, there was no necessity
for the tests to be conducted simultaneously.

To make any person experienced in taking online tests eligible as a roleplayer, test
items that covered only general knowledge concerning day to day life were included
without testing in any specialized knowledge domain. The questions included
objective questions that require a specific answer as well as open-ended questions
where roleplayers had the choice of words when answering. Therefore both ‘fixed text’
and ‘free text” were captured.

uestion #15: Write five (05) things that are happening in this picture

b+
LYY

"DI._.?II[I! source; Wi dreamstime. com

<< Type your answer here >>

Hit 'Enter’ .... then click ‘Subnut’ below: to submit your answer

Fig. 4.2: A sample screen capture showing the response panel for a
typical question in the online test interface

Through trial runs, the average time duration for a single test was estimated beforehand
to be 30 to 45 minutes. The volunteers were informed of this time estimate to enable
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their convenient participation. However, no time restriction was enforced on any test
to prevent the biometrics from being influenced by time pressure.

Each test had a series of questions which were posed sequentially upon submitting the
answer to each question. Figure 4.2 shows the form interface of a question in one of
the tests which would serve as an indicator of the format and style of all 4 tests.

The ‘SUBMIT’ button was included only to give the roleplayer the feel of an actual
online test. The responses submitted were not saved and a form handler was not used.
The experiments did not require the evaluation of the roleplayers, so there was no
necessity to collect the answers. Clicking the SUBMIT button merely caused the next
question to be displayed. On the other hand, the keystroke data were captured from the
very first keystroke onwards as soon as the roleplayer started typing inside the text
box. Each key event was captured by a background process running on the client side
and was transmitted to the server. All the key events received from the client were
logged on the server in a JavaScript Object Notation (JSON) file in chronological
order, in a folder dedicated to the roleplayer. Figure 4.3 shows a part of one such file.

{Key 'L, umestamp I 1bZ/83919U14b 7, Type I Keyuown j,
{"key":"A","timestamp":"1627839190154","type":"KeyUp__ "},
{"key":"L","timestamp”:"1627839190244" "type":"KeyUp__ "},
{"key":"A","timestamp”:"1627839190258","type":"KeyDown"},
{"key":"A","timestamp":"1627839190380","tvype":"KeyUp "},

{ !

Key pressed Epoch Event type

Fig. 4.3: Contents of an example file storing the key event data

The JSON file contains a comma separated series of records. The record structure is
congruent with Python dictionaries. Each dictionary represents a log of a single key
event and comprises 3 key-value pairs. Each value is a character string defined as
follows.

“key” : A single alphanumeric character representing the key
pressed.
“timestamp” : A string of 13 numeric characters representing the

epoch of the key event in milliseconds, expressed as a
13 digit positive integer.

“type” : Character string “KeyDown” if it was a key down event.
Character string “KeyUp  if it was a key up event.

The value of the “key” item is the alphanumeric symbol displayed on the key itself, on
the keyboard. It is an identifier of a ‘key’ on the keyboard and not necessarily an
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identifier of the character generated by typing it. This means that typing in lowercase
and uppercase would generate key events having the same value for the item “key”.
The pressing of the ‘SHIFT’ to generate the uppercase would meanwhile generate its
own key event which too would be captured and logged. The same applies to all
multiple characters generated by the pressing of a single key (e.g. “1” and ‘!”, 7 and
‘&’, semicolon and colon etc.).

The integer value represented by the string in the value of the “timestamp” key is the
epoch of that key event in milliseconds. It is measured from the UNIX time origin of
0:0:0 Coordinated Universal Time (abbreviated in French as UTC) of 1970.01.01.

The value of the “timestamp” disregards any leap seconds® that may have occurred
since this origin up to the instance of the epoch.

As explained in Chapter 2, the ‘dwell time’ and ‘flight time’ of keystrokes are
computed by taking the difference between epochs. As a result, in a system that uses
UTC synchronized timestamps, if two epochs encompassing a leap second in between
are subtracted, there will be an error of 1 second. Details of this effect may be learnt
from the US NIST website [107]. Since the server that rendered the test suite for the
experiments used UNIX time that is not synchronized to UTC, the requirement to
perform ‘leap second corrections’ did not arise.

The JSON file is in effect a “static playback’ of the typing, where a replay of the typing
could be constructed purely from the keystroke data.

In Chapter 3, the reason as to why the ‘use of a lockdown browser’ was not included
as part of the concept was explained. Accordingly, the data acquisition phase of the
experiments did not specifically require the roleplayers to take the tests using a
lockdown browser. Taking the test using any industry standard browser was permitted.

As already mentioned, the purpose of Test’ 01 was to simulate the mock test conducted
during registration and was used to collect biometrics of the roleplayers for profile
creation.

Test 02 was used to simulate the scenario of a candidate taking an online test genuinely
without indulging in any fraudulent act.

Test 03 was used to simulate the scenario of a candidate looking up material to
compose answers while taking an online test. The questions of this test had a flip card
displayed alongside the answer text box, displaying a prompt advising the roleplayer

¢ A ‘leap second’ is a correction of +1 second added to the UTC time scale to account for the tiny difference
between the atomic clock second and the solar second. The difference causes a cumulative error which becomes
significant over a long period of time. When that happens, a leap second correction is made to the UTC time
scale.

7 In this thesis, the word ‘Test’ is capitalized when used to refer to the tests listed in 4.3, so as to distinguish it from
the general use of the word in other contexts.
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to hover over the card to obtain help on answering the question. When the roleplayer
hovered over the card, it flipped over to reveal an ‘image with text content’ that would
aid the role player in formulating the answer. An image was used to prevent the transfer
of text via the clipboard. Figure 4.4 indicates this lookup.

Question 10: List five (05) uses of "ice".

Type your answar |n the cage below

To look-up the answer to this guestian,

hever aver this area with your pointing device

Hon 'Embar® ...tk clek Subimit’ Bl e ubimit o Anies

05) uses of 'ice’.

Answer:

1. To preserve perishable food
2. To cool drinks
3. To preserve temperature sensitive medicine

4. To stop a fresh wound from bleeding
Submit’ below, to submit your answer

5. To remove dents on a carpet

6. To water a plant throughout the day

7. To use as a source of distilled water
8. To create a fixed point temperature reference

Fig. 4.4 : Simulation of lookup during an online test

The roleplayers were instructed to mandatorily lookup the flip card before answering
and not to answer on their own, even if they could. This was critical to the success of
the experiment. For this reason, although the test items were based on general
knowledge, Test 03 used questions with answers that are less obvious compared to
those in Tests 01 and 02 so that the roleplayer would be inclined to flip the card and
read it.

Test 04 was used to simulate the scenario of a candidate collaborating with a colleague
in real time to formulate answers while taking an online test. Each question of this test
had a link to a voice clip placed alongside the answer text box. The roleplayer could
play this clip by clicking on it. This was intended to simulate the scenario of a
candidate listening to the advice of a competent colleague who could either be present
at the location or is in contact via telecommunication. Some questions had links to two
voice clips, simulating the collaboration with more than one colleague. Provision was
also available for the roleplayer to pause the clip in between and to replay the clip,
similar to the scenario where the colleague would offer advice in parts instead of
rendering all the advice in one burst and also would repeat what he or she said at the
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request of the candidate. Figure 4.5 indicates an example of a screen having two voice
clips.

Cuestion #4: Name 5 countries that have a space programme.

& i
wr  Ask Mimal

How do you know whether @ country has a space programme ?

W..

=
Ask Padma

What countriss have & space programme?

Fig. 4.5 : Simulation of real time collaboration during an online test

As in the case of Test 03, the roleplayers were instructed to mandatorily listen to the
voice clips before answering and not to answer on their own, even if they could. Test
04 also used questions with answers that are less obvious compared to those in Tests
01 and 02 so that the roleplayer would be inclined to listen to the clips.

4.3.2 Selection of volunteers for roleplay

As per the terms of the ethical clearance granted for this research, the anonymity of all
subjects had to be ensured. Accordingly, it was necessary to ensure that all volunteers
for roleplay in the experiments remain anonymous.

To achieve this anonymity, the assistance of two trusted intermediaries was obtained.
The two intermediaries were requested to enlist as many volunteers as possible for the
experiment independently through their own convenience sampling. The prerequisites
given to them for selecting volunteers were as follows:

a. Should be fluent in English language.
Should possess keyboard literacy and Internet literacy.
c. Should be experienced in taking online tests by having faced at least one
online test.
Each intermediary was given a range of unique Identification Numbers (IDs) to be
assigned to the volunteers enlisted by them. The intermediary assigned each volunteer
an ID from the range provided. This ID itself served as the login credentials for the
volunteer to login to the test suite. No other information about the volunteers were
gathered in any way during the tests. The intermediaries maintained strict
confidentiality on the identity of the volunteers and the assignment of the IDs to the
volunteers. Through this arrangement, the identity of volunteers was effectively
decoupled from the research process.
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Each of the 4 tests were accessible via separate Uniform Resource Locators (URLSs).
The URLs were communicated to the volunteers by the intermediaries. Whenever the
server flagged the researcher about the completion of a test by a volunteer, the
intermediary who enlisted that volunteer was informed. Then the intermediary
provided the volunteer the URL to the next test. In this manner the need for any direct
communication between the researcher and the volunteers was completely eliminated.

As per the concept, biometrics must be captured without the knowledge of the
candidate. However, the terms of the ethical clearance required that the subjects should
be aware about what is being collected from them. Therefore, it was necessary to
educate the volunteers on what would be collected. The login page for each test
contained an unrestricted link to a popup page that provided all details about the tests
to the volunteers. This popup briefed all volunteers about the experiments before they
commence their roleplay. They were particularly informed of the following:

What are being collected.

Why those are being collected.

That the collection of biometrics is anonymous.

That the tests are not intended to evaluate the roleplayers in any manner.

a0 o e

The volunteers were particularly instructed to essentially use a controlled
environmental setup that comprised the use of the same physical QWERTY keyboard
and avoiding the use of touchscreen keyboards when taking all the tests. They were
further instructed to take each test in one sitting without interruption, provide plausible
responses, and to keep the test contents confidential.

Although the volunteers were informed that biometrics will be collected, it did not
affect the non-obtrusive nature of the biometrics collection process. The capture of the
keystroke data as described in 4.3.1 was not conspicuous to the roleplayers. From the
briefing, they knew that their keystroke dynamics were acquired but they were
unaware as to how it was done. Also, no additional accessories needed to be deployed
at the roleplayer’s site. This made the Tests of the experiments fully conform to the
specification that the collection of biometrics should be invisible to the candidate.

No clarifications had been sought by any volunteer from the intermediaries which
indicated that the initial briefing and guidance given online were effective and
adequate. There were also no explicit intimations from any volunteer about
withdrawing from the experiments.

The data acquisition phase was kept active from 2021.07.18 to 2023.08.31.

When it was decided to conclude the data acquisition phase on 2023.09.01, the
completion of tests by the volunteers stood as follows:
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Table 4.1: Completion of roleplays by the volunteers

Test # 01 02 03 04
Number of volunteers who 59 53 37 29
had completed the

roleplays

4.4 The profile building phase

Creation of a unique profile for each roleplayer comprised the following activities:

i.  Examination of the biometrics for usability.
ii.  Extraction of the ‘dwell time vector’.
iii.  Extraction of the ‘hot sequence vector’.
iv.  Extraction of the ‘quick sequence vector’.
v.  Extraction of the ‘far sequence vector’.
vi.  Extraction of the ‘pause duration ensemble’.

Although the biometrics of 59 roleplayers had been collected through Test 01, the
biometrics of 6 of them were found to be corrupted and unusable, leaving the
biometrics of only 53 roleplayers available for profile creation.

4.4.1 Extraction of the ‘Dwell Time Vector’

The concept presented in Chapter 3 required 7; numbers of keys on the keyboard to
be selected to form the dwell time vector. The keys had to be those used frequently
when typing English text.

Accordingly, the following 51 keys were selected for observing the dwell time, thus
making n;=51:
All keys of the alphabetical characters 26 keys
All keys of the numeric characters 10 keys
The keys of the special characters in the following set:
{SPACE, PERIOD, COMMA, [, ], /, \, =, -, semicolon,
reverse accent, TAB, CR, BACKSPACE, SHIFT} 15 keys

Total number of keys = 51 keys

In the first instance, the dwell time vector was extracted through a script that used the
algorithm given in Figure 3.4.
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To remove outliers, the script used the following method:

* Another vector with identical dimensions as the dwell time vector was
populated with the ‘standard deviation’ of dwell times of each key by parsing
the JSON file again and using the mean dwell times in the vector.

= The dwell time vector was repopulated by identifying outliers in the tuple of
dwell times of each key with the aid of the standard deviation vector, applying
the threshold of u + 3o, and replacing them with the mean.

4.4.2 Extraction of the ‘Flight Time Related Features’

The ‘hot sequence vector’, ‘quick sequence vector’, ‘far sequence vector’, and the
‘pause duration ensemble’, all of which are related to the flight times of 2-key
sequences were computed in a single process that parsed the JSON file.

As described in Chapter 3, hot sequences are multiple key sequences having a high
probability of occurrence within English text. Hot sequences involving only two
consecutive key strokes were considered for the experiments.

The article by B. Keating titled “Letter Frequencies in the English Language” [108]
gives details about the distribution of sequences of letters in typical English Language
text. Figure 4.6 shows the relative frequency distribution of the top 20 sequences of 2
letters found through the scanning of 2,383,373,483 2-letter sequences contained in
9,481 English works as mentioned in this article. This has 17 sequences that are
common to the set of 25 most frequent 2-letter sequences in the ‘Buffalo datasets’.
Details about these widely used datasets are given in the work of Huang et al. [109].

2-letter Sequences with the heighest Occurance
45

3.5

W

25

1.5
0

TH HE IN ER AM RE ND OM EN AT OU ED HA TO OR IT IS HI ES NG

%]

[

Fig. 4.6: Relative frequencies of the highest occurring 20 sequences of two
letters in English text (Vertical axis shows percentage from 2,383,373,483 2-
letter sequences analyzed).

For the experiments, in addition to these 20 sequences, 5 more sequences were added
after examining the JSON logs resulting from roleplayers taking Test 01. Accordingly,
there were 25 hot sequences as follows, making n> = 25:
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{ IINI) VNGV, IIEI’ VED') VTHV, |HEI’ |ITV’ |EI|, IERI’ VANV, IREI’ VNDV, IONI’ VENI’ IATV, IOUH’
'HA', 'TO', 'OR', 'IS', 'HI', 'ES', PERIOD +SPACE, COMMA-+SPACE, PERIOD
+CR}

Computing the flight times (di-graphs) is more complex than computing dwell time.
Unlike for dwell time where only the two events of single keystrokes need to be
considered, flight times must take several possibilities into account.

There are 3 possible cases for the timing of the key events in a 2-key sequence.

1. The two key presses being completely exclusive (i.e. the second key is
pressed after the first key is released).
1i. The two key presses overlapping in time (i.e. the first key is released after
the second key is pressed and before the second key is released).
1ii. The events of the second key encompassed within the events of the first
key (i.e. the second key is pressed and released before the first key is
released).
Occurrence of cases ‘ii” and ‘iii’ can be detected on the JSON file. If only the key
presses described in ‘i’ were made, there will only be consecutive pairs of key down
and key up events of single keys.

In addition, the case of a single key being held down continuously also needs to be
considered. This usually happens in the case of the modifier keys like SHIFT, ALT,
and CTRL which need to be held depressed while other keys are typed. Any other key
too could be held depressed inadvertently.

When a key is pressed on a computer keyboard, a key down event for that key will
occur instantly. If the key is held depressed and no other key is pressed, there will be
a fixed delay before the second key down event for that key is generated. This will be
followed by a continuous stream of key down events of that key at a fixed rate, until
the key is released or another key is pressed. The fixed delay and the rate of repeated
key down events are governed by the keyboard settings ‘repeat delay’ and ‘repeat rate’
in the computer. Both are user configurable. When a key is held down with no other
keys pressed, there will be records of two consecutive key down events of that key, in
the JSON file. They will have epochs with a difference equal to the repeat delay.
Thereafter there will be a series of key down events of that key. The difference in
epochs of these events will be constant and equal to the reciprocal of the repeat rate.

When parsing the JSON file in search of the key down event of the second key of a 2-
key sequence, it is necessary to consider each of the above cases separately. This
makes the flight time computations much more complex than dwell time computations.
Therefore the basic algorithm of Figure 3.8 had to be suitably enhanced to deal with
the above complexities. The detailed algorithm is given in Appendix — A.

Although only flight times of type 1 were proposed to be considered, the script was
written to extract the flight times of all 4 types so that it would be more general and
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useful for future work. The flight times of each of the 25 hot sequences were initially
written into a 3-D array having 4 slices, with a slice allocated for each of the 4 types
of flight times. Each slice had 25 rows, one allocated for each hot sequence. The cells
in each row were used to store the flight time of each occurrence of that hot sequence.
Figure 4.7 illustrates the structure of this 3-D array.

& Numbar of Colsming
I aft equal to 2/3
S s ity e
& b —
o5 Qtu* =
ol
25 rows, =
one for
eneh st
paguence

Fig. 4.7: Structure of the 3-D array used to store hot sequences

Since the number of occurrences of a hot sequence cannot be defined beforehand, a
number of columns equal to two thirds of the total number of events in the JSON file
was allocated, which could be lavish but would ensure zero runtime errors in case any
hot sequences for any candidate had high occurrence.

Thereafter, the mean flight time and standard deviation of each hot sequence were
computed and with the aid of those, outliers in each row were detected using a
threshold of 1 + 36. Mean flight times were recomputed after eliminating the outliers.

Next, a 2-D array having the structure shown in Figure 4.8 was populated using the
data in the 3-D array.

Reserved for

future use
Hot Mean | Standard | Maximum | Minimum | Countof
seguence deviation | value value negatives
IN N
NG - |
IE - |
. e
1 1 - 1 | | 1
S+CR | | | | -

Fig. 4.8: Structure of 2-D array for storing the parameters of ‘hot sequences’
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When populating this matrix, only the first slice of the 3-D flight times matrix was
considered. This amounted to taking only the flight times of type 1 as proposed in the
concept.

It will be noted that the second column of this 2-D matrix allocated to hold the mean
flight time with outliers eliminated is in fact the ‘hot sequence vector’ that is of interest.
The other columns were also populated with parameters anticipated as being useful for
analysis.

Quick sequences are 2-key sequences having negative flight times of type 1. As
explained in Chapter 3, they cannot be predefined commonly for all candidates, unlike
the hot sequences.

Quick sequences were detected by parsing the JSON file looking for 2-key sequences
which give negative flight times of type 1. They were processed in a manner similar
to how the hot sequences were processed. Only the flight time of type 1 was used so
only a 2-D matrix was necessary. A data frame with the structure shown in Figure 4.9
was created for the quick sequences.

Quick Number of Aggregate Hot
sequence | occurrences flight time | sequence
within JSON file (Y/n)?

Fig. 4.9: Structure of the data frame for storing ‘Quick Sequences’

Since the quick sequences are not predefined, the rows were allocated dynamically to
each quick sequences detected, during runtime. The second column stored the count
of occurrences of that quick sequence ‘if the flight time was negative’ while the third
column was used to store the aggregate flight time of all occurrences of that sequence.
It will be noted that the second and third columns could be used to compute the mean
flight time of each quick sequence and that would yield the quick sequence vector of
that roleplayer. The last column stores a flag whether the quick sequence is one of the
hot sequences as well. This was in anticipation of possible optimization of processing
during anomaly detection since the hot sequence data are separately on record.

The far sequences were processed in a manner identical to that of hot sequences. As
explained in Chapter 3, far sequences are those typed using the index finger and little
finger of each hand. There are 72 far sequences as follows:

{ QR, QF, QV, QT, QG, QB, AR, AF, AV, AT, AG, AB, ZR, ZF, ZV, ZT, ZG, ZB,
RQ, FQ, VQ, TQ, GQ, BQ, RA, FA, VA, TA, GA, BA, RZ, FZ, VZ, TZ, GZ, BZ,
PY, PH, PN, PU, PJ, PM, ;Y, :H, :N, ;U, :J, :M, /Y, /H, /N, /U, /], /M,

YP, HP, NP, UP, JP, MP, Y;, H;, N;, U;, J;. M;, Y/, H/, N/, U/, J/, M/ }
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The computed flight times were stored in a data frame having a structure similar to
that shown in Figure 4.9 where the first column stored the ‘far sequences’ and the last
column was not used.

Since the pause duration ensemble is not multidimensional and is simply an ensemble
of scalar values, it has no predefined size. The JSON file was parsed from beginning
to end looking for occurrences of key events leading to whitespaces namely, the
SPACEBAR, the TAB key, and the ENTER key. Pauses are generally made after
typing these characters.

It should be clarified that the duration of the pause is not the dwell time of the
whitespace key. The pause begins as soon as the key preceding the whitespace key is
released. As stated in the previously cited work of Torrance and Galbraith [105], some
typists may immediately press the whitespace key while others may press it during the
pause. Therefore, taking the key up event of the preceding key is more accurate. Also,
a typist may release the whitespace key while continuing to pause. The pause actually
ends when the key following the whitespace key is pressed.

Accordingly, whenever a key down event of any of the above whitespace keys was
encountered, the duration of the pause was computed by subtracting the epoch of the
key up event of the immediately preceding key from the epoch of the key down event
of the immediately following key. When searching for the key down event of the next
key, the case of the whitespace key being held down was taken into account similar to
what was done when detecting hot sequences.

All the pause durations thus computed were pushed into a 1-D array. After the
elimination of outliers, this array comprised the ‘pause duration ensemble’.

At various stages of extracting the above features, the biometrics of 15 more
roleplayers were found to be unusable. The most common reason was that the JSON
file was small, implying that the capture of keystrokes has not happened properly.
Accordingly, profiles were created successfully for the remaining 38 roleplayers.

4.4.3 Extraction of non-temporal features

The following features were also extracted from the biometrics captured during Test
01, in anticipation of exploiting the possibility of using ‘non-temporal’ features to
supplement the time based features, as explained in Chapter 3.

1. Raw typing speed
il. Effective typing speed
1il. Typing error rate

The above were computed using the following definitions:
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Total number of key events

Raw typing speed =
ypIng sp Total duration of capture

. . Total number of key events—count of rubouts
Effective typing speed = - ..(4.2)
Total duration of capture

Tvoi ¢ Total number of rubouts o 43
Ing error rate =
yPing Total number of key events O e (4.3)

The above definitions are not 100% accurate as per the classical definitions used in the
typing trade as mentioned in the work of Kumar et al. [67] and should not be taken
literally. Due to the possibility to have repeated key down events when a key is held
down, the number of key events cannot be directly related to the number of characters
typed. The metrics defined above are intended for use in authentication only.

The non-temporal features were also added to the profile of each roleplayer. The ‘error
correction mode’ being another non-temporal feature encountered in the review of
related work, was not used in this study.

4.5 The detection model development phase

As outlined in the ITU-T Technology Watch Report [31], there are two modes in which
a biometrics-based authentication system could operate. One mode is the “verification
mode’, where the system checks whether a person claiming to be a registered user is
actually the registered user, by comparing a biometric sample provided at the time of
access against the user’s biometrics on record in the profile. The other mode, called
the ‘Identification Mode’ attempts to identify the person requesting access as one of
the users registered with the system by comparing the requester’s biometric sample
successively against the biometrics stored in the profiles of all registered users.

The concept presented in Chapter 3 is only concerned with determining whether the
user is actually the registered user or an imposter. Therefore what is applicable is the
‘verification mode’. It is also extended to the scenario where the person is in fact the
registered user but the test taking is fraudulent. Therefore, what is necessary is for the
system to possess some entity which has learned the peculiarities of the biometrics of
the registered user and is capable of verifying whether a biometric sample captured at
a later stage also belongs to the same person.

To train such entity for each feature using supervised learning, balanced training
datasets are required. How such datasets were created for the ‘dwell time related
features’ is described as an example.
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4.5.1 Model development for dwell time related features

Consider the generation of data points to train a classifier to detect anomalies in the
‘angle of departure of the dwell time vectors’. The dwell time vector is already
available in the profile of that roleplayer. The JSON file created during Test 01
containing the key events acquired while this roleplayer took Test 01 is also available
in the profile. Since the JSON file represents a static playback of the session, a replay
of the taking of Test 01 could be made using the JSON file.

The concept proposed that the JSON file be parsed in batches of M key events. It was
also stated that M should be selected with care, since the choice was critical to the
success of the experiment. Trial runs were conducted using the JSON file of Test 01
of a random sample of roleplayers. Successive approximation was used to converge
on a suitable value of M by trying out different values of M and observing the
authentication cycle time. The value of 40 key events ultimately yielded the best
compromise. Accordingly, M was chosen to be 40.

It should be noted that authentication is not applicable to the ‘mock test’ and a
playback ‘with authentication’ is made purely for the generation of training datapoints.

4.5.1.1 Generation of training data for ‘genuine test taking’

player € command line argument

Open JSON file of test 01 of player as dictionary array key_events|]
Retrieve vector mu_dwell[] of player

Initialize mu_dwell_hat[]

Initialize blank array autotheta[] to store theta

Point to the first dictionary element in key_events[]
Initialize the index of array autothetaf]
while the end of key_events/] is not reached:
m=0
while m<40:
Parse the array key_events[] populating mu_dwell_hat{] along the way
m=m+1
Determine subspace of mu_dwell_hat{]
Project mu_dwell[] into the subspace
theta < angle (mu_dwell_hat[],projected mu_dwell[])
Push theta to array autothetaf]
Label theta as ‘genuine’
Advance the index of autotheta[] by 1
Advance the index of key_events[] by 40

Save array autothetaf] in folder of player
Close all open files

Fig. 4.10: Algorithm to generate datapoints for genuine test taking
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The algorithm given in Figure 4.10 was used to generate the stream of angles of
departure, @ for genuine test taking. The array of € values generated was named
‘autotheta[]’ to highlight that @ is the angle between two vectors pertaining to a single
person.

4.5.1.2 Generation of training data for ‘fraudulent test taking’

As explained in Chapter 3, the easiest way to simulate fraudulent test taking was to
use the biometrics of a different roleplayer. In that case the dwell time vector
mu_dwell[] will be of the roleplayer under consideration while the JSON file will be
of another roleplayer.

Consequently, mu_dwell hat[] will relate to the other roleplayer. As a result, the
angles of departure will have a different clustering. This is what the classifier must
learn to discriminate for anomaly detection.

The algorithm given in Figure 4.11 which is a modified version of that shown in Figure
4.10 was used to generate the stream of angles of departure &, for fraudulent test
taking. This array of @ values was named ‘crosstheta[]’ to highlight that € is the
angle between two vectors pertaining to different persons.

player € command line argument 1
other_player € command line argument 2

Open ISON file of test 01 of other_player as dictionary array key_events[]
Retrieve vector mu_dwellf] of player

Initialize mu_dwell_hat[]

Initialize blank array crosstheta(] to store theta

Point to the first dictionary element in key_events[]
Initialize the index of array crosstheta[]
while the end of key_events[] is not reached:
m=0
while m<40:
parse the array key_events(] populating mu_dwell_hat[] along the way
m=m+1
Determine subspace of mu_dwell_hat(]
Project mu_dwell[] into the subspace
theta € angle (mu_dwell_hat{],projected mu_dwell[])
Push theta to array crossthetaf]
Label theta as ‘fraudulent’
Advance the index of crosstheta[] by 1
Advance the index of key_events[] by 40

Save array crossthetaf] in folder of player
Close all open files

Fig. 4.11: Algorithm to generate datapoints for fraudulent test taking
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4.5.1.3 Building the composite dataset

To create the composite training dataset for each roleplayer, 100 data points labelled
as ‘genuine’ and 100 datapoints labelled as ‘fraudulent’ were used, making a balanced
set of 200 data points. The data points labelled as ‘genuine’ were picked through
random sampling from the array autotheta/] of the roleplayer under consideration.
The 100 datapoints labelled as ‘fraudulent’ were picked through random sampling
from the arrays crosstheta/] of 5 other roleplayers. 20 points were picked from each
of them to make a total of 100. Accordingly, the dataset had 100 points labelled as
‘genuine’ and 100 points labelled as ‘fraudulent’, thus making a balanced dataset of
200 points. This is important because the effective training of a binary classifier
requires an approximately equal number of datapoints having each label.

4.5.1.4 Selection of roleplayers for simulation of ‘fraudulent test taking’

As explained in Chapter 3, the roleplayers who are sources of data to be labelled as
‘fraudulent’ should be selected in a manner that the dataset provides the classifier the
best learning about the differences in the clustering.

A vague indicator of the clustering of a set of theta values would be its centroid. The
centroid represents the central tendency of the data. If the mean values of two sets of
theta are compared it would generally be a reasonable indication of the difference
between the central tendencies of the two sets.

Since there were 38 valid profiles created, for each roleplayer there were 37 other
roleplayers to choose from. Accordingly, the following procedure was used to select
the 5 roleplayers as best sources of data to be labelled as ‘fraudulent’.

1. The array autotheta[] was generated for the roleplayer under consideration,
using a script based on the algorithm given in Figure 4.10.

1. Taking each of the other 37 roleplayers in turn as the ‘other player’, 37
crosstheta[] arrays were generated in respect of the roleplayer under
consideration.

iii.  Mean values of all arrays were computed.

iv.  The 5 roleplayers having the ‘smallest’ difference between the mean of the
crosstheta[] array and the mean of the autotheta[] array were selected as
the best sources of data to be labelled as ‘fraudulent’.

When theta values having a smaller difference in clustering are chosen, the classifier
will learn to discriminate between smaller differences in clustering between genuine
and anomalous datapoints and is likely to be a better classifier. Smaller differences
represent the worse cases which are more difficult to detect. If theta values having a
more significant difference in mean values were chosen, there is the possibility for the
classifier having learned from such data to miss smaller differences in clustering.
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4.5.1.5 Choosing a classifier model

As mentioned in Chapter 3, a classifier model needs to be selected for each roleplayer
separately because the performance of the classifier would depend on the peculiarities
of each roleplayer’s datasets. Different classifiers work on different principles, operate
on different types of data, and entail different processing overheads.

When selecting a classifier model, the classical theories of machine learning were
relied upon. Two sources that were consulted for this purpose are the web article by
MathWorks titled “Choosing the Best Machine Learning Classification Model and
Avoiding Overfitting” [110] and the book by M. Awad and R. Khanna [111]. As learnt
from these sources, it is customary to consider the following factors among other
things when deciding on a classifier model:

* Volume of data available for training

» Type of data

= Storage

* Processing
The volume of data in these experiments is relatively small. Hence, it was deemed
suitable to choose classifiers that could learn from a relatively small dataset.
Accordingly, the following 4 types of binary classifiers were chosen to be used in the

experiments:
1. Naive Bayes (NB) classifier.
il. Logistic regression (LR) classifier.
1il. Support vector machine (SVM) classifier.
v. Random forest (RF) classifier.

The following variants of training datasets were used to train the classifiers:

1. The dataset comprising the € values themselves (the basic dataset).

i1.  The dataset with outliers replaced with the mean value of the ‘source’ of 6.

iii.  The dataset normalized using the mean value of @ of the ‘genuine test take’.

iv.  The combination of ‘i1’ and ‘111’
It will be noted that the last 3 types of datasets listed above are linear transformations
of the basic dataset. Accordingly, with 4 types of classifiers and 4 variants of training
data derived from the dwell time related feature, it was possible to train 16 classifiers
for each roleplayer.

This was for the dwell time related feature alone. Classifiers are required for each of
the other features as well.

4.5.2 Model development for the remaining features

Apart from the ‘dwell time vector’, there are 4 other features namely, the hot sequence
vector, the quick sequence vector, the far sequence vector, and the array of pause times,
available in the roleplayers’ profiles, all based on the flight times.
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For each of these features, the same process used for dwell time based features
comprising the generation of training data for genuine test taking, selecting 05
roleplayers as best sources of anomalous data, generation of training data for
fraudulent test taking, building the composite training dataset, and training the 4 types
of classifiers was attempted. While the process was similar, there were few
peculiarities observed.

Compared to the dwell time vector and the pause duration ensemble, it was found that
the population of the other vectors from a sequence of 40 key events was sparse. For
example, for the hot sequence vector, only 3 or 4 hot sequences were captured within
most of the 40 key event sequences. This is to be expected, because within a given
piece of text, the occurrences of specific 2-key sequences will be far less than the
occurrences of individual keys. In fact, it is even possible for a 40 key event sequence
not to have any hot sequences. Such occurrences too were visible during the
experiments.

One way to increase the occurrences of hot sequences within a sequence of M key
events would be to choose a higher value of M. The probability of a particular 2-key
sequence being present within a sequence of M events would increase with M.
However, increasing M would have consequences.

Since the classifier for the dwell time based feature is already working well with M =
40, key event sequences of integer multiples of 40 could be used for authentication
using the remaining features so that synchronized detections by all features occur.
However, this would result in longer time gaps between such synchronized
authentications and would violate the condition of continuity of the authentication
process, which is critical.

This phenomenon was even more acute in the case of the ‘quick sequences’ and the
‘far sequences. It was observed that in the case of the majority of roleplayers,
consecutive batches of 40 key events passed without a single ‘quick sequence’ or ‘far
sequence’ being detected, resulting in null vectors, which in turn made the angle of
departure ambiguous.

Accordingly, it was decided not to use the features of quick sequences and far
sequences and to use only the hot sequences and the pause durations for the
experiments. One type of 2-key sequences is sufficient to establish proof of the
concept. Therefore, out of the remaining features, training data sets were created only
for the ‘hot sequences’ and ‘pause durations’. Each dataset had the 4 variants described
in 4.5.1.5 and each of them were used to train the 4 types of classifiers. Together with
the 16 classifiers for the dwell time based features there were a total of 48 classifiers
in each roleplayer’s profile.

4.5.3 Selecting the best classifier

For each feature extracted from the biometrics, there would be one classifier that
performs best in anomaly detection. For each roleplayer, out of the 16 types of
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classifiers for each feature, it was necessary to identify the best classifier, giving each
profile 3 best classifiers.

The criterion to be used in selecting the best classifier had to be established considering
the peculiarities associated with authentication during online tests. In all other types of
access restricted systems, it is customary to adopt a ‘zero tolerance’ policy. Whenever
even the slightest doubt about the authenticity of a user is detected at any stage of an
online session, a re-authentication would be triggered immediately. If that fails, it
would immediately trigger the denial of service. If it was a false rejection, that would
be rectified by engaging the user and authenticating the user outside the system. In
such systems, although a false rejection would inconvenience the user, a user would
not mind the temporary denial of service done in the user’s own interest and would be
willing to re-establish authenticity independent of the system to regain access to the
system.

However, any attempt to re-authenticate a candidate who is taking the test genuinely
during the test would unduly distract the candidate from the test and place him at a
disadvantage due to time pressure and the mental turbulence caused by the unexpected
interruption. Denial of access due to a false rejection of a genuine candidate during an
online test would be even worse because there will not be another opportunity for that
candidate to take the same test. Therefore, “not rejecting genuine candidates” should
take priority over the “detection of imposters” and the candidate should always have
the benefit of the doubt. Plainly put, low false rejection rate is preferred over high true
rejection rate when it comes to authentication in online tests.

Therefore, the criterion to select the best classifier was that the classifier should
produce the lowest rate of false rejections of the roleplayer. For each roleplayer, there
will be 3 such ‘best classifiers’, one for each feature.

To identify the best classifiers, a run of each roleplayer taking the Test 01 was
simulated and was monitored using each classifier in turn. The classifier that exhibited
the lowest false rejection rate (FRR) was identified as the best classifier for that
feature. This criterion could be mathematically expressed as follows:

FRR(best_classifier) = MIN(FRR(classifier;)), wherej = 1,2,3, ... 16 .....(4.4)

The 3 best classifiers identified for each roleplayer were recorded in a common
database separate from the profiles.

4.5.4 Consistency with the concept

It is important to note that only the biometrics captured during Test 01 were used
during the entire process of profile creation including the training of classifiers.
Although the biometrics from all 4 tests were available at the beginning of the profile
creation phase, no biometrics whatsoever from Tests 02, 03, or 04 were used for
anything connected with profile building. Considering that Test 01 simulated the mock
test which is carried out during registration in actual practice, an institution that uses a
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system based on the concept should also be able to create profiles for candidates using
the biometrics from the mock test alone before any online tests are conducted.
Therefore, the manner in which profiles were created during the experiments is fully
consistent with the concept presented in Chapter 3.

4.6 The analysis phase

During this phase, simulations of various scenarios were carried out using the
biometrics captured from Tests 02, 03, and 04. The classifiers that were developed as
described above were employed in anomaly detection in the simulated scenarios. Their
performance was assessed using both traditional as well as time related metrics.

4.6.1 Repeatability of experiments

When exercising continuous authentication during an actual online test, the
candidate’s keystroke dynamics should be captured and compared against those in the
profile, while the online test is in progress.

When the taking of Tests 02, 03, and 04 during the experiments are considered, it will
be noted that the biometrics exhibited by each roleplayer during those tests are the
same biometrics that would have been used for continuous authentication, had these
tests been actual online tests.

As a further elaboration of this, consider the JSON file of a particular roleplayer P
from Test 02. This file contains a static playback of the actual test taking with records
of all key events that occurred while P was typing during Test 02, listed in
chronological order. The time instance of occurrence of all key events are precisely
known. The timestamps recorded in them would be the same timestamps that the
authentication system would have captured if continuous authentication was actually
employed while roleplayer P took Test 02 online. This authentication process could
therefore be simulated offline by parsing the JSON file or more specifically, by
replaying the taking of the test. Therefore, it follows that offline analysis of the
biometrics captured during the tests is equivalent to actual continuous authentication
during the test and is adequate for experimental purposes.

This provided for the unlimited simulation of various scenarios and for experiments to
be repeated as many times as required. For instance, the scenario of genuine test taking
by a candidate could be simulated by parsing the keystroke dynamics exhibited by a
roleplayer during Test 02 and comparing them against those in the profile of the same
roleplayer. If a scenario of impersonation needs to be simulated, the keystroke logs of
any other roleplayer when taking Test 02 could be parsed and compared against those
in the profile of the first roleplayer.
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Similarly, parsing of the keystroke logs of the taking of Test 03 by any roleplayer
would be a simulation of a scenario of looking up while parsing the keystroke logs of
Test 04 would simulate a scenario of collaboration.

4.6.2 Simulation of impersonation

There were 38 roleplayers for whom profiles were created. For each roleplayer, there
is the possibility to simulate 37 impersonations by taking each of the other roleplayers
in turn as the imposter.

Figure 4.12 shows the algorithm used to simulate continuous authentication amidst
impersonation using the angle of departure of the ‘dwell time vector’:

player 1 € command line argument 1
player_2 € command line argument 2

Retrieve dwell_time vector of player_1 as mu_dwell[]
Retrieve best classifier of player 1 for dwell time features as model()
Open JSON file of test 02 of player_2 as dictionary array key_events(]

genuine € TRUE
point to first dictionary element of key_events[]
while end of key_events[] is not encountered:
create blank matrix mu_dwell_hat[] with structure similar to
mu_dwellf]
read M consecutive key events from key_events|]
compute mu_dwell_hat[] of the N keys within the M events
determine subspace of mu_dwell_hat{]
project mu_dwell[] to subspace of mu_dwell_hat[]
theta € angle between mu_dwell_hatf] and projected
mu_dwell[]
genuine € model.predict(theta)
advance pointer of key_events[] by M dictionary elements

close all files

Fig. 4.12 : Algorithm for simulation of continuous authentication amidst
impersonation.

It will be noted that this algorithm too is “generic” like the one given in Figure 3.16 in
that it can simulate authentication during genuine test taking as well as impersonated
test taking

A single run of the while loop represents a single round of authentication. A detection
results at the end of every execution of the while loop giving a stream of detections
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which terminates when the end of the JSON file is reached. This is continuous
authentication in all respects and is consistent with what is proposed in section 3.9.

The initial setting of flag genuine to TRUE is consistent with the policy where genuine
test taking is considered as the default while impersonation is considered as the
exception the system is attempting to detect.

Simulation of continuous authentication using the hot sequence vector is similar and
can be understood using the same algorithm. In this case, the objects fetched from the
profile of player 1 would be the hot sequences vector and the classifier trained on
features extracted from hot sequences.

Simulation of continuous authentication using the pause durations is also based on the
algorithm in Figure 4.12, except that only the classifier is fetched from the profile of
player 1. It is not necessary to fetch the pause duration ensemble itself unlike in the
case of the other two features. By virtue of having been trained on training data that
includes the pause durations captured while player 1 took the mock test, it represents
player 1. Since there is no computation of an angle of departure between two vectors,
no other object is required from the profile.

As far as authentication at subsequent tests is concerned, there is no necessity to retain
the pause duration ensemble in the profile after the classifiers are trained. However, in
an actual implementation, it is necessary to retain this ensemble in the profile for the
following reasons:

1. It is required for the generation of training data when new classifiers are
trained.
11. It is a potential source of anomalous data points to train the classifiers of

new candidates.
During a simulated run of authenticated test taking, the 3 independent classifiers can
be made to operate in tandem, on different authentication parameters computed from
each sequence of M key events. The OR combination of the 3 detections are taken.

An important difference between the computation of features for inclusion in the
profiles and the computation of features during authentication is that during the latter,
outlier elimination is not performed. Outliers themselves could be the result of a
fraudulent act. Therefore they should be retained as vital clues about fraudulent acts.

It is also important that the data fed to the classifier during authentication matches the
variant of the dataset that was used to train that classifier. For example, if the ‘best
classifier’ of a candidate for a certain feature is the random forest classifier trained
using the normalized dataset, then during subsequent tests, the authentication data
derived from that feature must also be normalized before feeding them to the classifier.
More generally, the authentication data must use the same linear transformation used
for the data from which the classifier learned. The algorithm in Figure 4.12 shows only
the particular case where the basic dataset itself is directly used, for the sake of
simplicity.
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To facilitate this, the database of best machines also holds a record as to which variant
of training data had been used to train that classifier.

For each of the 38 roleplayers, a run of impersonated taking of Test 02 by each of the
other 37 roleplayers were simulated in turn and the detections were recorded.
Altogether there were 38*37 simulations of impersonation. From the recorded
detections, the performance metrics such as FAR, T2FD, and FAWI were computed.

4.6.3 Simulation of looking up and real time collaboration

Where the scenarios of looking up and real time collaboration are concerned, there is
only a single roleplayer involved.

Figure 4.13 shows the algorithm used to simulate continuous authentication amidst
looking up. The angle of departure of the ‘dwell time vector’ is used as the example.

player € command line argument 1

Retrieve dwell _time vector of player as mu_dwell[]
Retrieve best classifier of player for dwell time features as model()
Open JSON file of test 03 of player as dictionary array key_events[]

genuine < TRUE

point to first dictionary element of key_events(]

while end of key_events[] is not encountered:
create blank matrix mu_dwell_hat[] with structure similar to mu_dwell[]
read M consecutive key events from key_events[]
compute mu_dwell_hat[] of the N keys within the M events
determine subspace of mu_dwell_hat[]
project mu_dwell[] to subspace of mu_dwell_hat{]
theta € angle between mu_dwell_hat[] and projected mu_dwell[]
genuine < model.predict(theta)
advance pointer of key_events[] by M dictionary elements

close all files

Fig. 4.13 : Algorithm for simulation of continuous authentication amidst lookup.

The classification using the other 2 features can also be understood based on this
algorithm.

The simulation of real time collaboration was similar except that the biometrics of Test
04 were used.

Not all roleplayers who had completed Test 02 had completed Tests 03 and 04.
Therefore, there were only 34 roleplayers with usable biometrics from Test 03 and
only 26 roleplayers with usable biometrics from Test 04. Accordingly, only those
numbers of simulations were possible.
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Detections made during each simulation were recorded. From the recorded detections,
the performance metrics were computed.

4.6.4 Use of non-temporal features

The following non-temporal features explained in section 4.4.3, extracted from
biometrics captured during Test 01 were already available in each profile.

1. Raw typing speed
1. Effective typing speed
1il. Typing error rate

Accordingly, the above features were also extracted and recorded during the
simulation of continuous authentication during Tests 02, 03 and 04.

Detailed algorithms used in the above methods are included in Appendix — A.

4.7 Supplementary experiments

Although not directly linked to the proof of the concept, two supplementary
experiments were carried out to make additional observations that were envisaged as
being useful for the establishment of the system. They were,

i. Protocol analysis of the client-server communication during the capture of
keystroke data.
1. Examination of clipboard transfers during online test taking.

4.7.1 Protocol analysis of the client server communication during the
acquisition of keystroke data

This experiment was motivated by the observation made in the work of A. Wengelin
and V. Johansson [102] found during the review of related work that keystroke logging
generates ‘massive amounts of data’. Since one aim of adopting keystroke biometrics
based authentication during online tests as opposed to remote proctoring was to reduce
the communication overheads, the volume of data that keystroke logging would
generate merits investigation.

For this purpose, sample tests were simulated on a browser. The tests were rendered
from a local host running on the same machine running the browser. A software
protocol analyzer installed on the machine was used to sniff the data transfer between
the browser and the local host via the ‘local loopback channel’. Since person
dependence was not relevant in these experiments and only a functionality was being
examined, no population was used. The candidate’s role was played by the researcher
himself.
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4.7.1.1 Examining the nature of the data transfer

Question 1 of Test 01 was used as the sample test for this purpose.

With data capture in the protocol analyzer turned on, the character string ‘1234ABCD’
followed by the carriage return was typed into the answer box. The ‘Submit’ button
was clicked and the data capture was turned off on the protocol analyzer.

Figure 4.14 is a screen capture of the browser screen rendering the test, just before
clicking the ‘Submit’ button.

Figure 4.15 shows a screen capture of the protocol analyzer window with data captured
from the communication between the browser and the local host.

The data captured on the protocol analyzer were saved for later analysis.
English 1
Read the question carefully and type your answer in the space provided

Just type one answer per line. You don't have to format your answer

Hit the 'Enter key before submitting vour answer

Question #1: Type the following line of text three [03] times

quick brown fox jumped over the lazy dogs back

1234ABCD

Hit 'Enter’ - then click 'Submit below. to submit your answer

Fig. 4.14: The test character sequence typed into the answer box of question 1 of
Test 01, just before submission.

4.7.1.2 Examining the effect of the volume of text typed

The above experiment used a short string of characters to examine the nature of the
data transfer when the keystroke data were transmitted to the back end. To check the
effect of larger volumes of text typed, the above experiment was repeated using a
slightly modified apparatus.
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Fig. 4.15: Protocol Analyzer screen with filter ‘HTTP’ selected, showing the
data exchange while the test sequence was typed.

The test suite was modified so that question 01 was repeatedly rendered upon each
submission. Instead of the character string ‘1234ABCD”’, the 10-character sequence
‘1234567890’ was used for the ease of keeping track of the number of keys typed. The
sequence was repeatedly typed into the response panel and submitted. The number of
characters was increased in logarithmic steps up to 10,000 characters. Meanwhile the
communication was monitored on the protocol analyzer and all data captured on the
protocol analyzer were saved for later analysis.

4.7.1.3 Testing of a lean keystroke logging system

During the analysis phase, examining the results of the protocol analysis of the
previous experiment showed that the transmission of keystroke data by the keystroke
logger used in the experiments makes inefficient use of the Hypertext Transfer
Protocol (HTTP) payload. This motivated the development and testing of lean
keystroke logging.

To understand the development of this lean keystroke logger, consider the following
example dictionary entry in a JSON keystroke log file of the format that was used in
the experiments.

{"key":"Q","timestamp'':"'1697397467326"," type'":" KeyDown"'}
The three key-value pairs in this dictionary entry indicate that the key was ‘Q’, that the
timestamp was 1697397467326 milliseconds, and that the event was a ‘key down’.

This entry consists of a total of 56 alphanumeric characters and are encoded in the
American Standard Code for Information Interchange (ASCII) for transmission.

As far as keystroke logging relevant to this research is concerned, it is only necessary
for the pressed key to be uniquely identified. There is no need for ‘case sensitive’ key
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logging. However, when encoding the keys in ASCII to match the JSON format used
at the back end, a single byte per character is nevertheless required.

To identify each key disregarding its case, a 1-byte code is not necessary. There are
only 57 distinct keys used for text generation on a general purpose QWERTY
keyboard including the modifier keys. The code depicted in Table 4.2 which is a 6-bit
code largely based on the location of keys on the keyboard was devised to code these
57 keys, leaving an excess of 7 codes.

Table 4.2: 6-bit code to encode the distinct keys on a QWERTY keyboard

Key | Code | Key | Code Key Code
0 0 I 19 C 38
1 1 0 20 \ 39
2 2 P 21 B 40
3 3 [ 22 N 41
4 4 ] 23 M 42
5 5 A 24 Comma 43
6 6 S 25 Period 44
7 7 D 26 / 45
8 8 F 27 Space 46
9 9 G 28 Backspace 47
- 10 H 29 Tab 48
= 11 J 30 Ctrl 49
Q 12 K 31 Alt 50

\ 13 L 32 West 51

E 14 ; 33 North 52

R 15 ’ 34 South 53

T 16 CR 35 East 54

Y 17 Z 36 Reverse 55
accent

U 18 X 37 \ 56

The timestamp (e.g. 1697397467326 in the example) expressed in milliseconds is a 13-
digit decimal integer. Only 44 bits which rounds off to 6 bytes, are required to represent
the largest 13-digit decimal integer, which is less than half the number of bytes required
to code the timestamp as a string of ASCII characters. This number was further reduced
by exploiting the range limits of the timestamp that would be encountered in practice
during an online test, as follows.

Hypothetically, the worst case keystroke biometric that would be acquired during an
online test would be the flight time of a 2-key sequence, with the first key typed as soon
as the test commences and the second key typed just before the test ends. That would
yield just two keystrokes giving a single flight time approximately equal to the total
duration of the test. Therefore, the maximum flight time encountered in a test would be
3 hours or 10,800,000 milliseconds, being the typical maximum duration of a test. This
extreme value can be represented by an 8-digit decimal integer.

A difference of 10,800,000 milliseconds would result from the difference between only
the 9 least significant digits of the two timestamps. Therefore, it is sufficient to use a
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truncated timestamp having only the 9 least significant digits of the 13-digit timestamp,
which could be encoded by a 30-bit binary number.

Since the remaining keystroke data item which defines whether the event was a key
press or a key release is in effect a Boolean variable, its coding required only a single
bit.

Accordingly, it was possible to encode all the data related to a single keystroke using
37 bits (6+30+1). This was rounded off to 40 bits, being a whole number of bytes, since

the HTTP payload accepts only bytes. Figure 4.16 illustrates the 5-byte data structure
that was used to encode the keystroke data of a single key event.
~‘ 30-bit

timestamp

|
6-bit key code Event type

Fig. 4.16: 5-byte data structure used to encode a single key event

The following modifications were made to the ECMAScript used for keystroke logging
in the online test suite, to make it lean.

1. Instead of identifying the typed keys using their ASCII code, the 6-bit code
depicted in Table 4.2 was used and was initially represented by an integer.

ii. The type of the key event was identified using an integer, as ‘1’ for the ‘KeyDown’
and as ‘0’ for the ‘KeyUp .

1ii.  The timestamp was truncated by taking only the least significant 9 digits and was
converted to a 30-bit integer.

iv. The 3 integers representing the identity of the key, the event type, and the truncated
timestamp were encoded onto the data structure shown in Figure 4.16 as 5
consecutive bytes.

v. The 5 bytes were transmitted to the receiving Hypertext Preprocessor (PHP) script
at the back end as a 5-byte stream of raw data.

At the back end, The 5 bytes were logged in a ‘byte file’ instead of a JSON file.

The algorithm used in the modified ECMAScript for encoding a single key event is
shown in Figure 4.17.

The modified keystroke logger was tested similar to the manner in which the
conventional keystroke logger was tested, using the same test sequence ‘1234ABCD’.

The test described in 4.7.1.2 was repeated for the modified keystroke logger to ascertain
the consistency of the lean keystroke logging method when a larger number of keys are
typed, The same input sequence was used.
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get key, timestamp, event_type from keystroke

Nl1=N2=NI=0
bl] € Initialized byte array of 5 bytes

N1 = int{timestamp) mod 10°
N2 = 6-bit_code_table lookup(key)
if (event_type is ‘KeyDown’)
N3i=1
b(0] = N1 mod 256
b[1] = ({N1- b[0]) mod 256°)/256
bf2] = ({N1 - bf0] - b[1]*256) mod 256°)/256"
bf3] = ((N1 - bf0] — b[1]*256 - b{2]*256°) mad 256°)/256°
bfg] = N2 * 2%+ N3

return{b[])

Fig. 4.17: Algorithm for lean coding of a single key event

4.7.2 Examination of clipboard transfers during online test taking

As realized during the review of related work in Chapter 2, with the advent of
Generative Artificial Intelligence (GenAl) and the widespread use of LLM among the
student community, candidates with the will to cheat during online tests have gained
additional options for cheating. It is possible for the candidate to consult an online
LLM chatbot to generate plausible text based answers for a question and then transfer
the generated content into the text box of the online test via the clipboard for
submission. Unless the test administration has a way of detecting this clipboard
transfer, there is no way to determine whether the submitted response was genuinely
typed by the candidate out of his/her own thinking or whether it was copied. As
mentioned in Chapter 2, this would be a special case of the fraudulent practice of
‘lookup’.

Using an LLM as the source of lookup is more convenient and more efficient than
looking up other common sources because less effort is required on the part of the
cheater. At the minimum, the test question itself could be posed to the LLM. Moreover,
the responses thus generated could be conveniently transferred to the response panel
of the test using the clipboard. The cheating candidate reaps a twofold advantage over
those who are taking the test genuinely, firstly due to the plagiarizing and secondly
due to better time management.

A system aimed at maintaining learner integrity during online tests must essentially
detect this practice. This provided the motivation for this experiment.

When using an online LLM tool, the candidate could invoke the tool on another tab on
the browser used for taking the test or even on another browser. As long as the tool is
invoked on the same device used for taking the test, it is possible for the candidate to
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use the clipboard to perform the fraudulent text transfer. The clipboard is a tool
provided by the operating system and by default, it works across applications.

To determine the effect of clipboard transfers on keystroke logging, a special version
of ‘Test 01’ was developed where the same question is continuously rendered upon
each submission so that various lookup scenarios could be easily tested out as many
times as required.

Since the test suite for the experiments captures only the keystroke data and does not
log the answers per se, a form handler was included in the special version, to capture
the answers along with the keystrokes, as in an actual implementation. The form
handler captures the text in the text box upon each pressing of the ‘Submit’ button and
appends the text onto a text file residing on the server. An additional feature was
included to log the timestamp as well alongside the submitted answer to enable the
convenient reconciliation between the contents of the JSON file and the contents of
the text file.

Since person dependence was not relevant in this experiment as well, no population
was used and the researcher himself played the role of the candidate.

The test was rendered from a local host and invoked on a browser running on the same
device. A separate tab was opened on the same browser to generate the text to be
copied to the clipboard. The search bar itself of that tab was used to type the text to be
copied and this simulated the copying of text from the response panel of an LLM
chatbot. It was reckoned that for test purposes, all that was necessary was some source
of text for copying which need not particularly be the output of an LLM chatbot.

The character sequence ‘Text via clipboard’ was typed into the search bar of the other
tab and was copied onto the clipboard. The character sequence ‘Text via keyboard’
was used as the text directly typed into the answer box of the test. This keyboard input
was applied and submitted first because the keystroke logging must have at least one
keystroke typed for the JSON file to be created. For the subsequent posing of the
question, the following actions were carried out in the given sequence.

1. The clipboard contents were pasted onto the answer text box by bringing
up the context menu of the browser by right-clicking and then clicking on
the ‘paste’ option. Next, the ‘submit’ button was clicked.

il. The clipboard contents were pasted onto the answer text box using the
keyboard shortcut ‘CTRL + V’, and the ‘submit’ button was clicked.

The above steps were replicated after switching the source of copied text to each of
the following to verify the effect of different sources for copied text:

1. A text box in a web page opened on a different browser running on the
same device.

11 A text box of an online application running on the same device.

1il. A text editor running on the same device.
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Both JSON logs and the answer text files were saved for analysis.

4.8 Choice of techniques and methods

In these experiments the methods and techniques used for feature extraction were
statistical. This can be understood using the dwell time vector which was used
throughout as the example feature vector. Its components are the mean dwell time of
each key. Outlier elimination was done using the standard deviation. Both are
statistical parameters.

Alternative techniques are finding increased use within this knowledge domain.
Examples are machine learning applications. As an example relevant to this study,
instead of extracting the mean dwell time of each key, it would have been possible to
make a machine read the keystroke data directly and acquire understanding of the
typing patterns. Patterns learnt of the registered candidate could be used for
authentication during online tests where the keystroke data must exhibit patterns
consistent with those learnt from the profile. Since there are many machine learning
models, many options are available out of which the best one could be selected per
each candidate.

The main reason that favored a statistical approach rather than machine learning
approaches was the concerns surrounding the small size of datasets for both profile
creation and for anomaly detection. Computational overhead was also a concern given
the uninterruptible and inexorable nature of online tests. Operation of a learned
machine during authentication is intuitively more resource intensive compared to
statistical techniques.

Accordingly, machine learning approaches were not used in the extraction of the
primary features. However, they were extensively used as the mode of classification
on secondary features namely, the angle of departure and pause durations.

4.9 Resources used in the experiments

The entire test suite comprising the 04 tests used to capture biometrics as described in
section 4.3.1 was developed using PHP.

To capture the roleplayers’ keystrokes in the background, several keystroke loggers
that were available in the public domain were initially tried out. However, these
loggers failed to execute because they were being detected as ‘malware’ by the
protection systems of the device used for the trial runs. Since this could happen even
in an actual system based on the proposed concept and because it is not possible to
require the candidates to turn off the protection systems on their devices, a solution
was necessary to capture the roleplayers’ keystrokes in the background and to transmit
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them to the back end without being detected as malware. After studying several open
source libraries used in similar applications, a keystroke logger of the ‘form grabbing
type’ as described by G. Tubin [112] was specifically written using ECMAScript, for
use in the experiments. This script executed well without being detected as malware.

The test suite was deployed on a cloud server® hosted by ‘Amazon Web Services™.

All the feature extractions, profile creation, and simulation of all scenarios described
above were carried out on a DELL™ Inspiron Intel® core 17-7500U 2.7 GHz system
using Ubuntu 22.04.3 LTS as its operating system and on an Ubuntu 22.04.3 virtual
box playing on a VMWare workstation running on an HP™ 11th Gen Intel® Core i7-
1165G7 2.80 GHz system using Microsoft™ Windows 10 professional version as its
operating system.

All the methods used during the phases of profile creation, model development, and
analysis were implemented using Python 3.8 scripts. Some early work connected with
processing the biometric files used programs written in ‘C’ but these were later
superseded by equivalent Python scripts. Linux shell scripts were used to automate
the simulation of scenarios for all roleplayers as batches.

All profile data comprising the feature vectors, the datasets, matrices holding
intermediate data, and analysis results were saved using both Comma-Separated
Values (.CSV) as well as .NPY formats. Classifier models were saved using the .PK1
format.

LibreOffice Calc community edition was used for certain analysis performed on the
.CSV files and for the generation of all data visualizations.

The WireShark Network Protocol Analyzer Version 4.4.0 (v4.4.0-0-g009a163470b5)
was used for packet capture in the supplementary experiments. Apache server was
used as the local host.

The web suite that was used for gathering of biometrics and the source code of all
methods comprising Python scripts and the Linux shell scripts used in the experiments
are deposited in the repository of ‘additional material’ accompanying this thesis.

The experimental apparatus could be replicated from the contents of the repository.
‘ReadMe’ files provide necessary instructions for setting up. The candidate profiles
containing the features extracted from the biometrics, the classifiers, and the analytics
are also included in the repository for the replication of the experiments at any level.
The raw biometrics are not included. As per the conditions of the administrative and
ethical clearance granted for this research, the biometrics of the roleplayers captured
during the experiments shall remain the property of the university.

8 Elastic IP address of the site was 52.52.162.59. The site was torn down in September 2023 after the data
acquisition phase was terminated.
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4.10 Recapitulation

In this chapter, all the experiments that were conducted during this research were
described in detail along with the detailed explanation of the underlying principles.
The experiments comprised 04 phases.

During the data acquisition phase, the keystroke dynamics of roleplayers who
volunteered to be subjects in this experiment were captured. In the profile creation
phase, the biometrics captured during Test 01 of the data acquisition phase were used
to extract features and to create unique profiles for the roleplayers. During the
detection model development phase training data were generated and classifier models
were developed for each roleplayer. In the analysis phase, various scenarios of genuine
test taking as well as fraudulent test taking were simulated offline and the results
generated were recorded.

two additional experiments were conducted to supplement the results of the 04 main
experiments.

The next chapter will deal with the interpretation of the results.
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CHAPTER 5

INTERPRETATION OF RESULTS

5.1 Chapter description

This chapter provides a detailed interpretation of the results that were yielded by all the
experiments that were described in the previous chapter.

5.2 Interpretation of the validity of the profiles created

5.2.1 Validity of the experimental subjects

Table 5.1 shows the completion of test taking by the enlisted roleplayers at the time the
data acquisition phase was terminated and the usability of the biometrics as realized
during the subsequent phases.

Table 5.1: Test completion by the roleplayers and usability of biometrics
Test01 Test02 Test03 Test 04

Number of roleplayers who completed tests 59 53 37 29
Number of roleplayers with usable biometrics 53 38 34 26

The lowest number of subjects for experimentation was for Test 04, which is 26. In the
review of related work given in Chapter 2, experiments where 25 subjects had been used
were encountered. Therefore, the size of the population used for each test could be
regarded as being sufficiently representative and is acceptable.

Further, the roleplayers have been adequately briefed on the collection of their biometrics
and their anonymity has been maintained. Therefore, the use of experimental subjects
fully conforms to the terms of the ethical clearance granted for the research.

5.2.2 Validity of the mock test

There were 38 roleplayers with valid biometrics from Test O1.

Figure 5.1 shows the frequency distribution of these 38 roleplayers in respect of the size
of'the JSON file created for logging their keystroke data during Test 01. As seen from the
figure, the distribution approximates a normal distribution with the mean, median, and
modal classes coinciding. The distribution has a slight negative skew.
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Frequency distribution of keystroke logfile size
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Fig. 5.1: Frequency distribution of the size of keystroke logfile across the
population of 38 roleplayers

Considering the fact that the answers to questions in Test 01 required both fixed text
(requiring a specific answer) and free text (where the roleplayer has the choice of words),
it is evident that the above statistical distribution of the size of the JSON file results from
the answers requiring free text. In a practical scenario, the length of free text answers are
likely to be normally distributed and continuous authentication favors free text.
Therefore, the biometrics that had been captured are consistent with that requirement.

5.2.3 Validity of the features extracted

It will be recalled that the concept suggested the extraction of 5 distinct features.

It was realized at the experimentation stage that the extraction of the ‘quick sequence
vector’ and the ‘far sequence vector’ was not effective for the majority of roleplayers.
Therefore, only the 3 remaining features namely the ‘dwell time vector’, ‘hot sequence
vector’ and ‘pause duration ensemble’ were extracted.

The dwell time vector has been extracted successfully in respect of all 38 roleplayers with
a constant size of 1275 bytes while the hot sequence vector has been extracted
successfully with a fixed size of 5 kB for all 38 roleplayers. The file size of the two
vectors is fixed because the vectors have a fixed structure. The ensembles of flight times
of pauses which do not have a fixed structure have also been extracted successfully in
respect of all 38 roleplayers. Figure 5.2 shows the frequency distribution of the 38
roleplayers in respect of the size of the file holding their pause duration ensembles.
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Frequency distribution of size of pause
duration ensembles
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Fig. 5.2: Frequency distribution of the size of ‘Pause Duration Ensemble’ file
across the population of 38 roleplayers

As seen from Figure 5.2, the size of the pause duration ensembles are quasi-normally
distributed with the mean, median, and modal classes coinciding. It has a negative skew
of -2.0. Since the occurrence of pauses during typing is extremely person dependent and
would also depend on the text that are typed, the sizes of the pause duration ensembles
exhibit this statistical distribution. The variations are evidently due to the pauses that
occur during the typing of free text. Roleplayers who have opted to provide elaborate
answers to the open ended questions in Test 01 have exhibited a higher number of pauses,
resulting in larger sized ensembles.

Accordingly, all 3 features that were extracted could be regarded as being valid.

5.2.4 Validity of the training datasets

As described in Chapter 4, balanced datasets were created in respect of each of the 3
features using the simulations of Test 01.

Figure 5.3 shows the scatter plots of the training datasets based on the ‘angle of departure
between dwell time vectors’ found in the profiles of 4 randomly selected roleplayers.

Figure 5.4 shows the scatter plots of the training datasets based on the ‘angle of departure
between hot sequence flight time vectors’ in the profiles of 2 randomly selected
roleplayers.
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Figure 5.5 shows the scatter plots of the training datasets based on the ‘ensembles of
pause durations’ found in the profiles of 4 randomly selected roleplayers
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Fig. 5.5: Scatter plots of training datasets based on ‘Pause Duration Ensembles’.

(Source: Profiles of 4 randomly selected roleplayers)

Since the other three variants of the datasets were formed using linear transformations of
the basic data, they would inherit the validity of the original dataset and there is no need
to examine them separately.

The effectiveness of the classifiers trained using these datasets is yet to be seen.

5.2.5 Validity of selection of the best classifiers

4 types of binary classifiers were used as explained in Chapter 4.

Each of the 3 features had 4 variants of training data. A classifier of each of the 4 types
was trained using each variant of training data. Accordingly, there were 16 distinct
classifiers for each feature as listed in Table 5.2.
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Table 5.2: Formation of classifiers for a single feature

Classifier # Type Training data variant
1 LR Basic dataset
2 LR Basic dataset with outliers replaced
3 LR Basic dataset normalized
4 LR Basic dataset normalized and outliers replaced
5 SVM Basic dataset
6 SVM Basic dataset with outliers replaced
7 SVM Basic dataset normalized
8 SVM Basic dataset normalized and outliers replaced
9 RF Basic dataset
10 RF Basic dataset with outliers replaced
11 RF Basic dataset normalized
12 RF Basic dataset normalized and outliers replaced
13 NB Basic dataset
14 NB Basic dataset with outliers replaced
15 NB Basic dataset normalized
16 NB Basic dataset normalized and outliers replaced

For each feature, the best classifier was selected by simulating the taking of Test 01
monitored by each of the 16 classifiers in turn, and identifying the classifier that is ‘least
discriminating’ towards the roleplayer. The rationale for selecting the least discriminating
classifier was explained in Chapter 4. Table 5.3 shows the number of candidates for whom
each classifier has been identified as the best.

As seen from this table, classifier No.9, the ‘Random Forest binary classifier’ trained on
the basic dataset is the modal best classifier for the feature ‘angle of departure between
dwell time vectors’. Classifier No.13, the ‘Naive Bayes binary classifier’ trained on the
basic dataset comes next. 6 classifiers have been selected as the best in respect of few
roleplayers with the remaining 8 classifiers not been selected as the best for any
roleplayer.

Classifier No.4, the ‘Logistic regression binary classifier’ trained on the basic dataset
normalized and outliers replaced is the modal best classifier for the feature ‘pause
durations’, becoming the best classifier for 10 roleplayers. Both classifiers No.1 and No.2,
being ‘Logistic regression classifiers’ trained on the basic dataset and outlier replaced
basic dataset respectively, share a score of 6. There are only 4 classifiers which have not
emerged as best in respect of any roleplayer while the remaining 9 classifiers emerge as
best in respect of 3 roleplayers at most.
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Table 5.3: Number of roleplayers for whom each classifier has been identified as the

best
Feature
Classifier # Angle of Flight time of Angle of
departure for pause durations departure for
dwell time flight time of hot
sequences
1 0 6 0
2 2 6 0
3 0 3 0
4 3 10 0
5 1 2 0
6 2 2 0
7 0 0 0
8 0 2 0
9 15 0 0
10 0 1 0
11 2 1 0
12 0 0 0
13 12 3 38
14 0 1 0
15 1 0 0
16 0 1 0

It is also noted that classifier No.7, the ‘Support Vector Machine binary classifier’ trained
on the normalized basic dataset has not emerged as a best classifier in respect of any
roleplayer for any of the 3 features. The above observations are not sufficiently conclusive
to reject any classifier as unsuitable. What is noteworthy is that all classifiers have some
probability of emerging as a best classifier when the population is large.

Classifiers trained on each of all 4 variants of data have emerged as the best machine in
respect of at least one feature. This shows that using variants of the dataset in addition to
the basic dataset has been a good strategy.

Therefore, it may be concluded that testing out several types of classifiers trained on
variants of datasets and selecting the best one out of them is a sound strategy.
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5.2.6 Overall validity of profiles created

Having considered the validity of the mock test, the feature extraction, and the selection
of best classifier, it may be concluded that the profile creations done in the experiments
are valid and that they are consistent with the profile creation envisioned in the concept.
The effectiveness of the training datasets remains to be ascertained.

5.3 Interpretation of results of the simulation of genuine test taking

In the experiments, genuine test taking was simulated by each roleplayer taking Test 02
being monitored using the roleplayer’s best classifier.

5.3.1 Accuracy of genuine detections

Figure 5.6 depicts the distribution of the False Rejection Rate (FRR), across the
population of 38 roleplayers.

As seen from the figure, all 38 roleplayers exhibit an FRR less than 20%, 36 of them
exhibit an FRR less than 15%, 33 of them exhibit an FRR less than 10%, and 29 of them
exhibit an FRR less than 5%, giving a distribution highly skewed to the right.

Frequency distribution of FRR (%0)
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Fig. 5.6: Frequency distribution of FRR (%) across the population of roleplayers
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5.3.2 False Rejection Worst Interval (FRWI) for genuine test taking

Figure 5.7 depicts the distribution of the False Rejection Worst Interval (FRWI), the
longest duration a genuine candidate remained detected erroneously as an imposter or a
fraudulent test taker, across the population of 38 roleplayers.

As seen from the figure, not more than 10 roleplayers had to remain classified as
fraudulent for more than 1 minute. There are 7 more roleplayers who remained classed
erroneously as fraudulent for 3 minutes or less. For the 3 remaining roleplayers, the
FRWI is at most 7 minutes.

Frequency distribution of FRWI
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Fig. 5.7: Frequency distribution of the FRWI across the population of roleplayers

5.3.3 Validity of non-temporal features

The non-temporal features were also extracted during the experiment with the possibility
of exploiting them to enhance the proposed authentication system.

As seen from the comparison between non-temporal features extracted from Tests 01 and
02, of 10 randomly selected roleplayers given in Table 5.4, there is a significant difference
between the non-temporal features of the same roleplayer.

When typing in response to questions during a test, there is an attempt by the candidate
to be more accurate than at other times. The candidate may look over what has been typed
and make amendments before submitting the answer. The typing may also be more
cautious so as to avoid mistakes in the first instance. The inconsistency in the non-
temporal features could be the net result of all these factors. Therefore, non-temporal
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features do not appear to be suitable for use as conclusive metrics for anomaly detection
during online tests.

Table 5.4: Comparison of non-temporal features extracted from Tests 01 and 02
(Source: 10 randomly selected roleplayers)

Non-temporal features from Test 01 | Non-temporal features from Test 02
Raw typing Effective Typing | Raw typing Effective Typing
speed typing speed error speed typing speed error
(cpm) (cpm) rate (%) (cpm) (cpm) rate (%)
234.76 225.96 3.75 118.34 113.04 4.48
106.43 102.22 3.95 97.62 89.67 8.15
22.52 16.89 25.00 66.54 64.98 2.35
121.98 120.13 1.52 60.73 58.57 3.56
140.43 135.71 3.36 87.52 84.73 3.19
131.44 125.70 4.37 81.27 78.68 3.19
56.19 54.40 3.18 107.56 102.18 5.00
5.20 5.19 0.03 132.97 132.97 0.00
92.57 87.76 5.19 107.78 102.02 5.34
161.62 152.67 5.54 101.48 95.99 5.41

5.3.4 Overall interpretation of results of the simulation of genuine test taking

When the FRR and the FRWI are considered jointly, very low FRR means that the
rejection of genuine test takers is extremely infrequent and that in the rare occasions of
such detection occurring, it persists only for a very short time due to subsequent
continuous authentications detecting the test taking again as being genuine.

This indicates that the continuous authentication system used in the experiments is
extremely accurate as far as non-rejection of genuine test taking is concerned.

5.4 Interpretation of results of the simulation of impersonation

The impersonation of each roleplayer was simulated by taking all other roleplayers in turn
as imposters while Test 02 was run. Accordingly, there were 1406 (38*37) simulations
of impersonation.

With the results of 37 simulated impersonations for each of the 38 roleplayers in hand, it
is pertinent to examine the observed performance metrics in two ways. The first would
be to examine the best performance. The best performance in respect of different metrics
for a given roleplayer may generally be in respect of different imposters. Nevertheless,
the best performance would be a direct indication of the system’s capability.
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Table 5.5: Best performance metrics of simulated impersonations by 37 imposters

1 2 3 4 5 6 7 8 9 10 11 12 13
T2FD (min) 0.029 0.092 0.104 0.092 0.029 0.029 0.029 0.029 0.029 0.029 0.092 0.029 0.029
Accuracy (%) 98.95 96.15 84.00 79.81 95.65 92.77 0.00 95.79 98.08 95.19 78.00 94.74 88.42
FAWI (min) 0.096 0.416 0.576 0.767 0.438 0.350 0.000 0.311 0.138 0.333 0.563 0.350 0.350
14 15 16 17 18 19 20 21 22 23 24 25 26
T2FD (ms) 1756 5533 5533 1756 3933 5533 1756 1756 1756 1756 5533 5533 1756
Accuracy 80.00 98.13 98.85 96.84 98.00 99.00 89.66 87.37 84.34 99.04 98.11 98.08 95.18
FAWI(ms) 21895 3459 8111 13680 6928 5628 60170 20974 47102 3337 4547 7932 14334
27 28 29 30 31 32 33 34 35 36 37 38
T2FD (min) 0.029 0.029 0.029 0.029 0.029 0.029 0.029 0.029 0.029 0.029 0.029 0.029
Accuracy (%) 99.02 95.79 92.63 91.58 95.79 97.59 98.95 98.13 95.79 0.00 98.13 0.00
FAWI (min) 0.096 0.169 0.240 0.274 0.291 0.077 0.096 0.107 0.235 0.000 0.138 0.000

T2FD - Time to First Detection, FAWI — False Acceptance Worst Interval

117



Table 5.6: Average values of performance metrics of simulated impersonations by 37 imposters

1 2 3 4 5 6 7 8 9 10 11 12 13

TotalChks 90 89 88 90 90 89 90 90 91 88 90 90 90
RubOuts 246 253 243 252 255 250 257 256 257 235 253 250 255
TotallmpDets 72 59 54 35 61 68 90 70 65 68 25 40 32
T2FD (min) 0.288 0.394 0.497 0.881 0.349 0.328 0.227 0.263 0.526 0.347 1.223 0.621 1.368
Accuracy % 78.89 62.34 60.34 36.67 67.05 73.54 97.62 76.32 69.12 74.58 27.15 43.76 35.14
FAWI(min) 1.452 3.626 3.414 7.013 2.551 2.096 0.000 1.784 3.370 2.201 8.781 4.732 5.734
Session(min) 34.726 34.251 34.228 34.887 34.788 34.389 34.333 34.157 34.770 34.099 35.173 35.149 32.166

14 15 16 17 18 19 20 21 22 23 24 25 26
TotalChks 90 91 90 89 90 90 90 89 90 90 91 91 90
RubOuts 252 259 259 246 250 255 251 252 248 250 250 257 254
TotallmpDets 18 57 65 61 66 69 50 37 45 85 76 64 45
T2FD (min) 1.426 0.398 0.423 0.284 0.432 0.497 1.198 0.546 1.662 0.241 0.309 0.533 0.594
Accuracy % 20.66 60.63 70.43 67.95 71.34 74.05 54.60 42.50 47.59 92.64 81.77 67.87 4797
FAWI(min) 15.807 3.723 2.158 2.598 2.003 2.495 3.587 5.171 5.437 0.859 2.198 3.047 4.189
Session(min) 34.163  35.042 34477 34566 34491 34964 35106 34892 34362 34786  34.968  34.841  34.662

27 28 29 30 31 32 33 34 35 36 37 38
TotalChks 90 91 90 91 90 90 90 90 90 90 91 92
RubOuts 259 257 253 256 246 248 246 253 255 253 254 258
TotallmpDets 77 74 47 56 64 77 72 72 74 90 76 92
T2FD (min) 0.238 0.232 0.546 0.565 0.295 0.262 0.288 0.250 0.301 0.229 0.317 0.222
Accuracy % 83.25 79.81 50.95 60.85 70.53 84.62 78.89 77.06 80.56 97.62 81.19 97.62
FAWI(min) 1.402 1.368 3.445 3.597 2.514 1.023 1.452 1.443 2.451 0.000 1.509 0.000  TotallmpDets — Total
Session(min) 34.998 35265 34488 35212 34726  34.675 34726 34307 35030  35.006 34987 35214 'mnester Defections
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Table 5.5 indicates the best values of three (03) selected performance metrics in respect
of each roleplayer picked from the 37 simulations of impersonation.

The second would be to examine the average performance where the performance of
each metric is averaged over the 37 imposters. The average values would differ from
the best values and may also be colored to various extents by outlier behavior.

Table 5.6 indicates the average values of the performance metrics for each roleplayer.
The numbering of the roleplayer in both tables is purely for distinction and the numbers
have no correlation with their user ID used in the experiments.

It could be noted that the average duration of the test sessions and the average of the
number of checks carried out during the sessions display a high degree of invariance.
This could be examined further by calculating the p + & limits of these two metrics.

Table 5.7 indicates the variance of the ‘average values’ of the session duration and the
number of checks during each session.

Table 5.7: The variance of average test session parameters across the population
of 38 roleplayers, when impersonated by 37 roleplayers

Mean Standard  p+ o Confidence
deviation interval
Session duration (minutes) 34.66 0.53 [34.13, 35.19]
Total number of checks
carried out during the 90 0.72 (= 1) [89,91]
session

The number of checks carried out during a session refers to the number of 40 key event
sequences captured during the session. In a simulated run, both session duration and
number of checks will be governed by the biometrics of the roleplayer playing the role
of ‘imposter’. For a given roleplayer, when the other roleplayers are taken in turn as
imposters and the taking of Test 02 is simulated, each simulation will use a different
set of biometrics. The average values shown in Table 5.6 are the average values of
each metric computed in each of the imposter simulations. What Table 5.7 indicates is
the distribution of the ‘mean values’ of two of these metrics across the population of
38 roleplayers.

The session durations averaging around 35 minutes and the number of checks carried
out during a session also averaging to 90, both with an extremely low variance suggests
that the time taken to complete Test 02 and the number of characters typed in response
to the test during the test session has largely been independent of the roleplayers.
Considering the fact that roleplayers had been selected by two intermediaries
independently through convenience sampling, the figures in Table 5.7 show that the
roleplayer selection has yielded a statistically sound population.
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5.4.1 Accuracy of imposter detection

Figure 5.8 depicts the distribution of the minimum False Acceptance Rate (FAR)
observed for each roleplayer when impersonated by each of the other 37 roleplayers
in turn. They represent the best performance of imposter detection.

It is seen that 24 roleplayers have exhibited an FAR less than 5.96% while being
impersonated by at least one (01) imposter. Also when the 3 outliers are disregarded,
the mean FAR of the best performance is 6.18% which corresponds to a detection
accuracy of 93.82%. This in fact, is the capability of the system when detecting

impersonation.
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Fig. 5.8: Frequency distribution of Minimum FAR (best performance) across
the population of roleplayers
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Figure 5.9 depicts how the average FAR has been distributed across the population of
38 roleplayers, when each of them were impersonated in turn by the remaining 37
roleplayers. It is seen that the average FAR exhibits a normal distribution around a
mean value of 33.0% with a positive skew. There are 23 roleplayers whose average
imposter detection accuracy is greater than 68.0 % while there are 28 roleplayers with
detection accuracy greater than 58.0 %.

This shows that the average imposter detection capability is less than the best
performance, yet appreciably high. There is considerable variation in the detection
capability when impersonated by different players.
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Frequency distribution of average FAR (%0)
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Fig. 5.9: Frequency distribution of average FAR across the population of
roleplayers

Therefore it may be deduced from these figures that the system has good imposter
detection capability which is imposter dependent for reasons not evident at this stage.

5.4.2 False Acceptance Worst Interval (FAWI) during impersonation

Figure 5.10 depicts the distribution of average ‘False Acceptance Worst Interval’
displayed for each of the 38 roleplayers when impersonated in turn by the other 37
roleplayers.

The average FAWI exhibits a normal distribution around a mean value of 3 minutes
with a high positive skew. On the average, in the case of 30 roleplayers, imposters
cannot evade detection for longer than 4 minutes. Imposters cannot evade detection
for longer than 6 minutes in the case of 35 roleplayers.

There are 3 outliers, the most right flung case being an FAWI of 16 minutes and the
other two being 10 minutes and 8 minutes.

It is seen from Table 5.6 that the FAWI is zero in the case of 3 roleplayers. Since the
FAWTI is essentially a positive quantity (FAWI; > 0 V j), the average FAWI can be
zero if and only if all individual FAWI values themselves are zero. This means that in
the cases of these 3 roleplayers, impersonation by all other players have yielded a null
FAWI. As per the algorithm used for the simulation of taking Test 02, FAWI = 0 can
happen only in the case of two eventualities.
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Frequency distribution of average FAWI
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Fig. 5.10: Frequency distribution of average worst case False Acceptance
Interval (in minutes) when roleplayers impersonate each other

1. The imposter been detected throughout the session at all checks from
beginning to end, in which case false acceptance does not arise.

il. There has not been a single occurrence of two or more consecutive
imposter detections. Whenever an impersonation has been missed (falsely
accepted as genuine), it has been redetected at the immediately following
check, in which case the program records the False Acceptance Interval as
Zero.

In the first eventuality, the detection accuracy should essentially be 100%. In the
second, it should be 50% for the worst case where detections alternate. Table 5.6
indicates that in the cases of all 3 roleplayers whose average FAWI is zero, the average
detection accuracy is 97.62% which points to consistent imposter detections with a
few i1solated misses in between.

5.4.3 Time to First Imposter Detection (T2FD) during impersonation

Figure 5.11 depicts the distribution of average time for the first imposter detection
since the beginning of the test session. It is seen that the distribution is off-normal with
neither the mean nor the median being included in the modal class. However, the
distribution is extremely skewed to the right, implying that low values of the time to
first detection have a high occurrence.
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Fig. 5.11: Frequency distribution of T2FD (minutes) when roleplayers
impersonate each other

When the 5 outliers are disregarded, it is seen that not a single imposter has evaded
detection since the beginning of the test session for longer than 1 minute while 32
imposters have been detected before the lapse of approximately 37 seconds. These
figures too indicate very effective imposter detection capability.

5.4.4 Unusability of non-temporal metrics in imposter detection

Since it was realized during the interpretation of results of the simulations of genuine
test taking that the non-temporal metrics of even the same roleplayer are poorly
correlated between Test 01 and Test 02, the correlation (if any) between non-temporal
metrics of two roleplayers cannot be confidently reckoned as an indication of
impersonation. Therefore, no attempt is made to interpret the non-temporal metrics
during simulated impersonations.

5.4.5 Overall interpretation of results of the simulation of impersonated test
taking

When the very low average values FAWI and the time to the first detection are
considered together with the extremely low values of minimum FAR and the
appreciably low average values of FAR, it is seen that the majority of impersonations
had been detected promptly, consistently, and with a high accuracy. The best
performances was found to be extremely high. Accordingly, the detection capability
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of the anomaly detection system used in the experiments is sound and dependable as
far as impersonation is concerned.

5.5 Interpretation of results of the simulation of lookup

There were 34 roleplayers with valid biometrics who had completed Test 03 that dealt
with the particular fraudulent practice of ‘lookup’.

5.5.1 Accuracy of detecting lookup

The performance metrics of taking of Test 03 by the 34 roleplayers are shown in Table
5.8. In this case too, the number given to each roleplayer is for distinction only and has
no relation to the user ID of the roleplayer used in the experiments.

Figure 5.12 depicts the distribution of FAR across the 34 roleplayers.

Keeping in mind that the taking of Test 03 by each of the 34 roleplayers is a known
case of fraudulent test taking where the roleplayer is answering while looking up, it
follows that every instance of the roleplayer being detected as ‘genuine’ would amount
to a false acceptance. Accordingly, for the authentication system to be deemed as
effective, the FAR should be low. It will be noted that in the case of 8 roleplayers, the
FAR has been 100% meaning that the authentication system has not worked at all in
respect of them. Therefore, FAWI in respect of them should be the session duration
itself while the T2FD is irrelevant.

Table 5.8: Performance metrics of test taking by 34 roleplayers while looking up

FAR T2FD FAWI FAR T2FD FAWI

(%) (minutes) (minutes) (%) (minutes) (minutes)
1 60.00 0.22 4.12 18 12.00 0.11 0.36
2 39.00 0.10 1.88 19 52.00 0.19 0.64
3 84.00 0.26 10.23 20 59.00 0.39 1.09
4 47.00 0.56 3.66 21 14.00 0.10 1.24
5 37.00 0.13 2.13 22 23.00 0.13 1.96
6 0.00 0.87 0.00 23 43.00 0.79 0.80
7 24.00 0.24 1.29 24 76.00 0.52 5.12
8 80.00 0.56 6.41 25 53.00 0.79 2.60
9 33.00 0.13 3.14 26 36.00 0.19 13.50
10 88.00 1.18 5.86 27 28.00 0.43 0.85
11 63.00 0.17 1.34 28 0.00 3.15 0.00
12 38.00 2.73 11.88 29  100.00 - 36.84
13 83.00 131 11.60 30 100.00 - 63.77
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FAR T2FD FAWI FAR T2FD FAWI

(%) (minutes) (minutes) (%) (minutes) (minutes)
14 33.00 0.24 2.53 31 100.00 - 44.01
15 100.00 - 31.03 32 100.00 - 19.82
16 100.00 - 125.72 33 100.00 - 11.08
17 47.00 0.06 1.83 34 100.00 - 1.23

While the authentication system failing in respect of 8 roleplayers raises some
questions about its reliability, the FAR being zero in respect of one roleplayer is
noteworthy. Several other roleplayers also have recorded low FAR figures.

Careful examination of the frequency distribution shows that there are two central
tendencies visible, suggesting that there are possibly two independent phenomena at
work simultaneously. One phenomenon appears to interfere with the anomaly
detection negatively, causing the FAR to rise. The other phenomenon appears to cause
the anomaly detection accuracy approach a quasi-normal distribution of relatively low
FAR values.

Frequency distribution of FAR (%0)
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Fig. 5.12: Frequency Distribution of FAR across 34 roleplayers when they take
online test while looking up.

There are 14 roleplayers with FAR greater than 60% which corresponds to a detection
accuracy less than 40% which includes the 8 roleplayers whose FAR is 100%. They
are the roleplayers whose test taking appears to be predominantly affected by the first
phenomenon. The balance 14 roleplayers are those whose test taking appears to be
influenced more by the second phenomenon which happens to be the phenomenon of

125



interest. Therefore, it is worthwhile examining the time related metrics of the
roleplayers omitting the 14 players whose FAR is greater than 60%.

5.5.2 Time related metrics during lookup

Figure 5.13 depicts the frequency distribution of the FAWI of the set of 20 roleplayers
whose FAR 1s 60% or less while Figure 5.14 depicts the frequency distribution of their
T2FD.

Frequency distribution of FAWI (minutes) for
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Fig. 5.13: Frequency Distribution of FAWI while looking up, across 20
roleplayers whose test taking exhibit an anomaly detection accuracy of more
than 40%

It will be observed that in both distributions, the modal class is the leftmost, favoring
the smallest possible values for the metric.

The roleplayer having an FAWI in the interval [10,12] and T2FD in the interval
[2.558,3.058] is the same. However, the most right-flung roleplayer in the FAWI
distribution in the interval [12.0,14.0] is in the modal class in the T2FD distribution.
Also, the most right flung roleplayer in the interval [3.058,3.558] in the T2FD
distribution happens to be one of the roleplayers with 100% FAR where the FAWI is
in fact the session duration.
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Fig. 5.14: Frequency Distribution of T2FD while looking up, across 20
roleplayers whose test taking exhibit an anomaly detection accuracy of more
than 40%

The classifiers do not appear to have learnt the existence of the two phenomena or how
to disregard the phenomenon that causes some of the roleplayers to be flung to the
right.

5.5.3 Opverall interpretation of results of simulation of test taking while looking
up

The accuracy of anomaly detection being at least 50% in respect of only 47% of the
population indicates that detection of the fraudulent act of lookup by the authentication
system is less effective than the detection of impersonation.

5.6 Interpretation of results of the simulation of collaboration

There were 26 roleplayers with valid biometrics who had completed Test 04 which
dealt with the particular fraudulent practice of ‘collaboration’.

5.6.1 Accuracy of detecting collaboration

Table 5.9 shows the performance metrics of taking of Test 04 by the 26 roleplayers.
In this case too, the number assigned to each roleplayer is for distinction only and has
no relation whatsoever to the candidate’s user ID in the experiments.
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As in the case of Test 03, each test taking is a known case of fraudulent test taking
where the roleplayer is answering while listening to voice clips. Therefore, every
instance of the roleplayer being detected as ‘genuine’ would amount to a false
acceptance. Accordingly, for the authentication system to be deemed as effective, the
FAR should be low. In this case, there are only 2 roleplayers with FAR of 100% or the
authentication system having failed. There are 3 roleplayers with 100% detection
accuracy.

Table 5.9: Performance metrics of test taking by 26 roleplayers while

collaborating

FAR T2FD FAWI FAR T2FD FAWI

(%) (minutes) (minutes) (%) (minutes)  (minutes)
1 48.00 8.99 14.69 14 71.00 3.51 4.98
2 27.00 1.43 1.98 15 62.00 0.13 3.81
3 69.00 2.72 2.82 16 0.00 0.15 0.00
4 20.00 0.66 1.03 17 37.00 0.11 2.02
5 0.00 0.28 0.00 18 24.00 0.16 0.71
6 78.00 2.37 2.31 19 4.00 0.39 0.22
7 53.00 0.43 0.95 20 7.00 0.13 1.24
8 54.00 3.89 6.73 21 34.00 0.46 3.23
9 100.00 - 18.33 22 77.00 13.39 11.15
10 70.00 0.15 4.62 23 12.00 0.10 2.83
11 77.00 0.19 15.36 24 0.00 0.39 0.00
12 2.00 0.21 0.12 25 16.00 3.36 0.32
13 100.00 - 26.16 26 0.00 0.57 0.00

Figure 5.15 shows how the False Acceptance Rate (FAR) is distributed among the
population of 26 roleplayers.

As in the case of simulated lookup, in this case too, two phenomena at play are visible,
one reinforcing a right skewed distribution with low FAR (or high accuracy) and the
other reinforcing a high FAR (low accuracy) that is adversely affecting the
authentication system. It is appropriate to examine the time related metrics with these
two outliers omitted.
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Fig. 5.15: Frequency distribution of FAR across 26 roleplayers taking test while
collaborating

5.6.2 Time related metrics during collaboration

Figure 5.16 shows the frequency distribution of the T2FD across the 24 roleplayers
remaining after omitting the 2 outliers while Figure 5.17 shows the frequency
distribution of their FAWL
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Fig. 5.16: Frequency Distribution of T2FD across 24 roleplayers whose test
taking exhibits a non-zero anomaly detection accuracy
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Frequency distribution of FAWI (minutes) for
collaboration
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Fig. 5.17: Frequency Distribution of FAWI across 24 roleplayers whose test
taking exhibits a non-zero anomaly detection accuracy

It will be observed that the two distributions are consistent, with 22 roleplayers
exhibiting a distribution with an extremely high positive skew. In both distributions,
the modal class is the leftmost, favoring the smallest possible values for the metric.
The roleplayer having an FAWI in the interval [11.0,12.0] and T2FD in the interval
[13.1,14.1] is the same while the roleplayer having an FAWI in the interval [14.0,15.0]
and T2FD in the interval [8.1,9.1] is the same. However, the most right-flung
roleplayer in the interval [15.0,16.0] in the FAWI distribution is in the modal class in
the T2FD distribution. The two metrics need not necessarily correlate as they are
independent. A similar distribution was observed in the case of time related metrics of
Test 03 too.

In general, a distribution skewed more to the right for both T2FD and FAWI would
indicate a more effective anomaly detection.

5.6.3 Overall interpretation of results of simulation of test taking while
collaborating

The accuracy of anomaly detection being at least 50% in respect of approximately 58%
of the population indicates that detection of the fraudulent act of collaboration by the
authentication system is less effective than the detection of impersonation but more
effective than the detection of lookup.
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5.7 Comparison of performance when detecting different
fraudulent acts

Table 5.10 gives a comparison of the average performance of the classifiers when
detecting the acts of impersonation, collaboration, and lookup.

A marginally superior performance is exhibited only in respect of the FAWI amidst
lookup. When compared to the performance of imposter detection, it is seen that all
other metrics have degraded to different extents. This reinforces the observations made
in 5.5.3 and 5.6.3 that the best performance is in respect of imposter detection.

Table 5.10: Comparison of detection performance for different fraudulent acts

FAR (%) T2FD (min) FAWI (min)

Impersonation 33.0 0.52 3.00
Lookup 48.3 1.84 2.77
Collaboration 40.1 0.58 3.38

A marginally superior performance is exhibited only in respect of the FAWI amidst
lookup. When compared to the performance of imposter detection, it is seen that all
other metrics have degraded to different extents. This reinforces the observations made
in 5.5.3 and 5.6.3 that the best performance is in respect of imposter detection.

The table also indicates that the accuracy of detection of collaboration is more than the
accuracy of detection of lookup.

5.8 Interpretation of results of the Protocol Analysis experiments

The aim of these experiments was to examine the nature of the transfer of keystroke
data from the candidate’s device to the server. An alternative keystroke logger that
used a significantly smaller keystroke record was also tested.

Figure 5.18 shows a screen capture of the JSON file that was created on the local host
when the test sequence ‘1234ABCD’ was used.

The contents of this JSON file is a splendid illustration of the mechanism used in the
experiments to capture keystroke data of roleplayers when taking online tests. The key
events generated when typing the test sequence ‘1234ABCD’ are logged exactly in
that sequence. Since the typing was done without haste with each key been released
before the next key was pressed, alternating events had been logged one after the other
with no overlap of key presses. The entry pertaining to the key down event of key
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“\u0010” represents the pressing of the ‘SHIFT” key to generate the uppercase letters
that follow.

The contents of the JSON file also confirms the order in which the test sequence
‘1234ABCD’ had been transmitted to the server.

Figure 5.19 is a screen capture of the protocol analyzer window with the protocol filter
set to HTTP, showing the traffic captured on the local loopback while the test sequence
‘1234ABCD’ was typed. Part of the capture is blown up for clarity.

HTTP data frame number 8 shows the browser executing the GET method to fetch the
file ‘index.php’ which is the home page of Test 01. Frame 13 is the response of the
server. Frame 23 shows the browser executing the GET method again to fetch the file
‘Q1.php’ which renders question 01. That is responded to by the server in frame 25.

The transmission of keystroke data captured when typing the test sequence in response
to question 01 starts from frame 34 and continues through frame 49. In frame 34, the
browser executes the POST method to upload the payload containing the first batch of
keystroke data resulting from the typing of the test sequence. Once the frame is
acknowledged by the server through frame 36, another POST method is executed
through frame 49 to upload a payload containing the remaining keystroke data.

v @ outputjson X H i O x

¢ @ File DyDownloads/Person.. @ ¥t o} &

oo @ Apache2 Ubuntu De...  [F] » 3 All Bookmarks

Pretty-print |

[{"key":"1","timestamp":"1728483425531" , "type"” : "KeyDown™"},
{"key":"1","timestamp":"1728483425682" , "type": "KeyUp_ "},

‘key":" "timestamp”:"1728483429741" "type”:“KeyDown"},
"key":"D","timestamp" :"1728483429914" ,"type":"KeyUp_ "},
{"key":"\u@e1e","timestamp":"1728483438036", "type" : "KeylUp__
{"key":"\r", "timestamp":"1728483438728", "type" : "KeyDown™},
{"key":"\r","timestamp":"1728483438814" ,"type" :"KeyUp_ "},
{"key":"\uea18" ,"timestamp”:"1728483433458", "type" : "KeyDown"},
{"key":"\ueel@","timestamp”:"1728483433965", "type" : "KeyDown" }]

{"key":"2","timestamp" :"1728483425855" , "type" : "KeyDown" },
{"key":"2","timestamp" : "1728483426881" , "type": "KeylUp "},
{"key":"3","timestamp" :"1728483426166", "type": "KeyDown"},
{"key":"3","timestamp" : "1728483426376", "type": "KeylUp__ "},
{"key":"4","timestamp" : "1728483427127", "type": "KeyDown"},
{"key":"4","timestamp" : "1728483427299", "type": "KeyUp__ "},
{"key":"\ugela", "t1me5t3mp"'"1?28483428@21" "type":"KeyDown"},
{"key":"A","timestamp" :"1728483428275", "type": "KeyDown" },
{"key":"A","timestamp” :"1728483428421" , "type": "KeyUp__ "},
{"key™:"B ,"t1m95tamp“:"1?28483428?36”,“type”:“KeyDown"},
{"key":"B","timestamp" :"1728483428853", "type": "KeyUp__ "},
{"key":"C","timestamp" :"1728483420315" , "type": "KeyDown" },
{"key":"C","timestamp” : "1728483429398" ,"type":"KeyUp__ "},
{ D", s

{

Fig. 5.18: Contents of the JSON file holding the keystroke events transmitted
from the browser client.
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HTTP 1118 POST /KeyThorneFiles/KeyThorneFiles/strokes.php HTTP/1.1

HTTP 452 HTTP/1.1 200 OK (text/html)

HTTP 92@ GET /KeyThorneFiles/KeyThorneFiles/Q2.php?comment=+123448C

HTTP 2564 HTTP/1.1 208 OK (text/htel)

Fig. 5.19: Protocol analyzer screen showing the loop back traffic while the test
sequence was typed.

Clicking the SUBMIT button triggers the execution of GET method to fetch the next
question of Test O1.

The transmission of keystroke data captured when typing the test sequence in response
to question 01 starts from frame 34 and continues through frame 49. In frame 34, the
browser executes the POST method to upload the payload containing the first batch of
keystroke data resulting from the typing of the test sequence. Once the frame is
acknowledged by the server through frame 36, another POST method is executed
through frame 49 to upload a payload containing the remaining keystroke data.
Clicking the SUBMIT button triggers the execution of GET method to fetch the next
question of Test 01.

As explained in Chapter 4, no form handler was associated with the SUBMIT button.
As aresult, there is no execution of a POST method following the explicit submission
as typically found in form submission web applications. It is seen that the keystroke
data were uploaded in two batches with the first batch being uploaded as soon as the
HTTP payload size was exhausted, to be followed by the uploading of the second
batch.

This confirms that the keystroke data are in fact being captured in real time and are
being uploaded to the server at the earliest possible instance, requiring no explicit
submission by the candidate. This is consistent with the concept which envisaged a
real time logging of keystroke data.

Figure 5.20 is a screen capture of the protocol analyzer window showing the contents
of HTTP frame 34, the frame that carried the first batch of keystroke data.
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Comparison of the contents of the JSON file shown in Figure 5.18 and the ASCII dump
on the right side of the analyzer screen shown in Figure 5.20 clearly indicates a one-
to-one correlation between the two. The correlations may be observed in the lines of
the hex dump starting at address 0050h and 0070h.

It will be noted that the string of bytes *31 37 32 38 34 38 33 34 32 35 3533 31” are
in fact the ASCII codes of each digit in the character string representing the timestamp
of 1728483425531’ milliseconds of the key down event of key ‘1°.

M Wireshark . Packet 34 KeyThornel.pcapng = (] X

| Accept-Language: en-GB,en;q=8.9,en-U5;q=0.8,vi;q=8.7\r\n A
 Cookie: PHPSESSID=u2q2kshlloh73@v32htad3sccalrin

\rin

Response in frame: 36

; [ 5 RI: | 2
File Data: 18638 bytes
HTML Lnr‘m URL Encoded: application/x-www-form-urlencoded

| € >

2200 18 @0 0@ 00 60 03 c5 9a 64 22 86 50 NI IIINL a3 G 7
CEMCRGE 00 60 0D B0 00 00 08 00 B0 80 O1:-N-T NN
26 @e 20 8@ @8 0 80 88 61

28 B8 22 oo cf 2b @@ 58 +-P
b9 81 d1 54 62 78 ca 2c¢ 58 18 27 f6 6c d2 @0 @0 Thp-; PR
6b 65 79 73 25 35 42 3@ 25 35 44 25 35 42 6b 65  keys¥5B@ ¥5D¥SBke
79 25 35 44 3d(31)26 6b 65 79 73 25 35 42 30 25  yXSDIRk eys¥sseX
35 44 25 35 42 74 69 6d 65 73 74 61 6d 78 25 35 SDA5Btim estampXs
44 3d[31 37 32 38 34 38 35 34 32 35 35 33 3126 D &
6b 65 79 73 25 35 42 30 25 35 44 25 35 42 74 79  keys¥58@ W5DA5Bty
78 65 25 35 44 3d 4b 65 79 44 &f 77 6e 26 6b 65 pe¥5D=Ke yDownike
79 73 25 35 42 31 25 35 44 25 35 42 6b 65 79 25 ys¥5B1%S DXSBkeyX
35 44 3d 31 26 6b 65 79 73 25 35 42 31 25 35 44  SD=18key s¥SBIXSD
25 35 42 74 69 6d 65 73 74 61 6d 7@ 25 35 44 3d %SBtimes tamp¥SD=
31 37 32 38 34 38 33 34 32 35 36 38 32 26 6b 65 17284834 256828ke
79 73 25 35 42 31 25 35 44 25 35 42 74 79 78 65  ys¥SB1¥S D¥SBtype
25 35 44 3d 4b 65 79 55 70 5 5f 26 6b 65 79 73 %S5D=KeyU p_ 8&keys
25 35 42 32 25 35 44 25 35 42 6b 65 79 25 35 44 ¥5B2%5D% SBkey®5D
3d 32 26 6b 65 79 73 25 35 42 32 25 35 44 25 35  =28keys¥ 5B2%5DXS

Frame (1102 bytes) Reassembled TCP (1833 bytes)
Moc 34 - Time: 20189787 - Source: =1 - Destination: =1 - Protocal: HTTP - Length: _ayThorneFiles/Xey ThorrefFiles/srokes.php HTTR/1. 1 (oppiication-wwwform-uriencoded)

[ Show packet bytes Layout: | Vertical (Stacked) w

Close Help

Fig. 5.20: Anatomy of the first HTTP datagram that carried the keystroke data
of the test sequence to the server

This shows that the key value pairs containing the keystroke data of each key typed
are encoded in ASCII as a string of characters before being uploaded to the server.

It could also be deduced from Figure 5.20 that the transmission of the keystroke data
of a single key event will require the transmission of a total of 104 bytes of data in the
HTTP payload. In an actual implementation of the concept, the arrival of this volume
of keystroke data per each key event, which is in addition to the formal upload through
the SUBMIT button, could be a concern.

Careful examination of any single record in the JSON log shown in Figure 5.18 shows
that out of the 56 characters, only 21 carry biometric information while the rest are
static data representing the format of the dictionary string. This format is what makes
the log human readable, which was useful during experiments where manual
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interpretation of the biometrics was required. However, in an actual implementation,
these overheads will consume communication bandwidth unproductively.

The experiments described in 4.7.1.2 and 4.7.1.3 were carried out to examine the
possibility of making this keystroke logging leaner.

Figure 5.21 is a screen capture of the byte file resulting from the typing of the same
test sequence ‘1234ABCD’ in the response panel when the modified keystroke logger
was used. This file is equivalent to the JSON file resulting from the conventional
keystroke logger. Therefore, the first 18 lines represent the 18 key events when the
test sequence was typed. Each line holds 5 bytes, being the 5 bytes of the bit field
encoding each key event as per the structure given in Figure 4.16. The first 4 bytes
represent the truncated 9 digit timestamp in ‘little-endian order’. The most significant
6 bits of the 5th byte represent the 6-bit key code. The LSB of this byte represents the
type of the key event.

d25b2329as
4cSc232sed
B55c232905
2a5d232368
Sfida3ived
145e23298¢C
7750232911
@3sf23azole
4apla3igel
1862232961
9162232968
ebed232%al
73p42329a8
4f65232993
ceB5232998
BcBh232963
d766232968
cf6B232308
§96a232981
Bdeb23298a

Fig. 5.21: The contents of the byte file resulting from the modified keystroke
logging
This byte file is not human readable unlike the JSON log resulting from the
conventional logging.

Figure 5.22 shows a screen capture of the protocol analyzer window for the above
experiment. It will be noted that the lines in the hex dump starting at addresses 330h
and 340h include the byte sequence ‘d2 5b 23 29 05° which are identical to the 5 bytes
in the first line in the byte file of Figure 5.21. This indicates that the 5-byte record
representing each key event has in fact been transmitted to the server as a stream of 5
bytes. The 104 bytes of keystroke data of a single key event when the conventional
keystroke logger was used, has been effectively reduced to 5 bytes, confirming that
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the modified keystroke logger has successfully achieved significantly lean keystroke
logging. This reduction would be beneficial in a practical implementation.
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Fig. 5.22: Data on the wire when the test sequence ‘1234ABCD’ was typed.

Figure 5.23 shows the variation of the HTTP payload size with the number of keys
typed, for both types of loggers as derived from the separate protocol analyzer captures
made while the two types of loggers were used.

Bytes carried in HTTP pavload for Bytes carried in HTTP payload for
conventional kevsiroke logging lean kevstroke logging
Number af bytes Number of byies
1204000 1107008 G00D0
SOai0}
T =0
BEO000 40000
SO0C00 W0
400000 20000
200000 10600
104 1104 11020 110204 5 - 500 COOD
1 1 140 1000 L0H) 1 10 NH) 1000 10000
Number of keys Number of kevs

Fig. 5.23: Variation of HTTP payload size with the number of keys typed for
both types of keystroke logging

The variation shown indicates that the lean keystroke logging works independent of
the volume of input data. The variation of HTTP payload size resulting from lean
keystroke logging is perfectly linear with each key event resulting in the transmission
of exactly 5 bytes. The variation of payload size resulting from conventional keystroke
logging is also linear to a great extent with each key event generating approximately
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110 bytes on average. This is very close to the figure of 104 bytes that was observed
for the isolated logging of a single key event. The small variations result when aligning
the keystroke data within the payload by HTTP when the test session extends across
several pages.

Transmitting data as raw bytes, as was done in the experiments that used a local host
may not always be possible in practice. Raw bytes may imitate data items that have
special meanings within the communication protocols used. Their interpretation as
such may produce unpredictable results including the loss of the connection. Therefore
it may be necessary to disguise the raw bytes with further encoding so as to escape the
interpretation by the communication protocols. At the extreme, each byte may have to
be coded using two bytes. When compared with an average of 110 bytes per key event,
the doubling of 5 bytes to 10 bytes would still be lean.

In practice, online tests will be rendered using a secure protocol like HTTPS. This
would have no bearing on the keystroke logging, whether conventional or lean, since
the encoding of keystroke data is done before they are encrypted prior to being packed
into the application layer payloads.

5.9 Interpretation of Results of the Clipboard Transfer Experiment

As mentioned in Chapter 4, the aim of this experiment was to identify the effect of
clipboard transfers on the keystroke logging during an online test. A modified version
of the test suit used for Test 01 was developed for this experiment.

Different input scenarios involving the typing of text from the key board and the
pasting of text copied onto the clipboard were applied in response to the test.

Table 5.11 summarizes the observations made for each scenario of text input.

Table 5.11: Observations made upon different scenarios of text input

Input scenario Observations made

The sequence ‘Text via The sequence ‘Text via keyboard’ was correctly
keyboard’ was typed into logged in the answer file while the keystroke data
the answer textbox and of each character in that sequence were correctly

submitted. logged in the JSON file.

The sequence ‘Text via The sequence ‘Text via clipboard’ was correctly
clipboard’ copied from logged in the answer file. However there were no
another tab of same keystroke data recorded on the JSON file.

browser, was pasted onto
the answer textbox using
the ‘paste’ option in the
browser’s context menu,
and submitted.
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Input scenario Observations made

The sequence ‘Text via The sequence ‘Text via clipboard’ was correctly
clipboard’ copied from logged in the answer file. The keystroke data
another tab, was pasted corresponding to the key combination ‘CTRL+V’
onto the answer textbox were recorded in the JSON file. But no data

using the keyboard shortcut corresponding to the sequence itself were recorded.

‘CTRL+V’, and submitted.

Figure 5.24 1is a screen capture of the response panel of the modified Test 01 showing
a case where both the typed response and the responses pasted from the clipboard are
in the same response panel, before the SUBMIT button was clicked.

B @ Queskion 1 MHew Tab

- (e M localhads K £ W eFile a o D | - m

B | @& apache? Ubun 1, ] 5 udemy - Googl @ (97 whatsapp @ Color Fcker # | 3 All Bookmarks

Clipboard transfer verification

Bample Tost

Read the guestion carefully and typs your answsr in the spare provided
sl type one nnswer per. line You dont have to formab yolar anewer
Hit thi [Enter key hefnre submitting your enswer

vpe OR copy/paste text in the space provided below

Ta exit froms the test click here

Fig. 5.24: Response Panel of the modified Test 01 to examine text transfer
via the clipboard

Figure 5.25 indicates screen captures of the answer file and the JSON file resulting
from the submission of the responses shown in Figure 5.24.

Careful examination of these two figures will indicate the following:

The typed response has been correctly captured in the JSON file, character by
character.

However there is nothing in the JSON file to reflect the text pasted via the
context menu.
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» The keystrokes corresponding to the pressing of the CTRL key followed by the
key ‘V’ when copied text were pasted using ‘CTRL+V’ have been logged in
the JSON file, However, the sequence itself has not been logged.
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Fig. 5.25: Comparison of the responses captured separately on the JSON file
and the answer file. (The keystroke data arising from the keyboard shortcut
‘CTRL+V’ are highlighted)

In the file ‘answers.txt’ storing the submitted text, all 3 sequences are present.
Comparison of the timestamps confirms that the contents of both files relate to the
same submission (note that the timestamp in the answer file is in ‘seconds’).

When the above tests were repeated with alternative sources for copying text as
described in 4.7.2, the results were consistent with what is depicted in Table 5.11. As
long as text is copied from a source outside the browser tab in which the keystroke
logger is in execution, pasting them onto the response panel of the browser tab has no
effect on the keystroke logging.

This indicates that the conventional keystroke logging function developed for the test
suite in the experiments, disregards everything other than what is actually typed onto
the text box. All that is required to detect clipboard transfers is to compare the contents
of the answer submitted and the keystrokes logged. If the answer text file contains any
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text for which corresponding entries are not found in the JSON file, those should
essentially be text copied from another source on the same device. Hence the system
used in the experiments is ‘inherently capable’ of detecting clipboard transfers. That
includes text generated using LLM chatbots.

There are three important attributes associated with this anomaly detection.

1. Its accuracy is 100%. There is no uncertainty associated with it, statistical
or otherwise.

1. It is profile independent. It does not require the lookup of any data residing
on a previously created profile of the candidate.

1il. Copying and pasting within the text box, which is not a fraudulent act,

could be identified and exempted.

The last attribute listed above is a major advantage since even such copying and
pasting is barred by most lockdown browsers.

The detection of clipboard transfer as verified above would partly deter the fraudulent
act. While that would not prevent the lookup, making it impossible for the candidate
to transfer the looked up text to the answer textbox without being detected would
considerably diminish the undue advantage to the candidate. The candidate would then
have to read and manually transcribe the answer rendered by the chatbot. As a result,
the time advantage will be lost. In addition, the lookup is vulnerable to detection
through the anomaly detection system.

5.10 Key findings

The key findings emanating from the interpretation of results of experiments are as
follows:

* The system is capable of detecting the fraudulent act of impersonation with
high accuracy comparable of that of biometrics based authentication systems.

* The system is capable of detecting the fraudulent acts of collaboration and
lookup with dependable accuracy which is less than the accuracy of detecting
impersonation.

» The system detects collaboration more accurately than lookup.

= Non-temporal features do not comprise a reliable source of anomaly detection.

= The volume of keystroke data that needs to be communicated to and logged at
the back end is considerably large and contains a lot of redundancies. The lean
keystroke logging system eliminates this irrationality.

= The authentication system is inherently capable of detecting clipboard transfers
with absolute accuracy and independent of candidate profile.
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5.11 Recapitulation

In this chapter, detailed interpretations on the results yielded by all the experiments
that were conducted during this research were provided.

The most significant realization made through the interpretations was that the proposed
anomaly detection system is capable of detecting impersonations with high accuracy.
Other types of fraudulent acts are also detectable, but less accurately. It can be
improved by using additional parameters.

Interpretation of results of the additional experiments showed that keystroke logging
happens in real time, independent of explicit submissions by the candidate. The
volume of data is irrationally high. The performance of an alternative keystroke logger
developed to reduce the volume of data was also tested and confirmed.

It was also seen that the keystroke logging system used in the test suite does not log
any text transferred via clipboard thus providing a vital clue for detecting clipboard
transfers. This is particularly useful in detecting the transfer of text generated by LLM
chatbots during online tests, which is a vital capability as far as learner integrity
management is concerned.

The next chapter will deal with the establishment of proof of the concept, among other
things.
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CHAPTER 6

DISCUSSION

6.1 Chapter description

This chapter makes a benchmark comparison, establishes proof of the concept based
on the results of the experiments interpreted in Chapter 5, provides answers to the
research questions posed in Chapter 1, examines the drawbacks in the experiments,
and discusses improvements that could be made to the authentication system.

6.2 Performance benchmark comparison

When selecting a benchmark system for performance comparison, it is necessary to
ensure that it has attributes that are similar to those of the system under evaluation.
However, due to the uniqueness associated with authentication during online tests
which were highlighted in Chapters 1 and 2, it was difficult to locate such industry
benchmark. In fact no systems used for the continuous authentication during online
assessments in particular were locatable. Therefore, a system that provides a basis for
reasonable comparison was chosen. The comparison is only in respect of detection of
impersonation and not the other fraudulent acts.

The work of C. Murphy et al. titled “Shared Dataset on Natural Human-Computer
Interaction to Support Continuous Authentication Research” [113] is a study carried
out on continuous user authentication during general human-computer interaction
sessions. Therefore, the scope is different from that of the current study, where the
researcher particularly focusses on continuous authentication during online sessions,
which is a unique case within the universal set of cases of human-computer interaction.
Factors common to both studies are the focus on continuous authentication, use of
‘free text’, subject/machine binding, and the use of non-obtrusive keystroke dynamics.
Hence, this work having reasonable commonality with the current study was chosen
as the best available system for use as a benchmark.

The benchmark system had collected data from 103 users while they perform normal
routine computer interaction which may or may not comprise online interaction. Since
the system has not enforced typing constraints on the user and because the user has the
choice of what should be typed during routine computer use, the system had used ‘free
text’. It had enforced subject/machine binding where each user has been particularly
instructed to use the same device. The system had captured mouse movements, mouse
clicks, and information about the foreground and background processes in addition to
keystroke data. Keystroke dynamics of key sequences involving more than two keys
(n-graphs) had also been captured. Data had been collected over a long and

143



discontinuous period of two and a half years. As a result, the volume of biometric data
collected from each user had been very large. Continuous authentication had been
performed on sequences of 1000 keystrokes. The data collection had been performed
in an ‘uncontrolled environment’ where users were typing as part of their routine
functions and not playing any roles in the backdrop of a specific scenario. Although
the system had been one of continuous authentication, only the traditional performance
metrics like FAR and FRR which are insufficient for assessing continuous
authentication systems had been used. Performance optimization had been done using
the traditional approach used in access control where the system parameters are tuned
to have an equal error rate (FAR = FRR).

The authentication system used in this study essentially used ‘free text’ and the
authentication was continuous. Only 38 subjects were available for experimentation.
The subjects played ‘roles’ under different scenarios such as genuine test taking,
looking up, and collaboration. Therefore it could be said that data collection was
performed under ‘controlled circumstances’ in the backdrop of specific scenarios.
Subject/machine binding was enforced to the extent that each subject was required to
use the same physical QWERTY keyboard for all tests. Only keystroke data were
collected. Only the dwell time of individual keys and flight times of 2-key sequences
were used for feature extraction. In addition, pause durations were also used. Therefore
it could be said that the system used only monographs and di-graphs. Each roleplay
involved a continuous online session that lasted around 30 to 40 minutes. As a result,
the volume of biometric data collected from each roleplayer was comparatively small.
Continuous authentication was performed on sequences of 40 ‘key events’. Since
keystrokes may overlap and because key down events repeat when a key is held down
continuously, 40 key events may not necessarily include 20 keystrokes. Since the
system was one of continuous authentication, time related performance metrics like
FAWI and T2FD were used in addition to the traditional metrics. Since non-rejection
of genuine users was given prominence over the detection of imposters, no attempt
was made to achieve equal error rate. Instead, the lowest possible FRR was achieved
by selecting the classifiers that were least discriminating towards genuine users.

Table 6.1 gives a comparison between the chosen benchmark system and the imposter
detection system used in the experiments of this research.

The benchmark system had recorded a FAR of 10.36% whereas the system used in the
experiments of this research recorded a best performance of FAR = 6%. The average
performance was much less, amounting to an FAR of 33%. It should be borne in mind
that when the population size is small, average values are heavily influenced even by
a few outliers. Also, the benchmark system used longer sequences of free text (1000)
which would yield more representative biometrics which in turn would contribute
towards a higher detection accuracy. However, this would be at the expense of
authentication frequency.
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Table 6.1: Performance comparison with a Benchmark System

Benchmark System used in the
system current study

Number of subjects 103 38

Average size of biometric  12.9 M keystrokes = 233 kBytes

data per subject

Sequence length 1000 keystrokes 40 key events

Acquisition environment  Uncontrolled with ~ Controlled, to simulate
subject/machine various scenarios during
binding online tests, with

subject/machine binding
Biometrics Keystroke Keystroke dynamics

Other parameters
acquired

Keystroke entity

Anomaly detection
method(s)

Performance Metrics

Optimization

Accuracy

dynamics, mouse
movements, mouse
clicks

Foreground and
background
process data
n-graphs

Gunetti & Picardi’s
algorithm

Traditional

EER
FAR of 10.36%

None

Monographs, di-graphs,
and pauses

Binary classification
using Naive Bayes,
Logistic Regression,
Support Vector
Machine, and Random
Forest

Both traditional and
time dependent

Low FRR

Average FAR of 33%
Minimum FAR of 6%

Considering the similarities and also paying due attention to the differences between
the two systems as described above, it may be concluded that the continuous
authentication system used in the experiment compares well with that of the chosen

benchmark system.

6.3 Establishment of Proof of the Concept

This thesis proposed a concept for a continuous authentication system to be used for
anomaly detection during online tests which would form the basis for test
administering institutions to establish a system for managing learner integrity during

online tests.
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As indicated in the interpretation of the results of the experiments presented in Chapter
5, the anomaly detection system detects impersonation promptly, consistently, and
with high accuracy. The fraudulent acts of looking up and collaboration are also
detected promptly but with lesser accuracy. These limit the ‘opportunity’ for cheating
candidates to engage in fraud during an online test.

The methods used for acquiring biometrics during the online tests used in the
experiments were absolutely non-obtrusive and biometrics were acquired without the
roleplayer being aware of the collection process. Therefore, the authentication process
did not particularly require the cooperation of the roleplayer. No special devices were
required to be used at the roleplayer’s end for the acquisition of biometrics. Protocol
analysis showed that the biometrics acquired are communicated to the server
independent of any user initiated submissions.

Accordingly, the results of the experiments having indicated that a continuous
authentication system built on the proposed concept is capable of performing anomaly
detection during online tests with high accuracy, the proof of the proposed concept is
thereby established.

A lean keystroke logging system and the capability to detect clipboard transfer of text
from other sources were also realized during the experiments. These, not initially
envisaged in the concept, provide strong reinforcement to a system based on the
concept.

6.4 Revisiting the research questions

Having interpreted the results yielded by all the experiments conducted and proof of
the concept having been established, it is now possible to answer the ‘Research
Questions’ that were posed in Chapter 1, as follows.

RQ1 What non-obtrusive, institution-ready methods capable of providing
continuous authentication are available for managing learner
integrity during online assessments?

Being non-obtrusive in the context of this study refers to the authentication process
being inconspicuous to the subject. A non-obtrusive process shall not provide any
indication or clue whatsoever to the subject that the subject is under surveillance and
that data pertaining to the subject are being acquired. The process should not cause
any alteration to the natural behaviour and actions that would be exhibited by the
subject in the absence of any surveillance.

Being institution-ready in the context of this study refers to the possibility for the
authentication system to be implemented unilaterally by the test administering
institution with no action or cooperation required from the subject. A system that
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would require the subject to use a specific accessory or tool, perform a specific action,
or adhere to a procedure that would not be required if the system was not used, will
not be institution-ready.

Being capable of providing continuous authentication refers to the ability of an access
restricted system to authenticate a subject continuously throughout the engagement of
the subject with the system and not only at the instance of initial access. The objective
is to detect subject switches throughout the session of engagement subsequent to
authentication at initial access.

Table 6,2 shows the conformity matrix for authentication methods that are deployable
during online assessments, with evaluations based on the learning acquired during the
review of related work and from the results of experiments conducted in this study.

Table 6.2: Evaluation of Authentication Methods deployable during online tests

Method of authentication
deployable during online tests

Non-
obtrusiveness

Institution
readiness

Ability to
authenticate
continuously

Password without 2FA
Password with 2FA

Fingerprint scan

Retina scan

Iris scan

360° scan of remote site
Webcam monitoring

Wear Cam monitoring

Still picture monitoring
Acoustic monitoring

Facial recognition

Gait analysis

Time related keystroke dynamics
Non-temporal keystroke
dynamics

Rhythm-click characteristics on
pointing device

Touch characteristics on
touchscreen

Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Conforms
Conforms
Does not conform
Conforms
Conforms
Does not conform
Partially conforms
Conforms

Conforms

Conforms

Conforms

Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Conforms

Conforms

Conforms

Does not conform

Does not conform
Does not conform
Does not conform
Does not conform
Does not conform
Conforms
Conforms
Partially conforms
Partially conforms
Conforms
Conforms
Partially conforms
Conforms

Does not conform

Conforms

Conforms

As seen from the above conformity matrix, only two methods namely, time related
keystroke dynamics and rhythm-click characteristics on pointing devices conform to
all the three requirements. Therefore only these two methods that conform to all three
requirements are presently available for the management of learner integrity during
online tests.
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RQ2 Does keystroke dynamics based continuous authentication when used
in conjunction with lockdown browsers form the basis for the
establishment of a system for the effective management of learner
integrity during online assessments?

The concept presented in this research was for the establishment of such a system. It
proposed the use of time related keystroke dynamics as the biometric to be used for
authentication. Proof of the concept has been established which shows that keystroke
dynamics based continuous authentication is effective during online tests. However,
the concept did not specify that Lockdown Browsers should be used for taking of
online tests.

As described in Chapter 1, a lockdown browser cannot detect impersonation, which is
the most common fraudulent act during online tests. It has the ability to restrict look
up and collaboration using the same device on which the test is being taken. It cannot
prevent lookup from resources external to the device and also cannot prevent physical
collaboration.

All experiments that were carried out to establish proof of the concept used industry
standard browsers. The results of the experiments showed that the tested keystroke
dynamics based authentication system is capable of detecting impersonation with high
accuracy while lookup and collaboration too can be detected with relatively lower
accuracy. In addition, the tested system can detect clipboard transfer of text with 100%
accuracy without relying on user profiles which is particularly useful in curbing lookup
on LLM. These indicate that the tested system that used industry standard browsers is
capable of forming the basis for a system for managing learner integrity and does not
require the use of a lockdown browser.

Several common functionalities of lockdown browsers contribute well towards
maintaining learner integrity. These would deter looking up and collaboration using
that device. Therefore, if the tested authentication system was used in conjunction with
a lockdown browser, the effectiveness would be enhanced. The tested system would
detect impersonation the lockdown browser cannot prevent while the lockdown
browser would prevent lookup and collaboration using the device thus reducing the
detection workload on the tested system since lookup and collaboration would be
forthcoming only from sources outside the device.

It will be recalled that the tested system is capable of detecting clipboard transfers with
100% accuracy while being able to exempt clipboard transfers done within the
response panel of the test browser tab. However, certain lockdown browsers
completely suppress clipboard transfers altogether which would prevent the candidate
from copying and pasting within the response panel. Since the possibility for the
candidate to copy and paste the candidate’s own typing within the response panel in
the process of refining the response is useful to the candidate, a lockdown browser
may eliminate room for this legitimate use whereas the tested system would permit it.
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Accordingly, in response to the research question, it could be stated that keystroke
Dynamics based continuous authentication forms the basis for a system for the
effective management of Learner Integrity during online assessments even when used
without Lockdown Browsers. When used in conjunction with Lockdown Browsers
the effectiveness will be increased provided that the secure browser used does not
inhibit clipboard transfers within the response panel of online tests.

RQ3 How should such a system be designed?

The design should build upon the three pillars, the non-obtrusiveness, institution
readiness, and continuous authentication.

The design of the authentication system used in the experiment as described in Chapter
4 serves as an example for the design of a non-obtrusive system that provides
continuous authentication for effective management of learner integrity during online
tests. However, in a real life implementation, the mock test should be physical and
conducted after verifying the identity of the candidates.

This experimental system may not be a good example for an ‘institution-ready’ system.
Within the context of this study, institution readiness refers to the possibility for the
authentication system to be implemented unilaterally by the test administering
institution with no action or cooperation required from the subject. However a real life
implementation would require the consideration of additional factors such as
scalability, how it could be integrated with the institutional LMS, computational
overhead within a multipurpose system, and deployment constraints both
administrative and operational. These have not been tested in the experimental system,
Therefore the ‘institutional readiness’ of the experimental system is yet to be
determined.

Accordingly, the answer to the question as to ‘How should an effective system for
learner integrity management be designed?’ is that continuous authentication
capability and non-obtrusive operation could be borrowed from the design of this
experimental system while, institution readiness should be verified through
deployment.

RQ4 How should the effectiveness of the designed system be verified?

The designed system could be tested for its effectiveness through a trial
implementation.

The experiments described in Chapter 4 serve as an example as to how a trial
implementation should be carried out and how the non-obtrusiveness and continuous
authentication capability could be verified.
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Once these two aspects have been verified, institution readiness should be verified
through pilot tests in an actual institutional system.

6.5 The drawbacks in the experiments

Although the experiments yielded results that contributed towards the successful
establishment of proof of the concept, examining the few instances where the results
were not consistent with what was envisaged in the concept will be useful for the
practical implementation of authentication systems based on the concept.

6.5.1 Low accuracy in detecting fraudulent acts other than impersonation

It was observed that the continuous authentication system while being dependably
accurate in the detection of impersonation, was comparatively less accurate in
detecting the fraudulent acts of lookup and collaboration.

During the experiments, there was prior knowledge about the fraudulent practice that
will be simulated for the purpose of testing. Therefore, it was possible to separately
identify the performance of the authentication system when each fraudulent act was in
progress. In a practical implementation of the concept, the authentication system will
have no prior knowledge about what is in progress at the candidate’s end. It will be
able to detect anomalies but will not be able to identify as to what fraudulent act
actually caused the anomalies. If impersonation was in progress, it will be detected
with high accuracy. If some other fraudulent act was in progress, it would still be
detected but with a lower accuracy. The authentication system should ideally detect
anomalies due to any fraudulent act with approximately equal high accuracy.

When the fraudulent acts of impersonation, lookup, and collaboration are compared,
it is seen that a person other than the candidate will be typing only in the case of
impersonation. In lookup and collaboration, any anomaly in the biometrics will be
solely due to the influence of the fraudulent act on the typing. As an example, the
keystroke behavior of a candidate when typing out of his/her own thinking matches
his thinking pattern and speed. When typing while reading from another source, the
speed is influenced more by the speed of reading and comprehension rather than the
speed of thinking. Pausing and hesitation while reading and typing would also be
different from pauses made while thinking. The same is applicable during
collaboration where the candidate types after listening to a third party. The influence
of the fraudulent act on the keystroke dynamics due to ‘the presence of an external
source in the loop’ is intuitively understood. During the experiments investigating
collaboration and lookup, this influence was present but ‘not insignificant’. This
caused the accuracy of detecting the resulting anomalies to be less.
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The reason for the low accuracy could be traced to the training of the classifiers used
in the experiments. It will be recalled from Chapter 4 that for each feature, training
datasets were created using the biometrics of Test 01. The classifiers have correctly
learnt to distinguish between differences arising from the mismatch between
biometrics of two persons. This is why impersonation was detected with high accuracy.
But the classifiers have not learnt to discriminate anomalies in the biometrics of the
same person caused through other factors during test taking. The classifiers have not
had an opportunity to learn these because they had been trained using datasets in which
impersonation was the sole cause of anomaly. As a result, an anomaly due to a
fraudulent act other than impersonation would be detected only if the anomaly is
sufficiently high to be comparable with an anomaly caused due to the biometrics of
another person. This accounts for the low accuracy in detecting those acts.

To correct this, it is necessary to improve the training datasets so that they include
anomalous data resulting from fraudulent acts other than impersonation in addition to
anomalous data resulting only from impersonation. To achieve this, test items of the
types used in Tests 03 and 04 which simulated lookup and collaboration, should be
included in the mock test.

6.5.2 Non-usability of the biometrics of certain subjects

Although 59 roleplayers had completed Test 01, effective profile creation was not
possible for all of them. The JSON files of 6 roleplayers were found to be corrupted at
the beginning of the profile creation phase while the biometrics of 15 more roleplayers
were found unsuitable during profile creation. Out of 37 roleplayers who had
completed Test 03, only 34 had usable biometrics and out of the 29 roleplayers who
had completed Test 04, only 26 had usable biometrics.

Examination of the unusable JSON files revealed the following:

1. Some files were empty.
il. Contents of some files were corrupted.
1ii. Some files had recorded very few keystroke events.

In the experiments, the acquisition of biometrics was performed by an ECMAScript
running on the test taking device and a PHP script running in the backend. The
algorithm used by this PHP script is shown in Figure 6.1.

This PHP script is executed each time the client code in the ECMAScript submits a
string of characters.

Careful analysis of the algorithm reveals that the script reads the contents already
available in the file ‘output.json’ into an array, appends the character string received
from the ECMAScript to the array, and overwrites the contents of ‘output.json’. The
file is overwritten for every new character typed on the client device and the file grows
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dynamically. The file ‘output.json.’ is first created when the very first character string
received from the client side is written to it.

// This is executed each time the front end process uploads a batch of
// keystroke data.

Inherit session parameters on server side

buffer € {contents of candidate’s JSON file as a single string}
if buffer is NULL /[ No keystroke data received yet
initialize buffer

initialize array as a NULL string

array € JSON decoded contents of buffer

append the keystroke data received from front end to array
overwrite candidate’s 1SON file with ISON encoded contents of array

return

Fig. 6.1: Algorithms used by the back end script for logging keystroke data

There was not a single instance where at least an empty JSON file had not been created.
This explains that both the PHP script and the ECMAScript have executed correctly
during each test session. It also suggests that the only eventuality that could cause a
JSON file to be empty is for null strings to be continuously received from the client
end throughout the session, irrespective of what is being typed.

A JSON file could have become corrupted while in storage on the server, while being
downloaded from the server, or while being held in local storage for experimentation.
It may also be corrupted if the keystroke data received from the client side themselves
were corrupt.

The first possibility could be ruled out because the tests were hosted in the cloud of a
reputed service provider in which data integrity is assured as part of the paid service.
The second possibility too could be ruled out because the downloading was performed
using industry standard tools using Secure File Transfer Protocol (SFTP) where the
download happens over an encrypted channel and many integrity checks are used to
ensure the error-free end to end transfer of the data. The backed up versions of
corrupted files that were made immediately upon download were also found to be
identical to the original files. This suggests that the files have been downloaded in
corrupted form. Accordingly, the third possibility too can be ruled out. Only the last
possibility remains. Therefore, it may be reasonably concluded that corrupted data had
been uploaded from the client device during the test and had been logged by the PHP
script, resulting in a corrupted JSON file being created in the first instance.
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Certain settings in the browser could influence the encoding of keystroke data by the
ECMAScript. The encoding may have been performed incorrectly due to the use of
incorrect codecs. Another reason could be the roleplayer using touchscreen keypads
on a smart device contrary to the instructions. The usability of touchscreen keyboards
have not been studied in the experiments. The versions of browsers supported on smart
devices using different operating systems may not function identical to those on
computers in all respects and may use codecs that are not supported by the encoding
function in the ECMAScript.

The JSON file size being small would largely be due to the roleplayer ending the mock
test prematurely and due to hap hazard test taking.

It is essential that all the above eventualities are prevented in an actual implementation
of the concept.

6.5.3 Inadequate replication of human factors during tests in the experiments

In the experiments, online tests were conducted for taking by volunteers who
roleplayed as candidates. There was actual online deployment of tests closely
resembling those used by test administering institutions. Roleplayers responded to
actual online tests which captured their submissions. Briefing for the roleplayers made
through the intermediaries as well as through briefing pages included in the test suite
itself prepared them adequately for roleplay as genuine online test candidates. The
results indicated that the taking of tests were ‘functionally equivalent’ to real online
tests.

However, whether the roleplayers were subjected to the human factors actual online
test candidates are subjected is in question.

A candidate takes an online test in pursuit of some stake and the evaluation of his/her
performance will lead to the placement of the candidate within a performance spectrum
which would have a bearing on his academic career. Often, the rewards may be
competitive where not only the absolute performance but the performance compared
to other candidates also matters.

In academic programmes, it is common for students to bear a heavy academic
workload which makes the management of time for adequate preparation a challenge.
As a result, the candidate is often under considerable stress while preparing as well as
during the test. The performance of the candidate is inevitably colored by these
influences which have more to do with human factors rather than technical
functionalities. The possibility for these factors to influence the candidate’s behavior
and in turn, any biometrics derived from them cannot be ruled out.

The tests in the experiments did not carry any stakes for the candidates and they were
aware that they are not under evaluation. The tests required zero preparation. The tests
also did not enforce a time limit.
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As a result, the roleplayers were not subjected to the stresses endured by a typical
online test candidate. Although the experimental results have established proof of the
concept, it is worthwhile considering whether the behavioral biometrics of a candidate
captured while he/she was enduring time pressure and other stresses resulting from
human factors would be representative to the same extent as those in the candidate’s
profile.

Therefore the inadequate replication of human factors need to be recognized as a
drawback in the experiments.

6.6 Suggestions for improving the authentication system

6.6.1 Alternative classifiers for detection of fraudulent acts other than
impersonation

The relatively low accuracy in detecting fraudulent acts other than impersonation was
attributed to the lack of training of the classifiers on such anomalies due to lack of
anomalous data. This could be overcome by using classifiers that learn “‘unsupervised’
where labeled data are not necessary. One-class binary classifiers are the most suitable.

Both the work of Y. Sang et al. [114] and the work of E. Yu and S. Cho [115] are
examples where such classifiers had been used. One-class-SVM classifiers do not
require a dataset labeled as anomalous.

6.6.2 Use of machine learning and Artificial Intelligence

As stated in 4.8, statistical feature extraction was preferred in the development of this
system. All primary features were based on statistical parameters. Machine learning
was used for anomaly detection using the derived features and the reasons were
explained therein.

However, one important improvement that could be included in the system is
streamlining the response to detection of fraudulent acts using ‘Explainable Artificial
Intelligence (XAI)’. This study was confined only to the detection of fraudulent acts
and did not deal with the aftermath or how the test administration should react when
an anomaly is detected. It has administrative implications. Any punitive action on a
candidate who has indulged in fraud during the online test needs to be backed by
conclusive evidence. As opposed to rigid classification, XAl would accompany each
fraud detection with plausible insights as to why the detection was made. These are
important for administrative and audit purposes.
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6.6.3 Improvements to the profile creation process

The features that were well extracted during the experiments from the biometrics
captured in Test 01 are the dwell time vector and the pause duration ensemble. The
keystrokes captured during Test 01 contained sufficient key events to extract these
two features that were adequately representative of the subject. The other vectors were
either not extractable or poorly extracted during the experiments. The reason is that
the test items of Test 01 do not provide adequate opportunities for typing the key
sequences required for the extraction of these vectors.

Since the institution would invariably collect personal data of the candidates such as
gender, dextrality, and age, soft biometric classification as described in the work of
Jain et al. [61] could also be used.

To make the mock test similar to the subsequent online tests where the candidate is
subject to human factors as described in 6.5.3, the mock test should be designed to
replicate those human factors.

Therefore, the following improvements could be made to the process of profile

creation:

1. Inclusion of test items in the mock test to cause more frequent typing of
the required sequences.

1i. Inclusion of test items in the mock test that simulate fraudulent acts (like
in Tests 03 and 04) so that they become sources of anomalous data
representing fraudulent acts other than impersonation.

1il. Inclusion of classifiers that use keystroke dynamics as a soft biometric.

1v. Replication of human factor related conditions during the mock test by

introducing stakes through reward or penalty and enforcing deterrents such
as time pressure.

6.6.4 Improvements to the biometrics acquisition process

The process improvements to the acquisition of biometrics are largely non-technical.
They include the prevention of the following during the mock test:

1. Candidate exiting the mock test prematurely.

il. Candidate responding in a haphazard manner without providing plausible
responses.

1il. Candidate skipping questions, providing a standard response to all
questions, or providing very brief answers to questions requiring free text
responses.
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6.6.5 Improvements to the client — server communication during online tests
and the processing of keystroke logs

The lean keystroke logging system that was developed and tested in the experiment
has two limitations.

1. The truncation of the 13-digit timestamp of each key event to 9 digits cause the
values of the year, month, and the day of the month in the timestamp (which
were assumed to be invariant during a test of 3 hours) to be omitted. If the online
test was conducted over a duration that included an instance when any of these
three values underwent an increment, the 9-digit time will rollover at that
instance. If two 9-digit timestamps on either side of such rollover instance were
subtracted, it would not yield the correct time difference between the two
timestamps.

ii.  The byte file is incompatible with the scripts used at the back end that parse the
JSON logs for analysis.

To overcome the first, any instances of rollover of year/month/date should be taken
into account prior to making any time difference calculations.

open byte file in read mode
create JSON file in append mode
append ‘[ ta ISON file

bf] € Initialized byte array of 5 bytes
key = timestamp = type = NUL
dirtfnnur}r_en try = NULL

while end of byte file is not reached {
bf] € 5 consecutive bytes from pointed location in byte file
key = 6-bit_code_table_reverse_lookup(b[4]/2°)
if (b[4] is odd)
type = ‘KeyDown"
else
type = Keylp__ '
timestamp = b[0] + b[1]*256 + b[2]*2567 + b{3]*256%
dictionary_entry = {“key":"+key+"", "timestamp":""+str(timestamp ", “type”: " "+type+™ )’
append dictionary_entry to JSON file
inerement pointer ofby'feﬁ'f: by 5 by'tes
}
decrement JSON file pointer by 1 byte
overwrite current byte with 7

close all files

Fig. 6.2: Algorithm for converting ‘byte file’ to a JSON log

To overcome the second, the scripts could be modified to directly process the byte file.
However, a better option would be to construct the required JSON log from the byte
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file. This is always possible theoretically and could be done using a single pass file
processing of the byte file. Figure 6.2 shows an algorithm that could be used to make
this conversion.

It should be noted that the JSON file regenerated in the manner will not have 13-digit
timestamps. This could have administrative implications for the institution because the
timestamps must be consistent with the times of the actual test taking. The 13 digit
timestamps could be recomputed by taking the actual time of the test into account.

If the system uses UTC synchronized timestamps, the leap second correction built into
them as mentioned in Chapter 4 should be eliminated after considering the actual time
of the test, before any time difference calculations are performed.

6.7 Identification of points of failure

It is pertinent to identify the possible points of failure of the tested system based on
the experiences during the experiments.

i. The data acquisition layer’

The keystroke data being corrupted during acquisition and logging was experienced
in the experiments, during the mock test as well as the subsequent tests. Improper
capture could result due to functionalities in the browsers. Corruption of data may
also occur while in transit from the front end to the back end.

Possible mitigation strategies are the integration with an LMS, including checksums
in the keystroke logs, and relying on the forward error correction capabilities of the
network protocols

ii. The classification layer'”

Failures may be caused within the classification layer due to all known limitations
of machine learning, given the limited dataset available for training and testing.
These include biased learning, overfitting, underfitting, and outlier distortion.

The mitigation strategies are applicable to the feature extraction layer where the
quality of the training data should be ensured at the instance of creating them.

? Refer the architecture presented in section 3.6.

10ibid.
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6.8

6.9

Key takeaways from the discussion

The benchmark comparison positions the developed system as a dependable
system

The experimental results establish proof of the concept proposed in Chapter 3.
The research questions posed in Chapter 1 have been answered conclusively.
The identified drawbacks in the experiment are the low accuracy of detecting
fraudulent acts other than impersonation, some biometric sets collected from
subjects been unusable for the experiments, and the inadequate replication of
human factors applicable to online test taking during the experiments.
Improvements suggested for the system are the use of alternative classifiers,
improved profile creation, use of machine learning for primary feature
extraction, use of XAI for anomaly detection, improved acquisition of
biometrics, and further improvements to the lean keystroke logging system.

Recapitulation

In this chapter, a benchmark comparison was made. Proof of the concept proposed in
Chapter 3 for a system for continuous authentication of candidates during online tests
was established.. The research questions were answered conclusively, based on the
results of the experiments. The drawbacks in the experiments conducted were
identified and improvements that could be made in an actual implementation of an
authentication system based on the concept were discussed.
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CHAPTER 7

CONCLUSION

7.1 Chapter Description

This chapter presents the overall conclusion of this study, identifies the original
contributions made, and provides directions for future research.

7.2 Overall conclusion made through the research

As stated in Chapter 1, this research was conducted in pursuit of an answer to the
following research problem:

“There is no existing, institution-ready, system for the effective management of
Learner Integrity during online assessments through the non-obtrusive and

continuous authentication of candidates”

During the review of related work, 3 gaps were identified in the knowledge domain of
technology assisted fraud prevention for the management of learner integrity.

The first gap was that the current application of technology is limited to the ‘offline
detection’ of plagiarism. The authentication system designed and tested in the current
study was shown to be capable of ‘online detection’ of several fraudulent acts
including plagiarism.

The second gap was that the effectiveness of keystroke dynamics based authentication
in the detection of fraudulent practices during ‘online tests’ is not verified. The current
study verified through simulations that keystroke dynamics is effective for the
continuous authentication during online tests.

The third gap was that Curbing academic dishonesty during online tests is currently
limited to restricting the candidates’ online activities to the test by enforcing the use
of ‘secure browsers’ and to exercising ‘remote proctoring’ with heavy utilization of
resources. The authentication system designed for the current study was found to be
effective even without the use of secure browsers. The system also provided
continuous authentication through the sparse usage of resources as opposed to heavy
usage of resources required for remote proctoring.

Therefore, the findings of the current research has successfully bridged all 3 gaps that
were identified.
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The 4 research questions stemming from the research problem were answered
conclusively in section 6.4.

Accordingly, the overall conclusions made through the research could be stated as
follows:

* An institution-ready system for the effective management of Learner Integrity
during online assessments could be established through the non-obtrusive and
continuous authentication of candidates using time related keystroke dynamics.

= The system would also be able to deter undue lookup of LLM during online
assessments through the accurate detection of clipboard transfer of text.

= Use of lockdown browsers although not an essential component of the system,
would enhance its effectiveness.

The system being applicable only to online tests requiring text based responses and its
effectiveness not been verified for the use of touch screen keyboards are its limitations.
Elimination of these limitations could inspire future research.

7.3 Contributions of the research

The following original contributions resulted from this research to the knowledge
domains of learner integrity management in online testing and biometric
authentication:

1.  Use of the ‘Angle of departure’ as a parameter for biometrics based
authentication.

ii.  Formal definition of ‘pause durations’ using 3 keys and its suitability for
authentication during online tests.

iii.  Unsuitability of non-temporal keystroke dynamics features for use as
authentication parameters during online tests.

iv.  Detection of clipboard transfer of text during online tests which effectively
deters the lookup of LLM while taking online tests.

7.4 Directions for future work

The following are some directions for future research and development particularly in
the domain of authentication during online assessments as well as in keystroke
dynamics based continuous authentication in general.

7.4.1 Additional features of non-obtrusive nature

Use of additional features for classification would naturally boost the effectiveness of
any authentication system. However, in the case of continuous authentication during
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online assessments, the requirement for non-obtrusive acquisition of biometrics does
not permit the use of biometrics other than the time related keystroke dynamics.

This research used monographs, i.e. dwell time of single keys and di-graphs, i.e. the
flight time between two consecutive keys as biometrics. The pause durations were a
special case of tri-graphs because the manner in which a pause was defined in this
research involved 3 consecutive keys.

The work of K. Balagani et. al [116], establish that flight time related features lead to
higher detection accuracy compared to dwell time related features. Since flight times
are totally person dependent, this conclusion is intuitively acceptable. Using features
based on tri-graphs and higher order n-graphs would provide for the extraction of more
features that would lead to more accurate anomaly detection.

As an example, the following is the set of 20 tri-graphs with the highest occurrence in
English text (web article of B. Keating [108]):

{ the, and, ing, her, hat, his, tha, ere, for, ent,
ion, ter, was, you, ith, ver, all, wit, thi, tio}

Once extracted, a multi-dimensional vector as done for the hot sequence vector could
be constructed and anomaly detection could be performed using the angle of departure
or some other suitable feature.

The extraction of di-graphs required the consideration of 4 distinct cases depending on
the occurrence of each key event on the time axis. Similarly, the extraction of tri-
graphs would require the consideration of 8 distinct cases. The complexity introduced
by the cases of the first two keys being held down separately also needs to be
considered. Hence the extraction of tri-graphs would be computationally more
complex. More generally, the complexity of extracting n-graphs will increase
exponentially with n.

One problem that could be anticipated is the scarcity of the tri-graph sequences in the
typed text. In the experiments, the scarcity of even two-character sequences (di-
graphs) within free text was experienced. The tri-graphs are bound to be even more
scarce. Therefore, classifiers that could work efficiently on small datasets will be
necessary.

The use of rthythm click characteristics to supplement keystroke dynamics is another
area that could be exploited for continuous authentication during online tests. Since
candidates taking online tests would invariably use a pointing device or a pointing
mechanism to navigate through the test suite, the rhythm-clicks will also be available
for capture. In addition, in objective tests like MCQ where typing is not required and
responses are provided only through the pointing device, keystroke dynamics will be
irrelevant and rhythm-click characteristics will be the only biometric available.
Rhythm-clicks are also a non-obtrusively acquirable biometric. Therefore, combining
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it with keystroke dynamics would not affect the non-obtrusive nature of the
authentication system.

Rhythm-click characteristics are relatively unexplored compared to keystroke
dynamics. Therefore, there could be a lot of room for innovative fusion of the two in
continuous authentication during online tests.

The exploration of the use of other non-obtrusive features for continuous
authentication during online tests would be an important area of future research.

7.4.2 Improved classifiers

The research used 4 types of classifiers. That was sufficient for the proof of the
concept. Trying out other types of classifiers for the same datasets used would be
another useful avenue of exploration. That would broaden the selection of the best
classifier.

Since the datasets are bound to be small and often one-dimensional, learning machines
that are optimized for such datasets should be focused on.

Incorporation of ensemble detection for authentication during online tests is another
option that could be explored. Ensemble learning refers to the training of several
models of classifiers on the same datasets and combining their predictions to obtain
accuracies greater than what could have been achieved with the models used in
isolation. It should be clarified that the use of 3 classifiers in the experiments was not
a case of ensemble detection because the classifiers operated on different datasets
generated through different features. While that too was effective in improving the
accuracy of imposter detection, ensemble detection has not been tried out in this
research and it remains to be explored.

Several variants of ensemble learning exist and one common application is to use the
same data source or its simple variants to train different prediction models. When
applied to the system under reference, datasets of the angle of departure between dwell
time vectors could be used to train 3 different models, say Logistic Regression,
Random Forest and Support Vector Machines. The predictions of all 3 are combined
using some criterion such as majority vote or weighted averaging. The expectation is
that the strengths of all 3 models will be combined while their weaknesses will be
offset.

Further, more advanced concepts of machine learning such as the use of ‘deep neural
networks’ could also be applied to realize more effective classification.
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7.4.3 Profile updating

In the review of related work, the time variance of biometrics in general was discussed.
When keystroke dynamics are considered, the likelihood for the biometrics to change
with time is obvious. As a person becomes more and more conversant with a keyboard,
the typing characteristics would also become more refined. The speed will generally
improve, with an accompanying reduction of flight times and even the dwell times.
Non-temporal features would also improve. On the other hand, as a person grows
older, degradation of vision and flexibility of hand muscles would cause the typing
skills to diminish.

As aresult, the profiles created at a certain point in time need to be updated periodically
so that they reflect the current typing traits of the candidate. Instead of having regular
mock tests, the online tests that the candidate take could be used as opportunities to
acquire latest biometrics. Therefore, during the online tests, while authentication is in
progress, the acquired biometrics may be used to update the features stored in the
profiles, to create new datasets, and to retrain the classifiers on the updated biometrics.
This should be done only if the overall test taking has been rated as genuine.

Profile updating is not new and is a standard feature in all biometrics based
authentication systems. However, unlike in other online applications, online tests
provide more opportunities for regular profile updating due to the larger volume of
biometrics that could be captured during the online tests themselves.

One popular update strategy that is easily employed in keystroke dynamics based
systems is ‘self-updating’ where the system creates a newer profile of the subject from
the authentication data acquired during a session where the user has been ascertained
as genuine and authentic with high confidence, which is then used to overwrite the old
profile. Alternatively, supervised learning could be used using labelled keystroke data
derived from an authentically confident session, to retrain the existing model. Both
schemes are readily adaptable to scenarios of continuous authentication during online
tests.

Building suitable unsupervised profile update strategies particularly for continuous
authentication systems used in online tests has research scope.

7.4.4 Mitigation strategies

The concept proposed in this research dealt only with the detection of fraudulent
practices during online tests. How the test administration should react to an anomaly
detection is another area that requires consideration. It is also vital in a practical
implementation of the concept.

In Chapter 4, the difference in the mitigation strategies used for authentication during
online tests and those used in other security applications was discussed. Access
restricted online services usually employ ruthless mitigation strategies when intrusion
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is detected. The inability to use such strategies in online tests was also explained in
Chapter 4.

Instead of resorting to denial of services, an approach more suited for online tests
would be to permit the fraudulent test taking to continue while recording the anomaly
detections in a manner that they could be used as solid evidence for administrative
action against the fraudulent test taking at a later stage. The use of XAI mentioned in
6.6.2 is also relevant here.

Mitigation strategies particularly suited for online tests is a relatively unexplored
subject. The strategy should ensure that the reaction of the system in the event of an
anomaly detection does not unduly deter a genuine candidate while catching an
imposter or a cheating candidate off-guard.

7.4.5 Population analysis

The profile creation envisaged in the concept treated candidates as individual subjects
and all profiles were created using only the biometrics of the individual.

Population analysis refers to the systematic study of groups of persons, in this case the
candidates, to identify their group traits. As an example, candidates coming from a
particular geographical area or educational background may display a higher level of
language proficiency which would be reflected in their keystroke dynamics.
Candidates belonging to certain age groups may exhibit less tendency to indulge in
fraud. Candidates who are skilled in touch typing would have distinct keystroke
dynamics due to their prompt typing sans hunt and peck. By collecting additional data
that aids in classifying the candidates into such groups, and identifying the candidate
population as a collection of groups, certain traits may be extended across the profiles
of all the candidates in a group even when the biometrics do not exhibit them
individually.

This opens doors for new methods of profile creation which would ultimately result in
better anomaly detection. Hence, that would comprise an important research area.

7.4.6 Device dependence

The dependence of keystroke dynamics on the device used for test taking was
discussed in the previous chapters.

While it is advantageous for authentication systems to be device independent, the
effect of different devices on authentication during online tests is something that merits
exploration.

Researching the effect of touchscreen keyboards could also be a part of this study. The
keystroke dynamics exhibited by the same individual when typing on a physical
keyboard and when using a touchscreen keyboard could be significantly different.
How the keystroke loggers used with touchscreen keyboards sense the key presses is
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also different. Since the trend towards using smart devices for test taking is increasing,
extending the scope of this research to include smart devices would be worthwhile.

7.4.7 Adaptation of the system to other languages

Typing is inevitably language dependent. Many languages and especially those that do
not use the Roman alphabet, use extended character sets which require peculiar key
combinations to generate the characters. The keystroke dynamics will be greatly
influenced by the language used. The same person may exhibit radically different
keystroke biometrics when typing in different languages.

The features to be extracted for authentication would also differ. For example, hot
sequences in English will be different to the hot sequences in other languages using
the Roman alphabet like French or German.

Tailoring the system to cater to different languages would be a useful development for
continuous authentication systems used in online tests.

7.5 Recapitulation

This chapter was devoted to presenting the overall conclusion of the research,
contributions of the research, and for the suggestion of directions for future work.

The sincere expectation of the researcher is that future work built upon this study and
inspired by the suggested directions as well as other independent work would
contribute towards strengthening the capabilities of test administering institutions to
effectively manage the integrity of online assessments and thereby maintain true merit
systems within the academia.
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APPENDIX - A

ALGORITHMS USED IN THE EXPERIMENTS

Algorithm — 1: Extraction of dwell time vector from biometrics:

// Get registered user’s identity as a command line argument
ReglID € command line argument 1

// Open biometrics file of registered user in Test 01 and read contents into
dictionary ‘key_presses’
key_presses € load_from_json_file(biometrics file of RegID of Test 01)

set buffer_size equal to length_of dictionary ‘key_presses’

// Initialize matrix to hold key event data

Number_of _rows = buffer_size

Number of columns = 3 {
Column 0 to hold the ‘key” of data type “string’ initialized to NULL
Column 1 to hold the ‘timestamp” of data type ‘integer” initialized to 0
Column 2 to hold the ‘event’ of data type “integer’ initialized to 0

}

/ /Populate the matrix

for i in range (buffer_size) do
key[i] € key_presses][i]['’key’]
timestampli] €
convert_string_to_integer(key_presses[i][‘timestamp’])
if (key_presses[i][‘type’]=="KeyDown")
event[i] < -1
if (key_presses[i][‘type’]=="KeyUp__")
event[i] € 1

// Create array of unit vectors

unit_VeCtOI'S é [IOllllI’l2l’|3|,|4|’l5|,|6|,|7![!8![!9l,lAl’lBl’lCl’IDIIIEIIIFIIIG|,|H|,
III’|]'I’IKIIILIIIMl/lNl/lOI’IPI’IQI,IRI,ISl’ITIIIUIIIV|,|W|,|X|IIYI’
'Z',' ','.',|,|,|[|,|]|,|/',”\\”,'=',"',';','\|,'TAB',”CR”,”BS”,”SHIFT”]

directions € length_of(unit_vectors)
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// initialize vectors to hold mean and standard deviation of dwell time

mu_dwell € [1D array of float values of length equal to directions,
initialized with 0.0]

sigma_dwell € [1D array of float values of length equal to directions,
initialized with 0.0]

// Populate mu_dwell[] in the first run
for each value of the index in array unit_vectors[] do
extract a tuple of indices having that unit vector from key_presses
initialize depress_count
initialize dwell
initialize dwell_total

if (there are presses of that particular key (i.e. tuple not NULL))
for each item pointed by the indices in the tuple do
check whether it is a KeyDown
if next item is a keyup
dwell € difference in timestamp values
dwell_total = dwell_total + dwell
depress_count = depress_count + 1

mu_dwell = dwell_total/depress_count

// Populate sigma_dwell

for each value of the index in array unit_vectors[] do
extract a tuple of indices having that unit vector from key_presses
initialize depress_count
initialize dwell
initialize variance
initialize variance_total

if (there are presses of that particular key (i.e. tuple not NULL))
for each item pointed by the indices in the tuple do
check whether it is a KeyDown
if next item is a keyUp
variance €  (difference in timestamp values
mu_dwell of current index])"2

variance_total = variance_total + variance
depress_count = depress_count + 1

sigma_dwell = (variance_total / depress_count)”(0.5)
// Populate mu_dwell[] in the second run by eliminating outliers

outlier_flag =0 // Initially assume that there are no outliers
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for each value of the index in array unit_vectors[] do
extract a tuple of indices having that unit vector from key_presses
initialize depress_count
initialize dwell
initialize dwell_total

if (there are presses of that particular key (i.e. tuple not NULL))
for each item pointed by the indices in the tuple do
check whether it is a KeyDown
if next item is a keyup
dwell € difference in timestamp values
threshold = 3*sigma_dwell
offset = abs(dwell - mu_dwell)
if (offset > threshold AND unit_vector is NOT
‘SHIFT")
dwell = mu_dwell
outlier_flag=1 // atleast 1 outlier found
dwell_total = dwell_total + dwell
depress_count = depress_count + 1
mu_dwell = dwell_total/depress_count

// repopulate sigma_dwell[] if there were outliers in mu_dwell[]
if (outlier_flag ==1)
for each value of the index in array unit_vectors[] do

extract a tuple of indices having that unit vector from
key_presses

initialize depress_count

initialize dwell

initialize variance

initialize variance_total

if (there are presses of that particular key (i.e. tuple not NUL))
for each item pointed by the indices in the tuple do
check whether it is a KeyDown
if next item is a keyup
variance € (difference in timestamp values
- mu_dwell of current index])"2
variance_total = variance_total + variance
depress_count = depress_count + 1

sigma_dwell = (variance_total / depress_count)”(0.5)
save mu_dwell[] as both .npy and .csv in profile folder of ReglD
save sigma_dwell[] as both .npy and .csv in profile folder of ReglD
close all files
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Algorithm —2: Extraction of pause duration ensemble from biometrics:

// Get registered user’s identity as a command line argument
RegID € command line argument 1

// Open biometrics file of registered user and read contents into
// dictionary ‘key_presses’

key_presses € load_from_json_file(biometrics file of RegID)

set buffer_size equal to length_of dictionary ‘key_presses’

// Initialize matrix to hold key event data

Number_of _rows = buffer_size

Number of columns = 3 {
Column 0 to hold the ‘key” of data type “string” initialized to NULL
Column 1 to hold the ‘timestamp” of data type ‘integer’ initialized to 0
Column 2 to hold the ‘event’ of data type “integer’ initialized to 0

}

/ /Populate the matrix

for i in range (buffer_size) do
key[i] € key_presses|[i]['key’]
timestampl|i] €
convert_string_to_integer(key_presses[i][‘timestamp’])
if (key_presses[i][‘type’]=="KeyDown")
event[i] € -1
if (key_presses[i]['type’]=="KeyUp__")
event[i] € 1

// Initialize array to hold pause durations ensemble
pause_times = [1-D array of 5000 elements holding 0]

j=2

n=0

while (j < buffer_size - 3) do
pause_start = pause_end =0

previous_key = next_key =b"' // NULL byte
if event is a KeyDown and it is a SPACE
k=j-1 / / backtrack to previous event
while previous event is not a KeyUp do
k=k-1 // Backtrack to the previous KeyUp
if it is not a WHITESPACE

pause_start = timestamp[j][0]

182



previous_key = key[k][0]

k=j+1 // point to event next to event 'j'
while next event is not a KeyDown of a SPACE do
k=k+1 // Advance to next KeyDown

if it is not a WHITESPACE or NULL
pause_end = timestamp|[k][0]
next_key = key[k][0]

if (pause_end - pause_start > 0) // We take only non-zero positive
values
pause_times[n] = pause_end - pause_start

n=n-+1

j=j+1 // Repeat the while loop

trim trailing zeros of pause_times|[]
save pause_times[] as both .npy and .csv in profile folder of RegID
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Algorithm — 3: Extraction of flight time vectors (generic) from biometrics:

// This algorithm may be used to extract any of the 4 flight time vectors
// Dictionary dict[] must be defined appropriately to match the vector type
// For quick sequences it must be defined dynamically

// Get registered user’s identity as a command line argument
ReglID € command line argument 1

// Open biometrics file of registered user and read contents into dictionary
‘key_presses’

key_presses € load_from_json_file(biometrics file of RegID)

set buffer_size equal to length_of dictionary ‘key_presses’

// Initialize matrix to hold key event data

Number_of_rows = buffer_size

Number of columns = 3 {
Column 0 to hold the ‘key’ of data type “string” initialized to NULL
Column 1 to hold the ‘timestamp” of data type “integer” initialized to 0
Column 2 to hold the ‘event’ of data type ‘integer’ initialized to 0

}

/ /Populate the matrix

for i in range (buffer_size) do
key[i] € key_presses|[i]['key’]
timestampl|i] €
convert_string_to_integer(key_presses[i]['timestamp’])
if (key_presses[i]['type’]=="KeyDown’")
event[i] € -1
if (key_presses[i]['type’]=="KeyUp__")
event[i] € 1

define dictionary of 2-character sequence as dict[]
initialize 3-D array to hold flight times as flight[][][] // a slice for each type of
tlight time

set dimensions equal to length of dict[] // Dimensionality of the vector
row_indices = [1-D array of integers of size ‘dimensions’ initialized to 0]

first char=""
second_char=""

2key_sequence ="’
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j=0

while (j < buffer_size - 3) do
t1=t2=t3=t4=0

if it is a 'KeyDown!'

tirst_char = key/[j][0]

k=j // save loop counter
t1 = timestamp|[k][0] // record the timestamp
k=k+1 // Move to next item in event data

if next event is also a 'KeyDown'

get value of k by invoking function procl(k, buffer_size -3)
else // If next event is a ‘KeyUp’

t2 = timestamp|[k][0]

invoke function proc2(k, buffer_size -3)

if first_char and second_char form a 2-key sequence of the required

kind

row = column =0

2key_sequence = (first_char+second_char).decode('utf-8')

// Now we have the sequence as a two character string

// reverse lookup its key in dictionary dict[] to find the row number
in 3-D array

m =0
for m in range(dimensions) do
if (dict[str(m)]==2key_sequence)
row =m

column = row_indices[row]

// Store flight time of the 1st type, in slice 0 | We avoid cases
/ / where either of the 't' are zero
if (t2!=0and t3 [=0)

flight[0][row][column] = t3 - t2
// Store flight time of the 2nd type, in slice 1
if (t1!=0and t3 [=0)

tlight[1][row][column] = 3 - t1
// Store flight time of the 3rd type, in slice 2
if (t2!=0and t4 != 0)

flight[2][row][column] = t4 - t2
// Store flight time of the 4th type, in slice 3
if (t1!=0and t4 [=0)

flight[3][row][column] = t4 - t1
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j=j+1 // increment loop counter to repeat the while loop
// Define new 3-D array to hold truncated flight times

max_row_length = row_indices|[maximum value in array row_indices[]]
initialize 3-D array to hold flight times as flight new[][][]

s=r=c=0

for s in range(4) do // slice
for r in range(len(dict[]) do // row in slice
for c in range(max_row_length) do // cell on row

tlight_new/[s][r][c]=flight[s][r][c]

// Eliminate outliers
s=r=c=0

mu = 0.0
std = 0.0
for s in range(4) do // slice
for r in range(len(dict[]) do // row in slice

remove the zeros of row flight new(s][r]
mu € mean of row flight_new/[s][r]
std € standard deviation of row flight new[s][r]
for c in range(max_row_length) do // cell on row
if (flight new[s][r][c] >= mu+3*std OR flight new[s][r][c] <= mu-
3*std)
flight_new/[s][r][c] = mu

// The main algorithm ends here
// What follows are the pseudo code of the specific functions called by the
main algorithm

function procl()
// This is called when it is detected that 1st key is being held down
// Accepts two parameters passed as k and limit

// Returns one parameter ‘k’

if it is the case of 1st key being held down
advance along array in search of KeyUp by incrementing k
t2 = timestamp|[k][0]
k = proc2(k,limit)
else // If KeyDown was due to pressing of 2nd key
k = proc3(k,limit)
return(k)
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function proc2()
// called from procl when 1st Key has been pressed and released
// Accepts two parameters passed as k and limit

// Returns one parameter ‘k’

k=k+1

if next event is a KeyDown
second_char = key[k][0]
t3 = timestamp|[Kk][0]
k=k+1 // Look at next event
if that is also a KeyDown
if (key[k][0] == second_char) // If it is the case of 2nd key being held
down
go in search of next KeyUp by incrementing k
t4 = timestamp[k][0]
else // If it is the case of a 3rd key been pressed
k = proc5(k,limit)
if it is a KeyUp
t4 = timestamp[k][0]

return(k)

function proc3()
// called from procl when two keys have been pressed consecutively |
// Accepts two parameters passed as k and limit

// Returns one parameter ‘k’

k=k+1 // Advance to next event
if next event is also a KeyDown // i.e. A 3rd key has been pressed before
releasing 1 or 2
Go in search of next KeyUp by incrementing k
if what was released is the 1st key

t2 = timestamp[k][0]

Go in search of next KeyUp by incrementing k

if what was released is the 2nd key

nop()
else // if what was released is the 3rd key
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Go in search of next KeyUp by incrementing k
t4 = timestamp|[k][0]
else
if what was released is the 2nd key
t4 = timestamp[Kk][0]
Go in search of next KeyUp by incrementing k
if what was released is the 1st key
nop()
if what was released is the 3rd key
Go in search of next KeyUp by incrementing k
t2 = timestamp[k][0]
else // If what was released is the 3rd key
Go in search of next KeyUp by incrementing k
if what was released is the 2nd key
t4 = timestamp|[k][0]
else // If what was released is the 1st key
t2 = timestamp[k][0]

else  // If next event was a KeyUp
if what was released is the 1st key
t2 = timestamp[k][0]
advance to next event

if it is a KeyUp
t4 = timestamp|[k][0]
else // if a 3rd key has been pressed before releasing 2nd

key
Go in search of next KeyUp by incrementing k
if what was released is the 2nd key
t4 = timestamp[k][0]
else // 1f what was released is the 3rd key
Go in search of next KeyUp by incrementing k
t4 = timestamp[k][0]

else // if what was released is the 2nd key
t4 = timestamp[k][0]
k=k+1
if nexteventisa KeyUp // i.e. release of 1st key
t2 = timestamp[k][0]
else // If a 3rd key has been pressed before releasing 1st
key
Go in search of next KeyUp by incrementing k
if what has been released is the 1st key
t2 = timestamp|[k][0]
else // If what has been released is the 3rd key
Go in search of next KeyUp by incrementing k
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t2 = timestamp|[k][0]

return(k)

function proc4()

// This was not required in the present implementation
// Accepts two parameters passed as k and limit
// Returns ‘k’ itself for scripts to work

return(k)

//

function proc5()
// called from proc2 when two keys have been pressed consecutively
// after release of 1st key

// Accepts two parameters passed as k and limit

// Returns one parameter ‘k’

while event is a KeyDown do
Go in search of next KeyUp by incrementing k
if what is released is the 2nd key
nop()
else // If what is released is the 3rd key
Go in search of next KeyUp by incrementing k
t4 = timestamp|[k][0]

return(k)

//

function nop()

// This function does nothing
// Acts as a place holder for the conditional branches of the
// scripts to execute correctly

return

//
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Algorithm — 4: Generation of training data for genuine test taking:

// Training a classifier requires both genuine and anomalous data points
// This algorithm generates data points to be labelled as “genuine’

player € command line argument

Open JSON file of test 01 of player as dictionary array key_events|[]
Retrieve vector mu_dwell[] of player

Initialize mu_dwell_hat[]

Initialize blank array autotheta[] to store theta

Point to the first dictionary element in key_events|[]
Initialize the index of array autotheta[]
while the end of key_events[] is not reached do

m=0

while m <40 do

Parse the array key_events[] populating mu_dwell_hat[] along the way
m=m+1

Determine subspace of mu_dwell_hat|[]

Project mu_dwell[] into the subspace

theta < angle (mu_dwell_hat[],projected mu_dwell[])

Push theta to array autotheta[]

Label theta as ‘genuine’

Advance the index of autotheta[] by 1

Advance the index of key_events[] by 40

Save array autotheta[] by updating appropriate column of matrix theta[][] in
folder of player

Close all open files
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Algorithm — S: Generation of training data for fraudulent test taking:

// Training a classifier requires both genuine and anomalous data points
// This algorithm generates data points to be labelled as “fraudulent’

// by making some other player the test taker, so that the biometrics are
// deliberately mismatched, which will result in anomalous data points

player € command line argument 1
other_player € command line argument 2

Open JSON file of test 01 of other_player as dictionary array key_events|[]
Retrieve vector mu_duwell[] of player

Initialize mu_dwell_hat[]

Initialize blank array crosstheta[] to store theta

Point to the first dictionary element in key_events|[]
Initialize the index of array crosstheta[]
while the end of key_events[] is not reached do
m=0
while m <40 do
parse the array key_events[] populating mu_dwell_hat[] along the way
m=m+1
Determine subspace of mu_dwell_hat[]
Project mu_dwell[] into the subspace
theta € angle (mu_dwell_hat[],projected mu_dwell[])
Push theta to array crosstheta[]
Label theta as ‘fraudulent’
Advance the index of crosstheta[] by 1
Advance the index of key_events[] by M dictionary elements

Save array crosstheta[] by updating appropriate column of matrix theta[][] in

folder of player
Close all open files
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Algorithm — 6: Simulation of genuine and impersonated test taking:

// This algorithm can be used to simulate both ‘genuine” and “fraudulent’
// testtaking by impersonation, offline.
// Genuine test taking is simulated by making player_1 = player_2

player_1 € command line argument 1
player_2 € command line argument 2

Retrieve dwell_time vector of player_1 as mu_duwell[]
Retrieve best classifier of player_1 for dwell time features as model()
Open JSON file of test 02 of player_2 as dictionary array key_events[]

genuine €< TRUE

point to first dictionary element of key_events|[]

while end of key_events[] is not encountered do
create blank matrix mu_dwell_hat[] with structure similar to mu_duwell[]
read M consecutive key events from key_events|]
compute mu_dwell_hat[] of the N keys within the M events
determine subspace of mu_dwell_hat][]
project mu_dwell[] to subspace of mu_dwell_hat[]
theta € angle between mu_dwell_hat[] and projected mu_dwell[]
genuine € model.predict(theta)
advance pointer of key_events[] by M dictionary elements

save file genuine[] as both .npy and .csv

close all files
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Algorithm —7: Simulation of fraudulent test taking:

// This algorithm can be used for the offline simulation of
// fraudulent acts of test taking other than impersonation
// namely, test taking while looking up and

// test taking while collaborating.

// Command line argument “test” will determine the type of
// fraudulent act.

// For lookup, test =03

// For collaboration, test = 04

player € command line argument 1
test € either ‘03" or ‘04" as command line argument 2

Retrieve dwell_time vector of player as mu_dwell[]
Retrieve best classifier of player for dwell time features as model()
Open JSON file of test of player as dictionary array key_events|[]

genuine €< TRUE

point to first dictionary element of key_events|[]

while end of key_events[] is not encountered do
create blank matrix mu_dwell_hat[] with structure similar to mu_duwell[]
read M consecutive key events from key_events|]
compute mu_dwell_hat[] of the N keys within the M events
determine subspace of mu_dwell_hat][]
project mu_dwell[] to subspace of mu_dwell_hat|[]
theta € angle between mu_dwell_hat[] and projected mu_dwell[]
genuine € model.predict(theta)
advance pointer of key_events[] by M dictionary elements

save file genuine[] as both .npy and .csv

close all files

193



Algorithm — 8: Selection of anomalous data sources for a roleplaver:

// Since the training dataset needs to be balanced, in addition to N data
// points from the roleplayer, N/5 data points of another 5 roleplayers
// must be taken as anomalous data points to make the balanced dataset
// of size 2N.

// This algorithm is used to select the 5 other roleplayers who will be the
// source of anomalous data for the roleplayer under consideration.

RegID € command line argument

// Initialize variables to hold the strings indicating the
// 5roleplayers to be determined.

ImpID1 = ImpID2 = ImpID3 = ImpID4 = ImpID5 ="*

Retrieve the theta matrix of RegID as theta[][]
Define dictionary of IDs as dict[]

Identify the column of theta[][] corresponding to RegID as selftheta[]
mu € mean value of selftheta[]

// Initialize array to hold variance values
theta_var[][] € {{ID, data_type: int, initially 0},

{variance, data_type:integer, initially 0}}
Number_of rows = len(dict[])

// Populate theta_var[][]
for i in range(len(dict[])) do
theta_var[i][0] =1 // This will be used to cross refer the ID
theta_var[i][1] = abs[mu - mean(theta[i])) // absolute difference of
means
theta_var[][] € theta_var[][] sorted ascending on theta_var[1]

// Now the rows with smallest difference of mean values are on top,
// Row 0 will have 0, being the difference of mean of RegID with itself
// Next 5 rows will have the entries of 5 roleplayers with smallest difference

ImplD1 = dict[str(theta_var[1][0])]
ImplID2 = dict[str(theta_var[2][0])]
ImplID3 = dict[str(theta_var[3][0])]
ImplD4 = dict[str(theta_var[4][0])]
ImpID5 = dict[str(theta_var[5][0])]

Close all files
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Algorithm — 9: Generation of training dataset for a roleplayer for a given
feature:

// Since the training dataset needs to be balanced, in addition to N data
// points from the roleplayer, N/5 data points of another 5 roleplayers
// must be taken as anomalous data points to make the balanced dataset
// of size 2N.

// This algorithm is used to build this dataset for a given feature

// for the roleplayer under consideration.

// The anomalous data sources ImpID? must be determined beforehand
// using Algorithm - 8. The standard output of Algorithm - 8 may be
// redirected to a file which can be used to automate the execution of the
// program that runs on this algorithm. As the default,

// inputs are given as command line arguments.

ReglD € command line argument 1
ImpID1 € command line argument 2
ImpID2 € command line argument 3
ImpID3 € command line argument 4
ImpID4 € command line argument 5
ImpID5 € command line argument 6

// Initialize matrix to hold dataset for the given feature
dataset € {{theta, data_type: float, initially 0.0},

{label, data_type: integer, initially 0}}
Number_of rows = 2*N

Retrieve theta matrix of RegID as theta[][]
Define dictionary of IDs as dict[]

// Identify the relevant columns of the players in theta[][]
for Ic in dict do
if (dict[lc]==RegID)
genuine_h = int(lc)
if (dict[lc]==Imp1)
imp1_h = int(Ic)
if (dict[lc]==Imp?2)
imp2_h = int(Ic)
if (dict[lc]==Imp3)
imp3_h = int(Ic)
if (dict[lc]==Imp4)
imp4_h = int(Ic)
if (dict[lc]==Imp))
imp5_h = int(lc)
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// Populate the dataset matrix

// First N rows
for i in range(N) do
dataset [i][0] = theta[ :,genuine_h][i]
dataset [i][1] = 0 // Label = 0; genuine data point

// Next N rows
for i in range(N/5) do
dataset [N + i][0] = theta[ :, Imp1_h][i]

dataset [N +i][1] =0 // Label = 1; anomalous data point
dataset [N + N/56 + i][0] = theta[ :,Imp2_h][i]

dataset [N + N/5 +i][1] = 0 // Label = 1; anomalous data point
dataset [N + 2*N/5 + i][0] = theta] :, Imp3_h][i]

dataset [N + 2*N/5 + i][1] = 0 // Label = 1; anomalous data point
dataset [N + 3*N/5 + i][0] = theta] :, Imp4_h][i]

dataset [N + 3*N/5 +i][1] = 0 // Label = 1; anomalous data point
dataset [N + 4*N/5 + i][0] = theta] :, Imp5_h][i]

dataset [N + 4*N/5 +i][1] = 0 // Label = 1; anomalous data point

// Now the two column matrix dataset[][] is populated with first N rows
// labelled as ‘genuine” and the second N rows labeled as ‘fraudulent’
// The set is therefore balanced.

Save dataset[][] as both .csv and .npy in profile folder of RegID

Close all files
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Algorithm — 10: Generic algorithm to train and test a classifier:

// This algorithm is used to train and test a classifier of given type
// for a given variant of training dataset for a given roleplayer

RegID € command line argument 1

classifier_type € command line argument 2
dataset_variant € command line argument 3

test_size € command line argument 4

retrieve the dataset specified by dataset_variant as data[][]

classifier € model_train_test(classifier_type data[][] test_size)

save classifier as .pkl file in profile folder of RegID

Function model_train_test()
// Accepts 3 parameters
// classifier type

// dataset
//  Size of fraction of dataset to be used for testing

Split data[][] into training and testing set based on test_size
Determine the training model based on classifier_type

Fit the training data to the model

Predict the label using model and test data

return(model)
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Algorithm —11: Selection of best classifier for a vector based feature:

// This algorithm is used to select the best classifier for a given
// vector based feature for a given roleplayer

RegID € command line argument 1
feature_type € command line argument 2

// Open biometrics file of Test 01 of registered user and read contents
// into dictionary ‘key_presses’
key_presses € load_from_json_file(biometrics file of RegID)

buffer_size = length_of(key_presses)

// Retrieve matrix holding details of classifiers for the feature_type
classifiers[] € sliceof(LMdetails[],feature_type)

// Retrieve the feature vector corresponding to feature_type from profile
// of RegID
vector[] € feature vector corresponding to feature_type in profile of RegID

// Initialize vector to hold classifier performance
classifier_performance € {FRR, data_type: float, initially 0.0}
Number_of rows =16

// Simulate taking of Test 01 by RegID while authenticating
// using each of the 16 classifiers in turn

for i in range(16) do
model() € classifiers[i]
// Initialize matrix to store simulation data
sim_data € {{theta, data_type: float, initially 0.0},
{genuine, data_type: Boolean, initially TRUE}}
Number_of_rows = int(buffer_size/M + 1)

genuine € TRUE

loop_count =0

point to first dictionary element of key_presses|]

while end of key_presses[] is NOT encountered do
create blank matrix vector_hat[] with structure similar to vector[]
read M consecutive key events from key_ presses|[]
compute vector_hat[] of the N keys within the M events
determine subspace of mu_dwell_hat[]

198



project vector[] to subspace of vector_hat[]
theta € angle between vector_hat[] and projected vector|]
genuine € model.predict(theta)
push theta and genuine into sim_data[loop_count]
advance pointer of key_ presses[] by M dictionary elements
increment loop_count
trim trailing zeros in sim_data[]
false_rejections = 0
j=0
for j in range (loop_count) do
if sim_data[genuine] == FALSE
false_rejections = false_rejections + 1
FRR € false_rejections/loop_count
classifier_performance[i] € FRR

// Next, we select the element pointing to the best classifier

n € index of smallest element of classifier_performance[]
best_classifier € classifiers[n]

update entry of RegID in best_classifiers database with best_classifier

close all files
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Algorithm — 12: Selection of best classifier for an ensemble based feature:

// This algorithm is used to select the best classifier for a given
// ensemble based feature for a given roleplayer

RegID € command line argument 1
feature_type € command line argument 2

// Open biometrics file of Test 01 of registered user and read contents
// into dictionary ‘key_presses’
key_presses € load_from_json_file(biometrics file of RegID)

buffer_size = length_of(key_presses)

// Retrieve matrix holding details of classifiers for the feature_type
classifiers[] € sliceof(LMdetails[],feature_type)

// Initialize vector to hold classifier performance
classifier_performance € {FRR, data_type: float, initially 0.0}
Number_of rows =16

// Simulate taking of Test 01 by RegID while authenticating
// using each of the 16 classifiers in turn

for i in range(16) do
model() € classifiers[i]
// Initialize matrix to store simulation data
sim_data €< {{mean_pause, data_type: float, initially 0.0},
{genuine, data_type: Boolean, initially TRUE}}
Number_of _rows = int(buffer_size/M + 1)

genuine € TRUE
loop_count =0
point to first dictionary element of key_presses|]
while end of key_presses[] is NOT encountered do
read M consecutive key events from key_ presses|]
pause_count = 0
pause_total = 0
for each pause encountered within M key events do
compute pause // asin Algorithm 2
pause_total = pause_total + pause
pause_count = pause_count + 1
mean_pause = pause_total/pause_count
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genuine € model.predict(theta)
push mean_pause and genuine into sim_data[loop_count]
advance pointer of key_ presses[] by M dictionary elements
increment loop_count
trim trailing zeros in sim_data[]
false_rejections = 0
j=0
for j in range (loop_count) do
if sim_data[genuine] == FALSE
false_rejections = false_rejections + 1
FRR € false_rejections/loop_count
classifier_performance[i] € FRR

// Next, we select the element pointing to the best classifier

n € index of smallest element of classifier_performance[]
best_classifier € classifiers[n]

update entry of RegID in best_classifiers database with best_classifier

close all files
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APPENDIX - B

INDEX OF SOURCE LISTINGS

Given below is a complete list of all computer program scripts that were written exclusively for use in the experiments, with

a brief description of what each script does.

# Name of source listing file Type Description

1 analCommonDatadwell.py Python script ~ Performs statistical analysis on the data other than FAWI of
the candidate, stored in the common data matrices

2 analFAWIdwell.py Python script ~ Performs statistical analysis on the FAWI data of the
candidate, stored in the common data matrices

3 analflight2.py Python script ~ Analyzes the summarized results of flight time related data
derived from simulations of the running of Test 02

4 analLMname.py Python script ~ Extracts relevant details from the filename of learning
machine

5 analperf.py Python script ~ Provides a visual readout of the performance recorded by
‘performance.py’ on standard output

6 buildCombDetMat.py Python script ~ Builds matrix with overall detection performance of best
machines of all candidates when taking Test 02

7 buildCombDetMat3.py Python script ~ Builds matrix with overall detection performance of best

machines of all candidates when taking Test 03
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Name of source listing file

Type

Description

10

11

12

13

14

15

16

17

18

buildCombDetMat4.py

buildLM3LR.py
buildLM3LRwOE.py
buildLM3NB.py
buildLM3NBwOE.py
buildLM3RF.py
buildLM3RFwOE.py

buildLM3SVM.py

buildLM3SVMwOE.py

buildLM4LR .py

buildLM4LRwOE.py

Python script

Python script
Python script
Python script
Python script
Python script
Python script

Python script

Python script

Python script

Python script

Builds matrix with overall detection performance of best
machines of all candidates when taking Test 04

Builds classifier of type Logistic Regression using
TrainingSet3.csv

Builds classifier of type Logistic Regression using
TrainingSet3wOE.csv

Builds classifier of type Naive Bayes using
TrainingSet3.csv

Builds classifier of type Naive Bayes using
TrainingSet3wOE.csv

Builds classifier of type Random Forest using
TrainingSet3.csv

Builds classifier of type Random Forest using
TrainingSet3wOE.csv

Builds classifier of type Support Vector Machine using
TrainingSet3.csv

Builds classifier of type Support Vector Machine using
TrainingSet3wOE.csv

Builds classifier of type Logistic Regression using
TrainingSet4.csv

Builds classifier of type Logistic Regression using
TrainingSet4wOE.csv
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Name of source listing file

Type

Description

19

20

21

22

23

24

25

26

27

28

29

buildLM4NB.py
buildLM4NBwWOE.py
buildLM4RF.py
buildLM4RFwOE.py

buildLM4SVM.py

buildLM4SVMwOE.py

buildLMSLR.py

buildLMSLRwOE.py

buildLMSNB.py
buildLMSNBwWOE.py

buildLMS5RF.py

Python script
Python script
Python script
Python script

Python script

Python script

Python script

Python script

Python script
Python script

Python script

Builds classifier of type Naive Bayes using
TrainingSet4.csv

Builds classifier of type Naive Bayes using
TrainingSet4wOE.csv

Builds classifier of type Random Forest using
TrainingSet4.csv

Builds classifier of type Random Forest using
TrainingSet4wOE.csv

Builds classifier of type Support Vector Machine using
TrainingSet4.csv

Builds classifier of type Support Vector Machine using
TrainingSet4wOE.csv

Builds classifier of type Logistic Regression using
TrainingSet5.csv

Builds classifier of type Logistic Regression using
TrainingSetSwOE.csv

Builds classifier of type Naive Bayes using
TrainingSet5.csv

Builds classifier of type Naive Bayes using
TrainingSetSwOE.csv

Builds classifier of type Random Forest using
TrainingSet5.csv
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Name of source listing file

Type

Description

30

31

32

33

34

35

36

37

38

39

40

buildLM5SRFwOE.py

buildLM5SVM.py
buildLM5SVMwOE.py

buildLM6LR.py
buildLM6LRwWOE.py
buildLM6NB.py
buildLM6NBwWOE.py
buildLM6RF.py
buildLM6RFwOE.py

buildLM6SVM.py

buildLM6SVMwOE.py

Python script

Python script
Python script

Python script
Python script
Python script
Python script
Python script
Python script

Python script

Python script

Builds classifier of type Random Forest using
TrainingSetSwOE.csv

Builds classifier of type Support Vector Machine using
TrainingSet5.csv

Builds classifier of type Support Vector Machine using
TrainingSetSwOE.csv

Builds classifier of type Logistic Regression using
TrainingSet6.csv

Builds classifier of type Logistic Regression using
TrainingSetowOE.csv

Builds classifier of type Naive Bayes using
TrainingSet6.csv

Builds classifier of type Naive Bayes using
TrainingSetowOE.csv

Builds classifier of type Random Forest using
TrainingSet6.csv

Builds classifier of type Random Forest using
TrainingSetowOE.csv

Builds classifier of type Support Vector Machine using
TrainingSet6.csv

Builds classifier of type Support Vector Machine using
TrainingSetowOE.csv
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Name of source listing file

Type

Description

41

42

43

44

45

46

47

48

49

50

51

buildLMSDTwWCV.py

buildLMSLR.py
buildLMSLRwWOE.py
buildLM8NB.py
buildLM8ENBwWOE.py
buildLM8RF.py
buildLM8RFwOE.py

buildLM8SVM.py

buildLM8SVMwOE.py

buildLMILR .py

buildLMILRwWOE.py

Python script

Python script
Python script
Python script
Python script
Python script
Python script
Python script

Python script

Python script

Python script

Builds classifier of type Decision Tree with Cross-
Validation using TrainingSet8.csv (Not used)

Builds classifier of type Logistic Regression using
TrainingSet8.csv

Builds classifier of type Logistic Regression using
TrainingSet8wOE.csv

Builds classifier of type Naive Bayes using
TrainingSet8.csv

Builds classifier of type Naive Bayes using
TrainingSet8wOE.csv

Builds classifier of type Random Forest using
TrainingSet8.csv

Builds classifier of type Random Forest using
TrainingSet8wOE.csv

Builds classifier of type Support Vector Machine using
TrainingSet8.csv

Builds classifier of type Support Vector Machine using
TrainingSet8wOE.csv

Builds classifier of type Logistic Regression using
TrainingSet9.csv

Builds classifier of type Logistic Regression using
TrainingSet9wOE.csv
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Name of source listing file

Type

Description

52

53

54

55

56

57

58

59

60

61

62

buildLMONB.py
buildLMINBwWOE.py
buildLMORF.py
buildLM9RFwOE.py
buildLM9SVM.py

buildLM9SVMwOE.py

calcFAWIdwell.py
calcFRWIdwell.py
checkflight.py

checkpausetimes.py

checkQQall.py

Python script
Python script
Python script
Python script
Python script

Python script

Python script
Python script
Python script
Python script

Python script

Builds classifier of type Naive Bayes using
TrainingSet9.csv

Builds classifier of type Naive Bayes using
TrainingSet9wOE.csv

Builds classifier of type Random Forest using
TrainingSet9.csv

Builds classifier of type Random Forest using
TrainingSet9wOE.csv

Builds classifier of type Support Vector Machine using
TrainingSet9.csv

Builds classifier of type Support Vector Machine using
TrainingSet9wOE.csv

Updates matrix performance.csv/.npy with FAWI of
impersonations

Updates matrix performance.csv/.npy with FRWI of
genuine test taking

Produces report of flight time related features of all
candidates

Extracts and saves pause times related parameters of all
candidates

Displays QQall matrix (Auto and cross theta values) of a
single candidate
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Name of source listing file

Type

Description

63

64

65

66

67

68

69

70

71

constructFAWImatrix.py
createBestMachineMatrix.py

createCombDetMat2_extended.py

createCombDetMat3 extended.py

createCombDetMat4 extended.py

createCombinedDetectionsFile.py

createCommonArrays.py

createtCommonMetricsDatabase.py

createLMdetailsMatrix.py

Python script
Python script

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Centralizes FAWI data of all candidates into a common
matrix

Creates empty 'Best Machines' matrix
build the blank matrix to store all performance parameters
of Test 02 of all candidates taking test genuinely

build the blank matrix to store all performance parameters
of Test 03 of all candidates taking test genuinely

build the blank matrix to store all performance parameters
of Test 04 of all candidates taking test genuinely

extract performance data when impersonation is monitored
by all 3 best machines and builds a central database for
given candidate

Creates empty common arrays to store performance metrics
for all candidates

Creates the blank metrics tables for Tests 03, 04

Builds a matrix containing details of all classifiers used
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Name of source listing file

Type

Description

72

73

74

75

76

77

78

79

createMasterPerformanceFile2.py

createSelfCombinedDetectionsFile.py

createSelfCombinedDetectionsFile Test03.py

createtr3n4.py

createtr3n4dwOE.py

createtrSn6.py

createtrSn6wOE.py

createtr8n9.py

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Creates master performance database during impersonation
for a given candidate for combined detection by all 3
classifiers

extract performance data when genuine taking of test 02 is
monitored by all 3 best machines and builds a central
database for all candidates

extract performance data when taking of test 03 is
monitored by all 3 best machines and builds a central
database for all candidates

Creates training dataset 3 and 4 for given candidate

Creates training dataset 3 and 4 for given candidate with
outliers eliminated

Creates training dataset 5 and 6 for given candidate

Creates training dataset 5 and 6 for given candidate with
outliers eliminated

Creates training dataset 8 and 9 for given candidate
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Name of source listing file

Type

Description

80

81

82

83

84

85

86

87

createtr8n9wOE.py

crossbeta.py

crossthetaall.py

crossthetavaribuf.py

dwell.py
flight2.py

flightfeature oneseq.py

flightfeatures.py

Python script

Python script

Python script

Python script

Python script
Python script

Python script

Python script

Creates training dataset 8 and 9 for given candidate with
outliers eliminated

Generates and stores angle of departure between hot
sequence vectors of a given candidate/imposter pair

Generates and stores angle of departure between dwell time
vectors of a given candidate/imposter pair

Generates and stores angle of departure between dwell time
vectors of a given candidate/imposter pair for monitoring at
constant time intervals instead of buffers of fixed size (not
used)

Extract dwell time vector for a given candidate from Test
01

Extract flight time vectors for a given candidate from Test
01

Produces a summary of flight time related features for a
selected hot sequence for a given candidate on standard
output

Produces a summary of flight time related features for given
candidate on standard output
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# Name of source listing file Type Description

88 getNonTemporalsExpl.py Python script ~ Create and populate the common matrix
NonTemporalsExp1.npy/csv for genuine test taking during
Experiment 1.

89 livedwell.py Python script ~ Captures and analyzes feature vectors associated with
'Dwell Time' of a candidate against the captured feature
vectors in the profile.

90 liveflight2.py Python script ~ Captures and analyzes feature vectors associated with
'Flight Time' of a candidate against the captured feature
vectors in the profile.

91 liveflight2summary.py Python script ~ Generates a summary matrix of simulated impersonation of
all players by all players

92 MachineStats.py Python script ~ Generates and saves statistical data about the performance
of learning machines

93 mergeDynAccVectors.py Python script ~ Merges all dynamic accuracy vectors created by
'SIMexpldynacc.py' into a single matrix

94 mergeFAlvectors.py Python script ~ Merges all FAI vectors captured during 'SIMexp3anal.py’
and' SIMexp4anal.py' into two single matrices and stores
them

95 performance.py Python script ~ Analyzes and records the detector results generated by

SIMexp2.py for a given candidate with each other candidate
as imposter
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# Name of source listing file Type Description

96 performance2.py Python script ~ Analyzes and records the detector results created by
SIMexp2comb.py for a candidate while taking Test 02
genuinely.

97 performance3.py Python script ~ Analyzes and records the detector results created by
SIMexp2comb.py for a candidate while taking Test 03
(looking up).

98 performance3 .py Python script ~ Same as performance3.py but considers only the detection
of dwell time based and pause duration based classifiers

99 performance4.py Python script ~ Analyzes and records the detector results created by
SIMexp2comb.py for a candidate while taking Test 04
(collaborating).

100 performanceflight.py Python script ~ Analyzes and records the detector results generated by
SIMexp2flight.py for a given candidate with each other
candidate as imposter

101 performanceSelf.py Python script ~ Same as 'performance.py' but focuses on genuine test taking
by given candidate

102 QQmerge2.py Python script ~ Takes all 'crosstheta' files for a given candidate and merges
them into a single matrix (saved as both .csv and .npy)

103 selectlmposters.py Python script ~ Selects the best 5 imposters for a given candidate based on
'dwell time' related features
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Name of source listing file

Type

Description

104

105

106

107

108

109

110

111

112

selectimposters2.py

selectlmposters3.py

selectLM4dwell.py

selectLM4flight.py

selectLM4hot.py

selftheta.py

selftheta A.py

SIMexpldynacc.py

SIMexplplotdynacc.py

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Selects the best 5 imposters for a given candidate based on
'pause duration' related features

Selects the best 5 imposters for a given candidate based on
'flight time' related feature 'hot sequences'

Identifies the dwell time based best classifier for a given
candidate and loggs in the 'BestMachines' database

Identifies the pause duration based best classifier for a
given candidate and loggs in the 'BestMachines' database

Identifies the hot sequence flight time based best classifier
for a given candidate and loggs in the 'BestMachines'
database

Simulates the generation of 'self theta' matrix (angle of
departure during Test 01)

Same as 'sleftheta.py' but accepts command line arguments
(for ease of automation)

computes the dynamic accuracy of genuine detection during
taking of Test 01

plots current genuine detections of Experiment 1 for given
candidate
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# Name of source listing file Type Description

113 SIMexp2.py Python script ~ Simulates candidate taking Test 02 either genuinely or as an
imposter and records detections by dwell time based
classifier

114 SIMexp2anal.py Python script ~ Analyses results generated by 'SIMexp2.py' and produces a
report on standard output.

115 SIMexp2anal2.py Python script ~ Same as 'SIMexp2anal.py' but stores the analysis report

116 SIMexp2comb?2.py Python script ~ Simulates candidate taking Test 02 either genuinely or as an
imposter and records the combined detection by all 3 best
classifiers.

117 SIMexp2dwell.py Python script ~ Simulates candidate taking Test 02 either genuinely or as an
imposter and records the detection by dwell time based best
classifier.

118 SIMexp2flight.py Python script ~ Simulates candidate taking Test 02 either genuinely or as an
imposter and records the detection by pause duration based
best classifier.

119 SIMexp2hot.py Python script ~ Simulates candidate taking Test 02 either genuinely or as an
imposter and records the detection by hot sequence flight
time based best classifier.

120 SIMexp2pilot.py Python script ~ Simulates candidate taking Test 02 genuinely and records

the combined detection by all 3 best classifiers (to be used
as a comparison benchmark)
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Name of source listing file

Type

Description

121

122

123

124

125

126

127

128

129

SIMexp2ResultsSummary.py

SIMexp2selected.py

SIMexp2self.py

SIMexp2spcResultsSummary.py

SIMexp3anal.py

SIMexp3catchupdynacc.py

SIMexp3comb.py

SIMexp3dynacc.py

SIMexp3plotdynacc.py

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Python script

Records the results of a simulated taking of Test 02
involving a candidate/imposter pair and records the results
in a structured array

Same as 'SIMexp2<*>.py’ but with provision to select the
type of classifier through a command line argument.

Simulates the genuine taking of Test 02 by given candidate
and records the detection by each classifier

Same as 'SIMexp2ResultsSummary.py' but simulates taking
of Test 01 instead of Test 02

Analyzes the results of 'SIMexp3comb.py' by a candidate
(looking up) by comparing against pilot test (Test 02)
creates dynamic accuracy catchup matrix for Test 04 for a

threshold factor given as command line argument

Simulates candidate taking Test 03 (simulated lookup) and
records the combined detection by all 3 best classifiers.

compute the dynamic accuracy of genuine detection during
taking of Test 03

plots current genuine detections of Experiment 3 for given
candidate
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Name of source listing file

Type

Description

130

131

132

133

134

135

136

137

138

SIMexp4anal.py

SIMexp4catchupdynacc.py

SIMexp4comb.py

SIMexp4dynacc.py

SIMexp4plotdynacc.py
AnalAll.sh

azdownload.sh

azupload.sh

buildAIILM.sh

Python script

Python script

Python script

Python script

Python script

UNIX shell
script
UNIX shell
script

UNIX shell
script

UNIX shell
script

Analyzes the results of 'SIMexp4comb.py' by a candidate
(collaboration) by comparing against pilot test (Test 02)

creates dynamic accuracy catchup matrix for Test 03 for a
threshold factor given as command line argument

Simulates candidate taking Test 04 (simulated
collaboration) and records the combined detection by all 3
best classifiers.

compute the dynamic accuracy of genuine detection during
taking of Test 04

plots current genuine detections of Experiment 4 for given
candidate

automates the execution of SIMexp2.py and
SIMexp2anal.py for all candidates

Download a single file (given as command line argument)
from MS AZUR virtual machine

Upload a single file (given as command line argument)to
MS AZUR virtual machine

Automates the execution of 'buildLM*.py"' for all candidates
so that all classifiers will be created for all candidates
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# Name of source listing file Type Description

139 BuildNewMachines.sh UNIX shell Automates the execution of buildLM5*.py, buildLM6*.py
script buildLM8*.py and builds LM9*.py for all candidates

140 chkQQ.sh UNIX shell Lists the QQ (cross theta) files in the profiles of all
script candidates

141 chkSIMexp2files.sh UNIX shell Checks for the creation of output files of Test 02 for all
script candidates

142 createcrosstheta_all.sh UNIX shell Automates the execution of 'crosstheta_all.py' for all
script candidates

143 createprofile.sh UNIX shell Extracts 'dwell time' and 'flight times' vectors for a given
script candidate and stores them in the "profiles' folder [Used

initially]

144 createvars.sh UNIX shell Creates and exports environmental variables useful for
script several other scripts

145 QQmerge2.sh UNIX shell Automates the execution of 'QQmerge2.py' for all
script candidates

146 selectLM4dwell.sh UNIX shell Automates the execution of 'selectLM4dewll.py' for all
script candidates

147 selectLM4flight.sh UNIX shell Automates the execution of 'selectLM4flight.py' for all
script candidates

148 SIMexp2All.sh UNIX shell Automates the simulation of impersonation of all candidates
script by all other candidates through the nested calling of

'SIMexp2*.py'
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# Name of source listing file Type Description
149 SIMexp2anal.sh UNIX shell Automates the consecutive execution of 'SIMExp2.py' and
script 'SIMexp2anal.py' for all candidates
150 SIMexp2comb.sh UNIX shell Automates the execution of 'SIMexp2comb2.py' for all
script candidates
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APPENDIX - C

RELATED PUBLICATIONS

The following publications were authored during the course of the research and dealt with various aspects connected with the research.

# Title of publication

Co-authors

Status as at 2026.06.04

Remarks

1 Are ‘Online Tests’ Realistic in Indika Perera Presented at the annual sessions, Institution of -
Sri Lanka? Engineers, Sri Lanka, 2019 and published in the
transactions
2 Non-obtrusive Imposter Indika Perera Published in the journal ‘Engineer’ of the Institution of -
Detection During Online Shantha Fernando Engineers, Sri Lanka, January 2025
Assessments

3 The Challenge of Online
Assessments in Sri Lanka

Indika Perera
Shantha Fernando

Presented at the Research Symposium in the annual
sessions of the Institution of Engineers, Sri Lanka,
2025 and published in the transactions

Received the ‘Late Eng. E. O. E. Pereira
award’ for the best paper presented at the
2025 annual sessions.

4 Extension of non-obtrusive
Imposter Detection during
Online Tests to detect
fraudulent acts other than
Impersonation

Indika Perera
Shantha Fernando

Structured abstract presented at the 6 CINEC
International Research Symposium 2025

Full paper published in the ‘Journal of Innovation in
Science, Engineering and Technology (JISET)’

Poster presentation of the structured abstract
was adjudged the best in the track
‘Computing and Information Technology’

5 Lean Keystroke Logging for
Continuous Authentication
During Online Assessments

Thushan Sivalingam
Nandana Rajatheva
Indika Perera
Shantha Fernando

Presented at the 2™ ADScAI research conference 2026,
University of Moratuwa.

Accepted for publication in the conference
proceedings.

6 Non-obtrusive detection of
clipboard transfers during online
tests

Indika Perera
Shantha Fernando

Submitted to ICTer 2026, acceptance decision being
awaited.
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