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Abstract 

Subscriber Identity Module (SIM) box fraud causes severe International Direct Dialing (IDD) 

revenue losses to network operators and also causes harm to their brand names due to its low 

Quality of Service (QoS). Therefore, it is very important to prevent this fraud by disconnecting 

SIM numbers used for SIM box fraud with smaller call attempts to hinder fraudsters from 

generating revenue. However, detection of SIM box fraud numbers for disconnection 

consumes lots of work hours as it is necessary to minimize the impact on genuine subscribers. 

Call Detail Record (CDR) analysis is one of the methods to detect SIM numbers used in the 

SIM box. Machine learning techniques for fast data analysis are suitable for detecting SIM 

box numbers using CDR. This research was carried out to accurately identify suitable machine 

learning methods to detect SIM box fraud numbers. Subscriber profiles are created using CDR 

to train and evaluate machine learning models. Support vector classifier, decision tree 

classifier, and K-nearest neighbors classifier algorithms show better results from different 

types of machine learning models that were trained and evaluated to identify suitable 

algorithms to detect accurately. A weighted linear combination of these algorithms was used 

to get the best result with a macro F1-score value of 0.89 using the ensemble voting classifier 

algorithm. The result confirms that machine learning models can be used to detect SIM box 

fraud numbers accurately.  

 

Keywords:  International direct dialing, SIM box fraud, bypass fraud, machine learning, 

neural networks, support vector machine algorithms, decision tree algorithms, K-nearest 

neighbors algorithms, ensemble voting algorithm. 
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1. INTRODUCTION 

1.1. Background 

International Direct Dialing (IDD) is one of the main revenue streams of 

telecommunication network operators. IDD calls that terminated in a network generate 

high revenue for the network operator and generate higher tax revenue for the 

government compared to local calls. In Sri Lanka, the total IDD termination was 

393,330,936.2 minutes in 2020. Even though it is significantly lower than 

61,464,764,054 minutes of local incoming usage, it is a sizable portion of the revenue 

due to high IDD termination charges [1]. However, there are massive revenue losses 

that occur from IDD calls due to different frauds. 

 

Subscriber Identity Module (SIM) box fraud is one of the frauds that directly causes 

IDD termination revenue losses. According to a survey conducted by the 

Communications Fraud Control Association (CFCA), the estimated global loss due to 

SIM box fraud was around 3.28 billion United States Dollars (USD) in 2019, which 

was the second-largest loss incurred by a fraud type in the telecommunication industry 

as it was only behind International Revenue Share Fraud (IRSF) which incurred 5.04 

billion USD in loss [2]. Figure 1.1 shows the estimated fraud losses of the most 

prevalent fraud types including SIM box fraud. SIM box fraud is also called bypass 

fraud as its bypasses the normal IDD call route through illegal routes that terminate 

the IDD call as a local call with the help of a SIM box device. The SIM box which 

contains several local on-net or off-net SIMs can route IDD calls via these SIMs as 

local calls, so the network operator of the terminating network only observes the calls 

as local calls causing them to miss out on the IDD call charges. Therefore, it is 

necessary to prevent SIM box fraud to mitigate this IDD revenue loss. 
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Figure 1.1: Estimated fraud losses by type (in USD billions) in 2019 as per the 

CFCA survey [2]. 

 

Network operators prevent SIM box fraud by detecting SIMs used by SIM boxes to 

make calls and then blocking these SIM numbers from making any calls to the 

network. The detection of the SIM box fraud is mainly done via two methods which 

are active test call, and Call Detail Record (CDR) analyzing methods. In the active test 

call method, test IDD calls are made from outside the network to several test SIM 

numbers to check whether the received calls are through legitimate IDD routes or 

fraudulent local SIM boxes. This method can identify mobile numbers which are used 

in SIM boxes accurately. However, the volume of the detected fraudulent mobile 

numbers is directly proportional to the volume of the test calls. Therefore, this method 

still cannot identify all the active SIM box numbers. Therefore, CDR analyzing method 

is important to detect a higher volume of fraudulent mobile numbers, if not all the 

active SIM box numbers. In CDR analyzing method, CDRs are analyzed under 

different criteria to identify the mobile numbers which are used for SIM box fraud. 

This is possible as the mobile numbers used in SIM boxes show different behavior 

compared to the normal subscriber behavior. However, the identification of SIM box 

numbers via CDR analysis has issues with accuracy compared to the active test call 

method that detects SIM box numbers with full accuracy. The inaccuracy is there as 

sometimes genuine subscribers tend to show behavior close to SIM box numbers. 



3 
 

Therefore, it is very important to use correct methods to analyze CDRs and detect SIM 

box numbers to avoid the detection of genuine subscribers as SIM box numbers (false 

alarms). 

 

CDRs can be analyzed using the usual data analysis methods. Therefore, machine 

learning algorithms that are employed in different fields for data analysis can also be 

applied for the detection of SIM Box fraud. 

 

1.2. Problem Statement 

CDR analyzing method is the most suitable method to detect active SIM box fraud 

numbers. Accurate and faster detection of fraud numbers is essential to avoid customer 

dissatisfaction due to incorrect number disconnection or revenue loss due to delay in 

SIM box number disconnection. Therefore, CDR analyzing method that can detect 

SIM box fraud numbers accurately and efficiently is necessary. Past behavior of SIM 

box fraud can be used to identify new SIM box fraud numbers. However, with the 

development in technology, SIM box devices provide many options which can help 

fraudsters to change SIM box number behavior to hide SIM box numbers from 

detection in the absence of analysis. Therefore, machine learning algorithms that can 

provide accurate and fast detection with adaptability to changing parameters are more 

suitable for SIM box fraud detection via CDR analysis. 

 

There are several research papers available regarding SIM box fraud number detection 

using machine learning algorithms. These research papers use accuracy to determine 

the success of the SIM box detection. However, accuracy is not a suitable method to 

measure machine learning algorithm success for fraud detection as SIM box fraud 

numbers that are active in a given period are less than 1%. Therefore, more than 99% 

accuracy can be archived by considering all the numbers as non-fraud numbers. Most 

of these research papers do not provide a method to arrange CDR data before feeding 

it to machine learning algorithms. Therefore, it is not possible to recreate research 

results with a new dataset. These research papers are also a few years old, so they are 
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not suitable to detect current SIM box numbers that use advanced SIM box devices 

compared to past SIM box devices. 

 

Therefore, the problem that this research address is how to identify a practical method 

to detect SIM box fraud numbers from CDR details using machine learning algorithms. 

In other words, the problem is the identification of a suitable machine learning 

algorithm that can successfully detect current SIM box fraud numbers, without only 

considering the accuracy and selection of a practical method to process CDR details 

via machine learning algorithms. 

 

1.3. Objectives 

The objectives of this research can be listed as follows: 

• Research machine learning algorithms suitable for SIM box fraud detection. 

• Determine useful parameters that can be extracted from CDR details.  

• Develop programs to detect SIM box fraud using machine learning. 

• Conduct comprehensive performance studies on the selected machine learning 

method to determine the feasibility of the solution. 

 

1.4. Outline 

This research report contains five chapters including Chapter 1 which is the 

introduction of this research. Chapter 2 describes the literature review related to fraud 

types observed in telecommunication networks and SIM box fraud detection using 

machine learning algorithms. Chapter 3 presents the design of the machine learning 

method to detect SIM box fraud. Chapter 4 includes the experimental setups and results 

observed from the proposed machine learning method. Chapter 5 summarizes the 

research, points out limitations of the research, and presents directions to improve the 

research in the future. 
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2. LITERATURE REVIEW 

2.1. Fraud Types 

The use of any telecommunication service without paying service charges is defined 

as telecommunication fraud [3], [4]. There are different types of fraudulent activities 

observed in telecommunication networks, which cause losses to both subscribers and 

network operators. This section will briefly introduce top telecommunication fraud 

types including SIM box fraud that can be observed in a telecommunication network. 

These frauds mainly cause losses related to IDD calls. 

 

2.1.1. IRSF 

IRSF is the fraud, according to the CFCA survey, incurs the highest losses when 

considering overall fraud losses to network operators [2]. IRSF occurs when a 

fraudster makes a high volume of calls to a high-cost destination via a hacked Public 

Branch Exchange (PBX), stolen SIM cards, or dialer malware like 2Faced [5]. Initially, 

this fraud occurred when fraudsters make calls to international premium-rate numbers 

using stolen SIM cards in roaming [6]. This fraud mainly occurs due to the use of low-

cost off-the-shelf carriers by the calling party network operators to reduce the cost of 

routing the calls. Fraudsters can make revenue-sharing agreements with these off-the-

shelf carriers to route the calls to their desired destination to false answer the calls, so 

they can make a profit from these high-cost calls. Figure 2.1 shows an example of how 

IRSF is performed using hacked PBX, stolen SIM cards, or dialer malware. The red 

dotted line shows how a fraudster makes revenue when network operators use a low-

cost carrier (T1) to route traffic. A carrier (T2) in the route that has a revenue-share 

agreement routes the calls to premium-rate numbers belonging to the fraudster to 

generate revenue from the termination fee [7]. 
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Figure 2.1: Example of IRSF hacked PBX, stolen SIM cards, or dialer malware [7]. 

 

2.1.2. Arbitrage 

Arbitrage is a fraud that exploits the difference between IDD call charges between 

countries. In this fraud, calls between two countries are routed via a third country 

which has lower calling charges compared to direct calls between two counties. This 

fraud often causes issues to subscribers due to lower call quality. The network 

operators can mitigate this fraud by using reputable carriers instead of off-the-shelf 

carriers with lower costs to route calls and monitoring IDD call traffics regularly. 

According to CFCA 2019 survey, arbitrage fraud caused 2.71 billion USD of revenue 

loss in 2019 to the telecommunication industry [2]. 

 

2.1.3. Premium Rate Service Fraud 

The premium rate service is a service provided by the network operators to some 

companies under the agreement to share revenue generated by the traffic to the 

assigned numbers which are premium-rate numbers. This service is mainly used by 

TV shows like reality shows, contests, and entertainment services. The calling party 

will have to pay a high premium rate when making calls to these premium-rate 

numbers.  
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Premium rate service fraud occurs when fraudsters that have premium-rate numbers 

entice normal subscribers who are mainly in different countries to call these premium-

rate numbers by making missed calls or messages to the subscribers. Fraudsters receive 

a share of the revenue generated by the calls from normal subscribers [7], [8]. 

 

2.1.4. SIM Box Fraud 

SIM box fraud uses SIM box devices to terminate IDD calls as local calls. Fraudsters 

act as carriers that route IDD traffic and charge for IDD calls that it receives. However, 

fraudsters only need to pay local call charges in return to connect these received IDD 

calls through the SIM box with local SIM numbers. Section 2.2 elaborates on SIM box 

fraud in more detail. 

 

2.2. SIM Box Fraud in Detail 

SIM box fraud can be mainly observed in destinations where IDD call charges are very 

high compared to local call charges. Fraudsters earn revenue from this difference in 

IDD call charges and local call charges [9]. They use SIM cards installed in the SIM 

box device to generate local calls related to the IDD calls that they received from the 

gateway that they used to act as a proper carrier. Fraudsters can provide lower calling 

charges compared to other carriers for the IDD calls they receive due to the lower cost 

they incur in terminating these calls as local calls. Therefore, they can also receive 

large amounts of IDD traffic due to their lower charges. 

 

Routing traffic through this fraudulent method also has downsides regarding the 

Quality of Service (QoS) aside from the revenue loss to the destination network 

operator. The most obvious issue is the Calling Line Identification (CLI) issue 

observed by the call receiving party. The call receiving party observes a local CLI 

which is from the SIM number in the SIM box that generates the call. Therefore, the 

call receiving party cannot identify the call as an IDD call let alone the calling party 

from the CLI, and they cannot also call back to the actual call generating party. These 

fraudulent calls most of the time have low voice quality and connectivity as well. One 
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of the reasons for that is most fraudsters do not use a suitable Internet Protocol (IP) 

route to connect to other carriers, and telecommunication networks to receive IDD 

calls. Therefore, packet drops, and delays occur in the routing path causing voice 

quality issues. Another reason is that the SIM box contains up to hundreds of SIM 

numbers, and it uses them to simultaneously connect calls, so most of the times base 

stations in the area of the SIM box will be overloaded causing call drops and voice 

quality issues. Therefore, SIM box fraud causes dissatisfaction to both call generating 

and receiving parties regarding their connected networks. 

 

There are two types of SIM box fraud observed according to SIM numbers used in the 

SIM box. They are on-net bypass and off-net bypass. 

 

2.2.1. On-Net Bypass 

On-net bypass occurs when the SIM box fraud uses a SIM of a network that is the 

same as the call receiving party subscribed network to connect the IDD call. This 

method is mostly used by fraudsters as calls between the same network numbers have 

lower call charges compared to out-of-network calling charges. Figure 2.2 shows the 

On-net bypass calling path. 

SIMBOX

Core Network

Core Network

International Voice 
Carriers

Internet

ISC

ISC

Least Cost 
Route

High Cost Route

Call With Local 
CLI

Call With International 
CLI

Illegal Path

Legal Path

Common Path

 

Figure 2.2: On-net bypass [10]. 
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2.2.2. Off-Net Bypass 

Off-net bypass occurs when the SIM box fraud uses a local SIM of a network that is 

different from the call receiving party subscribed network to connect the IDD call. 

This method is not used commonly as calls between different networks, even in the 

same country have higher charges even though they are lower than IDD charges. 

Therefore, this method is mostly used when fraudsters need to avoid being detected, 

calling fixed network numbers, or in an event of a promotion that may provide lower 

call charges. Figure 2.3 shows the off-net bypass calling path. 

SIMBOX

Core Network

Operator Y
Core Network

International Voice 
Carriers

Internet

ISC

ISC

Least Cost 
Route

High Cost Route

Call With Local 
CLI

Call With International 
CLI

Illegal Path

Legal Path

Common Path

Operator X
Core Network

 

Figure 2.3: Off-net bypass [10]. 

 

2.3. SIM Box Device 

The SIM box device is normally connected to a Voice over Internet Protocol (VoIP) 

gateway which fraudsters use to create the Session Initiation Protocol (SIP) trunks with 

IDD carriers and telecommunication networks, so IDD traffic is received into the SIM 

box through the gateway. SIM box can contain several SIM numbers of different 

mobile operators, and they can be used to make calls when the SIM box receives calls 

from the gateway. Fraudsters use this capability to get IDD calls from other connected 



10 
 

parties to bypass international routes to connect IDD calls as local calls using local 

SIM numbers in the SIM box. 

 

Modern SIM box devices have some additional advanced technological capabilities 

like IMEI swapping and intelligent SIM swaps algorithms which greatly help 

fraudsters. This makes it hard to identify SIM numbers used in the SIM box as they 

show behaviors close to normal subscribers. IMEI swapping helps to avoid being 

blocked by network operators using the IMEI of the SIM box while intelligent SIM 

swaps allow fraudsters to manage the call amount that SIM numbers in the SIM box 

generate [11]. Fraudsters can choose between a high volume of calls or a lower volume 

of calls via SIM numbers. The high volume of calls via SIM numbers makes them easy 

to detect. However, fraudsters can get the maximum value out of SIM numbers before 

they are detected for SIM box fraud. The low volume of calls via SIM numbers makes 

them hard to detect, so fraudsters can use SIM numbers longer time. Therefore, these 

additional capabilities help the fraudsters to use the SIM box devices and SIM numbers 

used in the device for longer periods. 

 

2.4. SIM Box Fraud Detection 

Use of the SIM box for SIM box fraud is illegal by law in most countries. However, 

government involvement in actively seeking out SIM box fraud is very limited. 

Detection of the SIM box fraud is mostly done by network operators to prevent revenue 

losses. Network operators prevent SIM box fraud by detecting SIM numbers used in 

the SIM box and blocking these identified SIM numbers from making calls to the 

network. However, fraudsters usually use a new set of SIM numbers when old SIM 

numbers are blocked similar to Short Message Service (SMS) spam fraud [12]. 

Therefore, detection of the SIM box fraud is a continuous process. There are mainly 

two methods used by the network operators to detect SIM numbers used in the SIM 

box. There are active test calls, and CDR analyzing methods. 
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2.4.1. Active Test Call Method 

The active test call method uses test IDD calls to detect SIM numbers used in the SIM 

box. Network operators can use their test call generator or can get IDD test calls from 

test call service providers. These test calls are routed via different IDD routes 

according to the preference of the network operator and received by the test SIM 

numbers dedicated to receiving these test calls. Network operators identify SIM 

numbers used for fraud when a test call is received with local CLI. However, 

sometimes calls received from the IDD route have local CLI due to CLI manipulation 

of a carrier [13]. Therefore, most of the time network also confirms whether the call is 

received from the local path to avoid disconnection of normal or invalid subscribers 

due to CLI manipulation. The active test call method has several advantages like 

detection of SIM box numbers with 100% accuracy and detection of SIM box numbers 

in real-time. However, this method cannot be used to detect a high volume of SIM box 

numbers. The volume of the detection of SIM box numbers is directly proportional to 

the volume of the test call. However, as it is not practical to use a very high volume of 

test calls, the use of the active test call method alone is not sufficient to keep the 

telecommunication network free of SIM box fraud. 

 

2.4.2. CDR Analyzing Method 

The CDR analyzing method analyses CDRs generated by the telecommunication 

network to detect SIM numbers used in SIM boxes. The SIM box numbers show 

somewhat different behaviors compared to a normal subscriber. This method is useful 

in detecting all the SIM box numbers used in the network. However, this method, 

unlike the active test call method, cannot detect SIM box numbers in real-time, and the 

detected number cannot label as SIM box numbers with 100% confidence. This is 

because this method sometimes detects genuine subscribers that show behaviors close 

to SIM box numbers. Therefore, it is very important to use suitable CDR data 

analyzing method that can detect SIM box numbers with higher accuracy and a low 

false alarm rate to prevent the disconnection of genuine subscribers. However, on the 

flip side, the analyzing method needs to detect the SIM box numbers as quickly as 
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possible with few attempts from the SIM box number. If the analysis method takes a 

long time to detect the SIM box number, the fraudsters can cover the cost of the 

detected SIM number before it is detected. Then they can just change the SIM numbers 

used in the SIM box periodically to keep the fraud operation going as they can buy 

SIM numbers very easily at a low cost in most instances. Therefore, machine learning 

algorithms which provide high accuracy, low false alarm rate, and fast response from 

a small set of data can be very suitable for detecting SIM box numbers. Section 2.5 

elaborates on the use of machine learning techniques to detect SIM box fraud in more 

detail. 

 

2.5. Machine Learning for SIM Box Fraud Detection 

There are two main types of machine learning methods called supervised and 

unsupervised. The main difference between supervised and unsupervised learning is 

that supervised learning needs training data that have correctly identified input and 

output values to learn the function and build the model. However, unsupervised 

learning does not need any training data with labeled output. It uses inputs without 

outputs to learn the relationships and structure of the data [14]. There are training data 

obtained from the active test call method and other CDR analyzing methods for SIM 

box fraud detection. Therefore, the supervised method is suitable to detect SIM box 

numbers. 

 

2.5.1. Research on SIM Box Fraud Detection Using Machine Learning 

Most of the research approaches regarding the use of machine learning algorithms to 

detect frauds using CDR details used neural networks or support vector machine 

supervised learning algorithms. A paper on the use of a Bidirectional Artificial Neural 

Network (Bi-ANN) machine learning algorithm to detect generic mobile phone fraud 

using real-time CDR data showed that it is possible to predict fraud behavior from the 

time series of call duration attribute of subscribers using Bi-ANN with a 90% success 

rate [15]. 
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Another research [16] discussed three machine learning methods to detect mobile 

network fraud. The methods were not focused to detect SIM box fraud in the mobile 

network but instead to detect fraud in mobile networks in general. The first method is 

a supervised learning neural network method that uses a discriminative function to 

detect fraud from a summary statistic of mobile subscribers. The second method is an 

unsupervised learning probability density estimation method that uses the past 

behavior of mobile subscribers to generate a probability density function to calculate 

the current behavior of the mobile subscribers. The third method is the Bayesian 

network method which uses statistics of different mobile subscriber behaviors 

including fraud behaviors to identify the probability that a mobile subscriber is a fraud 

given the behavior of the mobile subscriber. According to this research, these three 

methods could detect over 85% of the fraud without false detection from the test 

dataset.  

 

Research on SIM box fraud detection using artificial neural networks show that 

analyzing nine attributes like total calls, total numbers called, total minutes, total night 

calls, total numbers called at night, total minutes at night, total incoming, called 

numbers to total calls ratio, and average minutes using artificial neural network 

algorithm could detect SIM box numbers with 98.71% accuracy [17]. These nine 

attributes were obtained from CDRs. Same researchers with added support from Zain 

[18] present research on SIM box fraud detection using both support vector machine 

and neural networks. In this research same nine attributes were used. However, 

different CDRs were used, and the results show that the support vector machine 

algorithm could detect SIM box numbers with 99.06% accuracy while the artificial 

neural network algorithm could only provide 98.69% accuracy. This research also 

showed that the neural network algorithm takes more than three times the time to 

analyze the CDRs compared to the support vector machine algorithm confirming that 

the support vector machine is better for SIM box fraud detection compared to the 

neural network algorithm. However, another research on machine learning techniques 

for SIM box fraud detection analyzed twenty-five attributes that could be obtained 

from CDR details, using both support vector machine and neural networks under 

various evaluation parameters showed different results. The best and worst 
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performance of the support vector machine algorithm under different evaluation 

parameters were accuracy of 99.24% and accuracy of 95.18% respectively. These 

values are lower compared to the best and worst performance of the neural network 

under different evaluation parameters. The neural network algorithm showed the best 

and worst performance of 99.87% accuracy and 99.53% accuracy respectively [19].  

 

Some other research approaches [20] use machine learning algorithms like alternating 

decision trees, functional trees, and random forests to detect SIM box fraud using 

CDR. The research used CDR details from mobile network operators in United State 

for analysis after transforming them into IMEI profiles with forty-eight features. 

According to the analysis, the following characteristics were identified to differentiate 

SIM boxes from genuine users and probing devices: 

• The stationary nature of SIM boxes as their connection to the same base 

stations for most of the Mobile Originated (MO) or Mobile Terminated (MT) 

calls. 

• SIM boxes generate a very high number of MO calls with significantly longer 

call durations to mostly different called party numbers while generating very 

low or zero MT calls with shorter call durations. 

• Some SIM boxes generate a high number of international MO calls. 

• SIM boxes use a smaller number of International Mobile Subscriber Identity 

(IMSI) during the longer period due to the disconnection of SIM box numbers 

by network operators. 

 

These characteristics were used in detecting SIM box numbers using machine learning 

techniques. The machine learning technique presented in this research used a linear 

combination of three classifiers which were alternating decision tree, functional tree, 

and random forest to detect SIM box fraud. The linear combination of these classifiers 

was done with weight coefficients which were calculated to detect SIM box fraud with 

minimum prediction error for the training dataset which contained five hundred SIM 

box IMEI and about ninety-three thousand legitimate IMEI numbers. According to the 

research, the random forest method showed the lowest false positive and the highest 
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false negative while the functional tree method showed the lowest false negative rates 

and the highest false positive rates with the lowest accuracy of 99.90%. An optimal 

method combining the three classifiers showed the highest accuracy of 99.95%. 

However, IMEI-wise SIM box number detection that was presented in the research 

paper is not possible to use in the current mobile network because of the fraudulent 

IMEI used in some models of mobile phones and IMEI masking facilities are available 

in modern SIM box devices. 

 

Therefore, it shows that different machine learning algorithms like alternating decision 

trees, functional trees, random forests, neural networks, and support vectors can be 

used to analyze CDR to detect SIM box numbers as they have around 99% accuracy 

under the best conditions. However, under different conditions and different training 

data different machine learning algorithms showed different accuracy levels. 

Therefore, it is better to choose an algorithm that is better suited to the 

telecommunication network and available data. Also, accuracy was used to determine 

the impact of the solution present in the research papers. However, SIM box fraud 

detection generally works with unbalanced distribution as an exceedingly small 

percentage of the numbers available are SIM box numbers compared to all the 

subscribers. Therefore, the F1-score value is a better measurement to identify the 

impact of the machine learning solution in detecting SIM box numbers. 
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3. METHODOLOGY 

3.1. CDR Processing 

The machine learning solution to detect SIM box fraud numbers use CDR data as input. 

However, raw CDR data cannot be optimally analyzed via a machine learning 

algorithm to identify SIM box fraud numbers. Therefore, it is necessary to create a 

method to process CDR before feeding it to a machine learning algorithm. SIM 

numbers which can be categorized as SIM box fraud or genuine numbers can be used 

as an index to create profiles related to each subscriber using CDR details. 

 

3.1.1. CDR 

CDR is a record generated by specific telecommunication devices to indicate attached 

user equipment usage. CDR is generated not only for calls generated in fixed and 

mobile networks but also for SMS and mobile data. It mainly contains attributes given 

in Table 3.1 for call CDR. However, the format of the CDR can change with 

telecommunication equipment, the service provided, and the equipment vendor as 

some equipment also have the facility to configure CDR format with needed attributes. 

CDR is mainly used for billing purposes. However, it is also used for troubleshooting 

issues, identifying resource usage, and fraud detection via analysis. CDR is also useful 

for detecting SIM box fraud numbers. 

 

SIM box frauds use SIM numbers to generate IDD calls as local calls, so the SIM 

numbers used for the fraud show abnormal behavior compared to a normal user. The 

abnormalities such as generation of calls to many different numbers, showing 

previously identified fraud behavior, call generation from previously identified fraud 

locations, low mobility, and call generation from user equipment that was previously 

identified for fraud. Subscriber profiles that use SIM numbers as the indexes can be 

created using the CDR to better analyze the SIM number behavior to find 

abnormalities. 
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Table 3.1: Attributes available in a CDR. 

Attribute Description 

Origination Date and Time Date and time when the call reached the system 

Answer Date and Time Answered date and time when the call was answered 

Disconnect Date and Time Disconnected date and time when the call disconnected 

Release Date and Time  Date and time when the call was released by the system 

Calling Party ID  Subscriber Identity Number of the user who originated the call 

Called Party ID Subscriber Identity Number of the user intended to receive the call 

Disconnected Party The party that disconnected the call 

Call Duration Answer duration of the call 

Release Cause Reason for the call release in code form 

Type of Call Type of calls like national, international 

Calling Party Cell ID Cell number that the calling party was attached to 

Called Party Cell ID Cell number that the called party was attached to 

IMEI IMEI number of the user equipment 

 

3.1.2. Creation of Subscriber Profiles Using CDR 

SIM box fraud numbers have different behaviors compared to genuine subscribers, so 

these identifiable behaviors needed to be included accurately when creating subscriber 

profiles to allow a machine learning algorithm to identify SIM box fraud numbers. 

Local and international CDR as well as known SIM box number CDR can be used to 

get a good number of parameters to train machine learning algorithms. Table 3.2 

contains subscriber profiles created using local, international, and past SIM box 

detected number CDR for the research. 
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Table 3.2: Subscriber profile created using CDR and other details. 

Parameter Name Description 

Subscriber number The SIM number which was used as the identity (index) field 

Total calls Total outgoing calls for a given period by the subscriber 

Total distinct numbers called Total outgoing calls to different numbers 

Total calls to different operators Total outgoing calls to other operator numbers 

Total distinct calls to different 

operators 

Total outgoing calls to different other operator numbers 

Total calls to IDD receiving Total outgoing calls to different numbers that receive IDD 

calls 

Total calls to IDD generating Total outgoing calls to different numbers that generate IDD 

calls 

IDD received The subscriber receives IDD calls (YES/NO) 

IDD generated Subscriber generates IDD calls (YES/NO) 

Cell count Total different cells used to make calls for a given period by 

the subscriber 

Total duration Total outgoing call duration 

Grey cell Subscriber used previously SIM box call generated cell 

(YES/NO) 

Grey behavior Similarities compared to past SIM box detected numbers 

Subscriber number use days Number of days the Subscriber number is used to make calls 

Total received call duration Total incoming call duration 

Maximum received call duration Maximum incoming call duration 

Grey IMEI Subscriber used previously SIM box call generated IMEI 

(YES/NO) 

IMEI count Number of different IMEI used by the subscriber 

 

Total calls, total distinct numbers called, total distinct numbers called, total calls to 

different operators, cell count, total duration, and IMEI count parameters obtained 

from local CDRs. However, these parameters should be periodically calculated with 

fresh CDRs to detect SIM box numbers instantly. In this research, the sliding window 

method was used to generate above mentioned parameters from local CDRs. Figure 

3.1 shows the sliding window methods used for the research. Three hours and twenty-

four hours CDR time range sliding windows were used considering CDR processing 

times for different CDR time ranges. With the device specification used for the 

research, CDR processing with thirty minutes CDR range took around eight to twelve 

minutes while CDR range of three hours only took around ten to fifteen minutes, so 
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three hours CDR range was used for the research as it provided a high number of call 

count to analysis with a reasonable CDR processing time. Three hours CDR range was 

used to detect SIM box fraud numbers fast to prevent fraudsters that generate a high 

volume of fraud calls during a short period. Due to insufficient device spec, CDR 

ranges higher than twenty-four hours could not be processed. Therefore, twenty-four 

hours CDR range was used to detect SIM box fraud that generates a low volume of 

fraud calls. 

 

Figure 3.1: Three hours and twenty-four hours period sliding windows. 

 

Total calls to IDD receiving, total calls to IDD generating, IDD received, and IDD 

generated parameters could be obtained from IDD CDRs. While grey cell, grey 

behavior, and grey IMEI parameters could be obtained from known SIM box number 

CDRs. These parameters do not change rapidly with time and the total details that are 

needed to contain are small. Therefore, the parameters could store for a longer period 

like three to six months. Then these stored data could be used to update the subscriber 

profiles. However, to update these parameters except for IDD received and IDD 

generated in the profile of a subscriber number, the stored data was needed to match 

with the subscriber, so the same local CDR range chosen from sliding windows was 

used to match the stored data with subscriber and update the parameters in the profile. 
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Subscriber number use days, total received call duration, and maximum received call 

duration details were stored from the local CDRs since the start of the subscriber 

activity and updated profile accordingly.  

 

Therefore, local CDR, IDD CDR, old SIM box number CDR and subscriber details 

stored from local CDR were used to generate two subscriber profile datasets. One 

subscriber profile contained the past three hours of local CDR data while another 

subscriber profile contained the past twenty-four hours of local CDR data that could 

analyze using machine learning algorithms. However, parameters used to create 

profiles contained different value ranges, so the parameters were normalized between 

0 to 1 range, and YES or NO values were marked as 1 or 0 respectively to improve the 

machine learning analysis. 

 

3.2. SIM Box Detection Using Machine Learning 

SIM box fraud detection method was created with machine learning methods using 

subscriber profiles that were already identified as SIM box fraud numbers or genuine 

subscriber numbers. Therefore, supervised machine learning methods were used that 

could identify SIM box fraud from subscriber profiles. However, a mobile network 

has millions of subscribers with only around hundreds of the subscribers are identified 

as SIM box fraud numbers. Therefore, subscriber profiles used to analyze via machine 

learning methods were an imbalanced dataset. Therefore, machine learning programs 

were created to detect SIM box frauds using an imbalanced dataset. 

 

3.2.1. Machine Learning Model to Evaluate Imbalance Dataset 

To properly analyze an imbalanced dataset, oversampling was used to boost the SIM 

box fraud number count in the dataset. The dataset was first separated into training and 

testing datasets. Then SIM box number count and genuine numbers were balanced in 

the training dataset using oversampling. The testing dataset was not balanced to test 

the machine learning models in the natural state to select the most suitable model to 

detect SIM box fraud numbers. Due to this imbalance in the testing dataset, the 
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accuracy-based evaluation method of the machine learning model was not possible as 

high accuracy could obtain by predicting all the subscribers as genuine subscribers. 

Therefore, evaluation metrics such as confusion matrix, precision, recall, or F1-score 

were used to evaluate machine learning models. 

 

Machine learning programs were created using the Python programming language. A 

simple Python machine learning program is shown in Appendix A. In the program, the 

Python imblearn library oversampling module is used for the oversampling training 

datasets and the sklearn library is used for machine learning algorithms and to evaluate 

the models. Two separate programs were created to generate models using imbalanced 

datasets containing CDR details from three-hour and twenty-four hours periods. 

According to the evaluation of the training dataset, the support vector classifier showed 

higher accuracy. However, the decision tree classifier showed better performance in 

detecting SIM box fraud numbers whereas the best overall performance was observed 

via the K-nearest neighbors classifier. Figure 3.2 shows the evaluation result of the 

support vector classifier and decision tree classifier models. Section 4.1.1 elaborates 

on the performance of different machine learning models created to detect SIM box 

fraud numbers. 

 

 

Figure 3.2: Performance of support vector classifier and decision tree classifier 

models for imbalanced dataset. 
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According to the confusion matrix, the machine learning models were selecting a high 

number of SIM box numbers as genuine subscribers. This shows that models are better 

at detecting genuine subscribers while inaccurate when detecting SIM box numbers. 

This is mainly due to the imbalance of the dataset. Even with the oversampling, 

machine learning models were struggling to differentiate between SIM box numbers 

and genuine subscribers like communication centers, and telemarketing companies 

that show subscriber profiles close resemble SIM box number profiles. Therefore, 

machine learning programs were developed to detect SIM box numbers from 

subscriber profiles that show characteristics close to SIM box number characteristics 

by filtering out genuine subscribers that showed obvious characteristics different from 

SIM box characteristics. The filtering was done automatically using a simple Python 

program. This filtering also made the dataset balanced compared to the previous 

instance. 

 

3.2.2. Machine Learning Model to Evaluate Balance Dataset 

SIM box fraud numbers show distinct characteristics that could separate them from 

most of the genuine subscribers. The below list shows characteristics that SIM box 

fraud numbers have that could be used to filter out most genuine subscribers before 

analyzing subscriber profiles via machine learning models. 

 

• Most of the calls are generated to different numbers (total distinct numbers 

called count is close to total call count) 

• Sometimes most of the calls are generated to other operator numbers (total calls 

to different operators is close to total call count) 

• The cell count is very low 

• Most of the calls are generated to numbers that generate or receive IDD calls 

• Do not generate or receive IDD calls 

• Generate calls from grey cell location 

• Generate calls using grey IMEI 

• Very low total received call duration 
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• Very low maximum received call duration 

Datasets were generated after filtering out most of the genuine numbers. These 

generated datasets were balanced, so the machine learning programs could be created 

without balancing the training datasets. Therefore, accuracy-based evaluation was also 

possible to use for the evaluation of machine learning models. Two separate programs 

were also created to generate models using the datasets containing CDR details from 

three hours and twenty-four-hour time periods. According to the evaluation of the 

training dataset, the decision tree classifier showed both higher accuracy and better 

performance in detecting SIM box fraud numbers. Figure 3.3 shows the evaluation 

result of the support vector classifier and decision tree classifier models. Section 4.1.2 

elaborates on the performance of different machine learning models created to detect 

SIM box fraud numbers. 

 

 

Figure 3.3: Performance of support vector classifier and decision tree classifier 

models for the balanced dataset. 

 

Even though the decision tree classifier showed better performance than other machine 

learning algorithms, voting-based algorithms were used to get inputs from different 

machine learning algorithms including the decision tree classifier to create a better 

machine learning model to detect SIM box fraud numbers with minimum prediction 

error. Python sklearn library ensemble voting classifier module was used to get a linear 

combination of different machine learning algorithm inputs with weight coefficients 
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to create a final machine learning model with better performance. In the research, 

support vector classifier, decision tree classifier, and K-nearest neighbors classifier 

algorithms were used with weight coefficients to create a better performing ensemble 

voting classifier model. Figure 3.4 shows the evaluation result of the ensemble voting 

classifier model. 

 

 

Figure 3.4: Performance of ensemble voting classifier for balance dataset. 

 

  



25 
 

4. EXPERIMENTS AND RESULTS 

4.1. Evaluation of Machine Learning Algorithms 

Several machine learning algorithms were used to create SIM box fraud detection 

programs. However, the performance of some of the machine learning algorithms was 

not suitable for the detection of the SIM box fraud numbers. Therefore, different 

machine learning algorithms were evaluated with different parameters to determine 

the most suitable algorithm and the parameters to create a SIM box fraud detection 

program. 

 

Support vector classifier, decision tree classifier, and K-nearest neighbors classifier 

algorithms were mainly used in this research to create machine learning models. These 

machine learning algorithms with optimal parameters showed good results in detecting 

SIM box fraud from both datasets categories which were unfiltered subscriber profiles 

(imbalance dataset) and filtered suspicious subscriber profiles (balance dataset after 

removing some of the genuine subscribers). However, machine learning programs 

were separately evaluated according to the dataset as measures like accuracy were less 

effective when detecting optimal machine learning solutions with an imbalanced 

dataset. The evaluation was carried out for machine learning algorithms with optimal 

parameters for each dataset. In the dataset, SIM box fraud numbers were labeled as 1 

and genuine subscriber numbers were labeled as 0. Therefore, they were represented 

as 1 and 0 in the performance evaluation as well. 

 

4.1.1. Evaluation of Machine Learning Algorithms Using Imbalance Dataset 

For imbalance datasets, performance evaluation was carried out for models created 

using support vector classifier, decision tree classifier, and K-nearest neighbors 

classifier algorithms. All the models showed high accuracy values due to the 

imbalanced nature of the datasets. The algorithms showed more than 99% accuracy 

when detecting genuine subscribers. However, they showed around 70% accuracy 

when detecting SIM box fraud numbers. As the number of genuine subscribers in 
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datasets was also more than 99%, overall accuracy was also around 99%. Therefore, 

to evaluate the performance of the machine learning models, confusion matrix and 

macro F1-score values were used. 

 

4.1.1.1. Evaluation of Decision Tree Classifier Model Using Imbalance Dataset 

The decision tree classifier was the machine learning algorithm that detected the most 

SIM box fraud numbers. The algorithm had a lower macro F1-score due to 

inaccuracies in genuine subscriber detection compared to other algorithms. Therefore, 

the decision tree classifier model is not suitable for SIM box fraud number detection 

using the imbalance dataset if the benchmark is to have less impact on genuine 

subscribers due to SIM box fraud number detection. Table 4.1 and Figure 4.1 show 

evaluation results of decision tree classifier models for both three hours and twenty-

four hours CDR time ranges. 

 

Table 4.1: Performance of decision tree classifier model for imbalance dataset. 

 3-hour sliding window 24-hour sliding window 

Precision Recall F1-score Support Precision Recall F1-score Support 

Genuine (0) 1.00 1.00 1.00 17428 1.00 0.99 0.99 10222 

SIM Box (1) 0.64 0.96 0.77 119 0.70 0.99 0.82 273 

Macro avg. 0.82 0.98 0.88 17547 0.85 0.99 0.91 10495 

Weighted avg. 1.00 1.00 1.00 17547 0.99 0.99 0.99 10495 

 

 

Figure 4.1: Performance of ensemble voting classifier for balance dataset. 
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4.1.1.2. Evaluation of K-Nearest Neighbors Classifier Model Using Imbalance 

Dataset 

K-nearest neighbors classifier was the machine learning algorithm that shows the 

highest macro F1-score for the imbalance dataset in this research. The algorithm 

showed better results in detecting SIM box fraud numbers and genuine subscribers 

than other algorithms. Therefore, based on the results that we have observed, K-nearest 

neighbors classifier model is the most effective model for SIM box fraud number 

detection using the imbalanced dataset. Table 4.2 and Figure 4.2 show evaluation 

results of K-nearest neighbors classifier models for both three hours and twenty-four 

hours CDR time ranges. 

 

Table 4.2: Performance of K-nearest neighbors classifier model for imbalance 

dataset. 

 3-hour sliding window 24-hour sliding window 

Precision Recall F1-score Support Precision Recall F1-score Support 

Genuine (0) 1.00 1.00 1.00 17428 1.00 0.99 0.99 10222 

SIM Box (1) 0.68 0.91 0.78 119 0.76 0.94 0.84 273 

Macro avg. 0.84 0.95 0.89 17547 0.88 0.96 0.92 10495 

Weighted avg. 1.00 1.00 1.00 17547 0.99 0.99 0.99 10495 

 

 

Figure 4.2: Performance of K-nearest neighbors classifier model for imbalance 

dataset. 
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4.1.1.3. Evaluation of Support Vector Classifier Model Using Imbalance 

Dataset 

Support vector classifier was the machine learning algorithm that detects genuine 

subscribers more accurately. However, it was poor at detecting SIM box fraud 

numbers. The algorithm had better evaluation results for three hours CDR time range 

for the imbalance dataset compared to other algorithms. Table 4.3 and Figure 4.3 show 

evaluation results of support vector classifier models for both three hours and twenty-

four hours CDR time ranges. 

 

Table 4.3: Performance of support vector classifier model for imbalance dataset. 

 3-hour sliding window 24-hour sliding window 

Precision Recall F1-score Support Precision Recall F1-score Support 

Genuine (0) 1.00 1.00 1.00 17428 1.00 0.99 0.99 10222 

SIM Box (1) 0.74 0.83 0.79 119 0.66 0.88 0.75 273 

Macro avg. 0.87 0.91 0.89 17547 0.83 0.93 0.87 10495 

Weighted avg. 1.00 1.00 1.00 17547 0.99 0.98 0.99 10495 

 

 

Figure 4.3: Performance of support vector classifier model for imbalance dataset. 
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4.1.2. Evaluation of Machine Learning Algorithms Using Balance Dataset 

For balance datasets, performance evaluation was carried out for models created using 

support vector classifier, decision tree classifier, K-nearest neighbors classifier, and 

ensemble voting classifier algorithms. All the models showed lower accuracy values 

compared to models created from imbalance datasets. This is mainly due to the 

incorrect assumption of equal misclassification error cost for imbalance dataset model 

accuracy and significantly low data points in balance datasets compared to imbalance 

datasets. Even though accuracy was sufficient to evaluate the models for balance 

datasets, measurements like confusion matrix and macro F1-score values were still 

used for consistency. 

 

4.1.2.1. Evaluation of Decision Tree Classifier Model Using Balance Dataset 

The decision tree classifier was the machine learning algorithm that showed the highest 

accuracy and macro F1-score for balance datasets in this research without considering 

the ensemble voting classifier algorithm. It also used the decision tree classifier 

algorithm as an input to make the prediction. Therefore, using balanced datasets, the 

decision tree classifier model is the most efficient model for SIM box fraud number 

detection. Table 4.4 and Figure 4.4 show evaluation results of decision tree classifier 

models for both three hours and twenty-four hours CDR time ranges. 

 

Table 4.4: Performance of decision tree classifier model for balance dataset. 

 3-hour sliding window 24-hour sliding window 

Precision Recall F1-score Support Precision Recall F1-score Support 

Genuine (0) 0.85 0.81 0.83 68 0.87 0.91 0.89 255 

SIM Box (1) 0.89 0.91 0.90 117 0.89 0.85 0.87 236 

Macro avg. 0.87 0.86 0.87 185 0.88 0.88 0.88 491 

Weighted avg. 0.87 0.88 0.88 185 0.88 0.88 0.88 491 
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Figure 4.4: Performance of decision tree classifier model for balance dataset. 

 

4.1.2.2. Evaluation of K-Nearest Neighbors Classifier Model Using Balance 

Dataset 

K-nearest neighbors classifier was the machine learning algorithm that showed the 

lowest accuracy and macro F1-score for balance datasets in this research unlike for 

imbalance datasets where the algorithm showed the highest macro F1-score. This was 

mainly due to a reduction in data points in balance datasets. K-nearest neighbors 

classifier uses the nearest training data points as a reference to determine the state of 

validating data points. Therefore, the decrease in data points in balanced datasets due 

to the removal of obvious genuine subscriber numbers caused a reduction in accuracy 

and macro F1-score. Therefore, increasing available data points in datasets can 

increase the accuracy and macro F1-score in the K-nearest neighbors classifier model. 

Table 4.5 and Figure 4.5 show evaluation results of K-nearest neighbors classifier 

models for both three hours and twenty-four hours CDR time ranges. 
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Table 4.5: Performance of K-nearest neighbors classifier model for balance dataset. 

 3-hour sliding window 24-hour sliding window 

Precision Recall F1-score Support Precision Recall F1-score Support 

Genuine (0) 0.75 0.60 0.67 68 0.82 0.91 0.86 255 

SIM Box (1) 0.79 0.88 0.83 117 0.88 0.78 0.83 236 

Macro avg. 0.77 0.74 0.75 185 0.85 0.84 0.84 491 

Weighted avg. 0.78 0.78 0.77 185 0.85 0.85 0.84 491 

 

 

Figure 4.5: Performance of K-nearest neighbors classifier model for balance dataset. 

 

4.1.2.3. Evaluation of Support Vector Classifier Model Using Balance Dataset 

Support vector classifier model showed good accuracy and macro F1-score value 

compared to K-nearest neighbors classifier. However, it could not match up to the 

decision tree classifier for balanced datasets. Table 4.6 and Figure 4.6 show evaluation 

results of support vector classifier models for both three hours and twenty-four hours 

CDR time ranges. 
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Table 4.6: Performance of support vector classification model for balance dataset. 

 3-hour sliding window 24-hour sliding window 

Precision Recall F1-score Support Precision Recall F1-score Support 

Genuine (0) 0.70 0.82 0.76 68 0.79 0.91 0.84 255 

SIM Box (1) 0.89 0.89 0.84 117 0.88 0.73 0.80 236 

Macro avg. 0.79 0.81 0.80 185 0.83 0.82 0.82 491 

Weighted avg. 0.82 0.81 0.81 185 0.83 0.82 0.82 491 

 

 

Figure 4.6: Performance of support vector classification model for balance dataset. 

 

4.1.2.4. Evaluation of Ensemble Voting Classifier Model Using Balance 

Dataset 

Ensemble voting classifier algorithm used a linear combination of decision tree 

classifier, K-nearest neighbors classifier, and support vector classifier inputs to 

generate a better machine learning model to detect SIM box fraud numbers. Ensemble 

voting classifier allows different voting parameters for each algorithm, so the 

algorithm inputs carry weight coefficients. Voting parameters are allocated according 

to machine learning algorithm individual performance for the same dataset so in this 

research, the highest weight coefficient was allocated to the decision tree classifier 

input followed by the support vector classifier input, and finally, the lowest weight 

coefficient was allocated to K-nearest neighbors classifier. Table 4.7 and Figure 4.7 
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show evaluation results of ensemble voting classifier models for both three hours and 

twenty-four hours CDR time ranges. 

Table 4.7: Performance of ensemble voting classifier model for balance dataset. 

 3-hour sliding window 24-hour sliding window 

Precision Recall F1-score Support Precision Recall F1-score Support 

Genuine (0) 0.87 0.79 0.83 68 0.87 0.91 0.89 255 

SIM Box (1) 0.89 0.93 0.91 117 0.90 0.86 0.88 236 

Macro avg. 0.88 0.86 0.87 185 0.89 0.88 0.89 491 

Weighted avg. 0.88 0.88 0.88 185 0.89 0.89 0.89 491 

 

 

Figure 4.7: Performance of ensemble voting classifier model for balance dataset. 

 

4.2. Parameter Importance Score for Different Subscriber Profile Datasets 

Parameter importance score can be logged using the decision tree classifier algorithm. 

It shows the weight coefficient of each parameter in a dataset. The total of the 

parameter weight coefficients is equal to one. In this research, the parameter 

importance score showed the influence of each subscriber parameter in detecting SIM 

box fraud numbers accurately. Parameter importance score was used to create four 

graphs for each dataset which are imbalance three hours CDR time range, imbalance 

twenty-four hours CDR time range, balance three hours CDR time range, and balance 

twenty-four hours CDR time range datasets. 
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4.2.1. Parameter Importance Score for Imbalance Dataset 

Parameter importance scores for both imbalance datasets show similar characteristics. 

Both graphs give around 95% weight to the maximum received call duration. The main 

reason for this is that SIM box numbers normally do not receive calls while genuine 

subscribers usually receive a high number of calls. However, the reason for the high 

weight coefficient for maximum received call duration instead of the total received 

call duration is due to the intentional answering of calls via SIM numbers used for SIM 

box frauds to avoid detection due to zero total received call duration. Therefore, 

maximum received call duration is used to identify SIM box fraud numbers that have 

very small, or zero maximum received call duration. Table 4.8 contains parameter 

importance scores for imbalance three hours CDR and twenty-four hours CDR 

datasets. Figure 4.8 shows the parameter importance score graph for the imbalance 

three hours CDR time range dataset and Figure 4.9 shows the parameter importance 

score graph for the imbalance twenty-four hours CDR time range dataset. 

 

Table 4.8: Parameter importance scores for imbalance three hours CDR and twenty-

four hours CDR datasets. 

Parameter Name 

Parameter Importance Score 

Three Hours 

Range 

Twenty-four 

Hours Range 

Total calls 0.00000 0.00023 

Total distinct calls 0.02480 0.00131 

Calls to different operators 0.00011 0.00000 

Distinct calls to different operators 0.00093 0.00117 

Calls to IDD receiving 0.00024 0.00725 

Calls to IDD generating 0.00006 0.00055 

IDD received 0.00000 0.00000 

IDD generated 0.00000 0.00000 

Cell count 0.00000 0.00046 

Total duration 0.00003 0.00019 

Grey cell 0.00000 0.00365 

Subscriber number use days 0.00096 0.00184 

Grey behavior 0.01696 0.01807 

Total received call duration 0.00017 0.00129 

Maximum received call duration 0.95553 0.96399 

Grey IMEI 0.00000 0.00000 

IMEI count 0.00021 0.00000 
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Figure 4.8: Parameter importance score graph for imbalance 3-hour sliding window 

dataset. 

 

 

Figure 4.9: Parameter importance score graph for imbalance 24-hour sliding window 

dataset. 
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4.2.2. Parameter Importance Score for Balance Dataset 

Parameter importance scores for balance datasets are different from each other 

unlikely for imbalance datasets. Balance datasets contain SIM numbers with highly 

suspicious characteristics for SIM box fraud. Therefore, received call duration is not a 

major factor in determining whether a SIM number is used for SIM box fraud as most 

of the suspicious numbers have very low received call duration. 

 

Subscriber number use days is the parameter with the highest weight coefficient for 

the balance three hours CDR time range dataset while grey behavior is the parameter 

with the highest weight coefficient for the balance twenty-four hours CDR time range 

dataset. The main reason for this difference is due to the lower count of local CDR in 

three hours CDR range compared to the twenty-four hours CDR range. Unlike in the 

case of grey behavior which uses the subscriber local CDR range to match past SIM 

box behavior with the subscriber behavior, subscriber number use days are not 

dependent on the local CDR range as it only shows the age of the subscriber number. 

Therefore, the decision tree classifier algorithm chooses subscriber number use days 

parameter as the parameter with the highest weight coefficient for balance three hours 

CDR time range dataset while grey behavior parameter as parameter with highest 

weight coefficient for balance twenty-four hours CDR time range dataset.  

 

Both subscriber number use days and grey behavior parameters are very important in 

detecting SIM box fraud. SIM box fraud numbers are mainly contained new SIM 

numbers as SIM box fraud numbers are detected frequently and disconnected by the 

network operators. Therefore, SIM box fraud numbers are mostly new and have lower 

subscriber number use days. As for grey behavior, SIM box frauds mainly route the 

same IDD traffic via their SIM box device, and they replace disconnected SIM 

numbers with new SIM numbers, so the new SIM numbers route the same IDD traffic 

as disconnected SIM numbers. Therefore, the behaviors of new SIM numbers are 

similar to disconnected SIM box numbers. Even though three hours CDR time range 

dataset has CDR for three hours maximum for each subscriber making grey behavior 

hard to observe, the grey behavior parameter is still the parameter with the second most 
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weight coefficient after subscriber number use days. Table 4.9 contains parameter 

importance scores for balance three hours CDR and twenty-four hours CDR datasets. 

Figure 4.10 shows the parameter importance score graph for the balance three hours 

CDR time range dataset and Figure 4.11 shows the parameter importance score graph 

for the balance twenty-four hours CDR time range dataset. 

 

Table 4.9: Parameter importance scores for balance three hours CDR and twenty-

four hours CDR datasets. 

Parameter Name 

Parameter Importance Score 

Three Hours 

Range 

Twenty-four 

Hours Range 

Total calls 0.02195 0.00199 

Total distinct calls 0.05188 0.07517 

Calls to different operators 0.02693 0.00264 

Distinct calls to different operators 0.08789 0.04699 

Calls to IDD receiving 0.02084 0.08942 

Calls to IDD generating 0.01272 0.01247 

IDD received 0.01120 0.00000 

IDD generated 0.00602 0.00000 

Cell count 0.06669 0.02455 

Total duration 0.03239 0.02485 

Grey cell 0.09690 0.21328 

Subscriber number use days 0.29856 0.03086 

Grey behavior 0.15973 0.34930 

Total received call duration 0.06449 0.02511 

Maximum received call duration 0.00000 0.07177 

Grey IMEI 0.03468 0.02368 

IMEI count 0.00714 0.00789 
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Figure 4.10: Parameter importance score graph for balance 3-hour sliding window 

dataset. 

 

 

Figure 4.11: Parameter importance score graph for balance 24-hour sliding window 

dataset. 
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4.2.3. Comparing Evaluation Results with Other Published Research Findings 

There are several research on SIM box fraud detection using machine learning 

algorithms. However, unlike the proposed solution in this research which only used a 

maximum of 24 hours of CDR data, most of the published research used several 

months of data to create machine learning models. The CDR data also contain mostly 

an equal number of normal subscribers and SIM box numbers unlike in normal mobile 

networks at a given time. Therefore, the detection of SIM box fraud using these models 

takes a longer period causing losses to the relevant network operators. The solution 

presented in this research detects SIM box numbers fast with less CDR data. Therefore, 

a direct comparison between the result observed in this research with other published 

research results is not possible. 

 

To compare this research result with the other published research results, machine 

learning models of these other research were recreated using the balance dataset used 

in this research. There are several research that use artificial neural network algorithms 

to detect SIM box fraud numbers [17], [18], [19]. The research titled “Machine 

learning techniques for sim box fraud detection” [19] proposed the best solution. 

Therefore, the artificial neural network machine learning model recreated using the 

balance dataset was compared with the ensemble voting classifier model which is the 

best solution proposed for the balance dataset in this research. 

 

Figure 4.12 shows the performance comparison between the ensemble voting classifier 

and artificial neural network models for the balance dataset. According to the 

evaluation result models created using the ensemble voting classifier show better 

performance compared to artificial neural network models. Ensemble voting classifier 

models have accuracies of 88.10% and 88.59% with macro F1 score values of 0.87 

and 0.89 for the 3-hour CDR dataset and 24-hour CDR dataset respectively. However, 

artificial neural network models only have accuracies of 82.70% and 81.67% with 

macro F1 score values of 0.81 and 0.81 for the 3-hour CDR dataset and 24-hour CDR 

dataset respectively. Therefore, the proposed model in this research is better when 

detecting SIM box fraud numbers for the balance dataset. 
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Figure 4.12: Performance comparison between ensemble voting classifier and 

artificial neural network models for the balance dataset. 
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5. CONCLUSIONS 

5.1. Summary 

There are different types of frauds observed in operator networks. One of the main 

frauds that cause IDD call revenue losses to network operators is SIM box fraud which 

bypasses the IDD calling path to generate international calls as local calls using local 

SIM numbers. The objective of this research is to create a suitable machine learning 

program to detect SIM box fraud numbers fast and accurately using CDR.  

 

To process CDR data via machine learning algorithms, the data is needed to be 

arranged in a suitable format. In this research, local CDR, IDD CDR, and past SIM 

box fraud number details were used to create a profile for each SIM number 

(subscriber) with seventeen parameters. However, storing and processing a very large 

duration of CDR was not possible, so CDR was stored for twenty-four hours, and a 

subscriber profile dataset was created from the twenty-four hours of CDR. However, 

the processing of twenty-four hours of CDR and analyzing them via machine learning 

algorithm took around 20 to 30 minutes making the detection of some SIM box fraud 

numbers delayed for more than 30 minutes. Therefore, another subscriber profile 

dataset was created using CDR from the past three hours CDR as this dataset only took 

around 10 minutes to process and analyze via machine learning algorithm making it 

ideal to detect SIM box fraud numbers that make SIM box fraud calls fast. 

 

All the machine learning algorithms such as support vector classifier, decision tree 

classifier, and K-nearest neighbors classifier showed an accuracy of 99.99% for both 

datasets. However, the macro F1-score value was low. K- nearest neighbors classifier 

algorithm showed the highest macro F1-score value of 0.89 and 0.92 respectively for 

three hours CDR dataset and twenty-four hours CDR dataset. The main reason for this 

high accuracy and lower macro F1-score value was due to an imbalance of the datasets 

where they contain more than 99% of non-SIM box numbers (genuine subscribers). 

Therefore, even the best-performing K- nearest neighbors classifier algorithm detected 

around 20% of genuine subscribers as SIM box fraud numbers.  
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To correct this issue, another two datasets were created by removing obvious genuine 

subscribers from three hours CDR dataset and the twenty-four hours CDR dataset. This 

makes the datasets more balanced. The decision tree classifier algorithm showed the 

highest accuracy of 87.56% and 87.98% respectively for three hours CDR dataset and 

twenty-four hours CDR dataset. The decision tree classifier algorithm also showed the 

highest macro F1-score value of 0.87 and 0.88 respectively for three hours CDR 

dataset and twenty-four hours CDR dataset. Even though accuracy and macro F1-score 

values were reduced due to the removal of obviously genuine subscribers, detection of 

SIM box numbers was improved as the best performing decision tree classifier 

algorithm detected only around 10% of genuine subscribers as SIM box fraud 

numbers. Ensemble voting classifier algorithm was used to further increase the 

performance of the machine learning program and it improved the accuracy to 88.10% 

and 88.59%, and the macro F1-score value to 0.87 and 0.89 respectively for three hours 

CDR dataset and twenty-four hours CDR dataset. Ensemble voting classifier models 

also show better performance compared to other published research models recreated 

using the balance dataset. 

 

5.2. Limitations of the Research 

The main limitation observed during the research was hardware limitations. A device 

with fifteen cores with a processor base frequency of 2.66 GHz was used for the 

research. However, analyzing datasets with more than a hundred thousand data points 

with complex machine learning programs took several hours, and sometimes it was 

also crash the system. This limited the amount of data that could analyze and also 

limited the time to work on the machine learning programs. Due to privacy policies, 

CDR details could not be released to outside devices with better processing powers as 

well, so research was carried out on the operator premise with limited resources. 

 

5.3. Future Enhancements 

A major weakness in this research was the inability of close to 100% detection of SIM 

box fraud numbers. The programs introduced in this research could not identify around 

10% of SIM box numbers. This is mainly due to the capabilities of modern SIM box 
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devices that make it possible to replicate genuine subscriber characteristics by SIM 

box fraud numbers.  Improvement in SIM box number detection that replicates genuine 

subscriber characteristics is a future enhancement direction that can take in this 

research. Machine learning technology is developing fast. Therefore, these 

developments in the machine learning field can be used to improve machine learning 

methods to detect SIM box frauds more accurately. 

 

Also in this research, there were two separate SIM box fraud detection processes which 

were the detection of SIM box fraud from all the subscriber profiles (imbalance 

dataset) using machine learning and the detection of SIM box fraud from suspicious 

subscriber profiles (balance dataset after removing some of the genuine subscribers). 

Integration of these two processes into one process is a possible future enhancement 

direction. This integration will allow improvement in SIM box fraud detection as the 

first step will detect suspicious subscribers from all the subscriber profiles while the 

following step will detect SIM box fraud numbers from suspicious subscribers. 

Finally, these machine learning programs can be also introduced to detect not only 

SIM box fraud, but also other types of fraud observed in telecommunication networks. 
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APPENDIX A: SIMPLE MACHINE LEARNING PROGRAM 

# Load Python library 

from pandas import read_csv 

from sklearn.model_selection import train_test_split 

from imblearn.over_sampling import SMOTE 

from sklearn.metrics import classification_report 

from sklearn.metrics import confusion_matrix 

from sklearn.metrics import accuracy_score 

from sklearn.metrics import f1_score 

from sklearn.svm import SVC # sklearn Support Vector Machines library 

from sklearn.tree import DecisionTreeClassifier # sklearn Decision Trees library  

from sklearn.neighbors import KNeighborsClassifier 

from sklearn.ensemble import VotingClassifier 

import pickle 

 

# Load dataset 

url = "dataset.csv" 

names = ['a', 'tot', 'dtot', 'otot', 'dotot', 'didd', 'iddb', 'iddai', 'iddao', 'cell', 

'dur', 'grcell', 'f', 'grb', 'ansd', 'ansg', 'grimei', 'imeic', 'bypass'] 

dataset = read_csv(url, names=names) 

 

# Split input (X) and output (y)  

array = dataset.values 

X = array[:,1:18] 

y = array[:,18] 

 

# Split training and testing datasets  

X, X_validation, y, Y_validation = train_test_split(X, y, test_size=0.20, 

random_state=1) 

 

# Oversampling training data 

oversample = SMOTE() 

X_train, Y_train = oversample.fit_resample(X, y) 

 

# Create machine learning modle using training dataset 

model = DecisionTreeClassifier(criterion='gini', max_depth=6, min_samples_split=10, 

random_state=10) 

model.fit(X_train, Y_train) 

 

# Validate model using validation dataset 

predictions = model.predict(X_validation) 

 

# Evaluate predictions 

print(accuracy_score(Y_validation, predictions)) 

print(confusion_matrix(Y_validation, predictions)) 

print(classification_report(Y_validation, predictions)) 

print(f1_score(Y_validation, predictions, average='macro')) 

 

# Save the model to a file 

filename = 'model.pkl' 

pickle.dump(model, open(filename, 'wb'))  
 




