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Appendix A - Configuration and installing modules 

 

Install Apache web server on centos 6 

1. Run the following command: 

2.  sudo yum install httpd mod_ssl 

3. Because the server does not start automatically when you install Apache, you 

must start it manually. 

4.  sudo /usr/sbin/apachectl start 

The following message is displayed: 

 Starting httpd: httpd: Could not reliably determine the server's fully qualified 

domain name, using 127.0.0.1 for ServerName 

The IP address (shown in this example as 127.0.0.1) is used as the server name by 

default. In the following steps, set the server name for the next time the server is 

started. 

5. Open the main Apache configuration file. 

6.  sudo nano /etc/httpd/conf/httpd.conf 

7. Toward the end of the file, locate the section that starts with ServerName and 

gives an example. 

8.  #ServerName www.example.com:80 

9. Enter your cloud server host name or a fully qualified domain name. In the 

following example, the host name is demo. 

10.  ServerName demo 

Reload Apache. 

11.  sudo /usr/sbin/apachectl restart 
 

 

Install PostgreSQL on centos 6 

Open the CentOS repository configuration file in a text editor: 

nano /etc/yum.repos.d/CentOS-Base.repo 

 

At the bottom of the [base] section, add a line that excludes the postgres packages: 
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[base] 

name=CentOS-$releasever - Base 

mirrorlist=http://mirrorlist.centos.org/?release=$releasever&arch=$basearch&repo=os 

#baseurl=http://mirror.centos.org/centos/$releasever/os/$basearch/ 

gpgcheck=1 

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-6 

exclude=postgresql* 

Add the same line to the bottom of the [updates] section to prevent yum from updating 

postgres from the default repositories: 

[updates] 

name=CentOS-$releasever - Updates 

mirrorlist=http://mirrorlist.centos.org/?release=$releasever&arch=$basearch&repo=updat

es 

#baseurl=http://mirror.centos.org/centos/$releasever/updates/$basearch/ 

gpgcheck=1 

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-6 

exclude=postgresql* 

Control-click or right-click on the link that matches the most recent version of postgres 

and your version of CentOS. Choose "copy link address" or whatever similar option is 

available. 

 

Back in your droplet session, change to your home directory. Type curl -O and then paste 

the download link: 

cd ~ 

curl -O http://yum.postgresql.org/9.3/redhat/rhel-6-x86_64/pgdg-centos93-9.3-

1.noarch.rpm 

Install the package you just downloaded by typing the following command: 

rpm -ivh pgdg* 
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We can see that in this case, all of the packages have "93" for version 9.3. We want to 

download the "-server" packages: 

 

yum install postgresql93-server 
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Appendix B – User interfaces for MBSCSS 

 

Figure 1 User Login 

 

Figure 2 Bank Operators GUI 

 

Figure 3 End-user Search  
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Figure 4 User registration 

 

Figure 5 end user transaction reports 

 

Figure 6 Scratch Card Generating GUI 

 

Figure 7 Scratch Card Report 
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Appendix F – System Evaluation Forms 

Evaluation of Usability – Bank web Application 

 

Participants – Bank Operator 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – 

Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 

Can you understand function of the 

System           

2 

Can you rasy to learn system functions 

by your self           

3 

Are you happy with the time taken to 

system feedback when execute function           

4 

Are you happy with the information 

provided by the system           

5 

Is system give proper feedback and 

massages to guide you to achieve your           

 

Table 1 - Usability –  Bank web Application 

 

Evaluation of Functionality – Bank web Application 

 

Participants – Bank Operator 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – 

Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 

Does system provide the proper 

navigation 

 throughout the application           

2 

Does system giving clear output for your 

input           

3 

Base on the system functionalities how 

you rank the system            

4 

Did system giving you enough functions 

to do complete tasks           

5 Rank your expectation and system           

 

Table 2 - Functionality –  Bank web Application 
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Evaluation of Overall Impression – Bank web Application 

 

Participants – Bank Operator 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – 

Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 

Does system provide the final result 

within your expected time scope            

2 

Does system provide the final result 

within your expected quality           

3 Overall satisfaction with this application           

4 

Do you want to use this system regular 

basis           

5 

Rank your expectation and system 

functionality           

 

Table 3 - Overall Impression –  Bank web Application 

 

Evaluation of Usability – Scratch Card Deposit 

 

Participants – Customer 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – 

Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 

Can you understand function of the  

Scratch Card Deposit            

2 

Do you understand the SMS format of 

the  

Scratch Card Deposit            

3 

Do you  understand  what is the Scratch 

Card 

 and how to use it           

4 

Do you understand how to send SMS to 

system SMS gateway           

5 

Is system give proper feedback and 

massages to guide you to achieve your           

 

Table 4 - Usability –  Scratch Card Deposit  
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Evaluation of Functionality – Scratch Card Deposit 

 

Participants – Customer 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – 

Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 Does SMS Properly send to the gateway           

2 

Does system giving clear output for your 

input           

3 

Base on the system functionalities how 

you rank the system            

4 

Did system giving you enough functions 

to do complete tasks           

5 Do you get conformation SMS correctly            

 

Table 5 - Functionality –  Scratch Card Deposit  

 

Evaluation of Overall Impression – Scratch Card Deposit 

 

Participants – Customer 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – 

Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 

Does Scratch Card Deposit to your 

account  within your expected time scope            

2 

Does Scratch Card Deposit  final result 

within your expected quality           

3 Overall satisfaction with this application           

4 

Are you happy with time taken to cash 

deposit to your account           

5 

Rank your expectation and  Scratch Card 

Deposit  functionality           

 

Table 6 - Overall Impression –  Scratch Card Deposit  
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Evaluation of Usability – Cash Withdrawal 

 

Participants – Customer, Merchant 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – 

Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 

Do you understand what is the merchant 

number           

2 

Do you understand the SMS format for 

Cash Withdrawal           

3 

Do you  understand  what is the Scratch 

Card 

 and how to use it           

4 

Do you understand how to send SMS to 

system SMS gateway           

5 

Is system give proper feedback and 

massages to guide you to achieve your           

 

Table 7 - Usability –  Cash Withdrawal 

 

Evaluation of Functionality – Cash Withdrawal 

 

Participants – Customer, Merchant 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – 

Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 Does SMS Properly send to the gateway           

2 

Does system giving clear output for your 

input           

3 

Base on the system functionalities how 

you rank the system            

4 

Did system giving you enough functions 

to do complete tasks           

5 Do you get conformation SMS correctly            

 

Table 8 - Functionality –  Cash Withdrawal 
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Evaluation of Overall Impression – Cash Withdrawal 

 

Participants – Customer, Merchant 

  

No. of Participants - 10 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - Good, 5 – Excellent 

   

 Evaluation criteria 

1 2 3 4 5 

 

Very Poor  Average  Good  Excellent 

1 

Does cash withdrawal to your account  

within your expected time scope            

2 

Does Scratch Card Deposit  final result 

within your expected quality           

3 Overall satisfaction with this application           

4 

Are you happy with time taken to cash 

deposit to your account           

5 

Rank your expectation and  Scratch Card 

Deposit  functionality           

 

Table 9 - Overall Impression – Cash Withdrawal 
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Appendix G - Data Analysis - Evaluation of  Bank web Application 

 

Participants – Bank 

Operator 

  

No. of Participants - 10 

  

 
Usability 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

Marks offered 
Out 

of 

100 %  Evaluation criteria 

2 4 6 8 10 

 

Very Poor  Average  Good  Excellent 

1 

Can you understand 

function of the  

System 0 0 30 24 20 74   

2 

Can you rasy to learn 

system functions by 

your self 0 0 24 32 20 76   

3 

Are you happy with the 

time taken to system 

feedback when execute 

function 0 0 12 32 40 84   

4 

Are you happy with the 

information 

provided by the system 0 4 12 32 10 58   

5 

Is system give proper 

feedback and 

massages to guide you 

to achieve your 0 0 18 24 40 82   

 

  Usability 374 74.80 

 

 

Participants – Bank 

Operator 

  

No. of Participants - 10 

  

 
Functionality 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

  Out 

of 

100 %  Evaluation criteria 

2 4 6 8 10 

 

Very Poor  Average  Good  Excellent 

1 

Does system provide the 

proper navigation through 

out the application 0 0 30 24 20 74   

2 

Does system giving clear 

out put for your input 0 0 12 40 30 82   

3 

Base on the system 

functionalities how you rank 

the system  0 4 6 40 30 80   

4 

Did system giving you 

enough functions to do 0 0 18 16 50 84   



64 

 

complete tasks 

5 

Rank your expectation and 

system 0 0 24 40 10 74   

 

  Functionality 394 78.80 

 

Table 2 - Data Analysis of Functionality –  Bank web Application 

   

 

Participants – Bank 

Operator 

  

No. of Participants - 10 

  

 
Overall Impression 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

  
Out 

of 

100 %  Evaluation criteria 

2 4 6 8 10 

 

Very Poor  Average  Good  Excellent 

1 

Does system provide the 

final result within your 

expected time scope  0 0 18 40 20 78   

2 

Does system provide the 

final result within your 

expected quality 0 0 12 40 30 82   

3 

Overall satisfaction with this 

application 0 4 18 32 20 74   

4 

Do you want to use this 

system regular basis 0 0 18 24 40 82   

5 

Rank your expectation and 

system functionality 0 0 24 24 30 78   

 

  Overall Impression 394 78.80 

 

Table 3 - Data Analysis of Overall Impression –  Bank web Application 
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Appendix H - Data Analysis - Evaluation of Scratch Card Deposit 

 

Participants – Customer 

  

No. of Participants - 10 

  

 
Usability 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

  

Out 

of 

100 % 

 

Evaluation criteria 

2 4 6 8 10 

 

Very Poor  

Averag

e  

Goo

d  

Excellen

t 

1 

Can you understand function 

of the  

Scratch Card Deposit  0 0 30 16 30 76   

2 

Do you understand the SMS 

format of the  

Scratch Card Deposit  0 0 6 40 40 86   

3 

Do you  understand  what is 

the Scratch Card 

 and how to use it 0 0 6 48 30 84   

4 

Do you understand hoe to 

send SMS to system SMS 

gateway 0 0 30 16 30 76   

5 

Is system give proper 

feedback and 

massages to guide you to 

achieve your 0 0 18 24 40 82   

 

  Usability 404 

80.8

0 

 

Table 4 - Data Analysis of Usability –  Scratch Card Deposit  

   

 

Participants – Customer 

  

No. of Participants - 10 

  

 
Functionality 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

  Out 

of 

100 %  Evaluation criteria 

2 4 6 8 10 

 

Very Poor  Average  Good  Excellent 

1 

Does SMS Properly send to 

the gateway 0 0 24 24 30 78   

2 

Does system giving clear 

out put for your input 0 0 30 16 30 76   

3 

Base on the system 

functionalities how you 

rank the system  0 4 12 24 40 80   

4 

Did system giving you 

enough functions to do 

complete tasks 0 0 30 16 30 76   
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5 

Do you get conformation 

SMS correctly  0 0 18 24 40 82   

 

  Functionality 392 78.40 

 

Table 5 - Data Analysis of Functionality –  Scratch Card Deposit  

  

 

Participants – Customer 

  

No. of Participants - 10 

  

 
Overall Impression 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

  Out 

of 

100 %  Evaluation criteria 

2 4 6 8 10 

 

Very Poor  Average  Good  Excellent 

1 

Does Scratch Card Deposit 

to your account  within 

your expected time scope  0 0 24 24 30 78   

2 

Does Scratch Card Deposit  

final result within your 

expected quality 0 4 18 24 30 76   

3 

Overall satisfaction with 

this application 0 0 36 16 20 72   

4 

Are you happy with time 

taken to cash deposit to 

your account 0 0 12 24 50 86   

5 

Rank your expectation and  

Scratch Card Deposit  

functionality 0 0 24 24 30 78   

 

  Overall Impression 390 78.00 

 

Table 6 - Data Analysis of Overall Impression –  Scratch Card Deposit  
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Appendix I - Data Analysis - Evaluation of Cash Withdrawal 

 

Participants – Customer, 

Merchant 

  

No. of Participants - 10 

  

 
Usability 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

  
Out 

of 

100 %  Evaluation criteria 

2 4 6 8 10 

 

Very Poor  Average  Good  Excellent 

1 

Do you understand what is 

the merchant number 0 0 30 16 30 76   

2 

Do you understand the SMS 

format for Cash Withdrawal 0 0 18 24 40 82   

3 

Do you  understand  what is 

the Scratch Card 

 and how to use it 0 0 12 40 30 82   

4 

Do you understand hoe to 

send SMS to system SMS 

gateway 0 0 18 32 30 80   

5 

Is system give proper 

feedback and 

massages to guide you to 

achieve your 0 0 12 32 40 84   

 

  Usability 404 80.80 

 

Table 7 - Data Analysis of Usability –  Cash Withdrawal 

   

 

Participants – Customer, 

Merchant 

  

No. of Participants - 10 

  

 
Functionality 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

  

Out 

of 

100 % 

 

Evaluation criteria 

2 4 6 8 10 

 

Very Poor  

Averag

e  

Goo

d  

Excellen

t 

1 

Does SMS Properly send to 

the gateway 0 4 18 24 30 76   

2 

Does system giving clear out 

put for your input 0 0 36 16 20 72   

3 

Base on the system 

functionalities how you rank 

the system  0 0 30 16 30 76   

4 

Did system giving you 

enough functions to do 

complete tasks 0 0 18 32 30 80   
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5 

Do you get conformation 

SMS correctly  0 0 12 32 40 84   

 

  Functionality 388 

77.6

0 

 

Table 8 - Data Analysis of Functionality –  Cash Withdrawal 

   

 

Participants – Customer, 

Merchant 

  

No. of Participants - 10 

  

 
Overall Impression 

       

 

1 - Very poor, 2 – Poor, 3 – Average, 4 - 

Good, 5 – Excellent 

     

  

  Out 

of 

100 %  Evaluation criteria 

2 4 6 8 10 

 

Very Poor  Average  Good  Excellent 

1 

Does cash withdrawal to 

your account  within your 

expected time scope  0 4 24 16 30 74   

2 

Does Scratch Card Deposit  

final result within your 

expected quality 0 0 18 32 30 80   

3 

Overall satisfaction with 

this application 0 0 18 32 30 80   

4 

Are you happy with time 

taken to cash deposit to 

your account 0 0 24 16 40 80   

5 

Rank your expectation and  

Scratch Card Deposit  

functionality 0 0 24 24 30 78   

 

  Overall Impression 392 78.40 

 

Table 9 - Data Analysis of Overall Impression – Cash Withdrawal 
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Appendix J – Source code for User Login  

#!/usr/bin/perl -w 

$| = 1; 

 

$progname="login"; 

 

use CGI; 

use DBI; 

use Business::CreditCard; 

use Authen::PIN; 

 

print "Content-type: text/html\n\n"; 

 

###################  READ IN PARAMS ########################### 

       $conf_file = "params/conf"; 

       open (CONFFILE, "$conf_file") ; 

 

        while (<CONFFILE>){ 

                $row = $_; 

                chop $row; 

                @pair = split (/\=/, $row); 

               $var = "$pair[0]"; 

               $value = "$pair[1]"; 

               $$var = "$value"; 

 

       } 

        close (CONFFILE); 

############################################### 

#######   Parse from web page (URL_) 

 

@pairs = (); 

@pairs = split(/&/, $ENV{'QUERY_STRING'}); 

foreach $pair (@pairs) 

{ 

local($name, $value) = split(/=/, $pair); 

$name =~ tr/+/ /; 

$name =~ s/%([a-fA-F0-9][a-fA-F0-9])/pack("C", hex($1))/eg; 

$value =~ tr/+/ /; 

$value =~ s/%([a-fA-F0-9][a-fA-F0-9])/pack("C", hex($1))/eg; 

$value =~ tr/,/ /; 

$value =~ s/<!--(.|\n)*-->//g; 

$INPUT{$name} = $value; 

} 

 

#  Parse from the web form 

############################################################## 

read (STDIN, $buffer, $ENV{'CONTENT_LENGTH'}); 

@cgiPairs = split(/&/,$buffer); 

foreach $cgiPair (@cgiPairs) 



70 

 

{ 

  ($name,$value) = split(/=/,$cgiPair); 

  $value =~ s/\+/ /g; 

  $value =~ s/%(..)/pack("c",hex($1))/ge; 

  $form{$name} .= "\0" if (defined($form{$name})); 

  $form{$name} .= "$value"; 

} 

 

$remote_addr = $ENV{'REMOTE_ADDR'}; 

$remote_host = $ENV{'REMOTE_HOST'}; 

 

$timestamp = time(); 

$last_updated =localtime (time); 

 

 

if ($INPUT{'submittype'} eq "url"){ 

$form{'client'} = "$INPUT{'user'}"; 

$form{'password'} = "$INPUT{'pas'}"; 

 

#print qq! user=$form{'username'}, pass=$form{'passwd'} !; 

} 

## SPLIT TIME 

#################################### 

@time_updated = split (/\ /, $last_updated); 

 

        $current_day=$time_updated[0]; 

        $current_month=$time_updated[1]; 

        $current_date=$time_updated[2]; 

        $current_time=$time_updated[3]; 

        $current_year=$time_updated[4]; 

 

@current_time = split (/\:/, $current_time); 

$current_time_hhmm = "@current_time[0]:@current_time[1]"; 

 

### if date is one character 

if ($current_date eq "") 

{ 

$current_date=$time_updated[3]; 

        $current_time=$time_updated[4]; 

        $current_year=$time_updated[5]; 

 

push (@current_date_dd, "0", $current_date); ### Add a 0 to front 

$current_date = join ( "", @current_date_dd); 

} 

open (FILE, "path") || die print "cannot open database "; 

$path = <FILE>; 

chop $path; 

close (FILE); 

 

 

write_msg_log("==================================="); 
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write_msg_log("START $progname"); 

 

write_msg_log("==================================="); 

open (FILE, "/var/www/cgi-bin/gdz/db_ip"); 

$db_ip = <FILE>; 

close (FILE); 

 

open (FILE, "/var/mhetc/db_ip") || die print "cannot "; 

$db_ip = <FILE>; 

chop $db_ip; 

close (FILE); 

 

 

open (FILE, "/var/mhetc/database") || die print "cannot open database "; 

$database = <FILE>; 

chop $database; 

close (FILE); 

 

open (FILE, "/var/mhetc/usrnm") || die print "cannot open Username "; 

$username = <FILE>; 

chop $username; 

close (FILE); 

 

open (FILE, "/var/mhetc/dwp") || die print "cannot open database "; 

$pass = <FILE>; 

chop $pass; 

close (FILE); 

 

my $db = 'DBI:Pg:host=' . $db_ip .  ' dbname=' . $database; 

 

my $dbh = DBI->connect($db,$username,$pass); 

 

my $sth = $dbh->prepare("SELECT password, account_id, group_id, 

user_type,id,reseller_id,reseller_discount,dealer_id,merchant,agent,bdo,reseller_iii_id FROM 

webusers WHERE username = '$form{'client'}'"); 

$sth->execute; 

my @array = $sth-> fetchrow_array; 

 

 

#print "ddd = @array"; 

#########print "sddfd@array "; 

$sth->finish; 

 

$accountid = $array[1]; 

$group_id = $array[2]; 

$user_type = $array[3]; 

$webuser_id = $array[4]; 

$reseller_id = $array[5]; 

$reseller_discount = $array[6]; 

$dealer_id = $array[7]; 

$reseller_III_id = $array[11]; 
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$merchant = $array[8]; 

$agent = $array[9]; 

$bdo = $array[10]; 

#!; 

write_msg_log("Read user data for :$form{'client'}, accountid:$array[1], 

group_id:$array[2],user_type:$array[3], webuser_id:$array[4], reseller_id:$array[5], "); 

############################# check if user exists 

#if (@array == () ){ 

if ($form{'client'} eq ""){ 

        $err_msg = "Please enter  Username "; 

        $login_fail = "yes"; 

} 

 

if ($form{'password'} eq ""){ 

        $err_msg = "Please enter a password "; 

        $login_fail = "yes"; 

} 

 

if ($form{'client'}eq ""){ 

        $err_msg = "Username does not exist"; 

        $login_fail = "yes"; 

}else{ 

#print "ddd=$array[0]"; 

        ###  check password 

        if ($array[0] ne "$form{'password'}"){ 

                $err_msg = "Password mismatch"; 

                $login_fail = "yes"; 

        } 

} 

 

print qq! 

<head><link rel="stylesheet" href="../../agent/style-post.css" type="text/css" /></head> 

<body> 

 

 

 

<form method=POST action="login.cgi" autocomplete=on  target="_self"> 

 

<center> 

<br><br><br> 

 

<\!-- <font color=#ffffff size=5 face="MS Sans Serif"><strong> 

$path</strong> 

</font> 

<br ><br> --> 

<div style="margin: auto;"> 

<img src="../../agent/images/loginLogo2-v2.jpg"> 

<table width=420 bordercolordark=#ffffff bordercolorlight=#000000 cellspacing=0 

cellpadding=1 border=0 bgcolor=#4da9f1 > 
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                <tr> 

                  <td width="100%" colspan="3" bgcolor="#279cf5" class="CalcCaptionBack"><table 

border="0" 

                  cellpadding="0" cellspacing="0" width="100%"> 

                    <tr> 

                      <td width="17"><img src="../../agent/images/icon-1.png" width="15" 

height="15"></td> 

                      <td><font color=#ffffff size=1 face="MS Sans 

Serif"><strong>Login</strong></font></td> 

                      <td align="right"><table border="0" cellpadding="0" cellspacing="0" 

                      style="border: 1px outset"> 

                        <tr> 

                        <td class="CalcTable" bgcolor="#0479d3" align="center"><a 

href="../../$path/blank.html" target="_self"><img 

                        src="../../agent/images/close.png" alt="Close" border="0" width="13" 

height="11"></a></td> 

                        </tr> 

                      </table> 

                      </td> 

                    </tr> 

                  </table> 

                  </td> 

                </tr> 

                <tr> 

<tr> 

<td> 

<ul><font size="1"face="MS sans serif" color=#fe1111><b>LoginFailure, $err_msg</b></font> 

<p><font size="1"face="MS sans serif">Enter your authentication information</font> 

<br> 

<br> 

 

<center> 

<table border="0"> 

        <tr> 

            <td><center><font size="1" 

            face="MS sans serif">Username</font></td> 

            <td> 

 

<input name="client" type="text" size="12" maxlength="25"> 

 

</td> 

 

  </tr> 

        <tr> 

            <td><font  size=1 

            face="MS sans serif">Password</font></td> 

            <td> 

 

<input name="password" type="password" size="12" maxlength="25""> 

 

        </td> 
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        </tr> 

    </table> 

    </center></div><p align="center"><input type="submit" 

    name="pass" value="    Login    "></p> 

</form> 

 

</td> 

</tr> 

</table> 

</body> 

 

!; 

die; 

} 

 

Appendix K – Source code for Massage Log  

##############################################################################

############## 

######## session control log###### 

write_msg_log("Session control logging.."); 

$session_log = "/var/log/webuser_acc/$current_date$current_month$current_year"; 

@session_log_row = (); 

                ###  generate session id 

                        $template = "PPHHHHHHHHHHHHV"; 

                        #$mhpin = new Authen::PIN('PPHHHHHHHHHV'); 

                        $mhpin = new Authen::PIN($template); 

                        $session_id = $mhpin->pin($last_updated, $form{'client'});   ####  we use prefix 

+ acid serial 

                      # print "new_pin=$new_pin <br>";gent007 

 

 

        write_msg_log("Generated session_id:$session_id"); 

 

 

if ($login_fail ne "yes"){ 

push (@session_log_row, $last_updated, $form{'client'}, $user_type, 

$remote_addr,$session_id,$timestamp,"Active",$group_id,$reseller_id,"EOL" );  # 

} 

   $session_log_row = join ("\|", @session_log_row); 

 

#print "<br>$access_log_row"; 

 

######  > is delete existing data and write,  >> is append to existing data 

        #open (DATABASE, ">>$session_log") || die print "cp"; 

        open (DATABASE, ">>$session_log") || die print "cannt open $session_log"; 

        print DATABASE "$session_log_row\n"; 

        close (DATABASE); 

###################   end log  ########## 
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write_msg_log("Wrote to session Log"); 

##############################acccess log ###################################### 

 

#print "ut=$user_type, gid=$group_id, rid=$reseller_id"; 

####   kill if auth fails 

 

Appendix L – Source code for Enduser Application 
#!/usr/bin/perl -w 

$| = 1; 

 

my $progname = "reseller_II_enduser_account_manager2"; 

 

use CGI; 

use DBI; 

use Business::CreditCard; 

use Authen::PIN; 

 

###################  READ IN PARAMS ########################### 

       $conf_file = "params/conf"; 

       open (CONFFILE, "$conf_file") ; 

 

        while (<CONFFILE>){ 

                $row = $_; 

                chop $row; 

                @pair = split (/\=/, $row); 

               $var = "$pair[0]"; 

               $value = "$pair[1]"; 

               $$var = "$value"; 

       } 

        close (CONFFILE); 

open (FILE, "path"); 

$path = <FILE>; 

chop $path; 

close (FILE); 

#######   Parse from web page (URL_) 

@pairs = split(/&/, $ENV{'QUERY_STRING'}); 

foreach $pair (@pairs) 

{ 

local($name, $value) = split(/=/, $pair); 

$name =~ tr/+/ /; 

$name =~ s/%([a-fA-F0-9][a-fA-F0-9])/pack("C", hex($1))/eg; 

$value =~ tr/+/ /; 

$value =~ s/%([a-fA-F0-9][a-fA-F0-9])/pack("C", hex($1))/eg; 

$value =~ tr/,/ /; 

$value =~ s/<!--(.|\n)*-->//g; 

$INPUT{$name} = $value; 

} 

#  Parse from the web form 

############################################################## 

read (STDIN, $buffer, $ENV{'CONTENT_LENGTH'}); 
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@cgiPairs = split(/&/,$buffer); 

foreach $cgiPair (@cgiPairs) 

{ 

  ($name,$value) = split(/=/,$cgiPair); 

  $value =~ s/\+/ /g; 

  $value =~ s/%(..)/pack("c",hex($1))/ge; 

  $form{$name} .= "\0" if (defined($form{$name})); 

  $form{$name} .= "$value"; 

} 

#$remote_addr = $ENV{'REMOTE_ADDR'}; 

$real_time_sourceip = $ENV{'REMOTE_ADDR'}; 

$remote_host = $ENV{'REMOTE_HOST'}; 

 

 

###############  TIME  ################### 

 

$last_updated =localtime (time); 

## SPLIT TIME 

#################################### 

@time_updated = split (/\ /, $last_updated); 

 

        $current_day=$time_updated[0]; 

        $current_month=$time_updated[1]; 

        $current_date=$time_updated[2]; 

        $current_time=$time_updated[3]; 

        $current_year=$time_updated[4]; 

 

### if date is one character 

if ($current_date eq "") 

{ 

        $current_date=$time_updated[3]; 

        $current_time=$time_updated[4]; 

        $current_year=$time_updated[5]; 

 

push (@current_date_dd, "0", $current_date); ### Add a 0 to front 

$current_date = join ( "", @current_date_dd); 

} 

 

@current_time = split (/\:/, $current_time); 

$current_time_hhmm = "$current_time[0]:$current_time[1]"; 

write_msg_log("==================================="); 

write_msg_log("START: $progname") ; 

 

write_msg_log("==================================="); 

 

###############  read in vars ######### 

if ($INPUT{'invokeby'} eq "url"){ 

$user= $INPUT{'user'}; 

$user_type = $INPUT{'user_type'}; 

$webuser_id = $INPUT{'webuser_id'}; 

$group_id = $INPUT{'group_id'}; 
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$frun = $INPUT{'frun'}; 

$reseller_id = $INPUT{'reseller_id'}; 

 

$tg_id = $INPUT{'tg_id'}; 

$tg_description = $INPUT{'tg_desc'}; 

$ag_id = $INPUT{'ag_id'}; 

$ag_desc = $INPUT{'ag_desc'}; 

#$balance = $INPUT{'bal'}; 

#$balancelimit_reseller = $INPUT{'ballimit'}; 

#$currencysym_reseller = $INPUT{'cursym'}; 

$reseller_discount = $INPUT{'reseller_dis'}; 

$accountid = $INPUT{'accountid'}; 

$search_fn = $INPUT{'search_fn'}; 

$search_sn = $INPUT{'search_sn'}; 

$search_cli = $INPUT{'search_cli'}; 

$search_ac = $INPUT{'search_ac'}; 

#$sourceip = $INPUT{'sourceip'}; 

$session_id = $INPUT{'session_id'}; 

$func = $INPUT{'func'}; 

$resellerII_type = $INPUT{'resellerII_type'}; 

$r1_accountid = $INPUT{'r1_accountid'}; 

 

}else{ 

$user = $form{'user'}; 

$user_type = $form{'user_type'}; 

$group_id = $form{'group_id'}; 

$reseller_id = $form{'reseller_id'}; 

 

$tg_id = $form{'tg_id'}; 

$tg_description = $form{'tg_description'}; 

$ag_id = $form{'ag_id'}; 

$ag_desc = $form{'ag_desc'}; 

#$balance = $form{'balance'}; 

#$balancelimit_reseller = $form{'balancelimit_reseller'}; 

#$currencysym_reseller = $form{'currencysym_reseller'}; 

$reseller_discount = $form{'reseller_discount'}; 

$accountid = $form{'accountid'}; 

$search_fn = $form{'search_fn'}; 

$search_sn = $form{'search_sn'}; 

$search_cli = $form{'search_cli'}; 

$search_ac = $form{'search_ac'}; 

#$sourceip = $form{'sourceip'}; 

$session_id = $form{'session_id'}; 

$func = $form{'func'}; 

$resellerII_type = $form{'resellerII_type'}; 

$r1_accountid = $form{'r1_accountid'}; 

 

$new_cli = "$form{'new_cli'}"; 

} 

 

########################################################## 
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open (FILE, "/var/mhetc/db_ip") || die print "cannot "; 

$db_ip = <FILE>; 

chop $db_ip; 

close (FILE); 

 

 

open (FILE, "/var/mhetc/database") || die print "cannot open database "; 

$database = <FILE>; 

chop $database; 

close (FILE); 

 

open (FILE, "/var/mhetc/usrnm") || die print "cannot open Username "; 

$username = <FILE>; 

chop $username; 

close (FILE); 

 

open (FILE, "/var/mhetc/dwp") || die print "cannot open database "; 

$pass = <FILE>; 

chop $pass; 

close (FILE); 

 

 

 

my $db = 'DBI:Pg:host=' . $db_ip .  ' dbname=' . $database; 

 

 

my $dbh = DBI->connect($db,$username,$pass); 

print "Content-type: text/html\n\n"; 

print qq! 

<\!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 

"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"> 

<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="en" lang="en"> 

<head> 

     <meta http-equiv="content-type" content="text/html;charset=UTF-8" /> 

<title>Godzila</title> 

 

<link rel="stylesheet" href="../../css/style.css" type="text/css" /> 

<link rel="stylesheet" href="../../css/layouts.css" type="text/css" /> 

<link rel="stylesheet" href="../../css/mnlayout.css" type="text/css" media="screen" /> 

<link rel="stylesheet" href="../../css/mnprint.css" type="text/css" media="print" /> 

 

</head> 

<body bgcolor="#FFFFFF" TOPMARGIN=0 LEFTMARGIN=0 MARGINWIDTH=0 

MARGINHEIGHT=0> 

<center> 

<form method=POST action="reseller_II_enduser_account_manager2.cgi" autocomplete=on  

target=_self> 

<input type=hidden name=r1_accountid value=$r1_accountid> 

!; 

print qq! 
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<table cellspacing=2 width=100%><tr> 

<td> 

         <b>$resellerII_type Accounts: </b> 

<input name=new_ac2_disable value="Add" type="hidden"> 

 

 

<input name=new_ac value="Add" type="submit"> 

<input name=browse_ac  value="Search " type="submit"> 

<\!--<input name=browse_ac  value="Search active" type="submit">--> 

<\!--<input name=browse_ac_incomp  value="Search all" type="submit">--> 

</td> 

<td> 

 

 

Account# <input type=text size=5 name=search_ac value=$search_ac> 

FirstName <input type=text size=6 name=search_fn value=$search_fn> 

Surname <input type=text size=6  name=search_sn value=$search_sn> 

CLI <input type=text size=6  name=search_cli value=$search_cli> 

PageSize <input type=text size=3  name=page_size value=$page_size> 

</td> 

!; 

print qq! 

<td bgcolor=#c0c0c0 align=right> New CLI <input type=text size=6  name=new_cli 

value=$new_cli> 

<input name=add_cli value="Add CLI" type="submit"> 

</td> 

!; 

print qq! 

</tr> 

</table> 

 

<input type=$textorhidden name=tg_id value = $tg_id> 

<input type=$textorhidden name=tg_description value=$tg_description> 

<input type=$textorhidden name=ag_id value=$ag_id> 

<input type=$textorhidden name=ag_desc value=$ag_desc> 

<input type=$textorhidden ame=reseller_id value=$reseller_id> 

<input type=hidden name=balancelimit_reseller value=$balancelimit_reseller> 

<input type=hidden name=balance value=$balance> 

<input type=hidden name=currencysym_reseller value=$currencysym_reseller> 

<input type=hidden name=reseller_discount value=$reseller_discount> 

<input type=$textorhidden name=accountid value=$accountid> 

<input type=$textorhidden name=session_id value=$session_id> 

<input type=$textorhidden name=resellerII_type value=$resellerII_type> 

<input type=$textorhidden name=reseller_II_id value=$reseller_II_id> 

<input type=$textorhidden name=r2_accountid value=$r2_accountid> 

 

 

<input name=user value="$user" type="$textorhidden"> 

<input name=user_type value="$user_type" type="$textorhidden"> 

 

<input name=reseller_id value="$reseller_id" type="$textorhidden"> 
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<input name=group_id value="$group_id" type="$textorhidden"> 

 

!; 

    print qq! 

 

 

<div align="center"><center> 

 

<table border="1" cellspacing="0" width="760" bgcolor="#C0C0C0" 

bordercolordark="#FFFFFF" bordercolorlight="#000000"> 

 

 

 

          <tr> 

                  <td width="100%" colspan="3" bgcolor="#003399" class="CalcCaptionBack"><table 

border="0" 

                  cellpadding="0" cellspacing="0" width="100%"> 

                    <tr> 

                      <td width="17"><img src="../../images/icon.gif" width="15" height="15"></td> 

                      <td><font color=#ffffff> 

<strong>Create New Account </strong> </td> 

                      <td align="right"><table border="0" cellpadding="0" cellspacing="0" 

                      style="border: 1px outset"> 

                        <tr> 

                        <td class="CalcTable" bgcolor="#D4D0C8" align="center"><a 

href="../blank.html" target="_self"><img 

                        src="../../images/iconclose.gif" alt="Close" border="0" width="13" 

height="11"></a></td> 

                        </tr> 

                      </table> 

                      </td> 

                    </tr> 

                  </table> 

                  </td> 

                </tr> 

                <tr> 

    <tr> 

    <td><div align="center"><center><table border="0" 

        cellpadding="0" cellspacing="1" width="660" 

        bgcolor="#C0C0C0"> 

            <tr> 

                <td width="25%"> Customer No. </td> 

                <td width="25%"> <input type="text" size="15" 

                name="Cus_No" value="$form{'Cus_No'}"> </td> 

                <td width="25%"> Balance </td> 

                <td width="25%"> <input type="text" size="4" 

                name="ac_balance" value="$form{'ac_balance'}"> </td> 

            </tr> 

            <tr> 

                <td width="25%"> First Name </td> 

                <td width="25%"> <input type="text" size="20" 
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                name="firstname" value="$form{'firstname'}"> </td> 

                <td width="25%"> Balance Limit </td> 

                <td width="25%"> <input type="text" size="4" 

                name="ac_balance_limit" value="$form{'ac_balance_limit'}"> </td> 

            </tr> 

            <tr> 

                <td width="25%"> Last Name </td> 

                <td width="25%"> <input type="text" size="15" 

                name="surname" value="$form{'surname'}"> </td> 

                <td width="25%"> Currency </td> 

                <td width="25%"> <input type="text" size="4" 

                name="currency" value="$form{'currency'}"> </td> 

            </tr> 

            <tr> 

             <td width="25%"> Company </td> 

                <td width="25%"> <input type="text" size="15" 

                name="company" value="$form{'company'}"> </td> 

                <td width="25%">  Account Group 

                </td> 

                <td width="25%"> 

                <select name=acctgrp_desc ><option>$form{'acctgrp_desc'}</option></select> 

 

                        </td> 

            </tr> 

            <tr> 

                <td width="25%"> No. </td> 

                <td width="25%"> <input type="text" size="6" 

                name="Add_No" value=$form{'Add_No'}> </td> 

                <td  width="25%"> Rate </td> 

                <td width=25%><select name=rate_package 

><option>$form{'rate_package'}</option></select></td> 

            </tr> 

            <tr> 

                <td width="25%"> Street 1 </td> 

                <td width="25%"> <input type="text" size="18" 

                name="Add_St1" value="$form{'Add_St1'}"> </td> 

                <td valign="top" rowspan="6" colspan="2" 

                width="50%"> 

 

                <table border="1" cellpadding="0" 

                cellspacing="0" width="330" bgcolor="#C0C0C0" 

                bordercolordark="#FFFFFF" 

                bordercolorlight="#000000"> 

                <tr><td> 

                <table border="0" cellpadding="3" 

                cellspacing="0" width="330" bgcolor="#C0C0C0" 

                bordercolordark="#FFFFFF" 

                bordercolorlight="#000000"> 

                    <tr> 

                                           

                      <td width="50%" valign=center> 
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                        <input type="text" size="4" maxlength="4" name="uid_prefix" 

value="$form{'uid_prefix'}"> 

 

                        <input type="text" 

                        size="8" maxlength=8 name="pin" value="$form{'pin'}"> 

 

                                        <input type=submit name=add_uid_prefix value=" "> 

                                         Add prefix 

 

                                </td> 

                    </tr> 

                    <tr> 

                        <td width="50%"> Web User ID $err_userid 

 

                                 </td> 

                        <td width="50%"> <input type="text" 

                        size="10" name="webuserid" value="$form{'webuserid'}"> </td> 

                    </tr> 

                    <tr> 

                        <td width="50%"> Web Password $err_webpass </td> 

                        <td width="50%"> <input type="text" 

                        size="10" name="webpassword" value="$form{'webpassword'}"> </td> 

                    </tr> 

                    <tr> 

                        <td width="50%">  </td> 

                        <td width="50%"> 

                         </td> 

                    </tr> 

                    <tr> 

                        <td width="50%">  </td> 

                        <td width="50%"> <input type="hidden" 

                        size="18" name="Email_Addr" value="$form{'Email_Addr'}"> </td> 

                    </tr> 

                    <tr> 

                        <td width="50%">  </td> 

                        <td width="50%">  </td> 

                    </tr> 

                </table> 

                </td></tr> 

        </table> 


