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ABSTRACT

Security threats and other cyber security-related concerns are becoming more
prevalent in the business world. Small-to-medium-sized organizations are frequently
targeted by attackers, and some find it challenging to withstand such attacks. Due to a
lack of experience and the high cost of security solutions, small IT firms frequently
encounter difficulties when setting up and implementing security measures. Hence,
small IT firms and its stake holders are required to acknowledge the risk of cyber
threats and continue their businesses without having a proper solution for their security
related issues. The researcher conducted a comprehensive survey that focuses on the
requirement of technical implementation of several cyber security controls for cloud-
based small IT firms in accordance with this particular research. The survey
encompassed a range of questions including existing cloud security controls, policies
and procedures, access control and authentication mechanisms, cryptographic
controls, password security, employee security awareness, incident response, security
assessments and digital forensic, which helps to identify and understand overall
organizations’ operational structure and its business environment with the requirement
for cybersecurity. The survey was sent to the small IT firms who is handling healthcare
business systems and the small IT firms who is handling retail business systems. The
information collected was thoroughly reviewed and visualized to identify security
related challenges for cloud based small IT firms. Based on the identified security
requirements of different kind of businesses, a framework was implemented to build
small IT firms’ security infrastructure using feasible open-source solutions. The most
suitable open-source solutions were selected based on the type of the organization,
types of the data collected, existing IT infrastructure, etc. The attributes of the

framework ought to be cost effectiveness and user friendliness.

Keywords: Small IT firms, Cyber Security Framework, Open-source tools for Cyber

Security

il



TABLE OF CONTENTS

DIECIATALION ...ttt i
ACKNOWIEAZEMENL........eiiiiiiiiiciiieiie ettt ettt e e ebe e aaeenseeeene il
ADSIIACE ..ottt ettt ettt et h et et b et st e nae et il
Table Of CONENLS .....eeutiiiiiieieeiieri ettt sttt ettt et st v
LISt Of FIGUIES ..ottt ettt e e e e e e e sabeeenaeeenseeenens vi
LSt OF TADIES. ...ttt ettt e vii
LiSt Of ADDIEVIATIONS. ...c.uuieiieiiiiiieeiie ettt et ettt ettt e e eabeens viii
LiSt Of APPENAICES ....evvieeiiieeiiie ettt tae e e te e s ree e s aveeeenaeeenens X
(O] 1F:1 01 1<) ol OSSPSR 1
INTRODUCTION ..ottt ettt ettt st e e 1
L1, BacCKEIoUNd ......ooouiiiiieiiiciicieeceee ettt ettt et 1
1.2.  Motivation and Research Problem ............ccccoocovviiniiiiniininiieeecee 3
1.3.  Research QUESHIONS .......cc.ueeeiiiiiiieeeiiiee ettt e eeaae e e e eaaeee e 5
1.4, ReSearch ODJECTIVES .....ccueriiruiiiiiriiriiiieeieiteie et 5
141, Main ObBJECHIVES ..ceeeriiiiieiiiiiieieeieniteit ettt 6
1.4.2. SPECIfic ODJECLIVES. ....eiuvieiiiiiiiiiieriieie et 7

1.5, ThesisS OULHNE. .....cooiuiiiiiiiiiiie et 8

L] 110 ) S PSRRPPPTRRRI 10
LITERATURE REVIEW ..ottt e 10
2.1  Gaps Among the Existing Security Standards ...........ccceeevveeiieeniieincneeennne. 10

2.1.1 Disconnection between Conceptual Models and Real-World
APPLICALIONS ..ttt ettt ettt et et 10

2.1.2 Inadequate Cybersecurity Frameworks Created for Small IT Firms . 11
2.2 Suggested Frameworks by Previous Researchers ...........cccccoceeveriencinenne. 12

2.2.1 Cloud Performance and Security Alignment based Cybersecurity

Frameworks. ....o.ooiiii e 12
222 Cybersecurity Frameworks Designed for Small IT Firms................. 15
223 Cybersecurity Framework for Cloud-based Systems..........cccccueenneee. 18
2.3 Open-Source Tools for Implementing Security ...........cceccveeeviveercueeencreeennne. 21

v



23.1 The benefits of open source for SMEs in terms of strategy and

OPCTALIONS ..evieneieeiteetieetieeteesteeteeesaeesbeessseesseeesseenseessseensaensseenseessseenseensseenseensns 21
232 Empirical Evidence for Real-World Application in SMEs................ 22
2.3.3 Validating End-to-End Open-Source Integration with Conceptual
Frameworks. ....o.ooiiiii e 23

2.4 Conclusive reMATKS ........coouiiiiieiiiiiieeie ettt 24
(O] 1 F: 1) 1<) S SRR 25
FRAMEWORK AND RESEARCH METHODOLOGY .....cceovevieiiieieeieceeeenee 25
3.1 Data CollECtION .....couieiiieiieeieete ettt e 26
3.2  Implementation of the Model Framework............cccccoeviieiieniiiiiinireienne, 42
3.2.1 Analyzing Tools for Features and Compatibility.........ccccceceerernienncee 46
322 Dataset Preparation: Open-Source ToolS .......c.ccoceeeerierieiciieniienenne, 53
3.23 Implementation of the Machine Learning Technique........................ 55
3.24 Implementation of the Tool Catalogue ..........c..coceveeveriiinieninncnnne 62
3.2.5 Final Product ........cooooiiiiieee e 67

3.3 Chapter SUMMATY .....cc.cooeriirieiienienieeieet ettt ettt s eenes 70
CRAPLET 4 ...ttt ettt e et et e et e e bt e e nbe e aeeeateenaeeeas 71
RESULTS AND DISCUSSION .....ooiiiiiiiiiiieiesiteie ettt 71
4.1  Analysis of Responses Collected Through the Survey...........cccevevveiiennnns 72
4.2 Evaluation of the recommendation SYStem ...........ccceeevuveerciieeriieeeniieeeieeens 74
4.3 DISCUSSION ettt ettt ettt et e st e st e bt e ebeesatesbeesabeeaseesbeesaneenneeens 80
43.1 Features and Benefits of the Model Framework ...............cccccceeneene. 81
432 Success of the Model Framework ...........ccocoeveviiiiiiininnniee. 81
433 Efficiency COmPAariSON........ccoerierieriirienienieeientenieee e 82

4.4 Chapter SUMMATY ......cocveriiriirienieieeteet ettt st 83
(O] 1F:1 01 1<) e TSP URORUPRRRONt 84
CONCLUSIONS AND FURTHER RESEARCH AREAS .....ccooviiiiiieeieeeeee, 84
5.1 INIrOUCLION ..outiiiiiiiiieeeee et st 84
5.2 CONCIUSIONS ...utiiiiieiiieiieeite ettt ettt sttt et e st e b e esne e e 84
5.3 Limitations and Further Research Areas...........ccoccooiiiiiiiiiniiiiiniceee 86
REFERENCES ... .ottt sttt s 88
APPENDICES ..ottt sttt sttt st 96



LIST OF FIGURES

Figure Description Page
Figure 1: Impact of cyber-attacks on small businesses in 2022[21][22] ....ccccevveenvennee. 1
Figure 2: Security domains in the existing security frameworks [24] ...........c.cc....... 11
Figure 3: Agent based cyber security framework for cloud environment [27]........... 13
Figure 4: A conceptual Framework for Managing the Cloud Security [11].............. 14
Figure 5: Risk Management and Investment Cost Analysis Framework [20]........... 16
Figure 6: CODCSSSB [29] ..ottt ettt 17
Figure 7: Cyber security framework for cloud-based enterprise level organizations [33]
.................................................................................................................................... 19
Figure 8: Research Methodology .........cccvieiiiiiiiiiieeiieiieeieeee e 25
Figure 9: Implementation Strategy of the Filtering Mechanism............c.cc.ccceevueennnen. 55
Figure 10: User Requirements Gathering FOrm...........coocevieiinieniiienienceiceeee 57
Figure 11: Clent Profile ..o 59
Figure 12: Download section on the Framework ...........c.ccoooeiviiiiinniiiiiinieieee 66
Figure 13: Product Archit@Cture..........ccceoueevierieniiiieiieneeiereeseeeee e 68
Figure 14: Suggested Tools List from the Recommendation System...........c..c........ 69
Figure 15: Tool Catalogue PIreview .........cccccoiiiiiiiiiiiiiiiiiicccececeeeee e 70
Figure 16: Cybersecurity Challenges in Small IT Firms ........ccccccoooiniiiiininnienen. 73
Figure 17: Feedback FOrm .........coooiiiiiiiiiiiieeeeeee e 74
Figure 18: Feedback Form for Unsatisfied Responses .......c...ccoceeviiniiiniiincnnienen. 75

vi



LIST OF TABLES

Table Description Page
Table 1: Used Virtual Machine Information for Tool Analysis..........ccccceevveeiiiennnnnne 47
Table 2: Short Forms for ReqUIrements. ...........coeevuerienieneniienieneeiesieeie e 76
Table 3: Responses 0f the USer 1.......cocoeiuiiiiiiiiiiiiiiiieeeeeeeeee e 77
Table 4: Precision at K Value for Collected Responses ...........cceccvevvieviienieeniiennnnns 79
Table 5: Efficiency Comparison of the Framework............cccceevveiivieicciiiniieceieene 82

Vil



Abbreviation
Al

API

APT

ASD

C5

CI/CD
COVID-19
CPU

CSA Cloud
Matrix (CCM)
FedRAMP
GB

GDPR
HIPAA
HIPAA
HMAC

HR

HTTPS

IDS

IPS

ISMS
ISO/IEC 27001

IT

JIWT
MFA

ML

NIST CSF

LIST OF ABBREVIATIONS

Controls

Description

Artificial Intelligence

Application Programming Interface

Advanced Persistent Threat

Australian Signals Directorate

Cloud Computing Compliance Control Catalog
Continuous Integration and Continuous Deployment
Coronavirus disease 2019

Central Processing Unit

Cloud Security Alliance Cloud Controls Matrix

Federal Risk Authorization Management Program
Giga Byte

General Data Protection Regulation

Health Insurance Portability and Accountability Act
Health Insurance Portability and Accountability Act
Hash-based Message Authentication Code

Human Resources

Hyper Text Transfer Protocol Secure

Intrusion Detection System

Intrusion Prevention System

Information Security Management System
International Organization for Standardization/
International Electrotechnical Commission 27001
Information Technology

Json Web Token

Multi Factor Authentication

Machine Learning

National Institute of Standards and Technology

Cybersecurity Framework

viii



NIST SP 800-53

NISTIR 7621

OS
OSINT
PCIDSS
PCIDSS
RAM
RBAC
SIEM
TLS

VM
VPN
WAF
Wi-Fi

National Institute of Standards and Technology
Special Publication 800-53

National Institute of Standards and Technology
Interagency Report 7621

Operating System

Open-Source Intelligence

Payment Card Industry Data Security Standard
Payment Card Industry Data Security Standard
Random Access Memory

Role Based Access Control

Security Information and Event Management
Transport Layer Security

Virtual Machine

Virtual Private Network

Web Application Firewall

Wireless Fidelity

X



Appendix

Appendix — A
Appendix - B

Appendix — C

LIST OF APPENDICES

Description Page

Dataset........oviuiiiiii i 96
Evaluation Results of the Recommendation System..107

Tool Catalogue.........ccovvviiiiiiiiiiii i 109





